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Abstract: This article presents simulation modeling process as the way to study
the behavior of the Information Security system. Graphical Network Simulator is
used for modeling such system and Kali Linux is used for penetration testing and
security audit. To implement the project GNS3 package is selected. GNS3 is a
graphical network emulator that allows you to simulate a virtual network of
more than 20 different manufacturers on a local computer, connect a virtual
network to a real one, add a full computer to the network, Third-party
Applications for network packet analysis are supported. Depending on the
hardware platform on which GNS3 will be used, it is possible to build complex
projects consisting of routers Cisco, Cisco ASA, Juniper, as well as servers
running network operating systems. Using modeling in the design of computing
systems, you can: estimate the bandwidth of the network and its components;
identify vulnerability in the structure of computing system; compare different
organizations of a computing system; make a perspective development forecast
for computer system; predict future requirements for network bandwidth;
estimate the performance and the required number of servers in the network;
compare various options for computing system upgrading; estimate the impact of
software upgrades, workstations or servers power, network protocols changes on
the computing system. Research computing system parameters with different
characteristics of the individual components allows us to select the network and
computing equipment, taking into account its performance, quality of service,
reliability and cost. As the cost of a single port in active network equipment can
vary depends on the manufacturer's equipment, technology used, reliability,
manageability. The modeling can minimize the cost of equipment for the
computing system. The modeling becomes effective when the number of
workstations is 50-100, and when it more than 300, the total savings could reach
30-40% of project cost.

AHoOTaUiA: YV cmammi poszensinymo npoyec iMimayiliHo20 MOOen08aAHHA, 5K
cnocibd  0ocniodceHHs No8edinku cucmemu  iHopmayiunoi Oeznexu. [l
Mooemosannsi  makoi  cucmemu  suxopucmosyemvcsi - Graphical - Network
Simulator, a oz mecmyeanns nponukHemnss ma — ayoumy — 0Oe3nexKu
suxopucmosgyemuvcs Kali Linux. Jua peanizayii npoexmy obpano naxem GNS3.
GNS3 — ye epagiunuti emynamop mepedici, AKull 00360158€ MOOeNOBAMU
BIPMYATLHY Mepexcy 3 Mepedcesoeo 001a0HaHHs Oinbue Hixe 20 pisHux
BUPOOHUKIG HA JTOKATLHOMY KOMN 10mepi, NPUEOHYBAMU GIPIYANbHY MePeNC)y 00
peanvHoi, dodasamu 8 Mepedxicy NOBHOUIHHULL KOoMN tomep, RIOMpPUMyemobcs
CMOPOHHI npocpamu 0l AHANI3Y Mepedcesux nakemis. 3anedcno 6io anapamuoi
naameopmu, Ha sxitt 6yoe euxopucmosysamucs GNS3, moociuea nobyoosa
KOMNJIeKCHUX npoekmis, wjo ckaaoaiomves 3 mapupymusamopie Cisco, Cisco
ASA, Juniper, a maxoac cepeepié nio YNpasuiHHAM Mepedicesux OnepayitHux
cucmem. Bukopucmogyiouu mMo0eniogants npu npoeKmyeanii 00uUcIo8anIbHUX
cucmem, MOJICHA: OYIHUMU NPONYCKHY 30amHicmb Mepedici ma ii CK1aoo6ux;
BUABUMU BPA3IUBOCHT 8 CIPYKMYPI 004UCTIOBANLHOI cucmeMu; NOpIGHIO8aAmu
pisHi  eapianmu  NpOEKMy8aHHA  OOYUCTIOBANLHOI  cucmeMu;  CKIACmu
nepcnekmueHull niaH po3pooKu KomMn'tomepHoi cucmemu, npocHO3y8amu 6UMo2u
00 NPOnYCcKHOI 30amMHOCMI Mepedxci; OYIHI8amu NpoOyKMUSHICMb | HeOOXIOHY
KLIbKicmb  cepeepie y mepedci; NOpIGHAmMU pISHI  eapianmu MoOepHizayii
004UCTIOBANbHOT  cUuCmeMU,  OYIHUMU — 6RAUE  OHOBNIEHHA — NPOSPAMHO2O
3abe3neuens, pobouux Cmauyii, cepeepis, 3MiHU MepedCHUX NPOMmoKONi6 Ha
obuucnosanbry cucmemy. Jlocniodcenns napamempie oOUUCII08AIbHOI cucmemuy
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3 pI3HUMU XAPAKMEPUCMUKAMU OKpPeMUx KOMNOHeHMI8 0038014€ subpamu
Mmepedicy 1 00HUCTIOBANbHY MEXHIKY, 8PAXo8ylouu ii npoOYKMuGHiCMb, AKICHb
obcnyeosyeanns, Haodiunicms i eapmicmv. OCKIIbKU 6apmicmb 00HO20 NOpMY 8
AKMUBHOMY MEPEACHOMY OOIAOHAHHI MOJCe 3MIHIOBAMUCS 8 3AAeICHOCI BI0

8UPOOHUKA,

BUKOPUCTNOBYBAHOI

mexHonozii,  HadiuHocmi,  KepoBaHOCMI.

Mooentosarnns modice MiHIMIZy8amu eapmicms 001AOHAKHS OJi1 0OHUCTIO8ANHOL
cucmemu. Modeniosanns cmace epekmusHuM, KOU KilbKiCmb pooouux cmanyiti
cmanosums 50-100, a npu 6invw nizie 300 - 3a2anbHa eKOHOMISA MOdICe doCs2amu
30-40% 6i0 sapmocmi npoexmy.

1. INTRODUCTION

Efficient construction and usage of corporate
information systems has become an extremely
important task, especially in insufficient funding of
information technology in enterprises. Evaluation
criteria for efficiency are the cost reducing of the
information system implementation, current and
nearest future requirements compliance, the
opportunity and the cost of further development and
transition to new technologies.

The information system core is a computing
system that includes next components: cable
network and active network equipment, computer
and peripheral equipment, data storages (libraries),
system software (operating systems, database
management systems), special software (monitoring
and network management) and in some cases the
applied software.

Two main types of computer network modeling
can be considered: analytical and simulation
modeling [1].

Analytical models of networks are built on the
basis of mathematical tools of queuing theories,
probability and Markov processes, as well as
methods of diffuse approximation [1]. Also, as
methods of analytical network modeling, differential
and algebraic equations can be used that describe the
network behavior in time.

When using analytical modeling, it is often
possible to obtain models for solving a fairly wide
range of computer network research tasks. At the
same time, analytical network models have a
number of significant drawbacks, which include:

- significant simplifications inherent in most
analytical models (such simplifications sometimes
call into question the results of analytical modeling);

- cumbersome calculations for complex models.

Thus, despite the significant achievements of
analytical modeling, many real-life situations cannot
be adequately represented using appropriate
mathematical models. In some cases, this is
hampered by a certain “rigidity” of mathematics as a
language for describing and representing events and
phenomena. In other cases, even if it is possible to
formalize the life situation under consideration
through the construction of a mathematical model,
the optimization problem obtained on its basis may

be too complicated for modern algorithms for
solving problems of this class [1].

The second type of computer network modeling
is simulation modeling. This type of simulation is
often the best, and sometimes the only way to study
real systems, including networks.

The term “simulation modeling” means that the
processes under study are difficult to predict, and to
predict the behavior of a system, a computational
experiment (imitation) is required with given initial
data.

The difference between the analytical and
simulation models is that in the latter, instead of an
explicit mathematical description of the relationship
between the input and output variables, the real
system is divided into a number of fairly small (in
functional terms) elements or modules [1]. Then, the
behavior of the source system is simulated as the
behavior of a set of these elements, which are
connected in a certain way (by establishing the
corresponding relationships between them) into a
single whole. The computational implementation of
such a model begins with the input element, then
goes through all the elements until the output
element of the model is reached.

2. MODELING

Now the most common approach in information
systems design is to use expert estimates. According
to this approach, experts in the field of computing
tools, active network equipment, cable networks,
design computing system to solve the specific task
or class of tasks, based on their experience and
expert estimates. This approach minimizes the cost
of the design stage, quickly estimate the cost of
implementing the information system. However,
decisions obtained by using expert estimates are
subjective, hardware and software requirements as
the assessment of guarantees for efficiency of
proposed system project are subjective too.

As an alternative may be used approach, which
involves the development of models and modeling
(simulation work - simulation) of computing system
behavior. The modeling is a fundamental method for
studying the behavior of complex systems [2-5].

The modeling is one of the main methods of
knowledge, and a form of reflection of reality. The
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modeling is to clarify or reproduction of certain
properties of real objects, things and events through
other objects, processes, events, or through abstract
descriptions such as image, plan, map, set of
equations, algorithms and applications.

The model is defined as "a system that is
provided or material implemented, that is replaced
the real object (system) in the process of cognition
or analyzing, while retaining some of the most
important features for its research, and its study
gives us new information about the object.

Here are the main types of models used in
practice to describe the different processes and
systems:

o the conceptual model — the model describes
the system using special characters, symbols,
operations or using natural or artificial languages;

e the physical model - the system reproduces
based on the ratio of similarity, that is resulting from
the similarity of physical phenomena;

e the structural and functional model - as a
model uses scheme (block diagram), tables, graphs,
diagrams and drawings with special rules of their
union and transformation;

e the math model is a math representation of
reality, the description of some phenomenon or
system using math concepts and symbols;

e the simulation model - economic and math
model uses in the experimental study of system or
phenomena by using personal computers.

These types of models can be used both
individually and a few at a time, also, when you use
simulation modeling, it involves all of these types or
their separate techniques. The simulation model
allows us to visualize the final or intermediate result
dynamically, that is an important aspect for a
successful understanding the received results by
persons who did not participate in its development.

3. SIMULATION MODEL

Common definitions of term “simulation
modeling”:

e it is the method allows to build models that
describe the processes as they would take place in
reality. Such model can be "played" for a single test
or set of tests. The results will be determined by the
random behavior of the process;

e it is the research method in which studied
system is replaced by a model that accuracy
describes the real system, with which experiments
are conducted to obtain information about this
system;

e it is the special case of math modeling. There
is a class of objects, for which have not developed

analytical models or solution methods of resulting

model for various reasons. In this case, the analytical
model is by the simulator or simulation model;

e it is logical and mathematical description of an
object that can be used to experiment on your
computer in order to design, analysis and assessment
of the object.

Simulation modeling is used to study the
behavior of the system by using math tools and
computing equipment. The calculation of the
required results may be automated by using
computing technology, with only initial data, for
example, been obtained statistically. It is especially
important, when complex system that consist of
many components is being used, because for
calculation of required results you need to use
cumbersome formulas usually. Simulation modeling
is applied to study the behavior of various systems,
including the information one [6-8].

Mainly in information systems modeling there is
an aim to achieve information about request
processing time or resource load level. As for
computing networks, their simulation models
reproduce the processes of message generation by
applications, of splitting messages into specific
protocols packets and frames, of delays in
processing messages, packets and frames within the
operating system, of computer access to the shared
network environment, of router incoming packets
processing and etc. No need to buy expensive
equipment by using simulation modeling network -
its work simulates by programs that accurately
reproduce such equipment main features and
options.

4. SIMULATION ENVIRONMENT

It was offered to use simulation modeling for
determination the actual security threats [9-12].
GNS3 Cisco Systems software have been selected as
the simulation environment (Fig 1).

Internet Simulation

Remote Network
(home, cafe)

Security Network

Fig.1 - The simulation model of information security
system in computer network

The choice of this software due to the following
factors:

e a process of creating models is facilitated by
using a graphical development environment;
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e previously created modules and libraries can
be used to create new models;

e object-oriented approach to model building;

e a large number of built-in libraries for creating
simulation models;

e models can be run at any software and
hardware platform;

e a simulation model
development tools.

Graphical Network Simulator GNS3 is a cross-
platform program with open source. It is based on
popular Dynamips (CISCO 10S emulator), Dynagen
(Dynamips text interface) and Pemu (Cisco PIX
emulator).

GNS3 provides easy to use GUI, and a range of
other features. You can model the new
configuration, various images of 10S, or perhaps,
make fully reconstruction of some complex network
parts. That is much easier with this program than its
be in a real network. The product processes the
installation and configuration of essential utilities
automatically. The GNS3 installation package
includes all emulators. In the case of GNS3
installation on the Microsoft Windows operating
system, you must also install WireShark, it is
necessary to intercept monitor network packets and
libraries.

Sometimes, it is not enough network devices in
the company and there is no router, which deals with
internal networks routing, but there is only L2-
switch and security device Cisco ASA with 10S
8.4.2 version. So, it is necessary to set additional
functionality on Cisco ASA, such as routing.
Similarly, we have only one interface to connect
with the L2-switch. Also, we need to configure
remote users’ connections by VPN.

There is the next task: the networking between
internal networks should be organize to meet the
requirements of security. The guest network access
should be organized only to "INTERNET" with
limited speed of 1024 Kb. The remote users connect
should be organize through Remote Access VPN,
therefore remote users should connect to the internet
via Cisco ASA device and have access to the
internal resources of the company. Internal website
should be available on "INTERNET". All of this
task should be done through CLI. We have a central
office with installed Cisco ASA device and L2-
switch. Four networks (VLANS) have been created
at switch, which submitted to security device
through Trunk.

There are the characteristics of each VLAN-s:

e VIlan_Office 1 - network 192.168.2.0/24.

Security Level is 100. It is uses for first part of
employees. There are the Internet access from this
subnet, and Vlan_Office 2, Vlan._ DMZ and
Vlan_Guests access;

can be run without

e Vlan_Office_2 - network 192.168.3.0/24.

Security Level is 100. It is uses for second part of
employees. There are the Internet access from this
subnet, and Vlan_Office_ 1, Vlan_DMZ and
Vlan_Guests access;

e Vlan_DMZ - network 192.168.1.0/24.

Security Level is 50. There is a Web-Server
(WWW-SRV) with company’s website in this
network. Accordingly, it is available from Internet at
port 80 (TCP) and there are access from
Vlan_Office_1, Vlan_Office 2 subnets to this
network and from Vlan_Guests subnet at 80th port;

e Vlan_Guests - Guest subnet 192.168.4.0/24.

It is uses for "guests” who came to our office.
Security Level is 10. There are the Internet access
from this subnet with limit speed of 512 Kb and
access to the internal website (SRV-WWW) only at
80th port.

There is a network, that simulates "INTERNET",
which uses two routers (Router_1 and Router_2).
There is loopback-interface (IP-address 1.1.1.1) at
Router_1, which will be use to check for the
"INTERNET". Dynamic routing protocol OSPF is
used for routes exchange. Also, there is a remote
user, which is placed in the subnet 192.168.5.0/24
(say it is internet-cafe) behind Remote_Router. This
remote user has access to the Internet but he is
considered dangerous without VPN connection to
the central office.

A simulation model consists of protected and
unprotected networks. The main element of
information security system is the firewall ASA 8.4,
a platform for attack- set Kali Linux. Kali Linux is
modern Linux-distribution for penetration testing
and security audit. Kali is a complete reassembly
BackTrack Linux, fully according to Debian
development standards.

All new infrastructure has been revised, all the
tools were analyzed and packaged, and we switched
to Git for our VCS.

e There are more than 300 tools for penetration
testing: After considering each tool that was included
in BackTrack, we have removed a large number of
tools that either do not work or duplicate other tools
with similar functionality.

e Kali Linux is completely free and always will
be free. You will never have to pay for Kali Linux.

e Git tree with open source code: our tree is
open to all, and all of sources available for set up or
rebuild packages.

e FHS compliant: Kali was designed to observe
the Filesystem Hierarchy Standard, which allows all
Linux users easily find executable files, support files,
libraries, etc.

e Wide support for wireless devices: Kali Linux
was built to support many wireless devices, allowing
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it to work correctly with a wide range of hardware
devices and making it compatible with many USB
and other wireless devices.

e Special core patches from injection:
developers often need to audit wireless networks, so
our core includes the latest patches for them.

e Secure Development Environment: Kali Linux
development team consists of a small group of
trusted persons who can add packages or interact
with storage only by using several secure protocols.

e GPG signed packages and repositories: All
packages are signed by each individual Kali
developer when they are created and recorded, and
then the repository signed packages also.

e Multilingual: Kali has a true multi-language
support, allowing most users to work in their native
language and to find the tools needed for the job.

e Customizable: You can as easy as possible
customize Kali Linux to your taste, down to the core.

e Support ARMEL and ARMHF: Kali supports
ARM-systems and has installations for ARMEL and
ARMHF systems. Kali Linux ARM repository is
integrated with the main distribution.

LOIC was used to implement attacks. The
program performs a distributed attack such as
"denial of service" by TCP-, UDP-packets or HTTP-
requests regular transfer to the certain site or host
with a goal to destroy the target node. There is also
an edition of the program LOIC Hive Mind, that
automatically receive the task to attack via IRC, RSS
or Twitter, which allows centralized DDoS-attacks.

Attacks occur from a remote location to internal
subnet (Office_1, Office 2, DMZ, Guests) with
different security levels. There are customized
security levels: offices - security level is 100, the
traffic between offices is not filtered. DMZ security
level — 50, Guests -10. Offices trafik is unrestricted
with other subnets, there is access from DMZ to
Guest subnet, there is access from the guest subnet
only to the Internet. Internetworking is emulated by
two routers with loopback-interface.

5. CONCLUSIONS

Using modeling in the design of computing
systems, you can:

e estimate the bandwidth of the network and its
components;

e identify wvulnerability in the structure of
computing system;

e compare different
computing system;

e make a perspective development forecast for
computer system;

e predict future
bandwidth;

organizations of a

requirements for network

e estimate the performance and the required
number of servers in the network;

e compare various options for computing system
upgrading;

e estimate the impact of software upgrades,
workstations or servers’ power, network protocols
changes on the computing system.

Research computing system parameters with
different  characteristics of the individual
components allows us to select the network and
computing equipment, taking into account its
performance, quality of service, reliability and cost.
As the cost of a single port in active network
equipment can vary depends on the manufacturer's
equipment, technology used, reliability,
manageability.

The modeling can minimize the cost of
equipment for the computing system. The modeling
becomes effective when the number of workstations
is 50-100, and when it more than 300, the total
savings could reach 30-40% of project cost.
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