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ANALYSIS OF METHODS DATA SECURITY

The article analyzes the main methods of information protection, from which it is possible to conclude that no
method of data protection is ideal for all situations. It is important to choose an enterprise solution that provides
comprehensive functionality, a flexible range of data protection options, broad support for platform and data types, and
proven success in production implementations. The choice of method of information protection should take into account
many circumstances that may arise during the implementation of a particular method. Due to the variety of data
generated today, in addition to increasing the number of new platforms, flexibility can be a critical aspect of the data
protection solution. A careful review of the requirements should make it easy to compare them with the relevant data
protection methods, and it is necessary to make sure that the solution includes everything necessary to meet these
requirements. Choosing the right method of information protection becomes much more difficult when more complex
environments with many conflicting variables are involved, as it must support several options to provide flexibility to
protect and meet data confidentiality, integrity and availability requirements. Only the integrated use of different
measures can ensure reliable protection of information, because each method or measure has weaknesses and
strengths. In some situations, internal security policies or regulations may forcibly change one method of data
protection to another. Today, most standards, such as PCI DSS and HIPAA, allow a combination of the aforementioned
methods, but these standards usually lag behind available or new data protection technologies. The set of methods and
means of information protection includes software and hardware, protective transformations and organizational
measures. A set of such methods, which are focused on protecting information, should protect them depending on
whether the information is stored, moved or copied, accessed or used.
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1. INTRODUCTION depending on whether the information is stored,
moved or copied, accessed or used [1].
Organizational measures  for  information
protection include a set of actions for the selection
and verification of personnel involved in the
preparation and operation of programs and
information, clear regulation of the development and
operation of the information system. Only the
. i X . integrated use of different measures can ensure
Information security can be presented in certain  yojiahle protection of information, because each
forms, such as, common forms and methods include:  nethod or measure has weaknesses and strengths.
data management, network firewalls, intrusion pre-  Technical (hardware) means. These are different
vention systems (IPS), semantic security at the row  types of devices (mechanical, electromechanical,
and column level (RLS / CLS), identity management  electronic, etc.), which hardware solve the problem
(IDM), role-based access control (RBAC), activity  of information protection [2].
monitoring, encryption, tokenization, encryption, Software includes  programs  for  user
data masking and more. The set of methods and identification, access control, encryption of
means of information protection includes software information, removal of residual information such as
and hardware, protective transformations and temporary files, test control of the security system.
organizational measures. A set of such methods that Mixed hardware and software implement the
focus on protecting information should protect them  same functions as hardware and software separately
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Modern corporate solutions and solutions for en-
terprises require flexibility, versatility, stability and a
high level of security to protect information.
Information security solutions should ensure the
integrity,  confidentiality —and availability of
information. Compliance with information properties
such as privacy, integrity, and accessibility is critical.
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and have common properties. Organizational means
consist of organizational and technical (preparation
of premises with computers, laying of cable system
taking into account requirements of restriction of
access) and organizational and legal.

2. ANALYSIS OF INFORMATION
PROTECTION METHODS

Dynamic data masking. Data is created that is
completely or partially disguised when users or
services without access to view it receive it. This
technology does not change the data of the original text
during storage on media (Figure 1). In most cases, this
method is used as additional protection, most databases
use this technology for viewing mode [3].

Cleartext vs. Dynamically Masked Data
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Fig. 1. An example of dynamic data masking

Static data masking. When using this method,
the data cannot be reset. This method uses one-way
hash algorithms along with encryption technology to
achieve a result when the hash value is represented
in binary form and cannot be stored using the
original data type (Figure 2). Most static data
masking tools generate data that is similar to the
original and can be stored using the same data type
and set of characters.

Cleartext vs. Obfuscated Data
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Fig. 2. An example of static data masking

Encryption technology uses mathematical
algorithms and cryptographic keys to convert data
into binary ciphertext (Figure 3). Resetting the data
is possible only with the correct key with the
algorithm. There are many forms of data encryption,
various key benefits and other parameters.

Cleartext vs. Encrypted Ciphertext
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Fig. 3. An example of encryption technology
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Tokenization. This method replaces a randomly
or in some way generated value (token) with the
value of the original text, stores this value in a table
that corresponds to the value of the original text to
the generated token (Figure 4).

The type and length of the token data remain the
same as the original text, the token search table
becomes the "key", which allows you to get the value
of the original text from the token. With the increase
in the number of such tokenized data and tables,
along with the complexity of the IT infrastructure,
leads to the fact that token search tables make it
impossible to quickly and efficiently search.

Cleartext vs. Tokenized Data
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Fig. 4. An example of data tokenization

Encryption while preserving the data format.
This method combines the advantages of both
encryption (using a mathematical algorithm for
encryption) and tokenization (the same type of data
is stored).

Format encryption requires the same CPU cycles
for encryption and then additional processing to
convert binary ciphertext to the same data type as
the original text and avoid possible "collisions”
(same output for two different input values) by
converting a larger binary fields in a smaller
alphanumeric or alphanumeric data type.

Deidentification is a more general term for
"anonymizing" data, used, for example, to display
user data that is almost impossible to identify using
available data.

QOriginal vs. De-ldentified Record

FIRST | MI LAST TYPE CITY | STATE SSN
FIRST | MI LAST TYPE CITY | STATE SSN
Uega | K Hvapi Orlagnt 999-9999

Fig. 5. An example of data deidentification

For sufficient identification or anonymity of field
records to be protected in databases, these fields
must be defined in the organization's data security
policy. The data classification scheme should
specify a minimum list of fields to be protected (for
example, credit card number, last name, first name,
etc.), as well as a list of recommendations for
additional fields for less secure or more widely
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available systems. These additional fields (for
example, city, e-mail address, telephone number,
etc.) will also be protected in cases where this is
clearly justified by the security policy of the
organization or enterprise [4].

3. DATA CLASSIFICATION
AND DATA SECURITY POLICY

The data classification scheme should also
determine which data should be protected on media,
during data transmission and during their use [5].
The protection method should be platform-specific,
using a centralized approach focused on maintaining
multiple data protection options as needed.

Data protection on media.

The use of a particular method of data protection
on media depends on the environment and the
criteria that the method must meet. Full encryption is
a common choice for portable media such as laptop
hard drives or flash cards. Incomplete data
encryption of certain fields has disadvantages, such
as: changing the data type in VarByte (binary),
larger field size, problems with systems or
applications that do not support binary data fields.
Tokenization. It's a modern solution for data
protection on media. Gained popularity for the
following reasons:

- data can be easily moved between systems
open to databases or programs where access to the
original text values is not required;

 if necessary, it is possible to find the
correspondence of the original data using the
correspondence table;

« Data type, field size, or supported character
sets do not change.

Data protection during transportation.

Network traffic encryption protocols (SFTP,
HTTPS, SSL, TLS) are most commonly used when
transporting data, but field-level protection such as
tokenization or encryption can also be used to add
an extra layer of security to data transported
between systems.

Data protection during use.

The biggest problem in protecting particularly
sensitive data fields is when used by users or the
corporate environment [6]. Usually only 1% to 3%
of the total data in a large database guarantees the
use of an incomplete type of information protection.
In addition, 80% to 90% of all information required
for business activities can be submitted in a secure
form. Therefore, only 10% to 20% of the
information required for operational activities will
require access to 1%-3% of data that will require
additional processing.
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Sensitive user data fields, such as credit card
numbers and other vulnerable data, require access to
the original text, so both encryption and tokenization
can be used without compromising the reference
integrity of the data.

Incomplete data encryption gives users greater
access to data, while improving the overall security
framework and adhering to security policies and
regulations.

Data security policy sequence.

It is equally important to consider the ability to
consistently apply data security policies at all of the
above stages and in all environments of the
organization. The same method of protection, limited
rights of access to information, accountability and
audit, protection against unauthorized protection, etc.
must be applied consistently throughout the flow of
data exchange [7]. Data must be equally secure,
processes must be consistent with security policies
from start to finish, regardless of the platform used for
data processing, analysis and storage.

The choice of method of information protection
should take into account many circumstances that
may arise during the implementation of a particular
method.

The choice of the necessary method of
information protection becomes much more difficult
when more complex environments with numerous
conflicting variables are involved. A solution for a
particular enterprise or organization must support
several options to provide flexibility to protect and
meet the requirements of confidentiality, integrity
and availability of data.

When protecting small field data (1 or 2 characters),
encryption is the best option, as even small fields such
as Boolean logical fields can be encrypted (with an
initialization vector). Tokenization is limited by the
width of the token search table used and is typically
used for fields with three or more characters, but very
large fields, such as more than 100 characters and can
contain hundreds or thousands of characters, are not
suitable for tokenization.

There are several approaches to consider for the
protection of sensitive data using external cloud
services, in addition to the obvious transition to
management using a contractual approach. New,
lower data processing costs can be provided by the
heads of information security departments, finding a
way to achieve the same or even improve the level
of information protection through the use of cloud
services [7].

Protect data fields of different sizes

When protecting small field data (1 or 2 characters),
encryption is the best option, as even small fields
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such as Boolean logical fields can be encrypted
(with an initialization vector).

If you want to use a protected field often enough,
encryption can be faster than tokenization, especially
for large fields, because encryption takes the same
time to process a 2-character field and a 16-character
field. However, for standard structured fields of
limited length (3 to 15 characters), tokenization is an
ideal solution.

Storage regulations have a significant impact when
it is necessary to transport information between several
services, such as in some cloud applications. They
often require data deidentification, but in some cases
they do not allow certain particularly sensitive data to
be transported between media at all.

4. CONCLUSION

The paper proposes analyzes of the main methods
of information protection, from which it is possible
to conclude that no method of data protection is
ideal for all situations. It is important to choose an
enterprise solution that provides comprehensive
functionality, a flexible range of data protection
options, broad support for platform and data types,
and proven success in production implementations.

Due to the variety of data generated today, in
addition to increasing the number of new platforms,
flexibility can be a critical aspect of the data
protection solution. A careful review of the
requirements should make it easy to compare them
with the relevant data protection methods, and it is
necessary to make sure that the solution includes
everything necessary to meet these requirements.

To protect data in web services, the best solution
is to use methods to protect information using
tokens, because modern enterprise and enterprise
solutions require flexibility, versatility, stability and
a high level of information protection.
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AHanis MeToAiB 3aXMUCTy AaHUX

Ilpoananizogano ocHo6Hi Memoou 3axucmy in@opmayii, 3 AKUX MONUCHA 3pOOUMU BUCHOBOK, WO ICOOEH Memoo 3a-
Xucmy OaHux He ioednvHull 01s 6cix cumyayiil. Bascnuso eubpamu xopnopamugne piutents, axke HA0A€ WUPOKI QYHK-
YIOHANbHI MOHCIUBOCII, SHYUKUU CIEKMP 8APIAHMIB 3aXUCTY OAHUX, WUPOKY NIOMPUMKY naamgopm i munie 0aHux, a
maxoc 008edeHull ycnix y 8UpoOHUYUX peanizayiax. ¥ eunaoky eubopy memooy saxucmy ingpopmayii ciio ypaxoeysa-
mu 6azamo 0b6Ccmasun, AKi MONXCYMb GUHUKHYMU NI0 Y4AC YRPOBAONHCEHHS NeHO20 Memody. 3a80aKuU PI3HOMAHIMHOCMI
OaHUX, WO 2eHepYIOMbCA HUHI, KpiM 30i1bleHHA KIIbKOCMI HOBUX NAAM@OpM, SHYUKICMb Modce Oymu KpumuyHum
acnekmom piuieHns wooo saxucmy oanux. Pemenvnuii 02nsao sumoe mae nonecuumu ixne nOPieHAHH: 3 8i0ON0GIOHUMU
Memooamu 3axucmy OaHux, i He0OXIOHO NePeKOHAMUCS, WO PIUEHH MICMUumb yce HeoOXiOHe Ol 3a0080JIeHHSA YUuX
sumoe. Bubip npasunvrnoeo memody 3axucmy iHgpopmayii cmae Habazamo CKIAOHIMUM, KOAU 3A0IAHI OLIbUL CKIAOHL
cepedosuuja 3 6a2amoMa KOHGAIKMYIOUUMU 3MIHHUMU, OCKIIbKU GIH NOGUHEH NIOMPUMY8AMU KiIbKA 6apianmis, ujod
3abe3neuumu SHYUKICmb 3aXucmy ma 3a0080JeHHS GUMO2 U000 KOHQPIOeHYIIHOCMI, YILICHOCMI ma 00CMyNnHOCMI 0a-
Hux. TinbKku KOMNJIEKCHe SUKOPUCMAHHS PI3HUX 3aX00i68 Modice 3abe3neuumu HAOluHUll 3axucm ingopmayii, OCKilbKu
KOJiceH Memoo abo 3axio mae ciabKi ma cuibHi CMOPOHU. Y 0esaKux cumyayisax noiimuxa yu npasuia eHympiuHboi
be3neKku ModCymov npumMyco8o 3MiHUmu oOuH cnocib zaxucmy oanux Ha iHwul. Co0200Hi OinbWicMb cCMaHOapmis,
maxux sk PCI DSS ma HIPAA, 0o3601410mb nOEOHys8amu 3a3HayeHi suuje memoou, aie yi Cmanoapmu 3a36uyaii 8io-
cmaroms 6i0 HAABHUX abO HO8UX mexHOoNozil 3axucmy danux. CyKynHicme memodie ma 3acobie 3axucmy iHgopmayii
BKIIIOYAE NPOSPAMHO-ANAPAMHI 3ACO0U, 3AXUCHI nepemeoperHs i opeanizayitni 3axoou. Habip maxux memodis, opieH-
MOBAHUX HA 3aXucm iHopmayii, Mae 3axuniamu ix 3a71exCHo 8i0 Moo, 30epicacmovcs, NePemMiuyemvcs Yy KOnieEmMobes
iH(hopmayis, docmyn 00 Hel Yu GUKOPUCMAHHSL.

Kniouosi cnosa: cmapman, inpopmayitina 63a€mo0is, Kapma uLisaxy KIieHma, npocHo3y8aHHSL.
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