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MODEL OF IMPLEMENTATION OF MANAGEMENT
OF ACCESS TO INFORMATION ASSETS
IN THE CONCEPT OF ZERO TRUST

Background. Controlling access to information assets is one of the key functions of information security. This
task in one form or another must be solved both as a whole at the level of the entire information technology (IT)
infrastructure of a company or organization, and in each local information system.

Methods. Methods on existing approaches, the article develops a model for providing access to information
assets, which allows implementing access control processes in a distributed IT infrastructure. A special feature of the
model isan algorithmfor dynamically determining the necessary security policies, taking into account the access of users
with different privileges.

Results. The model takes into account remote access at several conventional "levels' — access of the
organization's clients, organization employees, as well as partners and contractors. Snce modern information
infrastructures of organizations have become complex and distributed, the model assumes the presence of a significant
number of access points, including automated workstationsin the infrastructure, remote automated workstations, various
user and mobile access devices, as well as specific devices, such as effective access control should ensure centralized
access of all usersto information assets.

Conclusions. Themodel provides for the implementation of a single access point, built on the basis of access
models fromthe zero trust concept, for users and for "robots" — technical accounts used for inter-systeminteraction. The
results of the study will make it possible to develop an architecture for remote user access to distributed information
assets and organize access control and management processes based on dynamic determination of the level of trust in
access subjects, which generally increases the security of organizations.

KnwuoBi caosa: zero Trust, multifactor authentication, single Sgn-On, security Policies, fast IDentity Online.

Background reliability in the decision to grant access for each

The Zero Trust security model addressestheneeds — request on an untrusted network. Its main goal is the
of applications, users, and devices for fast and secure  prevention of unauthorized access and the most
data access in distributed architectures. Using this detailed access management, with this concept, an
concept, it is possible to create fail-safe and a@pproach is proposed, rather than specific algorithms
continuous protection of users and information assets and models of access control implementation
in cases where it is not possible to be reliable in the  (Chapman, & Chapman, 2021).
security of the network. This concept requires that Infact, the concept of zero trust isa set of concepts
each individua user, device, or session access each  designed to minimize the level of uncertainty when
specific request to an information asset without making decisions about providing access to an
initially verifying and verifying security. The concept ~ information resourcein discovered insecure networks
of zero trust is a set of ideas designed to increase that meet the requirements of least privilege. It should
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be emphasized that the planning of bringing the
infrastructure into compliance with the principles of
zero trust cannot be carried out partially or within the
framework of updating information systems.
Restructuring of the information infrastructure as a
whole, as well as integration into all aspects of the
organization's activities, is required in order for the
principles of zero trust to show their effectiveness
(Lambert et al., 2023).

At the same time, the greatest efficiency is
achieved by investing sufficient funds and increasing

investments in the processes of supporting zero-trust
infrastructure (Lambert et al., 2023).

The basis of the concept is laid in the specia
publication NIST 800-207 207 (NIST CSWP, 2023.
https://www.ibm.com/topics/zerotrust), which can be
used as a guide for the development and
implementation of ZTA (ZeroTrustAccess) in
organizations. This publication also provides an
abstract logica model of the zero-trust architecture
(Fig. 1), which was the basis of the devel oped access
control implementation model.

Fig. 1. Basic L ogical Components of the Zero Trust Model NIST

The main e ements of this model are TechRadar,
2023 (https://www.techradar.com/opinion/whyzero-/
trust-cybersecurity-relies-on-peopl e-as-much-as-tech):

= Policy Engine (PE) — the core of ZTA
implementation, components on which access
possibilities within requests are evaluated, usually
based on data from various sources (monitoring
systems and logs, threat detection systems at
endpoints, etc.);

= Policy Administrator (PA) — a component that
implements the policies set on the PE and ensures the
establishment, maintenance and termination of access
sessions through the control plane (a set of channels
between all model elements);

= Policy Enforcement Point (PEP) - a
component with which subjects interact by sending
reguests for access to information assets, collecting
information about access subjects and checking them
for compliance with policies received from the PA;

= information flows (Policy Information Points,
PIPs) — flows that are not the main functional
components of the zero trust model, but are used to
support the functioning of the PE by providing data
for making decisions about access requests.

The basis of providing access to an information
resource are the principles outlined in the same
concept, which can be briefly formulated as follows:

1) authentication and authorization of all access
subjectsis dynamic and mandatory;
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2) all data sources and services are pre-considered
resources;

3) the state of security and integrity of all
information resources is constantly monitored;

4) al interactions are protected regardless of
network membership;

5) access to specific information resources is
provided within the session corresponding to such
access,

6) the decision to grant accessis made on the basis
of dynamic policies that take into account the data
received from the PIP;

7) collection of the maximum possible amount of
data on the state of security of information assets,
network infrastructure and access subjectsis ensured.

The listed principles are basic and must be
followed when implementing the concept of zero
trust in the organization. However, the study does
not consider the abstract situation of providing
access to a certain subject, but to specific groups
of users with their own specificity, that is, subjects
with different powers in information assets — user
and administrative, as well as specific subjects —
external services.

For objects that require greater authority or
administrative access, this implies the use of
specialized methods and tools to ensure access
security for such objects. Thus, in addition to the
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basic principles of the concept of zero trust, the
following two principles were a so defined:

1) stricter policies are required to grant broader
privileges in an access session;

2) the formation of PP policies should be carried
out taking into account the maximum possible degree
of security and integrity of access subjects.

The first additional principle is based on the
specifics of granting access to entities performing
management functions, as these functions require
the provision of excess powers that go beyond
the minimum necessary. The access of such subjects
is usually carried out during the implementation
of additional measures to check the devices from
which the access is made, to control such access and
to monitor.

The second additional principle is based on the
likely limitationsthat may be present when requesting
access to technical services, as the various

technologies used to implement access may not
objectively meet the requirements of the main PE
policies. They should be formed taking into account
each specific technical service and ensure access to
the minimum necessary information resources.

M ethods

Methods on existing approaches, the article
develops amodel for providing accessto information
assets, which allows implementing access control
processes in adistributed I T infrastructure. A special
feature of the model is an algorithm for dynamically
determining the necessary security policies, taking
into account the access of users with different
privileges.

Results

Figure 2 presents the model of the enclave
gateway, on the basis of which the model of providing
access to information assets in potentially
unprotected networks will be organized.

Fig. 2. Model of the enclave gateway

It involves the use of the following logical
components:

= an agent located on aresource from which

= accessrequest;

= gateway, which is the entry point of access to
information resources.

Information resources located behind the gateway
are not unified (like, for example, aweb service), but
represent an "enclave" — a set of information assets
located on the same computing resources.

In this model, the access subject has an agent that is
used to connect to the "enclave' gateway and can be an
agent of a pecificinformation protection system, which
will alow, for example, to provide control of privileged
access. With the help of an agent, you can ensure the
implementation of targeted access palicies to a specific
resource, and with the help of a gateway, you can
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control accessdirectly to alist of information resources,
which makes it possible to implement policies for
users with different privileges Wagenseil, 2010
(https://www.scmagazi ne.com/resource/identity-/
andaccess/how-identity-and-access-management-fits-/
into-zero-trust).

A disadvantage of this model is that the gateway
secures the resources of the enclave as a whole and
may fail to secure individual ones, thus giving access
subjects the potential to discover resources within the
enclave to which they do not have legitimate access.
The model developed as part of the study (Fig. 3) isa
complex version of the "enclave gateway model”,
which is characterized by more complex mechanisms
for providing access through the gateway to al the
above-mentioned groups of access subjects.
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Fig. 3. The developed model of access control implementation

The access subject can make access requests from
the corporate system with or without an installed
agent, as well as from conditionally external partner
systems. Each access request is processed at the
gateway, which is the point of policy enforcement,
while requests from partner systems are processed at
a dedicated part of the gateway for which the policy
engine applies different policies.

Figure 4 shows the access request routing scheme
through the gateway. The access request comes
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through the load balancer because the gateway is a
composite object in the model. For each request,
based on the security status data coming from the PIP,
the source of the request and the subsequent
processing path are determined — which gateway
component will receiveit for processing. Next, based
on the access policies, identification and
authentication is performed, and if successful, an
authorization request is generated.
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Fig. 4. PEP accessrequest routing diagram
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Identification is the first step in providing access
and at the same time the basis of the concept of zero
trust (Cai, & Zhang, 2019, pp. 46-49). Authentication
can be implemented in various ways, and adding a
second authentication factor can further reduce the

Access
policies

processing of the
authorization request by
the corresponding
component of the gateway

authorization—|
request

ACCess
policies

Authorization
data
Gateway

Data request about the
subject's security status

Gateway

authorization

risk of attacks on the access control system (Zeng,
2020, p.48). After successful authentication, an
authorization reguest is conditionally formed, which
is subject to further processing, the scheme of which
ispresented in Fig. 5.

Access

data policies

Receiving and processing
security data

= Access
processed policies

Gateway data

making a decision on

= >
authorization access o

the resource

A
Ieway
Gateway Access
deny

Fig. 5. Processing of accessrequest through PEP

A feature of the proposed processing scheme is
repeated access to PIPs information streams, which
provide available data on the current security status
of the access subject at the time of authorization.
Thus, it isimplied that the decision to grant accessis
made with two stages of verification of the subject -
during the processing of the request for identification
and authentication, and aso after successful
authentication, which will increase the confidence
that this access request is legitimate and will not
create risks for information security.

Dual subject checking as part of access request
processing provides flexibility in decision-making on
the PEP side and alowsfor different policiesthat may
be more or less strict depending on the type of access
subject. Weak or insufficient control policies,
according to aVerizon study (Zuo., 2018, pp. 50-51),
leed to the magjority of incidents involving
compromised accounts, and according to areport by
XMCyber (Liu, 2018, pp. 80-87), 73% of the most
common attack methods involve poor access control
mechanisms or compromised accounts. By using
complex dynamic policies, access control can be
implemented, minimizing the risk of security breaches.

Zero trust generally reduces the possible attack
surface and reduces the level of damage and
consequences of cyber attacks by reducing the time
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and cost of managing security threats. A high degree
of transparency during the provision of access
simplifies administration processes and reduces the
risks of unauthorized access, since it can be obtained
only by those subjects who, based on a series of
checks, have confirmed their level of security
(Columbus, 2022). In addition, the unification of
access policies between applications and servers,
which are critical parts of the IT infrastructure, is the
key to unifying IAM into a single secure and
manageable place for on-premises and cloud IT
departments.

Discussion and conclusions

The proposed model of access provision has not
lost the shortcomings of the prototype model, but on
demand, it provides the possibility of access to
individual information resources through the
gateway, aswell asto resourcesin the enclave, which
ensures the implementation of more complex and
universal policies on the PP, which will be built into
the administrative policy. Thanksto this, it is possible
to build secure real architectures that will create
different access pathsto target information resources.
This creates difficulties for administration and policy
development, but this fact cannot be considered an
insufficient model, after the concept of zero trugt, it
implies constant revision of policies and changes in
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the information infrastructure. This is a complex
processin itself that requires a zero-trust architecture
and the ability to adapt to changes. As part of further
research, a detailed study of the process of granting
access and the development of an access policy based
on dynamic data on the security status of access
subjectsis possible.
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MOAENb PEAMNI3ALII YNIPABNIHHA AOCTYNOM
A0 IHOOPMALIIMHUX AKTUBIB Y KOHLIENLIT HYNbOBOI AOBIPU

BcTyn. Koumpons docmyny 00 ingpopmayitinux akmusis € 0OHIEI0 3 KI0408ux QyHKyiil 3abe3neuenns ingpopmayitinoi Oesnexu.
L]e 3a60anns 6 miil uu iHWiti opmi Mae pO36A3Y6AMUCS K 342aNIOM HA PIGHI 8Ciel iHhopMayitino-mexHoN02iuHOl I pacmpykmypu
KOMNAnii wu opeauizayii, max i @ KO#CHill TOKANbHIU iHghopmayitiniil cucmemi.

Y ecmammi na ocnosi icnyrouux nioxo0ig pospodieno modenv 3abe3nederuss O0OCMyny 00 iHOOPMAYIUHUX aKmusie, o 0ae 3mMoay
peanizyeamu npoyecu KOHmpoto 0ocmyny 6 poznooinenit IT-ingppacmpyxmypi.

MeTonau. Ha ocnogi ichylouux nioxodig y cmammi po3podieno mooeis 3abe3neyeniss 00Cmyny 00 iHPOPMayiiHux aKxmusia,
AKA 00380JIA€ peanizysamu npoyecu KOHMpoao 0ocmyny 8 posnooineniu IT-ingppacmpyxkmypi. Ocodausicmio moodeni € aneopumm
OUHAMIYHO20 BUSHAYEHHS HEOOXIOHUX NOIMUK Oe3NeKU 3 YPAXYEaHHIM 00CMYNY KOPUCMYBAYie i3 PI3HUMU NPUGLIEAMU.

PesyabTaTtu. Pe3yiomamom € aneopumm OUHAMIYHO2O 8USHAUEHHS HEOOXIOHUX NONIMUK Oe3neKu, AKUL paxosye 00Cmyn
Kopucmyeauig i3 pisHumu npusiresmu. Moodenv epaxosye siodanenuii 00CMyn Ha KilbKOX YyMosHux "pieusax" — oocmyn kiuienmis
opeanizayii, cnispobimnukie opeanizayii, a maxoodic napmuepis i niopsonuxie. Ockineku cyuacui ingopmayiini ingppacmpykmypu
opeauizayii cmanu cKIAOHUMU U pO3NOOIIEHUMU, MOOeNb nepedbaiac HAABHICMb 3HAUHOI KiTbKOCMI MOYOK 0ocmyny, cepeo AKUX
agmomamuzosawni poboui cmanyii 8 ingppacmpyxkmypi, 8i00aneni agmomamu3osani poooyi cmanyii, pisHOMaHimHi Kopucmysayvki ma
MOOInLHI npucmpoi 0ocmyny, a maxodic cheyu@iuni npUcmpoi Ha 3pa3oK MOP2OBUX MEPMIHANIE, eheKMUSHUL KOHMPOLbL OOCHYRY MAE
3a6e3neyyeamu MOXCIUGICMb YEHMPALI308AH020 OOCMYNY 6CIX KOPUCMYBAUi6 00 IHOPMAYIlIHUX aKMUBIE.

BucHoBKku. Modenv nepedbauae peanizayito €OuHoi mouxku 0ocmyny, noby0o8anoi Ha ocHo8i mooeneil O0CMyny 3 KoHyenyii
HYIb0BOT 008ipu, 01 Kopucmyeauie i 0ns "pobomig" — mexHiuHux 0ONIKOGUX 3aNUCIE, AKI GUKOPUCTNOBYIOMb OJisl MIdNCCUCTNEMHOT
63aeM00Ii. Pezynbmamu 0ocniodcensi 0a0yms 3M02y po3pooumu apximekmypy 8i00aieH020 O0CMYny KOPUCmysa4ie 00 po3nooiieHux
iHGhopmayitiHux axmuegie ma opeanizyeamu npoyecu KOHMpPOIo 1l YRPaIiHHA O0CMYNOM, AKI 0a3YI0MbCsA HA OUHAMIYHOMY 6USHAYEHHT
PpisHs 006ipu Ao cy6'ekmie 0OCMyny, Wo 3a2aiom ROKpauye Oe3neKy opeaHizayiil.

Kaw4oBi cJuoBa: nwosa 0osipa, bacamodaxmopha asmenmugpikayis, eOunuil 6xio, nonimuxu desnexu, Fast | Dentity Online.
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