be3neka indopmanirtamx cvcreM i TexHosorivi, Ne 1(7)/2024

Volodymyr NAKONECHNY!I, DSc (Engin.), Prof.

ORCID ID: 0000-0002-0247-5400

e-mail: volodym.nakonechnyi@knu.ua

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Volodymyr SAIKO, DSc (Engin.), Prof.

ORCID ID: 0000-0002-3059-6787

e-mail: v.saiko@knu.ua

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Mykola MORDVYNTSEV, DSc (Engin.), Assoc. Prof.

ORCID ID: 0000-0002-7674-3164

e-mail: lukolyy@gmail.com

Kharkiv National University of Internal Affairs, Kharkiv, Ukraine

Vladyslav LUTSENKO, PhD Student

ORCID ID: 0000-0002-2377-1858

e-mail: vlkiller175@knu.ua

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

ADVANTAGES AND RISKS OF USING CHATGPT

Background. Thisarticle presents ChatGPT - a new chatbot, one of the latest productsin the field of artificial intelligence,
created by OpenAl, which developed this technology together with Elon Musk. The article provides recommendations for connecting
to a chatbot. The main advantages of artificial intelligence are defined, and examples of its application are given.

Current educational processes should develop a cross-disciplinary and practice-oriented approach in the student.

Results. Itisshown that among the main advantages of ChatGPT is the ability to generate texts on a given topic, to answer
almost all user questions, and to express oneself even in Ukrainian. Specific examples of chatbot questions related, in particular, to
information protection, risk management, etc., are given. Demonstrated responses from his side. Focused on the dangers of using a
new chathot. It is shown that possible plagiarism, compatibility issues, malicious use, privacy issues, copyright infringement issues,
and problems of using ChatGPT in the educational system occupy a special place among the identified dangers. It is emphasized that
the education system is currently experiencing a significant crisis and that the process of obtaining knowledge is adequate to the
challenges of today, it is necessary to radically revise the approach to what the current teacher and the educational process itself
should be. It is noted that Ukraine needs a fundamental transformation of the very essence of the education system. Now the main task
of the teacher isto give the student himself the opportunity to take theinitiative in learning, to effectively use the information received,
to combine it and to apply the received result in solving his task. A successful student must learn to solve complex tasks that are at the
junction of various subjects and disciplines.

Conclusions. So, ChatGPT isa powerful tool, but today it has some drawbacks that should be considered if you plan to useiit.

Keywor ds: chatbot, neural networks, application, encryption, copyright, privacy, artificial intelligence.

ABTOpH 3asBIISIIOTE PO BiACYTHICTH KOHQIIIKTY iHTepeciB. CrioHcOpu He Opanu ydacTi B po3poOJICHHI IOCHimKeHHS,; y 300pi,
aHai3i 4M iHTeppeTawii JaHuX; y HalMCaHHI PyKONKCY; B PiIEHHI PO IyOJIiKalilo pe3yJsibTaTiB.

The authors declare no conflicts of interest. The funders had no role in the design of the study; in the collection, analyses or
interpretation of data; in the writing of the manuscript; in the decision to publish the results.

ISSN 2707-1758
61



be3neka indopmanirtamx cvcreM i TexHosorivi, Ne 1(7)/2024 -

IH®OPMAIIIMHI CHCTEMH TA TEXHOAOTTI

VJIK 004.056
DOI: https://doi.org/10.17721/1 ST S.2024.7.62-68

Ceprint TONIOMA, Aa-p TexH. Hayk, npod.

ORCID ID: 0000-0003-1715-0761

e-mail: serhii.toliupa@knu.ua
KuiBcbkui HauioHanbHUI yHiBepcuTeT imeHi Tapaca LLleByeHka, KuiB, YkpaiHa

Ceprin JIANTEB, acn.

ORCID ID: 0000-0002-7291-1829

e-mail: salaptiev@gmail.com

KniBcbkui HauioHanbHUI yHiBepcuTeT iMmeHi Tapaca LLeByeHka, KuiB, YkpaiHa

YAOOCKOHAJNEHHA METOAY
BUABJNIEHHA PAOIOCUTHANIB 3A AONOMOroio
TOMONOrIYHOI IAEHTUGIKALLII 3ArPO3

BceTyn. Jlwocmeo esiiiuiio 6 enoxy iHghopmayiiinoi yinnocmi, 8 sKill IHghopmMayis cmae pecypcom, 8aiCiuiuium
3a iHwi pecypcu. Tomy docmyn 0o ingpopmayii, 0codau60 00 KOHPIOeHYIIHOT, 30KpemMa i 00 iHopmayil, sika micmumao
OCHOBHI KOHKYPEHMHI nepesazi, € NEPUIOYepeo8UM 3a80aHHIM KOHKYDeHmHOI po36ioxku. Ompumaris makoi ingpopmayii,
Hauuacmiwie, Nos'a3ane 3 NOPYUWEHHAM 3aKOHY Md 3ACMOCY8ANHAM CNEYIATbHUX MEXHIYHUX 3ac00i8. Huni € modcausicme
posg'azysamu CKIaoHi npobremu w000 SUMIKAHHA [HOOPMAYIl WEUOWUMY MEMNAMU, dle CReyianicmu MmexHiuHOT
PO3BIOKU MOX*CYMb BUKOPUCIOBYB8AMU HOBI CHOCOOU NPOHUKHEHHS ) 8auly CcUcmemy, wob SUKPACU BaAXHCIUBY
iHGhopmayiro ma 3a60amu HeNONPAasHOI WKOOU.

MeTtonam. Jocnioxceno memoou 6UssieHHS HeOe3sNneuHux paoioCUSHAI8, 5K MOXNCYMb Oymu cucHaiamu 60
Paodio3axknaoHux npucmpois. 3anponoHo8aHo B00CKOHANEHUN Memoo 8UAGNIeHHA pAdiOCUSHATIB, 8KA3AHE B800CKOHANEHHS
3ACHOBAHO HA BUKOPUCMAHHI MONOA02IYHOI i0enmuixayii 3aepo3. Memoo 3acHoéano Ha momy, wjo 00'ekm inghopmayitinol
oisuibHocmi mpeba po3bumu Ha gpakmanu, mobomo obracmi camonodionocmi. Qbnacmi camonoOiOHOCME BU3HAYAIOMbCS
@izuunumu eracmueocmsimu padiocuenanie. Kpim gopakmanvnoi posmipHocmi, 3 MEMOoI0 3HAYHO20 NIOBUWEHHSL UMOBIPHOCTE
BUABIEHHS Hebe3neuHUX padiocueHanis, sk idenmugbixayiro padiocusHanie 86001msb 8i0N08ioHi hpakmanvHi mipu. PpakmanvHi
MIpU 000amK080 00360/50Mb GUIHAYAMU 30HU, 6 SKUX GUAGIAIOMbC HeDesneyHi padiocucHanu. 3adarouu 6i0N0SIOHI
EeMAIOHHI 3HAYEHHS. BIONOBIOHUX NAPAMEMPIE PAOIOCUSHANIE MONCHA SUSHAYAMU (DPAKMATLHI POZMIPHOCIE Yepe3 NOKAZHUK
T'epcma i 3anedxcHo 6i0 OMpuMaHO20 3HAYEHHS POIMIPHOCHE MOMNCHA I0enmughiKysamu Hebe3neuHi paodiocueHal, CUSHAIU
PAdio3aKIAOHUX NPUCMPOI8 ab0 THUUX PUCMPOIE 3HIMAHHS THOpMAayil, SIKI 6CMAHOGIEHI HA 00 €KMI 3 KOHEIOEHYIIHOW
ingopmayicio. Buxopucmanusi 3anponoHO8aHO20 Memody 0030umb 30UIbuumu  eqheKmueHiCmb  BUSGTICHHS  CUCHATIG
Paodio3aKnaOHUX PUCMpois ma y UNAOKy 6UAGIEHH MAKUX CUSHAIE OJIOKY8amuU KAHA 8UMIKAHHS iHopMmayi.

PesyasTaTtu. 32idno 3 0ocniodxcenuamu anarimuxie 16 Y% midcHapoOHux KoMnamiti ma 0epicasHux YCmaHos
CMUKAIUCL 13 NPOMUCILO80I0 P0o36i0Koio. 3a donomozoio mexuivnux 3acobie sudodysacmovcsi 80-90 % neobxionol
inghopmayii. 'V 36'sa3ky i3 yum, 30epicanns y mMaAcMHUYi KOMEPYIUHO BaNCIU6oi IH@opmayii, 00360715€ YCHIUHO
KOHKYPY8amu Ha pUHKY 6upoOHuymea ma 30ymy moeapie i nociye. /[ ompumants 00cmyny 00 Komepyiunoi ingpopmayii
BJI0BMUCHUK 3ACMOCO8YE MexXHiunI 3acobu. OOHUM [3 6U0i6 MEeXHIYHUX 3ac00i8 € padio3akiadHuil npucmpiu. /s
nepedasanist inghopmayii cmeopiocmovcst Kanan nepedasannsi ompumanoi ingopmayii.  Tomy Oyorce sadxciugum €
NUMAHHA BUABNLIEHHA MA OJIOKY8AHHs KAHANIE UMIKAHHS IHGopmayii.

BucHoBKU. /osedeno, wo uxopucmosyouu memoou pakmanioHoi ceomempii, ModicHa 06'exm iHgopmayitinoi
odisnbHOCmI po3bumu Ha pakmanu, Ha obracmi camonodionocmi. Kpumepiamu, 3a sxumu eusnavaioms yi ooaacmi, €
@izuyni npunyunu pobomu 3aKkia0HUX npucmpois. 3adarouu 8I0NOGIOHI eMAaNOHHI 3HAYEHHS 8IONOBIOHUX NApAMempis,
MOJICHA 8U3HAYAMU PPAKMANLHI PO3MIpHOCHI Yepe3 nokasHuk I'epcma.

KawyoBi c¢ioBa: padiocucnan, padio3akiadnuii npucmpiil, UmiKarHs ingpopmayii, hpakmansHa po3mipHicme.

Beryn iHpopmaLii, ocobanBo 10 KoHQiAeHUiiHOI iH(pOp-
JroncTtBo yBilimuIo B emoxy iHdopMamiiiHoi — Marlii, 30kpema i 10 indopmartii, ska MiCTHTb OCHOBHI
HiHHOCTI, B #Kid iHQopMalis cTae pecypcoM, KOHKYPEHTHI II€peBar, € MEepLUIOYEPrOBUM 3aBJa-
BAXUIMBIIIMM 3a iHm pecypcd. ToMy gocTym 10  HHAM KOHKYPEHTHOI po3Biaku. OTpUMaHHS Takoi
© Tonwona Ceprin, IllanteB Ceprin, 2024
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iH(popMarii, HaifyacTime, MoB's3aHe 3 MOPYIIEHHIM
3aKOHY Ta 3aCTOCYBaHHSM CICIIaJbHUX TEXHIYHUX
3aco0iB. HuHI € MOXKIIMBICTh PO3B'S3YBAaTH CKIIATHI
mpobiaemMu 3 BUTiKaHHA iHGopMmamii OLIBII LIBHUI-
KHUMH TEMITaMH, aji¢ CIICMiaJliCTH TEXHIYHOI PO3BIAKH
MOYTh BHKOPHCTOBYBATH HOBi CIIOCOOW NPOHUK-
HEHHS y Bally CHCTEMY, OO0 BHUKPACTH BaXKIUBY
iH(pOpMALIiIo Ta 3aBAaTH HENOMPaBHOI IIKOIH. SKIiCTh
indopmariii, 1O BHKOPHUCTOBYETHCS, TO3BOJISIE
OTPHMYBATH BiANOBIAHUI €eKOHOMIYHUHN 200 MOpaIb-
HUH eekT. 3rigHo 3 JOCTIKEHHSIMA aHATITHKIB 76 %
MDKHapOJAHUX KOMIAaHid 1 JepKaBHUX YCTaHOB
CTUKAJIUCh 13 TPOMHUCIOBOIO PO3BiIKOI0. 3a JOTIO-
MOTOI0 TeXHIUYHHUX 3aco0iB BHOoOyBaeTbes 80-90 %
HeoOximHoi iHdopMarii. Y 3BSI3Ky i3 muM, 30epi-
TaHHS y TAaEMHHII KOMEpLiHHO BakIMBOi iHGDOp-
Marlii, J03BOJISIE YCIIITHO KOHKYPYBaTH Ha PUHKY
BUPOOHHUITBA Ta 30yTy TOBapiB i mociyr. BinmosigHo
IO MEeTH, SKy CTaBUTh Ui cebe KOHKYpEeHTHa
PO3BilKa, BUKOPUCTOBYIOTh Pi3HI KaHAIN BHTIKaHHS
indopwmartii. IcHye 6araTo pi3HHX THITIB MOJEICH, SKi
Jaf0Th MOXKJIMBICTh BHSABIISTH OKpEMi DPi3HI KaHaJIH
BHTIKaHHS iHQOpMaIrii.

Tomy po3po0biieHHs i yIOCKOHATICHHS MOIesiel Ta
METOMIB imeHTU(IKaIil KaHaliB BUTIKaHHS KOH(QI-
neHIiinol iHdopmamii Ha 00'ekTi iHOpMaIiHOT
TSTTEHOCTI HHAHI € Ay)Ke aKTyaTbHIMH.

Memoro i€l cTaTTi € MABAMIECHHS e(EKTHBHOCTI
BYSIBJICHHS KaHAJIiB BUTIKaHHS iHpoOpMaIlii Ta CHr-
HaJIB paJio3akiaJHHUX Ta IHITHX TPUCTPOIB 3HIMAHHS
iHdopmariii 3aBIIKH BIOCKOHAJICHHIO METOAY BHSIB-
JICHHsI He0e3MeYHUX PalioCUTHAIB 200 1HIINX BHIIIB
HeOe3MeYHUX CUTHATIB.

Oznao nimepamypu. IlutanasaM 3axucty KoH}i-
IEeHIHOT iH(opMarii, po3poOIIEeHHI0 Ta BIOCKO-
HAJICHHIO MOJEJeil BUSBJICHHS KaHAJNB BUTIKaHHS
iHpopMaLii Ta CHIHAJIB palio3aKiafHUX IPUCTPOIB
MIPUCBSYCHO 3HAYHY KUIBKICTh MyOJTiKaIiii.

VY po6oti (Ko3zauok, 2017) po3risiHyTO pi3Hi METOAN
010METPUYHOT CTATHYHOI Ta AMHAMIYHOT iIeHTH(DiKaIli,
110 03BOJISIE MTiABUILMTH CTYIIHb 3aXUCTY iH(popMariii.
LIi meTonu Ga3yroThcs Ha (i3i0I0TIYHUX OCOOTMBOCTAX
moauan. Ha ocHOBI ux (hizionorivHuX 0coOImBOCTEH
MOKHA OyIyBaTH pPi3HI MaTeMaTHYHI MOJENI iICHTH-
¢ikamii. Bxkazani mMoneni MO)KHa BHKOPHCTOBYBAaTH Y
TpoIieci CTBOPEHHSI PI3HUX TEXHOJOTIH 3aXUCTY
iHpopMamii 3 O0OMEKEHHM JOCTyIoM. AJje Iei
NPUHIMIT HE JO3BOJISIE TOBHOK MIpOI0 3aXHUCTHTH
KOHbIIeHIIHY iH(hOpMAaIIifo.

JlocmiKeHHAMH, BHUCBITICHUMH Yy  TIparsax
(Sobchuk, Samoilenko, & Samoilenko, 1999)
BH3HAYCHO BEIIMKY KIIBKICTh TapaMeTpiB It
ineHTHdIKamii kibepaTak Ha iHGOPMAIIIIHI CUCTEMHU.
InenTudikanis kibepaTak Ia€ MOXIHMBICTH IiJIBH-
LIUTH piBeHb 3axuCTy iH(opmarii. [Ipore kibepaTaku
iIeHTU(IKYIOTBCS He TIOBHOIO MIipOKO Ta BH3HaueHI
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JUIIEe JUIsI BY3BKOTO Kiacy OO'€KTiB, O TOTO K,
MOCTIHHO PO3BHBAIOTHCA. TOMYy imeHTH]iKalis He
PO3B's13y€ MpoOIIEeMy MOBHICTIO.

B po6orax B. Cobuyka, O. Kamycrsna, O. bapa6ara,
O. MamkoBa po3KpUTO 0COOIUBOCTI iIeHTUdIKAIT B
KOPIIOPaTUBHUX  iH(QOpMAaIiHHO-TeIeKOMYHIKaIIii-
HuUX cucreMax. JlocmijpkeHo cywacHi 3aco0u
inentudikamii. Ilpore wmeroau imeHTUdIKAIi He
PO3MIIIHYTO 3 TOTJSAY MOXKIMBHX 1HQOpMaLiifHUX
atak. He 3amponoHOBaHO MaTeMaTW4YHOI MOJEI, 3a
JIOTIOMOTOK0 SIKOi MOYKHA CTBOPIOBATH TEXHOJIOTIIO
BUSIBIICHHSI 3arpo3.

VYueni O. bapa6am, H. JIykoBa-Uyiiko, [. Cananga
3apOTIOHOBANI  TEXHOJOTIYHE  pIIEHHS IS
imeHTU(IKAIl 00'€KTIB iHGOPMAIIHHOT TiIsITEHOCTI y
CTBOpEHI TEXHIYHUX CHCTEM OXOpoHu. OjHaK e
pIIIEHHS MpUTaMaHHe He KOXHIN crucTeMi, OUTBIITICTh
13 HUX 3QJIUIIAI0THCS 11032 PO3POOICHUM METOJIOM.

Jocnimkenas Takux ydenux, sk H. B. Jlykosa-
Uyiiko, C. B. Tomtomna, C. O. Jlantes, O. A. JlanTes,
OMHUCYIOTh METOX (PpaKTaIbHOI po3MipHOCTi. [IpoTe
HOro 3amporoHOBAaHO JHINE s iAeHTUdIKaIi s
ONTUYHHUX cHUcTeM. lle 3Ha4HO CKOpOYy€e KITBKiCTh
rajysedl, y SKAX MOXHAa BUKOPHCTOBYBAaTH
¢bpaktanpHUil  aHamiz. ToMy pPO3BUTOK  Teopii
¢bpakraniB morpedye MOJATBIIOTO MOIIUPEHHS Ha
pi3HI raxysi i 00'exTH iH(OPMAIIHHOT TiSITEHOCTI.

VY HaykoBiii miTeparypi € 0arato MeTOIVK,
METOIB 1 MOJEJIE, Kl JAaIOTh MOKIUBICTh BUSABIISITH
KaHaJ W BHTIKaHHS iHQoOpMalii, KaHalu SKAMU
BiIOYBAEThCS BUTIKAHHSA KOHQIAEHIIHHOT 1H(OP-
Marlii, aje 3araipHoi a00 yHiBepcanbHOi Mojedi, abo
3arajJpHOTO METOJY BWSIBJICHHS KaHAJIB BUTIKAHHSI
iH(hopMallii, HUHI He iICHYE.

3 orUIsAay Ha BUKJIAJCHE BUIIE, HAYKOBE 3aBIaHHS
3 TiABHINEHHS €(QEKTHBHOCTI BUSBICHHS KaHAIIB
BUTIKaHHSA iH(pOpMAIll Ta CUTHAIIB paio3aKIaJHIX
MPHUCTPOIB MOJI0 BJOCKOHAJICHHS METO Y BUSIBICHHS
HeOE3MEeUHNX paTioCHTHANIB Ha 00'ekTax iH(Op-
MariitHoi misttbHOCTI € aktyansHuM (Koszauok, 2017,
C. 42-48).

MeTtoau

Y po6oTi TOCIIIKEHO METOIM BUSBJICHHS HEOE3-
MEYHUX PaJiOCHTHAMIB, SIKi MOXKYTb OyTH CUTHAJIAMH
BiJl panio3aKIafHUX MPHUCTPOIB. 3amponOHOBAaHO
BJIOCKOHAJICHUH METOJ] BHSIBIICHHS PajiOCUTHAIB,
Bka3zaHe BJIOCKOHAJICHHS 3aCHOBAHO Ha BHKOPHC-
TaHHI TOMOJIOTIYHOI imeHTudikarii 3arpo3. Meton
3aCHOBAaHO Ha TOMY, IO O00'ekT iH(opMamiifHOl
IisTbHOCTI Tpeba po30MTH Ha (QpakTaim, TOOTO
oOmacti camomogionocti. Taki oOmacti camorno-
JIOHOCTI BU3HAYAIOTHCS (hiI3MYHUMHU BIIACTHBOCTSIMHU
pamiocurHamiB. KpiM ¢pakTanpHOi po3MipHOCTI, 3
METOI0 3HAYHOTO ITiIBUINECHHS WMOBIPHOCTI BHSIB-
JIeHHS HEOE3NMEYHWX paTiOCUTHANIB, SK 1MeHTH(I-
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Kallif0 paJioOCUTHATIB BBOJATH BIAMOBITHI (pak-
taneHi  Mipu. @pakraibHi  MipH  J1OJAaTKOBO
JO3BOJISIIOTH BU3HAYATH 30HH, B SKHX BUSBIISIOTHCS
HeOe3MneuHi pajiocurHaiv. 3ajaroud  BiJlIIOBIIHI
CTaJOHHI 3HAYCHHsS BIANOBIAHUX  IapaMeTpiB
panmiocurHamiB, MOXHa BH3HA4aTH (QpaKTaabHi
PO3MIpHOCTI Yepe3 MOoKa3HUK ['epcra i 3a1eKHO Bill
OTPUMAHOTO  3HAYEHHS  PO3MIPHOCTI  MOJXKHA
imeHTr(ikyBaTi HeOe3MeyHi pagioCUTHAIHN, CUTHAIIN
pamio3akIagHUX TPUCTPOIB ab0 IHIIMX MPHUCTPOIB
3HIMaHHSA 1H(pOpMaIlii, sIKi BCTAHOBJIEHI Ha 00'€KTI 3
KoH(OineHniiHOIO  iHpopMmarieo. Buxopucranus
3alporOHOBAHOTO METOAY JO30JHTH ITiIBUIIUTH
e(heKTHBHICTh BUSBIICHHS CHTHATIB Pajio3aKIIaTHUX
MIPUCTPOIB Ta Y BHUITAJKy BUSBJICHHS TaKUX CUTHAJIIB
0JIOKYBaTH KaHaJl BUTIKaHHS iHpOpMAITii.

PesyabTaTtn

Ilinx gac pobir i3 momyKy Ta OJOKyBaHHS
pamio3akIagHUX TPUCTPOIB Ha 00'ektax iH)OP-
MarifHol  [OISUIBHOCTI, BHHHKAEC  HEOOXIJHICTH
PO30UTTS MPUMIIICHHS Ha TONTYKOBi 30HH. MOXHa
PO3AUTUTH 3arajbHE NPUMIMICHHA 3a ICHYIOUHM
po3noAiIOM. Y KOXKHIH IOIIYKOBOI 30HI 3 SKOKCH
IMOBIPHICTIO MOK€E PO3MIILlyBaTUCS Paio3aKia HIH
npuctpiii. IIpakTHYHO e 1 € MOYaTKOM BHKO-
PUCTaHHS Cy4aCHOTO TOIMOJIOTIYHOTO aHawizy. Takui
aHajJi3 MOXHa 3aCTOCOBYBAaTH B peaii3amii pi3HHUX
TOMOJIOTIYHUX €(eKTiB, MOB'SI3aHUX 3 aHAIi30M
aynioindopmarii Ta aHaizy 300paxkeHb. Y mporeci
JOCTiKEeHHS 00'€KTIB y 0araTh0X BUMIAJIKaX BHHUKAE
3aBJlaHHS 3'ICYBaTH, SKUM YHHOM IIONIYKOBI 30HHU
1mo3B's13aHi. HeoOXiIHO 3p03yMiTH, 9 MOXHA 3 OHI€T
MOIITYKOBOI 30HU (T€OMETPUIHOTO 00pa3y) OTPHUMATH
Marepian s iHmoi. ToOTo Bke MEPEeXOoaNMMO Y
(dbpakTambHy TEOpiF0 — B OKpPEeMHH  pO3Iii
MareMaTruku. YacTHHOIO (pakTanbHOI Teopii i € came
toroorist  cucremu  (Sobchuk, Samoilenko, &
Samoilenko, 1999, c. 926-933).

Ockinpku  (pakTanm — 1e¢ MHOXHHA TOYOK Y
pocTopi, TO Le MoXe OyTH sSKach IeOMETpHYHA
(irypa, mo Mae BIaCTHBICTh camomnomionocTi. Tomi
nociimkerns posmipHocti D Bkazanmoro 06'exra
MOJKHa BHKOPHCTOBYBATH y TIOUIYKY 3aKJIaIHUX

NPUCTPOIB y iHIKX 30HaX Ha 00'ekti. [linTBepmKYyE
IO TEOpil0 Te, IO PaAiOCHTHAIM MAalOTh O3HAKH
¢dpakTaibHOi CTPYKTYpH. BHKOpHCTOBYBaTHMEMO
Take TPUOYINEHHS a00 TO3HAYCHHS.  SKIIO
(pakTambHa PO3MIPHICTH 00JIACTI PO3MOBCHOIKEHHS
curmany D=1, 10 me osnauarume, 1o curHan
HETepPepBHO PO3MOBCIOKYEThCSI 0€3  IMEepemIKo;
axkmo D =2, To nonspuzoBanuii curuan nommpro-
€TBCS y TUIOCKIM oOmacti; y pasi D =3, curnan
PO3MOBCIOJUKYETHCSI Y TPUBHUMIPHOMY IPOCTOPI.
lammMu  cmoBamm,  3ampomnoHOBaHa  (hpaKTalbHA
PO3MIPHICTE JTA€ 3aTajIbHY XapaKTePUCTHKY PO3ITOBCIO-
JoKeHHs curHary. OTHAK 3a HassBHOCTI 3aBaj, 00J1acTh
PO3IOBCIOKEHHS CHTHATY HE MOYKHA PO3TIISIATH SIK
HeTlepepBHy, TOMY II0 B IIbOMY BHITAJKy BHHUKAIOTH
0COOMHBI 30HU, B SKUX CHUTHAT HE TIOMIMPIOETHCS 3a
IHIMME 3aKOHaMU. Toi B IMX BUTAAKaX (paKTaibHA
pO3MIipHICTE yke HaOyBatume HIpoOOBE 3HAYCHHS.
OTxe, ppaxTasbHy pO3MIpHICTB IIi€] 00JIaCT] 3aJIEKHO
Bifl 00JIaCTi PO3MOBCIOJKCHHSI CHTHAIY, MOXHa B

3araJbHOMY BHIAJKY 3amucaty Bupasom (1) (Sobchuk,
2018, p. 233-239):

D=k-H, k=13. (1)

Tyr H —nokasnuk Iepcra.

[Moxa3zamk I'epcta  HEBiAOMHIA, TOSICHIMO
BH3HAYCHHS IOT0 MTOKa3HuKa. CIo9aTKy HeOOXiTHO
pO3TIIYMayuTH  TOHATTS — oOpaHWH  mOpIr,
MEPEBUIICHHS SKOTO CBIJYATH TIPO HASBHICTH
3HaYHOTO PaJiOCUTHAIY B IOUTYKOBOT 30H1. K mopir
IUISL pajiocurHaly OakaHO BUKOPUCTOBYBATH (haiin
3paska. Qaiin 3pa3ka — e (aiii, SKuii OTPUMAaITH ITi T
yac CKaHyBaHHS pajiofianma3zoHy moOmm3y o0'ekTa
obcrexxenus. Toal MaTeMaTHYHUM OIMC BHUIJIA-
JaTAME TakK. {Ai =1, n} — TOCITITOBHICTE PiBHIB

MIEPEeBUIICHHS] TOPOTIB pajioCUTHANIB Bif (ailiry
3paska. Ha pmc. 1 300paxeHo, SKHM CIIOCOOOM
BM3HAYAETHCS TMEPEBHIIEHHS Topora Qaifimy 3paska
(Sobchuk et d., 2019, p. 79-95). [lensTa Ha PUCYHKY
MOKa3y€e NepEeBHUILCHHS TOpOTra paJioCUTHAITY 3pa3Ka.

Spectrum of signals
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Jna  BUsABIEHHS panio3akiagHOTO TPUCTPOIO
3aJa0Th MOPOTOBY aMILniTyay A, 1 B 3agaHoMy

niamasoni wacror Bin f; mo f,r 3a momomororo

CKaHyBaJIFHOTO TpHiiMada abo CHekTp-aHaizaTropa
BU3HAYAIOTh | -Ty aMIUIiTyJdy CHTHaly — TOTO
CUTHaIy, 110 HasIBHUN Y TIOIIYKOBil 30Hi.

3arajom MaeMo

A=A-A. @

Hexait R- posmax wMik MakcuManbHuUM i
MiHIMQJIbHAM 3HAYCHHSIMH IHX TTOPOTiB.
Toni

R=maxA; —minA;.

©)

Cepenne 3Ha4eHHs opora A BH3HAUMMO SIK CEpEJI-
He apudMeTHIHE BCiX JaHUX, TOOTO MAaTHMEMO BHpa3

(4)

a cepeaHEe KBaApaTUYHE BIAXWJICHHS BU3HAYa-
TUMETHCS BUPA30M

®)

3 omsany Ha Bupasu (3)—5) i MarouM MOKa3HHK
Iepcra, sikuii Oyae BU3HAUaTHCH BHpa3oM (6), Maemo
2)
In| —
H=—92 6)
n
Inf —
2
3poOHBIIHN IIiICTAHOBKY, a came Bupas (6) v (2)
OTPUMAEMO TPH MOXIIUBI 3HAa4YeHHS (pPaKTaIbHOI
PO3MIPHOCTI, SIKi OIIHCYBATUMYThCS BHpa3oM (7):
D,=1-H,D,=2-H,D,=3-H. (7)
JochipkeHHsIME  TIiJi Yac TMOIIYKOBHX pOOIT
YCTaHOBIICHO: SIKIIO (pakTaTbHA PO3MIPHICTH Mae
snavenns D, > 0,6, o 3 Bemmkoro iMoBipHicTIO
MOXHa CTBEPIKYBATH, IO HA 00'€KTI, ¢ IPOBOIATH
poOOTH 3 MOWIYKY Ta OJOKYBaHHS pPaAio3aKiaJHHX
MIPUCTPOIB, AKPa3 i PO3MIIICHO TAKHHA MPUCTPIH.

Axmo x ¢pakranbHa po3MipHICTE HalyBae
smauenns 1< D, <135, t10o mHa o0G'exri

BiIOyBa€eThHCS HECAHKI[IOHOBaHE 3HIMaHHSI
inpopmanii 3a gomomororo CBU-makauku, 06e3
BHKOPHCTAHHS pPajli03aKIafHUuX MPUCTpoiB. lIpoTe
TaKA{ KaHal BUTIKaHHSA 1HQoOpMamii ayXke BaXKO
BUSIBUTH Yy 3B'SI3KY 3 THM, IO BiH HPAIIO€ TUTBKH Y
pa3i HanpaBJIeHHs Ha 3aKJIaIHUN MPHUCTPIH cIpsMo-
BaHUM BUIPOMIHIOBAHHSIM.

Sxmo ¢dpakTankHa po3MipHiCT, HaOyBae 3Haye-

HHS D3 > 2, 10 Ha 00'eKkTi MicTHTBCA HHUPPOBUIA
3aci0 MpUXOBaHOTO 3HIMaHH iH(opMalii.
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OTxe, 3alMpoONOHOBAHO MOJENTh 1 METOH, SKi
JTO3BOJISIIOTH MIABUINNTH €(PEKTUBHICTh BHUSIBJICHHS
KaHaJiB BUTiKaHHA iHQopmamii Ta cHUTHANIB
pamio3akiaHUX Ta IHIIAX MPUCTPOIB 3HIMAHHS
iHQopMarlii  3aBASKH  BIIOCKOHAJICHHIO  METOAY
BUSBIICHHS HEOE3MeYHNX paJiOCUTHAIIB a00 IHIIMX
BU/IIB HEOE3IIEYHUX CUTHAJIIB.

Bapro BpaxoByBaTH, IIO KpHUTEpid, 3a SIKUM
3HaXOAATh 00JacTi MOMIYKY, BU3HA4YaeThCs (izuy-
HUMH TPUHOUIAMU POOOTH 3aKJIaJHUX IMPUCTPOIB.
Tomy He ciiz He 3BepTaTH yBary Ha I0cBiJ (QaxiBIis.
Came pocBim QaxiBis AoMOBHIOE BCi (i3n4HO-
MaTeMaTUYHI METOIH MOIIYKY 1 I03BOJISIE 3pO3yMITH,
B AKill 4acTHHI 00'€KTa MOXE 3HAXOIUTHUCH TOW YHU
iHmM#A THO  3aco0y TPUXOBAHOTO  OTPHUMAaHHS
iHpopmarii. Tomy HMOBIpHICTD BUSBICHHS KaHAMTIB i
NPUCTPOIB 3HIMAHHS 1HPOPMALIIT TAKOXK y)KE CYTTEBO
3aIIeKUTH Bix poceimy ¢axisms (Mashkov et a., 2019,
p. 344-357).

Ilpakmuune  3acmocyéanna  po3pooneHor
Moodeni. 3 METOI MPaKTUYHOTO BHUKOPHUCTAHHS Ta
MiATBEPKCHHS aJICKBAaTHOCTI PO3pOOJICHOT Mosei
MPOBEJIEHO HATypHE MOJIEIIOBaHHS. SIK MOUTyKOBUM
anapaTHO-IPOTPaMHUIA  KOMITJIEKC  HeOe3lmeuHunx
PalioCUTHAIIB y HATYPHOMY MOJIEIIOBaHHI 3aCTOCO-
ByBaJl MporpaMHo-anapatHuii komrmieke DigScan,
KU JT03BOJIIE MPOrPaMyBaTH MOPOTOBE 3HAYCHHS
paniocurHamiB. YCTaHOBIIOBAJIH Pi3HI MOpPOroBi
3HAUEHHs, aje B Wi poOOTi 3a MOPOTOBE B3SJIH
3HaueHHs ammutitynu mopora 50 nb. YacrorHwmii
nianazon obopamu Big 50 I'm mo 3 MI'n, ame ans
MOJIEITIOBAaHHSI MOXHA OyJI0 BUKOPHCTATH 1 MEHILNHA
JiarmazoH 4actoT. MeTa paJioOMOHITOPHUHTY IoJsiraia
B TOMy, IO MH HaMarajimcs JHWIIE OTPUMATH
BIIXWICHHS BiJi YCTaHOBIEHOTO HAMH IOPOTOBOTO
3HaueHHs. ToOTO y HaTypHOMY MOJICNIOBAaHHI Hac
IIKaBWJIO JIMIIE BIiAXWICHHS B YCTaHOBJIEHOTO
moporosoro 3HaueHHs (Barabash et al., 2018).

Y peanpHi pobOTI y mpoIeci MOmyKy Ta
OyioKyBaHHS 3acO0iB NPHUXOBAHOTO OTPHMAHHS
iHopMarlii, MOporoBe 3HAYCHHS BCTAHOBIIOETHCS
IUIT  KOXKHOTO KOHKpEeTHOro o00'ekta. Iloporose
3HAYCHHS OOMPAIOCh TICISA TOMEPETHHOTO CKaHY-
BaHHsS pamiomiana3oHy Oins o0'exkra. Iloporose
3HaYeHHS Yy METOJUYHMAX Marepialiax Mae Ha3By
¢aiin 3paszka. Cimig BpaxOBYBaTH, IO IOPOTOBE
3HAYCHHSI Jialla30Hy CKaHYyBaHHS pi3HE 1 3aJIe)KHTh
BIl YaCTOTHOIO 3aBaHTAXEHHS MICIEBOCTI, €
PO3TaIIOBaHO 00'€KT.

B pesynmbraTi HaTypHOrO MOJIENIOBaHHS OTpU-
MaJd pe3yNbTaTH, SKi JIO3BOJNWIM BUYUCIHTH
BIIXWJICHHSI BiJl MOPOrOBUX 3HAYCHb Y 3aJlaHOMY
YacTOTHOMY Jiana3oHi. Pe3ynbraTh ckaHyBaHHS Y
3aJJaHOMY paJiana3oHi Ta BIIXWICHHS aMILTITYaU
HaBeJIeHO Y TaOJIuUIi.
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Tabauua
Pe3yabraTn ckanyBaHHS
| — nopsIKOBHIT HOMep AMILTITYIH CHIHAJTY A;, nB

1 -6,0
2 -6,5
3 -4,0
4 1,0

5 05

6 -2,0
7 -5,0
8 2,0

9 —4,0
10 4.5
11 8,0
12 -10,0
13 -5,0
14 -15
15 =35
16 -5,0
17 30

18 1,0

19 2,0

20 -15
21 -1,0
22 4.5
23 5,0
24 —6,0
25 5,5

BukopucToByroun gani Tabnuui, BUSHAYMIIH, IO
AL,=-10, A, =3 i srizno 3 Bupasom (3)
R=13. V nopaneiomy 3actocyBainu Bupa3s (4) i
orpumanu, mo A =-2,84 , cepenne KBaapaTHYHE

BiJIXMJICHHSI piBH# 3rifHO 3 BUpasom (4) ¢ = 3,3 1b.
Hanani o6uucimroemo moka3uuk ['epcTa, SSKAi 3TiIHO
3 BUpa3oM (6) 3HaXOIATh TaK:

_In(3,94)
“In(12,5)
Maemo Taki pe3ynbTaTH (PpakTaIbHOI PO3MIPHOCTI

signosigno: D, = 0,46, D, =146, D,=2,46.

3a pesynpTaraMM HATypHOTO MOJETIOBAaHHA Ta
MaTeMaTHYHUX OOYMCIIEHb 3Ha4eHb (hpPaKTaIbHUX
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pO3MipHOCTEH JOXOAMMO BUCHOBKY, 110 HAMOLIbIIIH
00JacTi pO3MOBCIOKEHHSI HEOE3MEeYHOr0 CUTHATY

BiAnosinae ¢paxransHa posmipuicts D, a me y

CBOIO Yepry Ja€ MOKJIMBICTh CTBEPIKYBAaTH, IO Ha
00'eKTI  TONIIYKYy  CHUTHaJd  MOLIUPIOETBCA Y
TpuBHMipHOMY Tmpoctopi. Lle  goBoauTh, IO 3
BEITUKOI0 IMOBIPHICTIO MOXHa CTBEPIKYBaTH IPO
HAsBHICTh HEOE3MEUHUX CHUTHAIIB  HH(POBOrO
nmiana3zony. ToOTO € Benmuka WMOBIpHICTH, IO Ha
o0'ekTi  momyKy —mpamroe ubpoBuit  3acid
MIPUXOBAHOTO 3HIMaHHA iHpopmamii. Pe3ympTaTn
MOJICTFOBAHHS MiATBEPIUIIN aIcKBaTHICTh METOIY Ta
JIOBENTM  JI€BICTH METOMy TIONIYKY HeOe3meuyHnx
CUTHAJIB Ha 00'€KTI.
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BucHoBkH

B pesynpTaTi mpoBeAcHWX JOCTIIKEHb 3arpo-
[IOHOBAHO  BJIOCKOHAJICHUH  METOJ  BUSBJICHHS
HEOE3MEeUYHUX CUTHATIB. 3ampONOHOBaHHI METO/T
HajJa€ MOXJIMBICTh MiJBUINCHHS E(PEKTUBHOCTI
BUSBJICHHS KaHaJiB BWTiKaHHA iH(opmamii Ta
CHUTHAIIIB PamiO3akiIaJHAX Ta IHIIUX TPUCTPOIB
3HIMaHHA iH(pOpMaMii 3aBIJIKH BIOCKOHAJICHHIO
METOJTy BUSBJICHHS HEOE3MEUYHNX PaiOCUTHAIIB 200
IHINUX BUIIB HEOE3NEeYHUX CUTHATIIB. YIOCKO-
HaJICHHS TIOJSIrae y 3acTOCyBaHHI y  METOMI
TOIOJIOTIYHOT ieHTH ]Ikl 3arpo3.

JloBeneHo, 10 BHUKOPHUCTOBYIOUM MeETOAM (pak-
TaJbHOI TeoMeTpii MokHa 00'ekT iH(OpMaIiHHOT
IisUTBHOCTI  po30uTH Ha (QpakTamy, Ha o00JacTi
camonoziOHocTi. Kputepii, 3a skUMU 3HAXOAATH I
obyiacTi, BH3HAYAIOTHCS (DI3MYHUMH TPUHLIUIAME
poboTH 3aKIamHUX MPHUCTPOIB. 3aJal0YX BiAIOBIIHI
STAJIOHHI 3HAYCHHS BiAMOBIIHUX TapaMeTpPiB MOXKHA
BH3HAYaTH (PpaKTaIbHI PO3MIPHOCTI depe3 MOKa3HUK
I'epcra. 3a mokasumkoMm ['epcra, 3ajeKHO Bill OTpH-
MaHOTO 3HAa4YEeHHS PO3MIPHOCTI MOXKHa iAeHTHUQIKY-
BaTH BHJ[ 3aKJIAJIHOTO MPHUCTPOIO, SIKUH YCTAHOBJICHO
Ha o0'exTi. JlogaTkoBO 3 METOH 3HAYHOIO ITiJBH-
mIeHHs1 e(EeKTHBHOCTI BUSBICHHS 3aKIaJHUX TIPH-
CTpOiB, BapTO IJIsl TOKPALICHHS BUSBIECHHI HebOe3-
[EYHUX CHTHAJIB BBOAMTH BIJIOBiIHI (hpaKTanbHi
Mmipu. lle Hamae MOXKIHMBICTh HE TIIBKA BUSBISTH
HeOe3MeUHI CUTHAIIM, a IIIe ¥ BU3HAYATH MICIIe PO3Ta-
IIyBaHHA 3ac00y 3HIMaHHS iH(popMarii Ha 00'€KTI.

Buecox aBrtopiB: Cepriii Tomona — KoHLeENTy-
amizamis; METOJOJIOTIS;, aHaJi3 JpKepel, MiArOTyBaHHS
ODJISITY JTITepaTypu a00 TEOPETUYHUX 3acal TOCIIKCHHS;
Cepriii JlanTeB — 30ip eMIIpUYHNX JaHWUX Ta IX BaJiJallis;
EMIIpUYHE JOCIIPKCHHS.

CIIMCOK BUKOPUCTAHUX JT’KEPEJI

Kozauok, B. (2017). OcoGmuBocri imenrtudikaimii Ta aBro-
pu3amii B cy4yacHHUX KOPIIOPATUBHHX iH(POPMAIiITHO-TEIEKOMY-
HikauiitHux cucremax. Cyvacnuil 3axucm ingopmayii, 2(30), 42—48.

Barabash, O., Lukova-Chuiko, N., Sobchuk, V., & Musienko,
A. (2018). Application of petri networks for support of functional
stability of information systems. |EEE 1st International
Conference on System Analysis and I ntelligent Computing, SAIC

ISSN 2707-1758

67

2018 — Proceedings, 2018. Shatylova dacha str., 4, of. 702,
Kharkiv. https: // doi.org/10.1109/SA1C.2018.8516747.

Mashkov, O., Sobchuk, V., Barabash, O., Dakhno, N.,
Shevchenko, H., & Maisak, T. (2019). Improvement of
variational-gradient method in dynamical systems of automated
control for integro-differential models. Mathematical Modeling
and Computing, 6(2), 344-357.

Sobchuk, V. (2018). Approximate Homogenized Synthesis
for Distributed Optimal Control Problem with Superposition
Type Cost Functional. Satistics Optimal Information Computer,
6, 233-239.

Sobchuk, V., Barabash, O., Kopiika, O., Zanmrii, 1., &
Musienko, A. (2019). Modern Mathematics and Mechanics:
Fundamentals, Problems and Challenges. Fraktal & Differential
Properties of the Inversor of Digits of Q_s-Representation of Real
Number. Springer.

Sobchuk, V., Samoilenko, A., & Samoilenko, V. (1999). On
periodic solutions of the equation of a nonlinear oscillator with
pulse influence. Ukrainian Mathematical Journal, Springer New
Y ork, 926-933.

REFERENCES

Barabash, O., Lukova-Chuiko, N., Sobchuk, V., & Musienko, A.
(2018). Application of petri networks for support of functional
stability of information systems. IEEE 1st International
Conference on System Analysis and Intelligent Computing, SAIC
2018 Proceedings, 2018, https. // doi.org/10.1109/
SAIC.2018.8516747.

Kozachok, V. (2017). Peculiarities of identification and
authorization in  modern corporate information and
telecommunication systems. Modern information protection,
2(30), 4248 [in Ukrainian].

Mashkov, O., Sobchuk, V., Barabash, O., Dakhno, N.,
Shevchenko, H., & Maisak, T. (2019). Improvement of
variational-gradient method in dynamical systems of automated
control for integro-differential models. Mathematical Modeling
and Computing, vol. 6(2), 344-357.

Sobchuk, V. (2018). Approximate Homogenized Synthesis
for Distributed Optimal Control Problem with Superposition
Type Cost Functional. Statistics Optimal Information Computer,
6, 233-239.

Sobchuk, V., Barabash, O., Kopiika, 0., Zamrii, 1., &
Musienko, A. (2019). Modern Mathematics and Mechanics:
Fundamentals, Problems and Challenges. Fraktal & Differential
Propertiesof the Inversor of Digits of Q_s-Representation of Real
Number. Springer.

Sobchuk, V., Samoilenko, A., & Samoilenko, V. (1999). On
periodic solutions of the equation of a nonlinear oscillator with
pulse influence. Ukrainian Mathematical Journal, Springer New

York, 926-933.
OTpumaHo pepakuiet xypHany / Received: 13.03.24
NMpopeueH3oBaHo / Revised: 27.03.24
CxBaneHo po aApyky / Accepted: 13.05.24



- Information Systems and Technologies Security, No 1(7)/2024

Serhii TOLIUPA, DSc (Engin.), Prof.

ORCID ID: 0000-0003-1715-0761

e-mail: serhii.toliupa@knu.ua

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Serhii LAPTIEV, PhD Student

ORCID ID: 0000-0002-7291-1829

e-mail: salaptiev@gmail.com

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

IMPROVEMENT OF THE METHOD OF DETECTION OF RADIO SIGNALS
WITH THE HELP OF TOPOLOGICAL IDENTIFICATION OF THREATS

Background. Humanity has entered the era of information value. An era in which information becomes a more important
resource than other resources. Therefore, access to information, especially to conference information, especially to information that
contains the main competitive advantages, is the primary task of competitive intelligence. Obtaining such information is most often
associated with breaking the law and using special technical means. Complex data breaches can now be resolved at a faster pace, but
tech intelligence professional s can use new ways to penetrate your systemto steal valuable information and causeirreparable damage.

M ethods. The work examines the methods of detecting dangerous radio signals, which can be signals from radio jamming
devices. An improved method of detecting radio signalsis proposed, the improvement is based on the use of topological identification
of threats. The method is based on the fact that the object of information activity must be divided into fractals, that is, areas of self-
similarity. Areas of self-similarity are determined by the physical properties of radio signals. In addition to the fractal dimension, in
order to significantly increase the probability of detecting dangerous radio signals, introduce the appropriate fractal measures as the
identification of radio signals. Fractal measures additionally allow you to determine the zones in which dangerous radio signals are
detected. By setting the appropriate reference values of the relevant parameters of radio signals, it is possible to determine the fractal
dimensions through the Hur st index and, depending on the obtained dimension value, it is possible to identify dangerousradio signals,
signals of radio interceptor devices or other information capture devices that are installed at the facility with conference information.
The use of the proposed method allows to increase the efficiency of detection of signals of radio interceptor devices and, in case of
detection of such signals, to block the channel of information leakage.

Results. According to research by analysts, 76% of international companies and government institutions have encountered
industrial intelligence. With the help of technical means, 80-90% of the necessary information is extracted. In this regard, keeping
commercially important information secret allows us to successfully compete in the market for production and sales of goods and
services. The attacker uses technical means to gain access to commercial information. One of the types of technical meansisaradio
device. For the transmission of information, a transmission channel of the received information is created. Therefore, the issue of
identifying and blocking information leakage channelsis very important.

Conclusions. Itisprovedthat using the methods of fractal geometry, it is possibleto divide the object of information activity
into fractals, into areas of self-similarity. The criteria by which these areas are determined are determined by the physical principles
of embedded devices. By setting the corresponding reference values of the corresponding parameters, it is possible to determine the
fractal dimensions through the Hurst index.

Keywords: radiosignal, radio deposit device, information flow, fractal dimension.

ABTOpH 3asBISIOTH NPO BiACYTHICTH KOHQUIIKTY iHTepeciB. CoHCOpH He Opanu y4acTi B po3poOJIeHHI JOCHIIKEHHS, y 300pi,
aHaNi31 9M iHTepIpeTanii JaHuX; y HalUCaHHI PyKONHCY; B PilIeHHI PO ITyOJIikamilo pe3yJIbTaTiB.
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