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MOOENb AHANI3Y BEBGEKCMNIOUTIB HA OCHOBI JAVASCRIPT

BcTyn. 3adava 3abe3sneyeHHs1 6e3neku ee6dodamkie i cepeepie 3anuwaembscsi akmyanbHOK 8 ymMoeax MocmiliHo2o
3pocmaHHs Kinbkocmi amak y kibepnpocmopi. BukopucmaHHsi pi3HUX cucmeM KepyeaHHsI eMicmoMm i3 8iOKpumumMm KoOOM
(Hanpuknad WordPress, Joomla, Open Journal Systems, Drupal), siki 4epe3 ceoro npocmomy e ycmaHoesieHHi ma e UKOpUCMaHHiI,
€ doeosii nonynsipHUMuU 0151 cmeopeHHs1 eebcalimie, Ha )xa/lb eUMaz2aromb MOCMIIHO20 OHOBJIEHHSI He MiNlbKU OJisl MOKPAaW,eHHSI
3a 3micmom, ane i 0ns 3abe3sneyeHHs1 6esneku cucmemu. Aemopu cmammi 3ocepedusnu yeazy came Ha cucmemi WordPress, xo4a
yel nioxio moxe 6ymu eukopucmaruti i 0ns iHwux cucmem. Mamepian cmammi nidkpecstoe 3Ha4eHHS PaHHbLO20 8USIBITEHHS
epasniueocmeli 0151 3anobizaHHs NTOMeHUilIHUM Kibep3a2po3am ma ix HezcamueHUM HacJlidkaM. 3anpornoHoeaHo Modesb i ckpunm,
SKi Npu3HaYveHi Onsi NPUCKOPEeHHSs1 susiesieHHs epa3niueocmel y dodamkax WordPress. Aemomamu3auyisi npoyecy ckaHyeaHHs1 3a
dornomMozor eslacHo20 CKpurnmy 00380Ji€ WeEUOKO eusiesismu epassiueocmi, 3abesnedyyroyu ornepamueHe eurnpassieHHs U
oHoeneHHsl. Takul nidxid He nuwe 3MiyHIOe 6e3neky, ane i crnpusie 36epexeHHI0 penymauyii eebcalimie ma 6peHdie, wjo €
KPUMUYHO 8a)X/TUBUM y Cy4acHOMY yughpogomy cepedosulli.

MeToawu. BukopucmaHo memodu aHanily eebekcriolimie Ha ocHogi JavaScript 3 ypaxyeaHHsIM 3a2aflbHUX NMPUHYUIie ix
aHani3zy ma 3 oa2nsi0y Ha memodoJiozii aHanizy ee6dodamkie Ha epa3/iueocmi.

PesynbTaTtu. [IpedcmaeneHo edockoHaneHy Modesnb aHanizy ee6dodamka Ha CMS WordPress, e ocHoei sikoi €
cKkpunm, sikul 3abe3sne4yye aemomamu3oeaHe ckaHyeaHHsI ee60odamka 3a donomMo2oto 3anycky makux ymunim: NMAP, Dirb,
Nikto, SQLMap, WPScan i PwnXSS. Yci pesynbmamu 3anucyroms 6 okpemull ¢haiis1 05151 nodasibuio2o 8U84eHHs1 8Cix 3Hali0eHUX
npobnem 6e3neku se60odamka.

BucHoBKku. Po3pobneHa modenb i cKkpunm rnoguHHi dornoMoamu po3pobHukaMm i mecmyeasnbHUKaM MpUCKopumu rnpoyec
susienieHHs1 epa3znueocmel y WordPress, OCKifbKU 80HU MOXymb 3arycmumu OOUH CKpunm i 4Yepe3 Kopomkull mepmiH 4acy
ompumamu o6'eMHuli i 3micmoeHul 38im i3 eusiesleHUMU epa3/iueocmsAMuU. 3a paxyHOK UbO20 ONMUMI3YEMbCSH SUSIBJIEHHS
epasnueocmeli 3a G0MIOMO20H0 agIMoMalmu308aH020 3arlyCKy CKaHepie.

KnwuyoBi cnoBa: epasnusicms, sebcalim, se6dodamok, eebekcnyamauis, aHaniz ee60odamkie, mowyk epasueocmed.
SQL, XSS, CSRF.

Beryn MOXe NPU3BECTN 40 CePNO3HNX HACHIAKIB, TaKMX K BTpaTa
B cyuyacHomy undpoBomy CBIiTi BeGekcnnonTn cranu penyTauii, topyanyHi npobnemu Ta 36uTkn. JocnimxeHHs
OLHIED 3 HamncephosHiwmx 3arpo3 ans 6esnekn Beb- MeTofiB aHanidy BebekcnnounTiB JavaScript € kno4yoBuM
popatkiB Ta BebiHpacTpykTypu. Lia npobnema BuHukae akTopom y 3abesneveHHi Oe3nekv BebgopaTkiB Ta
3 TOro, WO BeGEeKCNNoWTN [AarTb MOXMUBICTL 3M10- iHppacTpykTypn B umndposy enoxy. Lia tema notpebye
BMWCHMKaM BUKOPWCTOBYBAaTU Bpa3nuBOCTi Bebgoaatkis MOCTIMHOrO  pO3BMTKY  Ta  BAOCKOHaNEHHs  Ans
ONs  BUMKOHaHHS  WKignMeBoro koAdy abo OTpuMaHHs rapaHTyBaHHsi 6e3neku B oHnanH-cepenoBuLli (Common
HeCcaHKLiOHOBaHOro JocTyny Ao cuctemu. Metoam aHanisy JavaScript Vulnerabilities and How They Manipulate
BebekcnnowTiB Ha ocHoBi JavaScript € HaasBuyariHo Data (2022), https://lwww.preemptive.com/blog/a-review-/
BaXXNMBUMM, OCKiNbkn JavaScript € ofHiel0 3 OCHOBHUX on-javascript-security-in-2022/ ).
MOB nporpamyBaHHs Ansi Bebpo3pobku, i BignosigHO, Mema [pocrnigkeHHs1 — aHani3 iCHyr4Mx MeTofiB i
BMKOPMCTOBYETBHCS MPAKTUYHO Ha KOXHil BEOCTOPIHL. mMofernen aHanisy BebgopaTkis, nobygoBa BRAcHOI,
JavaScript, sik ocHOBHa MOBa nporpaMyBaHHs1 45t BeOpo3- y[AOCKOHaneHoi mogeni aHaniy BeGeKCnnonTiB Ha OCHOBI
pobKK, MPOHWKAE MPaKTUYHO B KOXEH acnekT iHTepHeT- JavaScript.
npocrtopy. Big cTBOpeHHs1 guHamiyHOro 3micTy 4O B3aemogii O6'eKTOM JOCHIMKEHHS € NPOLLEC aHanidy BeGEKCNIoNTIB
3 kopucTyBadem, JavaScript € HeBif'€MHOLO CkIagoBoto Oyab- Ha ocHoBi JavaScript.
SIKOrO cy4vacHoro BebgopaTtka. Ll wwmpoka nowmpeHicTb MpeameToM gocnigkeHHs € MeToaun Ta Mmogeni aHanisy
pobutb JavaScript ayke npuBabnvBOK MILLEHHIO Ans BebeKcnnonTiB Ha OcHoBi JavaScript.
3MIOBMUCHWUKIB, SIKi LUYKAOTb MOXIMBOCTI BUKOPUCTOBYBaTU OTXe, OCHOBHE 3aBAaHHS MOMSirae B YOOCKOHAmNEHHI
BPa3nNMBOCTI LLiEi MOBM NS 30iNCHEHHS aTak. Mozeni aHanisy BebekcnnonTiB Ha ocHoBi JavaScript, sika
Ataku Ha ocHoBi JavaScript MOXyTb MaTu pi3HOMaHITHI Ma€e MPULLIBMALLNTM NPOLIEC BUSIBIIEHHS BpPa3nuBOCTEN Yy
cdopmu i Hacnigkn. BoHW MOXyTb BKNOYaTU BrpoBa- BebaoaaTkax, ski nobygosaHi Ha CMS Wordpress.
[PKEHHS LUKIONIMBOrO KOA4Y Ha CTopiHkax BebcantiB gns Ozns0 nimepamypu. ATaku Ha BebgogaTkm — ue
OTPMMaHHS KOHiAeHUinHOT iHopMaLii kopucTyBadis, 3r1I0BMUCHA [AiANbHICTb, CNpsAMOBaHa Ha BUKOPUCTaHHS
BUKpPaOEeHHs1 CecCinHuX pannis, a TakoX MigMiHy BMIiCTy BpPa3nMBOCTEN Yy KOHCTPYKUii abo peanisauii nporpam, Lo
CTOPIHOK Ans nowmpeHHs ilunMHroBux artak abo pos- npautotoTe Yepe3 Beb. Lli atakm moxyTb npussectn 0o
NMOBCHOXKEHHS! LLKIANMBOrO NPorpamMHoro 3abesaneyeHHs. HE3aKOHHOro AOCTYMY, KpagbkkM AaHux abo  iHWwMX
3axnct BebpopatkiB i cepepiB — Le OaraTorpaHHa LWKIANUMBUX HacniaKiB.
3ajava, WO noegHye B cobi 36epexeHHs KOoHdIAeH- BaranbHi npuHUMnu Be66e3nekn Ta NoLuMpeHi Bpasnu-
uiHocTi paHux, 0Oe3nepebiHy poboTy pecypciB i BOCTi, 30Kpema i noB'asani 3 JavaScript po3rnsiHyTo B
3anobiraHHs diHaHCOBMM BTpaTaM. HexTyBaHHSA 6e3nekoro (Liang, 2014) Ta (Stuttard, & Marcus Pinto, 2008).
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Ocobnumeo BapTo BigmiTuTH KHUry (Hoffman A., 2024) B
SIKIM NOSICHEHO HacTynanbHi Ta 3axucHi npuiiomun kibepbes-
neku. ABTOp BBaXae, LU0 "OCBOIBLUN KOHLIENLji, 8 He NpUNoMK
BMKOPUCTaHHS MNaTHNX IHCTPYMEHTIB, Byab-AKkuiA KopucTyBay
3MOXe MepexoauTy Big, OQHOMo IHCTPYMEHTY [0 iHworo abo
CTBOPIOBATU CBOI IHCTPYMEHTW, BUSIBMSATA BPasnmMBOCTI Ta
BXMBATK 3aX04iB 040 NOM'AKLIEHHS HAacnigKiB".

3 ornagy Ha BkasaHe aBTOpW, 30Cepeannn yBary sk Ha
BWKOPUCTaHHI iHCTPYMEHTIB, TaK i Ha MOEAHaHHI neBHOT
KOHLenuii, LWnsaxoM asToMaTusauii camoro npouecy
BUSIBNEHHSA BPA3nMBOCTEN.

B xoai BuknageHHs onucy pesynbTaTiB, Wob OOTpu-
MaTUCb NOriYHOI NOCMIAOBHOCTI NOAdaHHA MaTepiany,
aBTOpV 40AATKOBO 3AJNCHIOITL Ornsg nirepaTtypu.

A6 — Security Misconfiguration
A7 — Cross-Site Scripting (XSS)
A2 — Broken Authentication
AS — Broken Access Control

Al — Injection

A9 — Using Components
with Known Vulnerabilities

—13%
I 13%

A3 — Sensitive Data Exposure

A4 — XML External Entities (xxE) HIll— 5%

MeTtoau

BukopuctaHo meTtogu aHanisy BeOeKkcnnonTiB Ha
OCHoOBI JavaScript 3 ypaxyBaHHAM 3aranbHWUX MPUHLMNIB
X aHanidy Ta 3 ornsgy Ha meTogonorii  aHanisy
Beb6aoaaTkiB Ha BPa3rnmBOCTi.

Pesynbtatn

HainowwupeHiwi meToam atak JavaScript BkntovaroTb
BWKOHAHHSA LUKIANMBUX CUEHapIiB, BUKpPaAEHHS faHUX CecCil
KopucTyBada abo [daHux i3 JNoKanbHOro  CXOoBULLA
Bebnepernsagava, CnoHyKaHHS KOPUCTYBaYiB 4O BUKOHAHHS
HenepeabavyBaHuUX AiN Ta ekcnnyaTauilo Bpa3nmBocTen y
BMXiaHOMY KoAi Bebnporpam — puc. 1 (Web Exploitation,
2024: https://devopedia.org/web-exploitation).
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Puc. 1. HannowwpeHiwi BebaTtaku

Hwxk4ye HaBeaeHo HalnoLMpeHiLLi aTakn Ha BebaoaaTtkm
(The 7 Most Common Web Application Attacks And How A
WAF Can Prevent Them, 2024, https://www.nexusguard.com/
blog/the-7-most-common-web-application-attacks-and-how/
-a-waf-can-prevent-them); 8 Types of Web Application
Attacks and Protecting Your Organization, 2023,
https://brightsec.com/blog/8-types-of-web-application-attacks/
-and-protecting-your-organization/).

OpHieto 3 HamnowwmpeHiwmx Bebatak € SQL-iH'ekuis.
3NOBMUCHMKM MOXYTb BCTaBnaTW Likignueuii SQL-kog y
nons BBeAeHHs BebaoaaTkiB, L0 MOXe MNpu3BecTu [0
HecaHKLjioHoBaHoOro goctyny no 6asun paHux. 3axogm
3axuUCTy, Taki sk Beb3axucT Big BToprHeHb (WAF), MoxyTb
6nokyBaTn nigo3pini SQL-3anmMTh Ta BMKOPUCTOBYBAaTU
MeToAM BIiAMNOBIAHOCTI WAOMOHIB ANs BUSIBMIEHHA Ta
6nokyBaHHs cnpob SQL-iH'ekuin. LLle oaHieto Bpa3numeicTo
€ HerpasusibHa KOHgbieypauisi, <9Ka BUHUKAE, KOMU
HanawTyBaHHS HanexHo He 3bepiraloTb Nig Yac py4yHoro
BUKOHaHHsI npoueciB. Lle Moxe cTBOptoBaTM pU3NKN
6Ge3nekn Ta BPasnMBOCTi B CUCTEMI.

Mixcatimosut cuyeHapitl (XSS) € we ofHieto cepio3Hoo
npobnemoto. BiH BuHuMKae, konu cepBep npuimMae
3MOBMUCHMI kop, JavaScript Yepes BBeOEHHS KopucTyBava
Ta noBepTae Woro y Bignosigb, WO nNpuU3BOAUTbL A0
BUKOHAHHS UbOro kody B Opaysepi, WO MOXe Matu
HeraTuBHI Hacnigkvu ons 6e3nekn BebaoaaTka.

Mixcatimoea nidpobka 3anumie (CSRF) — ue Tun ataku
Ha BebnporpamMy, sika LUaxpaWCbKUM LUMSIXOM 3MYyLUYE
KOpUCTYBaya BUKOHATK HebaxaHy fjto 3 Bebnporpamoto, B
SKi BiH y)Xe aBTeHTuUikoBaHui. Liboro yacto gocaratotb,
HaJcunaw4yM cneuianbHO CTBOpPEHe MnocunaHHs abo ko
KOPUCTYBA4eBi, AKUA MOTIM BUKOHYyE HebaxaHy aito
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nicns BukoHaHHsA. Hanpwuknag, ataka CSRF moxe 0yTu
BUKOpUCTaHa Ans NPoBeAeHHS HeCaHKUiOHOBaHMX one-
pauin, Takux $K kyniBns abo 3MiHM HanawTyBaHb
obnikooro 3anucy. Llo6 3anobGirrm atakam CSRF,
MOXHa BuMKopucTOBYBaTU aHTM-CSRF mapkepu, wo €
YHiKanbHMMK  igeHTudikatopamm, Sk reHepylTbCH
Bebnporpamod Ansd KOXHOro ceaHca KopucTyBaya i
MalTb BKMOYATUCS B KOXHUI 3anuT 40 NPOrpamMu.

LUlogo 3acrapinoro nporpamHoro 3abesneveHHs, 3
Ornsigy Ha 3pOCTaHHA BMKOPUCTaHHSA MakeTiB nporpam-
HOro 3abea3neyeHHsl 3 BIAKPUTUM KOAOM i CTOPOHHIX
nporpam, BaXnMBO MOCTIMHO OHOBMtOBATW iX. Bukopuc-
TaHHSl 3acTapinoro NporpamMHoro 3abesneyeHHs MoXe
cTaTy 3arpo30k, OCOGMMBO SKLIO BPasnMBOCTI CTakTb
3aranbHOAOCTYMHUMMU.

HTTP request smuggling. TpaHcnopTyBaHHSA
HTTP-3anuTiB BUKOPUCTOBYE HEBIANOBIAHICTL Yy aHanisi
HeBignoBigHMx HTTP-3anuTiB, sika BUHWKaE y pasi 0BMiHy ix
Mk gsoma HTTP-npuctposimu, 3a3Buyan Midk CEPBEPOM i
O6paHamayepom, wo nigtpumye HTTP, abo 30BHiLLHIM
npokcicepsepoM. Npouec TpaHcnopTyBaHHa HT TP-3anuTis
BiAOYyBaETLCA 3a AOMOMOIoH CTBOPEHHS KiNTbKOX HanaluTo-
BaHux HTTP-3anuTiB, ki 003BONAOTL OBOM LINTbOBUM
CcyTHOCTsIM B6a4mnTm ABi pisHi cepii 3anuTiB.

B3aronosok HTTP nponoHye ABa pi3Hi cnocobu BkasaTu,
Ae 3akiHdyeTbca 3anuT: 3aronoBok Transfer-Encoding i
3aronosok Content-Length. YpasnusicTb TpaHcnopTyBaHHs
HTTP-3anuTiB BWHMKAE, KONMM 3MOBMUCHUK Haacunae
obuaea 3aronosku B ogHoMy 3anuTi. Lle moxe npussectu

A0 TOro, WO 30BHIiWHIN abo BHYTpIWHIN cepBep
HenpaBWIbHO iHTEpPNpeTye 3anuT 4Yepe3 3MOBMUCHUIA
HTTP-3anuT. YpasnuBOCTi TPaHCMOPTYBaHHS  3anuTiB
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BUKOPUCTOBYIOTb  KibepanoumHui, wob obitn 3axogm
6e3neku, oTprmaTy JOCTYN A0 KOHMiAeHUiHOT iHbopMmauii
Ta Ans NPSIMOro KOMMPOMETYBaHHSA KOPUCTYBauiB Pi3HUX
nporpam. Mo)Ha TakoX BUKOPUCTOBYBATM LiH0 BPa3NMBIiCTb
[N BTOPUHHKX EKCMIONTIB, Hanpuknaz, obxia 6paHamayepis,
YaCcTKOBE OTPYEHHS KeLly Ta MiXXCanToBUI CLEHapii.

Amaka gidmosu 8 obcnyzosysaHHi (DDoS) — ue cnocib
aTaku Ha Bebnporpamy, LU0 Nonsrae B NepeBaHTaXKEHHI
nporpammn BENUKOIO KiNbKiCTIo Tpadika 3 pisHUX axepern,
Taknx sk 60THeTM abo ckoMnpomeToBaHi npucTpoi. Lle
MOXe npu3BecTM p[o Toro, wWo Bebnporpama craHe
HedOCTYMHOW AN NeriTuMHUX Kopuctyeadis. DDoS-ataku
MOXHa YHWKHYTW 3a [OMOMOrol0 MNPUCTPOIB MepexHoT
Gesnekn — OpaHgmayepiB i cuctem  3anobiraHHs
BTOPrHEHHAM, $SKi MOXyTb BMSBNATUM Ta OnokyeaTtu
wkignvemn Tpadik. [Jo Toro X po3pobHukn BebaopaTkis
MOXYTb CKOPUCTaTUCA MepexXaMu [OOCTaBKU KOHTEHTY
(CDN) Ta ©6anaHcyBanbHWKaMuW HaBaHTaXEHHs Ans
posnoainy Tpadika MiX Aekinbkoma cepsepaMu 3 MeTO
nomM'skLeHHA Hacnigkis DDoS-aTak.

XML External Entity (XXE) — ue dopma atakm Ha
BebaogaTku, WO BMKOPUCTOBYE BPa3nUBOCTI Y mapcepax
XML, wo 3actocoBaHi y gogaTky. Lle moxe possonutu
3MOBMWUCHMKY OTPUMATK JOCTYN A0 KOHMpiAEHUiIMHNX AaHnX
abo BMKOHaTWN HecaHKLUiOHOBaHI Aii Ha cepBepi BebaoaaTka.
Yacto aTtakm XXE BkntoyaoTb YNpoBagKeHHs cnewianbHo
CTBOpPEeHUX KopucHux paHux XML, ski BUKOPUCTOBYHOTH
MOXINMBICTb CUHTaKcu4yHoro aHanizatopa XML uwutaTtn
30BHilWWHI CcyTHOCTI. Lum aTtakam MoxHa 3anobirtu,
BMMKHYBLUN CUHTaKCUYHUIA aHarni3 30BHiWHiIX 06'ekTiB abo
BMKOPUCTOBYIOYM  3axuieHi aHanizatopy XML, ski
HaneXHo OYULLYIOTb BXiAHI AaHi.

AsmeHmudbikauis ma asmopu3sauis. loeHTudikatop
cecii moxe 6yt poskputum vepe3d URL-agpecy. Maponb
Moxe ByTn HesawwmdpoBaHum. HAKWo TavM-ayT peaniso-
BaHO HeMnpaBWIIbHO, MOXINUBE BUKpageHHsi cecii. Joctyn
[0 HeaBTOPW30BaHMX PECYPCIB MOXIMBUIA, HaBiTb SKLLO
iHTepdenc kopucTyBava He po3KpUBaE iX.

lNpami nocunaHHs Ha 06'ekmu. Yepes noraHui AM3anH
abo nNomMunky KoAyBaHHsSI NPsiMi MOCUNAHHA MOXYTb ByTW
OOoCTynHi  ans  knieHTiB. Hanpuknag, 3anut GET Ha
download.php?file=secret.txt moxe 06inTn aBTopM3auito
Ta [JO3BONMUTM MNpsSIME  3aBaHTaXEHHS  3aXWLLEHOro
danny. IHWUM npyknagom € npsmMe CKuaaHHA napons
agMiHicTpaTopa.

Brute Force. ATaka rpy6ot0 cunor — Lie aBToMaTUYHNUIA
MeToq BragyBaHHA KOMOiHaLii iMeHi kopucTyBava Ta
naponsi Anst OTPUMaHHSA HECaHKLiOHOBaHOro AOCTyny [0
Bebnporpamu. 3n0BMUCHUKM BMKOPUCTOBYHOTL NMPOrpamHi
iHCTpyMeHTH, wWwob cnpobyBatn pi3Hi kombGiHauii iMeH
KOpPWUCTYyBauiB i maponis, NOkU He oTpumatoTe goctyn. o6
ybesneuntn cebe Big artak rpyboi cunu, BebGooaaTku
MOXYTb YNpOBaAXyBaTu CTpaTerii KOHTPOMIO LWBUAKOCTI Ta
6nokyBaHHa ob6nikoBux 3anucie. KoHTponb WBWAKOCTI
obmexye KinbkicTb cnpob Bxoay 3 ogHiei IP-agpecu, Togj sik
6rokyBaHHs OGNIKOBOrO 3anncy TUMYacoBO MPU3YNUHSE
Joctyn Ao o6nikoBOro 3anmucy nicrsi MeBHOI  KinbKOCTi
HeBganux cnpob Bxoay.

Poskpumms OaHux. OgHUM i3 pU3MKIB € BUWTIKAHHA
KOHMpiAEHUIMHNX gaHux, siki MOXyTb 30epiraTuca B
HesawwndpoBaHoMmy BuUmMsai abo 6yTn BigkpuTMK Y
cannax cookie un URL-agpecax nig 4yac B3aemogii Mix
KnieHTom i cepBepom 6e3 BukopuctaHHs HTTPS.

B po6oti (Noman, Igbal, & Manzoor, 2020), a Takox y
(Rokia, & EI Habib, 2022) onuncaHo, wo BCi Bpa3nuBoCTi
MOXXHa MOAIMUNN Ha TpWU TPynu: HenpasBuIbHa Nepesipka
BBEAEHNX [aHWUX, HemnpaBUSlbHE KepyBaHHS ceaHcamMu,
HeHanexxHa aBTeHTUdIKaLis Ta asTopuaadis.
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[o nepwoi rpynn HanexaTb Taki BpasnuUBOCTI:
MaHinynsuis / foaaBaHHs 3anuTiB, yNpoBaaXXeHHS Koay Ha
CTOPOHI Kni€eHTa, ynpoBagkeHHs hannis y BebaoaaTok.
3aranom pAns ekcnnyaTtauii BpasnuBoCTeW UiEl rpynu,
MOXHa 34incHnTK Taki aTaku, sk SQL Injection, NoSQL
Injection, Xpath and LDAP Injection, Cross-site scripting,
Remote  document local record  consideration,
Path / Directory Injection and Remote Code infusion.

[o pgpyroi rpynu BigHOCATb BPasnuBICTb KepyBaHHS
ceaHcamu. [Ina ekcnnyaTauii Uiei Bpas3nuMBOCTI MOXHa
BrnpoBaamnTu ataky Cross-site request forgery (CSRF).

[o TpeTbOoi rpynn HanexuTb nomMwunka B NOrili Koay.
BignosigHo, MoOXyTb OyTW BRpOBafXeHi Taki araku:
Unreliable Direct Object Reference, missing Functional
access Control, Invalidated Redirects and Forwards or
application rationale susceptibilities.

ICHylOTb  cneujanbHi  (HCTPYMEHTM Ans  aHanisy
Bpa3nuBOCTEN A0 NOLMPEHNX aTak Ha BebaoaaTku.

Acunetix Vulnerability Scanner — ue KOMNNEKCHUA i
aBTOMATU30BaHUN iHCTPYMEHT AN BUSBMEHHS Bpasnu-
BOCTel y nporpaMHoMy 3abesnedeHHi. BiH BukopuctoBye
metoau aHanisy Black-Box i Gray-Box gns BusiBneHHs
pi3HOMaHITHMX npobrnem 6Ge3nekn Ta Moxe OyTn
PO3ropHYTUI SIK Y XMapi, TaK i Ha CTOPOHiI knieHTa. Acunetix
30aTHUA igeHTUdIKYBaTK | NOBIAOMNATU NPO Pi3HOMAHITHI
BPa3nMBOCTI B nporpamMax, Wwo nobyaoBaHi Ha pisHMX
nnatgopmax, Takux sk WordPress, PHP, ASP.NET, Java
Framework, Ruby on Rails Towo. IHCTpyMEHT Mae
LUMPOKMIA Habip MOXNMBOCTEN i AN aBTOMaTM30BaHOrO, i
AONsi PyYHOrO TECTYBaHHS, LLIO JA03BONSIE OLIHUTU A YCYHYTU
BUsiBNeHi npobnemn Gesnekn. Cucrtema Acunetix
po3paxoBaHa Ha poboTy 3 GaraTbMa KopucTyBadamu i
3abes3nevye OOCTyn nuwe A0 HeobXigHMX pecypcis, Lo
Cnpusie KOMaHAHIN THYYKOCTi Ta MiABWLLYE NPOAYKTMBHICTb
(Attack Simulation and Vulnerability Management, 2024,
https://itbiz.ua/proizvoditeli/acunetix/acunetix-web-vulnerability/
-scanner-standard-premium-360/).

AppSpider — uUe pilleHHs OUHaMIYHOro TeCTyBaHHS
Oe3nekn gopaTkis, sike 30aTHe ckaHyBaTy BeO- Ta MOBINbHi
40JaTKM  WOoAO HasBHOCTI  BpasnueocTer. OCHOBHOK
TEXHOIOTIEHD, L0 BUKOPUCTOBYETLCS B AppSpider, € yHiBep-
canbHUI nepeknagay, Ak aganTyeTbCs [0 HOBITHIX
TexHonorin, Takux Ak AJAX, HTML5 i JSON, wpo
3aCTOCOBYHTbLCS Yy CydacHux Beb- Ta MOBinNbHUX foaaTkax,
i NPOBOAWTL CKaHyBaHHS | TPaAWLUIVHUX, | HOBITHIX Nporpam
(Welcome to AppSpider, 2024, https://docs.rapid7.com/
appspider/).

OWASP ZAP — ue iHCTPYMEHT, KNI ayXe NpoCTui y
BUKOPWCTaHHI AN NPOBEAEHHSA TECTiB Ha MPOHUKHEHHS
nporpamolo, a TakoX Ans BUSIBMIEHHS BpPa3fnMBOCTEN Y
BebaoonaTkax. OWASP ZAP npoBoauTb TEeCTyBaHHS Ha
NPOHVKHEHHS BeGAofdaTka Ta [03BOMSiE BUSIBNATU Taki
atakm, sk SQL injection, XSS, clickjacking Towo
(Introduction to OWASP ZAP, 2024, https://medium.com/
@lavanya.agre.cyb/introduction-to-owasp-zap-
bdc58293005f).

Nmap un Network Mapper — ue BiOKpUTUIN iHCTPYMEHT,
NPU3Ha4YeHNn Ons BMBYEHHS Mepexi Ta nepeBipku i
6e3neku. MoyaTkoBO BiH OyB po3pobneHuii Ans LWBNAKOro
CKaHyBaHHsl BENWKMX Mepex, ane TakokX edekTUBHO
3aCTOCOBYETbCA ANs aHanizy okpemux uinen. Nmap
BuKopuctoBye IP-naketn y cneumdivynmin cnocibé ans
BU3HAYEHHA [OCTYMHMX XOCTIB Yy Mepexi, Hagawoun
iH(bopMaLito Npo HagaHi HAMK nocnyrn (HasBy Ta BEpCito
nporpamM), onepadiinHi cuctemyn Ta ixHi Bepcii, TNU
BMKOPUCTaHMX NakeTHUX inbTpis / GpaHamMayepis Ta iHLi
XxapakTepuctmki. Nmap 4acto 3acToCOBYOTb Ans OLUiHIO-
BaHHs 6e3neku, a TakoX Anst KOHTPOMK CTPYKTYpU Mepexi
Ta KepyBaHHs po3knagamu 3anycky cryx6 Ta obniky vacy
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pobotn xoctiB abo cnyx6 (Nmap (Man Page), 2024,
https://nmap.org/book/man.html).

Metasploit Framework — ue gyxe MNOTYXHUA iHCTpPY-
MEHT, KU BUKOPUCTOBYIOTb SK KiGep3noumHLI, Tak i eTUYHI
Xakepu [Ons BUSIBMEHHA CUCTEMHUX YpasnuMBOCTEN Yy
Mepexax Ta Ha cepBepax. Ockinbku ue dperimMBOpK 3
BiOKPUTUM KOOOM, MOro MOXHa fNerko HanawTysaTu Ta
BMKOPUCTOBYBATU Ha OGinbLIOCTI onepauiiHnx cuctem
(What is Metasploit? The Beginner's Guide, 2024,
https://www.varonis.com/blog/what-is-metasploit).

SQLMap — ue iHCTPYMEHT ANst TECTYBaHHS Ha MPOHWIK-
HEHHS1. IHCTPYMEHT Mae BOYA0BaHWUN MEXaHi3M BUSIBIIEHHS i3
cneujanisaoBaHUMN MOXITMBOCTAMW AN OOCBIOYEHUX TecTe-
piB Ha NPOHUKHEHHS! Ta LULMPOKUM CMEKTPOM NapameTpiB Ans
OTpMMaHHS AeTanbHOro 3BiTy 3 TECTYBaHHS Ha MPOHWMKHEHHS.
SQLMap Moxe BMKOPUCTOBYBaTUCA 3MOBMWUCHUKaAMK Ans
npoBeaeHHs SQL-iH'ekuin Ha noTpibHI gopaTkm 3a gono-
MOTOH PI3HUX METOZIB, TaKMX SIK NOrMYHi 3HAYEHHS!, YacoBi
npomixxkn, nomunkn, UNION-3anuTti, cTekoBaHi 3anntu ta
nosacmyrose BrpoBagxeHHs (SQIMap: automatic SQL
injection and database takeover tool, 2024, https://sqlmap.org/).

HocnipkeHHs BeGgoaaTkiB Ha BPa3nMBOCTI HUHI — Le
BaXXNUBE 3aBAaHHs, sike 403BONUTL Bebnporpamam HanexHo
dyHKUjoHyBaTW. Lle TecTyBaHHSA BMKOHYIOTb PO3POBHMKM Ta
TecTyBanbHukM 13, Ski 3a3BMYan BUKOPWUCTOBYIOTb YyXe
icHytodi Ta nepeBipeHi vyacom MeToauku. [lo Takux
meTogonorin MmoxHa BigHectn (5 Most Popular Web App
Security Testing, 2024, https://www.apriorit.com/qa-blog/
524-web-application-security-testing):

= Open Source Security Testing Methodology Manual
(OSSTMM);

= Open Web Application Security Project (OWASP);

= Web Application Security Consortium Threat
Classification (WASC-TC);

= Penetration Testing Execution Standard (PTES);

= Information  Systems  Security = Assessment
Framework (ISSAF);

= PCI Penetration Testing Guide;

= NIST Special Publication 800-115;

= MITRE ATT&CK.

Yci BKkasaHi MeTogonorii — MOTYXHi iHCTPYMEHTH Ta
TEXHiKK, SKi JonomMaralTb Y PisHMX cdepax ynpoBaKEHHS
6e3neku. MpoaHanisyemo Hackinbkv ecpekTMBHUMY ByayThb Ui
meToavku anst Bebaoaartkie, nobynosaHux Ha CMS WordPress.

OSSTMM wmoxe 6ytn KopucHo Ans  rmmbokoro
TeCTyBaHHs Ge3neku.

MeToponoris OWASP Hapae wnpokuii nepenik peko-
MeHZauih | Kpalmx npakTuK i3 nokpalweHHs ©Geanekn
BebGaoaaTkiB. 3 Ornsily Ha LUMPOKE BUKOPUCTaHHS nnat-
¢dopm WordPress 1a OpenCart, pekomeHgauii OWASP
MOXyTb OyTn Oyxe KopucHUMW AOns igeHTudikauii Ta
YHUKHEHHs1 3arpo3 6eaneLi.

MeTtogonoria WASC TC pgonomarae BUSIBUTU crieuu-
iYHi 3arpo3su, WO MOXYTb BUHWKHYTU B KOHTEKCTi 3acTo-
cyBaHHst WordPress Ta OpenCart.

BukopuctanHa PTES posBonsie igeHTudpikyBatm 1
eKcnnyaTtyBaTu Bpa3nMBOCTI, WO AOMNOMOXE MOKpaLinTh
6e3neky BebgopatkiB Ha nnatgopmax WordPress Ta
OpenCart.

PosrnaHemo cueHapiu, e BnacHWK OHNanH-marasvHy
Ha nnatgopmi OpenCart nparHe nigBUMWMTK piBEHb
6e3nekn ceoro Bebaoanatka. Bukopuctoytoum ISSAF, BiH
MOXe MPOBECTU aHani3 NOTEHUINHMX 3arpo3 i pusukis, WO
MOXYTb BWHWKHYTM BHacnigok Heponikis y Oeanedi
Mepexi, KoHdirypauii cepBepa abo nporpamHoro
3abe3neyveHHs. 3a JONOMOrOK LbOro aHanidy BiH MoXxe
ineHTudikyBaTM KpPUTUYHI BpasnuBOCTI i po3pobuTn
cTparerii Ans iXHbOro YCYHEHHS.
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BukopucToBytoun NIST Special Publication 800-115,
BNACHWK MarasuHy MOXe BMpoBaguTW CTaHOAPTM30BaHi
METOOUKN TecTyBaHHA Ge3nekn Ans NpoBedeHHs TecTy-
BaHHSA Ha NPOHWKHEHHs 1 ayauTy 6e3neku. Lie nossonutb
BUSIBUTU MOXIMBI BPasnMBOCTI B AoAaTKy W iHppacTpyk-
Typi MarasuHy, Taki sk SQL-iH'exuii, XSS-aTaku, Hegoniku B
KOHcirypauii cepsepa ToLo.

[na cTtBopeHHs Mogeni aHanisy sebgoaatkie obpaHo
cepegoBule anga TectyBaHHA — CMS Wordpress. Yepes
BENUKY KinbkicTb kopuctyBadis WordPress ctae npusab-
JINBOIO MiLLIEHHIO ANS 3ITOBMUCHUKIB, OCKISTbKM MOTEHLINHOT
LIKOAM MOXHa 3aBAaTv GaraTtboM BeGcanTaMm OgHOYacHo.
3ayBaxumo, wo CMS WordPress micTiTb 6e3nid nnariHis i
TeM, Lo PO3LLUMPIOIOTL (PYHKLOHaN CUCTEMMU.

Po3pobHVKM NnariHiB i TeM He 3aBXAu AOTPUMYIOTLCS
HaMBULLMX cTaHOapTiB 6e3neku, WO MoXe NpuM3BOAUTU 00
nosiBn BpasnueocTen y Bebaoaatky. [1o TOro x akTMBHUN
po3sutok WordPress i MOro nocTilHi OHOBMEHHSI MOXYTb
npuxoByBaTW Hedoniku 6esnekn, $Ki  TecTyBanbHUKN
MOXYTb BUSIBUTW nepeq penisoMm HOBWUX Bepcin. Hapewwi,
LUMPOKMI OyHKLiOHaN nnaTtgopMu, Takni K MOXIUBICTb
CTBOpIOBATM BMNacHi AoAaTKOBi nonsi abo HanalToByBaTh
npaea [OCTyny, CTBOPKE AOAATKOBI MOXNMBOCTI Anis
NOTEHLiNHMX BPa3nnBOCTEN.

Ons npoBeneHHs pocnigkeHHs OyB ycTaHOBNEHWI
Wordpress Ha Ubuntu 22.04. [na TecTyBaHHA BCTa-
HoBneHo Bpa3snuey Temy ans Wordpress (puc. 2) 3 github
(https://github.com/vavkamil/dvwp).

[o nnarinie Hanexartb:

= Infinite WP client — Bepcisa 1.9.4.4;

= Social Warfare — Bepcisa 3.5.2;

= Wordpress File Upload — Bepcisa 4.12.2;

= WP-Advanced-Search — Bepcis 3.3.3;

= Askimet Anti-Spam — Bepcis 4.1.3;

= Backup and Staging by WP Time Capsule — Bepcis
1.21.15;

= Hello Dolly — Bepcisa 1.7.2.

Wordpress Mictute 6e3niy nnariHiB gns  aHanisy
BpasnmBocTen y Bebgoaatky, npoTe ui nnariHym MOXyTb i
cami 6yTv BpasnuBmMmu.

Konn npetbca npo aHania BpasnueBocTen y Bebao-

JaTtkax, CTBOPEHHSI BMACHOrO CKPUNTYy Moxe O6yTu
KpawMM pilleHHSM, HiK BWKOPUCTaHHA nnariHis y
WordPress, TOMy WO BRACHU CKpUNT MoXe OyTn

po3pobneHun nig Baw BebaoaaTok, WO O03BONUTH
BpaxyBaTu ocobnmBoOCTi Lboro BebaoaaTka. 3asHaummo,
LLO Npu po3pobneHHi i BUKOPUCTaHHI BMACHOTO PilleHHs,
BWM MOXeTe MaTu MNOBHWUWA KOHTPONb Hag KOAOM, LWO
[O3BONSE rapaHTyBatM 6e3neky BalIOro pilleHHs,
OCKiflbKM BW He 3anexuTe BiJ CTOPOHHIX nnariHiB Ta
6ibnioTek i BUKOPUCTOBYETE CBOI (PyHKLji. 3acTOCOBYOUN
BTAQCHUI CKPUMNT, MOXHa OMNepaTMBHO BUNPaBNATU
BPa3nuMBOCTI, SiKi MOXYTb OyTy 3HaAEHI.

Omxke, BNacHWM CKPUMNT ANs aHanisy BpasnMBOCTEN
Moxe OyTW HaginHIlWMM Ta ePeKTUBHILLMM BapiaHTOM, Hix
BUKOPUCTaHHA nnariHis y WordPress.

Mopenb aHanidy Bebgopatka Ha CMS Wordpress
306paxkeHo Ha puc. 3. Hmkuye onvwemo fi.

1. TNouaTkoBa po3Bigka BebaogaTka Ta CKaHyBaHHS
BCiX iCHYIOUMX CEpBICiB, NOPTiB i cryx0. BukoprctoByoun
IHCTPYMEHTU, Taki SiK nmap, CKpUNT 3MOXe CKaHyBaTu
nopTX Ta BU3HAYaTK BigKpUTi Cryxou.

2. Ananis BebcainTy Ha Bpa3nuBocTi. CKpUNT 3MoXe
BMKOPWUCTOBYBATH iHCTPYMeHTH, Taki sik Nikto abo OWASP
ZAP, nons ckaHyBaHHsi BebGCalTy Ha HasiBHICTb BigoMuMX
Bpas3nnBOCTEN.

3. TleHepauis 3BiTYy. CKpUNT 3MOXE CTBOPHOBATY 3BIT i3
BUSIBNEHUMW BPa3NUBOCTAMU Ta pekoMeHAauisMu wono
TXHBOrO BMNPaBEHHS.
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G &) (Ol 127.0.0.1:31337]

Damn Vulnerable WordPress Just another WordPress site

Sample Page

(@)

Search

UNCATEGORIZED

Hack Melf You Can

2, By admin

5 April 3, 2024

(] 1Comment

Welcome to Damn Vulnerable WordPress. This is your first post.

Edit or delete it, then start writing!

SEARCH

Search ...

Recent Posts

Hack Me If You Can

Archives

April 2024

Categories

Puc. 2. Wordpress

MoyaTkoBa posBigka
BebaopaTtka Ta CkaHyBaHHS
BCiX iCHYIOYMX CEpBICIB,
nopris i cnyx6

AHani3 Bebcanty Ha
Bpa3nunBoCTI

eHepauis 3BiTY

Pwuc. 3. Mogenb aHanidy Bebgopatka Ha CMS Wordpress

Ha nepwomy etani Mmogeni BUKOPUCTAEMO IHCTPYMEHT
NMap i Dirb gns nowyky dannis / ANpeKTopin, 4o SKMX Mae
O0CTYynN 3BMYAHWUIA KOPUCTYBAY.

Ha ppyromy etani 3acTOCyeMO iHCTPYMEHTW AnA
nowyky BpasnusocTen, Hanpuknag, WPScan, nikto,
SQLmap, PwnXSS.

WPScan — ue ckaHep, SIKUIA LUMPOKO BUKOPUCTOBYIOTb
creujanictn 3 kibepbesnekn, siki 6axaroTb BU3HAYUTU BCi
Moxnmei cnabki micua B CMS WordPress. CkaHep
[03BONSE BUABNATU BPasfMBOCTI Y BEPCiAX cuctem, y
nnariHax, a Takox Temax. Omke, BMKOPUCTaHHSA Takoro
nporpamHoro 3abesneyeHHss — Le cnocib 3abe3neunTtu
HagiliHy 6e3neky BebaonaTka.

Ho Toro »x WPScan 3gatHui npoBoauTtn 6pyTdopc-
ataky Ha WordPress. BukopuctoBytouM OoaaTkoBi CroB-
HWUKWU 3 aHMMK, MOXHA nigidpaTti AaHi ons asTopusadii.

Ha TpeTboMy eTani noTpibHO 3reHepyBaTh 3BIiT 3 ycima
pesynbTatamu. 3BiT Mae MiCTUTUM AeTanbHui pesynbtaT
TecTyBaHHs Bebgopatka 3a OOMOMOrow BCiX 3ragaHux
BULLE YTWUAIT | nporpam.

Y BipTyanoHomy cepegoBuwi Oracle Virtual Box
CTBOPEHO W HanawToBaHo BipTyansHo OC Ubuntu 22.04,
ae 6yno HanmcaHo bin/bash ckpunt ans aHanisy Be6-
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popatka WordPress, npo kM Bka3aHO padiwe. Llen
ckpunT  3abe3nevye  aBTOMATU30BaHE  CKaHyBaHHS
BebOoaaTka 3a [OOMOMOrOK 3amnycKy YTUMIT, Takux siK
NMAP, Dirb, Nikto, SQLMap, WPScan T1a PwnXSS.
3ayBaxumo, WO BCi pe3ynbTaTu 3anucytoTb B OKPeMUin
cann Ons  noganblioro  BMBYEHHA BCIX  3HaWAEHMX
npobnem Ge3nekn BeGooaaTtka.

Ha puc. 4 npoaeMOHCTPOBaHO KO CKPUMTY.

Ha nepwomy eTani oTpumaHo pe3ynbTaT CKaHyBaHHS
NMap i Dirb. 3a gonomoroio nmap 3HangeHo BiOKpWTI
nopTu Ta cnyxoéu (puc. 5).

B3aBasikum Dirb 6yno 3HageHo npuxoBaHi AMpeKTopii Ta
dannu, 4o AKMX Mae AO0CTYN 3BUYaHUIA KOpUCTYBau (puc. 6).

HacTynHWn KpOK — Le CKaHyBaHHS 3a [0NOMOror
ytunitn Nikto.

Min 4ac ckaHyBaHHs BeGaopaTka yTuniTa BusiBUNA
6araTo MOXNUBMX BpasnuBMX MicUpb, SIKi 34aTHi NOpYyLUATK
Oe3neky gogarkis, Hanpuknag, OSVDB 3092, 2695.

3HanpgeHi OSVDB BpasnuBoCTi BKMO4YaOTb BPa3Nu-
BicTb 6ibniotekn / nnariva "My Photo Gallery pre 3.6".
Takox 3a gonomoroto Nikto 3HavigeHo AocTynHi AupekTopii
AN 3BMYAMHOIO KOPUCTYBaya, $SKi 3MOBMUCHUK MOXe
BUKOPUCTATU AN NPOHUKHEHHSA B cuctemy (puc. 7).
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! /bin/bash

"Start nmap"

nmap -p- -SV -sC -A 127.0.8.1 | tee -a "scan-results.txt"
"Finished"
"Start dirb"

dirb http://127.6.6.1:31337/ -f | tee -a "scan-results.txt”
"Finished"

"Start Nikto"

nikto -h http://127.6.8.1:31337/ | tee -a "scan-results.txt"
"Finished"
"start SQLmap"

sqlmap -u 127.6.6.1:31337/?s=gngh | tee "scan-results.txt"
"Finished

she

"Start WPSCAN"

wpscan --url http://127.6.0.1:31337/ --api-token IAph8RXFikSeypxDAsXDVrmPr3AaFsHXimatVeYeeS4 | tee -a "scan-results.txt”
"Finished"

"start PwnXss"

python3 PwnXSS/pwnxss.py -u http://127.8.8.1:31337/ | -1 "WARNING" | tee -a "scan-results.txt"
"Finished”

Pwuc. 4. BuxigHuii kog ckpunty

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))
|_http-server-header: Apachef2.4.52 (Ubuntu)

|| _http-title: Welcome to Test.com!

631/tcp open ipp CUPS 2.4
] http-robots.txt: 1 disallowed entry
1_/
|| _http-server-header: CUPS/2.4 IPP/2.1
|_http-title: Home - CUPS 2.4.1
3306/tcp open nagios-nsca Nagios NSCA
| mysql-info:
Protocol: 10
Version: 8.0.36-6ubuntu@.22.64.1
Thread ID: 346279
Capabilities flags: 65535
Some Capabilities: Support4iAuth, LongPassword, DontAllowDatabaseTableColumn, SupportsTransactions, LongColumnFlag, Sp
eaks41Protocolold, SupportsLoadDatalocal, SupportsCompression, InteractiveClient, Speaks41ProtocolNew, FoundRows, SwitchTo
SSLAfterHandshake, IgnoreSigpipes, IgnoreSpaceBeforeParenthesis, ODBCClient, ConnectWithDatabase, SupportsAuthPlugins, Sup
portsMultipleStatments, SupportsMultipleResults
| Status: Autocommit
salt: s UU"gMb3x+\X1E%B\X815\x06\X7TFkr
_ Auth Plugin Name: caching_sha2_password
131337 /tcp open hadoop-datanode Apache Hadoop 2.4.38 ((Debian))
| hadoop-datanode-info
Logs: http://127.6.8.1:31337/wp-login.php
(] hadoop-tasktracker-inf
|_ Logs: http://127.6.0.1:31337/wp-login.php
|_http-generator: WordPress 5.3
|_http-title: Damn Vulnerable WordPress &#8211; Just another WordPress site
|_http-trane-info: Problem with XML parsing of /evox/about
31338/tcp open http Apache httpd 2.4.57 ((Debian))
| http-robots.txt: 1 disallowed entry
I/
| _http-server-header: Apachef2.4.57 (Debian)
| _http-title: phpMyAdmin
33060/tcp open mysqlx?

Puc. 5. PesynbtaTtn ckaHyBaHHs NMap

START_TIME: Wed Apr 17 22:08:20 2024

URL_BASE: http://127.0.0.1:31337/

WORDLIST_FILES: fusr/share/dirb/wordlists/common.txt
IOPTION: Fine tunning of NOT_FOUND detection

IGENERATED WORDS: 4612

---- Scanning URL: http://127.0.0.1:31337/ ----
http://127.0.0.1:31337/cqi-bin/ (CODE:200|SIZE:1633)

i+ http://127.0 1:31337/favicon.ico (CODE:200|SIZE:0)
http://127.0 1:31337/index.php (CODE:301|SIZE:0)

http://127.0.0.1:31337/info.php (CODE:200|SIZE:6098)

http://127.0.0.1:31337/php.ini (CODE:200|SIZE:2)

http://127.0 1:31337/server-status (CODE:403|SIZE:277)

0 1:31337/xmlrpc.php (CODE:405|SIZE:5)

.0.
.0.
.0.
.0.
.0.
.0.

http://127.

END_TIME: Wed Apr 17 22:13:15 2024
DOWNLOADED: 4612 - FOUND: 7
iFinished

Puc. 6. PesynbTaTtn ckaHyBaHHsi Dirb
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+ Server leaks inodes via ETags, header found with file /php.ini, fields: 8x15 6x615353763c7c@

+ OSVDB-282608: / vti_bin/shtml.dll/_vti_rpc?method=server+version%3ad4%2e0%2e2%2e2611: Gives info about server settings. CV
E-2000-0413, CVE-2000-06709, CVE-2000-0710, http://www.securityfocus.com/bid/1688, http://www.securityfocus.com/bid/1174.
+ OSVDB-28260: /_vti_bin/shtml.exe/_vti_rpc?method=server+version%3ad%2e0%2e2%2e2611: Gives info about server settings.

+ OSVDB-3092: /_vti_bin/_vti_aut/author.dll?method=1ist+documents%3a3%2e0%2e2%2e1706&service%s5fname=&listHiddenDocs=trueal
istExplorerDoc rue&listRecurse=false&listFiles=truedlistFolders=true&listLinkInfo=true&listIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

+ OSVDB-3092: /_vti_bin/_vti_aut/author.exe?method=1ist+documents%3a3%2e0%2e2%2e1706&service%s5fname=&listHiddenDocs=trueal
istExplorerDoc rue&klistRecurse=false&listFiles=true&listFolders=true&listLinkInfo=true&listIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

+ 0SVDB-1264: /publisher/: Netscape Enterprise Server with Web Publishing can allow attackers to edit web pages and/or lis
t arbitrary directories via Java applet. CVE-2000-0237.

+ OSVDB-2117: /cpanel/: Web-based control panel

|+ OSVDB-2695: /photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspecifi
ed vulnerabilities and remote management interface access.

+ 0SVDB-2695: /photodata/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspe
jcified vulnerabilities and remote management interface access.

I+ 0SVDB-2695: Jcgi.cgifphoto/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
nspecified vulnerabilities and remote management interface access.

[+ OSVDB-2695: /webcgi/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, un
specified vulnerabilities and remote management interface access.

I+ OSVDB-2695: /cgi-914/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
[nspecified vulnerabilities and remote management interface access.

+ 0SVDB-2695: /cgi-915/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
nspecified vulnerabilities and remote management interface access.

I+ 0SvDB-2695: /bin/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspe
cified vulnerabilities and remote management interface access.

Puc. 7. Pesynbtatu ckaHysaHHs Nikto

HacTynHWiA iHCTPYMEHT Ans BUSABMNEHHS MOXIMBUX MOXIMBOCTEN y pocnigkeHHi G6esnekn Bebgonatka i He
BpasnueocTer — ue SQLMap. MMig yac TecTyBaHHSA He Tinbkn. CkaHep ioeHTUdikyBaB 52 pisHi BpasnmBoCTi, SAKi
BUSIBIIEHO Bpa3nueocTew (puc. 8). NOTEHUINHO MOXyTb 3aBdaTu LwWkoau Ana Bebgopartka

Bigrak 3anyckaetbca ytunita WPScan. Lle pyxe Ha WordPress. BusBneHo BpasnuBOCTi BCTaHOBMEHWX
NnoTy)XHe nporpamHe 3abe3neveHHs, ske Hagae Garato nnariis i Temn Wordpress (puc. 9).

] [INFO] testing connection to the target URL
not declared cookie(s), while server wants to set its own ('wp_wpfileupload_sb2dbabcbcfs8iddd4asfba6scd728b7f5=QgRz
JXcYGN7q5H'). Do you want to use those [V/n] y
[INFO] testing if the target URL content is stable
target URL content is stable
[INFO] testing if GET parameter 's' is dynamic
NING] GET parameter 's' does not appear to be dynamic
[WARNING] heuristic (basic) test shows that GET parameter 's' might not be injectable
[INFO] testing for SQL injection on GET parameter 's'
[INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
ARNING] reflective value(s) found and filtering out
testing 'Boolean-based blind - Parameter replace (original value)'
testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'
testing 'PostgreSQL AND error-based - WHERE or HAVING clause’
testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)"
testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
] testing 'Generic inline queries'
testing 'PostgresQL > 8.1 stacked queries (comment)'
testing 'Microsoft SQL Server/Sybase stacked queries (comment)'
testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'
testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
testing 'PostgreSQL > 8.1 AND time-based blind'
testing 'Microsoft SQL Server/Sybase time-based blind (IF)'
4] [INFO] testing 'Oracle AND time-based blind'
it is recommended to perform only basic UNION tests if there is not at least one other (potential) technique found. Do you
want to reduce the number of requests? [Y/n] y
[22:3 ] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
] [WARNING] GET parameter 's' does not seem to be injectable
6] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for '--level'/'--risk'
options if you wish to perform more tests. If you suspect that there is some kind of protection mechanism involved (e.g. W
AF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') and/or switch '--random-agent'
2:3 NING] your sglmap version is outdated

Puc. 8. PesynbtaTtn ckaHyBaHHa SQLMap

Title: WordPress < 5.8.2 - Expired DST Root CA X3 Certificate

Fixed in: 5.3.18

References:

- https://wpscan.com/vulnerability/cc23344a-5c91-414a-91e3-c46db614dasd

- https://wordpress.org/news/2021/11/wordpress-5-8-2-security-and-maintenance-release/
- https:/fcore.trac.wordpress.org/ticket/54207

Title: WordPress < 5.8 - Plugin Confusion

Fixed in: 5.8

References:

- https://wpscan.com/vulnerability/95e01006-84e4-4e95-b5d7-68ea7b5aa1a8

- https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2021-44223

- https:/fvavkamil.cz/2021/11/25/wordpress-plugin-confusion-update-can-get-you-pwned/

Title: WordPress < 5.8.3 - SQL Injection via WP_Query

Fixed in: 5.3.11

References:

- https://wpscan.com/vulnerability/7f768bcf-ed33-4b22-b432-d1e7f95c1317

- https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2022-21661

- https:/fgithub.com/WordPress/wordpress-develop/security/advisories/GHSA-6676-cqfm-gw84
- https://hackerone.com/reports/1378209

Title: WordPress < 5.8.3 - Author+ Stored XSS via Post Slugs

Fixed in: 5.3.11

References:

- https://wpscan.com/vulnerability/dc6f@4c2-7bf2-4a07-92b5-dd197e4d94c8

- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21662

- https://github.com/WordPress/wordpress-develop/security/advisories/GHSA-699q-3hj9-889w

- https:/fhackerone.com/reports/425342
https://blog.sonarsource.com/wordpress-stored-xss-vulnerability

Title: WordPress 4.1-5.8.2 - SQL Injection via WP_Meta_Query

Fixed in: 5.3.11

References:

- https://wpscan.com/vulnerability/24462ac4-7959-4575-97aa-a6dcceeae722

- https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2022-21664

- https:/fgithub.com/WordPress/wordpress-develop/security/advisories/GHSA- jp3p-gw8h-6x86

Title: WordPress < 5.8.3 - Super Admin Object Injection in Multisites

Puc. 9. Pesynbtatn ckaHyBaHHs WPScan
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OcTaHHiM iHCTpYMEHTOM y JocrnifxeHHi 6es3nekn
Bebaogatka Ha WordPress € nporpamHe 3abes3neyeHHs
PwnXSS, ke TecTye goaaTok LWLOA0 HASABHOCTI MOXITMBUX
Bpa3nuBOCTEN MixcanToBoro cueHapito XSS. [Mig uvac

start PwnXss

07] [WARNING]

:07] [WARNING]

:07] [WARNING]

:07] [WARNING]

:07] [WARNING]

:07] [WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING

link
link
link
link
link
link
link
link
link
link
link

with
with
with
with
with
with
with
with
with
with
with

Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found

query: ri
query: page_ 2
query:
query:
query:
query:
query:
query:
query:
query:
query:
Found link with query:
Found link with query:
Target have form with
Target have form with
Found link with query:
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with

p=1 Maybe a vuln
author=1 Maybe a
1 Maybe a vuln
1 Maybe a vuln
1 Maybe a vuln
1 Maybe a vuln
202404 Maybe a

1 Maybe a vuln
author=1 Maybe a
1 Maybe a vuln
Maybe a vuln
Maybe a vuln
Maybe a vuln
202404 Maybe a

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

[WARNING]
[WARNING]

CKaHyBaHHs BiH BMSIBMB MOTEHUINHO UikaBi MocunaHHa 3
Pi3HUMW  ifeHTUdIKaTopaMK, SKi MOXYTb  HanidyBaTtu
BpasnmeocTi XSS (puc. 10).

Maybe a vuln XSS point
Maybe a vuln XSS point
cat=1 Maybe a vuln XSS point

XSS point
vuln XSS point
XSS point
XSS point
XSS point
XSS point
vuln XSS point

cat=1 Maybe a vuln XSS point

feed=rss2 Maybe a vuln XS5 point
feed=comments-rss2 Maybe a vuln XSS point
GET method: http://127.0.0.1:31337/

GET method: http://127.0.0.1:31337/
page_1id=2 Maybe a vuln XS5 point

: page_id=2 Maybe a vuln XS5 point

: cat=1 Maybe a vuln XSS point

XSS point
vuln XSS point
XSS point
XSS point
XSS point
XSS point
vuln XSS point

: cat=1 Maybe a vuln XS5 point

Pwuc. 10. Pesynbtatu ckaHyBaHHa PwnXSS

Yci pesynbtatu 36epiratoTb B okpeMomy cbawni, e
3py4YHO OOCnigKyBaTU W aHanidyBaTu 3HaWAeHi Bpasnu-
BocTi Bebpgopatka. OTxke, B pesynbraTi CKaHyBaHHA
BebaoaaTka, po3pobHMK abo TeCTyBarnbHUK, SKUIA 3anyckae
Lier CKpUNT, MOXe 3HaWTW YMMano Likaeoi iHpopmaLii npo
cBii BebaomaTok. 3HangeHi BpasnMBOCTI  4YaCTKOBO
ONUCYOTBCA CaMMMK CKaHepamu, amne He Bci. [eski
3HanaeHi Bpa3nMBOCTi NOTPIGHO AocnigkyBaTu, TOMY LLO
He 0B6OB'A3KOBO BCi 3HaANMAEHI NMOTEHUINHO BpasnuBi TOYKK
BebaoaaTka MoXxyTb OyTu Bpasnuvei. HankopucHilmm Lewn
ckaHep Oyne gnsa BebpopatkiB, nobygosaHux Ha CMS
Wordpress, ockinbku ytunita WPScan 3Haxoantb Bpa3numsi
BepcCii nnariHis. Tomy, SKWO [AaHWA CKaHep 3HaWLoB
Bpa3nuBei nnariHM, To X HeobxigHO TEPMIHOBO OHOBUTH,
LLOOG 3MOBMUCHMKN HE CKOPUCTANMCh LMW BPasnMBOCTAMM
[0 TOro, Sk B1 iX BUNpaBuTe.

Ounckycisa i BACHOBKMN

Ataku Ha ocHoBi JavaScript MOXyTb MaTtu pisHi bopmu
i Hacnigkw, Big BNpOBa[XeHHs LWKIANUBOro Koay QA0
Kpaaixkky KOoHdIAeHUinHOT  iHcpopmauii. 3abe3neveHHs
Ge3nekn BebOoOaTKIB i cepBepiB € KPUTUYHO BaXXINMBOHO
3ajayero, OCKiINbky HeabanicTb y LbOMY MUTaHHI MOXe
npv3BeCT A0 CEpNO3HMX HacnigkiB, TakMx K BTpara
penyTadii i piHaHcoBi BTpaTW.

BusaBneHHs BpasnuMBOCTEW Y CUCTEMI KepyBaHHS
KOHTEHTOM WordPress Ha paHHix eTanax mMae KputudHe
3HaYeHHs 3 Kinbkox npuudnH. lNo-neplwe, ue gonomarae
nigBuWUTM  3aXUCT  Bi4 MOXIMBMX arTaK, OCKiNbKn
PO3POOHUKM MatOTb MOXINUBICTb OnNepaTMBHO BUMpPaBUTU
npobnemu i BUNYCTUTU OHOBIEHHS 3 BUNpPaBneHHamMu. Lle
3MeHLUY€e PU3KK YCilHOro 3noMy abo HeJj03BOMEHuX gin
Ha caunTax, Wwo npautototb Ha WordPress.

Opyra npunyvHa nonsrae y 36epexeHHi penyTaLii.
YpasnuBocCTi, SKi 3anuwialoTbCsl HenoMiYeHumn abo He
BUMPABMSATLCS BYACHO, MOXYTb MPM3BECTM OO0 BTpaTu
KOHTpOMN Hag cantoM abo BUTOKY KOHMIOEHLIAHNX
OaHMX, WO CEeprO3HO HAWKOAWUTL penyTauii KoMMaHii um
ocobuctoro 6peHay.

TpeTsa npuyMHa — BUKOHAHHS HOPMATUBHWUX BUMOT.
Oeski ctaHpaptu 6e3sneku (Hanpuknag, PClI DSS ans
nnaTiXXHUX cucTem) nepenbavaoTb BUSIBNEHHS Ta LUBUAKE
YCYHEHHs1 BpPas3nNMBOCTEN sIK OOOB'A3KOBUM eTan Ans
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OOTPYMaHHS BUMOT.
3a3HaumMMo, WO BYaCHE BWSBMEHHS BpPasnMBOCTEN
Jonomarae 3MeHLUNTU pu3nK piHaHCOBMUX BTPAT, OCKiMNbKM
Lie A03BOMSE YHUKHYTU MOXITMBUX HACNIAKIB, NOB'A3aHUX i3
3605iM1 B poOOTi caTy, BTPaToO AaHMX YU KITiEHTIB.
Po3pobneHa Mogenb Ta CKpUNT JOMoMoXe po3pob-
HWKaM i TeCcTyBarbHMKaM MPUCKOPUTU MPOLEC BUSIBIIEHHS
Bpasnusoctern y Wordpress, OCKifbkM BOHU MOXYTb
3anycTUTV OAMH CKpUMT i B cepeaHboMy Yepe3 10 XBUNuH
oTpMMaT OB'EMHMIA | 3MICTOBHMI 3BIT i3 BUSBMEHUMU
BPa3nuBOCTAMM. Y Takuii Cpocib oNTUMI3yETbCA BUSIBIIEHHS
Bpa3nuMBOCTEN Yepe3 aBTOMaTM30BaHMWI 3anycK CKaHepiB.

BHecok aBtopiB: Ceprii Byunk KOHUenTyanisawis,
meTogororis; AHgpin Kypoedos — aHania gkepen, nigrotoska
ornsagy  nitepatypu, TEOPETUMHMX  3acafd  AOCHiXKEHHS,
nigrotoBka nabopartopii Ana  JOCNIMKEHHS, NpOBeOeHHs
[OCNIAXEHHS.
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JAVASCRIPT-BASED WEB EXPLOIT ANALYSIS MODEL

Background. The task of ensuring the security of web applications and servers remains important and relevant in the face of the
ever-increasing number of attacks in cyberspace. The use of various open-source content management systems (e.g. WordPress, Joomla, Open
Journal Systems, Drupal), which are quite popular for creating websites due to their ease of installation and use, unfortunately, require constant
updating not only to improve the content but also to ensure the security of the system. In this article, the authors focus on the WordPress system,
although this approach can be used for other systems as well. The article emphasises the importance of early detection of vulnerabilities to
prevent potential cyber threats and their negative consequences. The article proposes a model and a script designed to speed up the detection of
vulnerabilities in WordPress applications. Automation of the scanning process with a custom script allows you to quickly detect vulnerabilities,
ensuring prompt fixes and updates. This approach not only strengthens security, but also helps preserve the reputation of websites and brands,
which is critical in today's digital environment.

Methods. Themethods of analysing JavaScript-based web exploits were used, taking into account the general principles of their analysis
and taking into account the methodologies for analysing web applications for vulnerabilities.

Results. Animproved model of analysing a web application on CMS Wordpress based on a script that provides automated scanning of
a web application by running the following utilities is presented: NMAP, Dirb, Nikto, SQLMap, WPScan and PwnXSS. All the results are recorded
in a separate file for further study of all the found security issues of the web application.

Conclusions. The developed model and script should help developers and testers speed up the process of identifying vulnerabilities
in Wordpress, as they can run one script and get a voluminous and meaningful report with the identified vulnerabilities in a short time. This
optimises vulnerability detection by automating the launch of scanners.

Keywords: vulnerability, website, web application, web exploitation, web application analysis, vulnerability scanning, SQL, XSS, CSRF.
ABTOpY 3asBnSATb NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CroHcopu He Bpanu y4yacTi B po3pobneHHi gocnigXeHHs; y 36opi, aHanisi
4n iHTepnpeTauii AaHuX; y HaNnUCaHHiI PyKonucy; B pilLeHHi Mpo nybnikauito pesynbTaTiB.
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