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USAGE OF OPEN-SOURCE INTELLIGENCE FOR SECURITY
OF CRITICAL INFRASTRUCTURE

Background. Inthemetter of critical infrastructure, it refers to the systems and assets that are essential for the functioning
of modern society and the economy. These sectors include energy, transportation, elecommunications, healthcare, and water
supply, all of which are crucial for national security and public well-being. Disruptions in these infrastructures can lead to decent
amount of social and economic vital consequences.

With the technologies happening to become more advanced, critical infrastructure security systems have become more complex
and affiliated. Alterations in example being smart grids, automated transportation systems, and sophisticated communication networks
have enhanced efficiency but also increased vulnerabilities. The convergence of digital and physical systems makes these sectors
more exposed to risks like cyberattacks, natural disasters, terrorism, and other threats. This growing complexity emphasizes the need
for governments and organizations to prioritize the protection of these vital infrastructures.

Methods. In this research, we developed a mathematically rigorous approach to OSINT in the protection of critical
infrastructure, improving on existing methods by providing a structured model for threat detection, vulnerability assessment, and risk
calculation. The proposed method employs mathematical representations and probability functions, ensuring a more accurate analysis
of threat information and vulnerability scoring. This advancement enables more precise mitigation strategies and better response
coordination. While existing OSINT methods rely heavily on unstructured data collection and analysis, our approach introduces a
mathematical foundation for data gathering and threat evaluation, providing several key improvements, such as Mathematical
Representation of Data; Probabilistic Threat Detection and Vulnerability and Risk Assessment with Weighted Metrics.

Results. The study's findings underscore the value of a quantitative OSINT model in critical infrastructure security,
demonstrating improvements in accuracy, speed, and decision-making. By reducing ambiguity through probabilistic risk
assessments, the model minimizes unnecessary alerts and focuses on actionable threats. Scalability testing showed the model could
handle large datasets effectively without overwhelming analysts. Finally, objective risk assessments were validated as enhancing
decision-making processes, thus proving beneficial in real-time threat detection and mitigation. The model provides a solid foundation
for continuously evolving OSINT practices and suggests potential for further optimization by minimizing risk and balancing mitigation
efforts through a defined objective function.

Conclusions. Afterall conducted analytical works, we could definitely say that this mathematical model demonstrates how
OSINT can be systematically used to enhance the security of critical infrastructure by assessing vulnerabilities, detecting threats,
calculating risk, and applying targeted mitigation strategies. It leverages data collection from open sources, threat analysis, and
continuous feedback to ensure that infrastructure systems are resilient to evolving risks.

Keywords: OSINT, critical infrastructure security, cyber threats, vulnerability assessment, infrastructure resilience, public
sources, data analysis, cybersecurity, information security.

Background
Open-source intelligence (OSINT) consists of targeted

platforms, news articles and web services. The research
highlights how OSINT can be utilized to pinpoint potential

information that is gathered and organized in a specific
manner to address particular questions.

This concept evolved from the term "information from
open sources" (Open Source Information). In its simplest
form, it refers to information that is not classified as "secret."
The U.S. Intelligence Community defines this type of
information as "publicly available material that can be legally
acquired through requests, purchases, or observation, while
adhering to copyright protection regulations".

The basis of intelligence gathering is research, which
appears to be a verified intelligence requirements with
existing sources in order to create a product that fulfills
vital needs. This general approach to the collection is the
equal way applicable to already classified sources as it is
to open sources.

The aim of this work is to investigated the contribution of
Open-Source Intelligence to the protection of critical
infrastructure. OSINT involves the collection and analysis of
publicly accessible data, such as content from social media
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security gaps, examine risks, and upgrade and develop
responses to emerging threats in critical sectors like energy,
transportation, telecommunications, and utilities.

Figure 1 below shows an overview of the elements of
the Open Intelligence Collection (OSINT) process.

Background and Importance of the Security
of Critical Infrastructure. In the metter of critical
infrastructure, it refers to the systems and assets that are
essential for the functioning of modern society and the
economy. These sectors include energy, transportation,
elecommunications, healthcare, and water supply, all of
which are crucial for national security and public well-
being. Disruptions in these infrastructures can lead to
decent amount of social and economic vital consequences
(Clarke, 2011, Best, 2011; MTLS, 2010).

With the technologies happening to become more
advanced, critical infrastructure security systems have
become more complex and affiliated. Alterations in
example being smart grids, automated transportation
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systems, and sophisticated communication networks
have enhanced efficiency but also increased
vulnerabilities. The convergence of digital and physical
systems makes these sectors more exposed to risks like
cyberattacks, natural disasters, terrorism, and other

threats. This growing complexity emphasizes the need for
governments and organizations to prioritize the
protection of these vital infrastructures (Clarke, 2011,
Lowenthal, 2017; Brown, 2010).
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Fig. 1. OSINT collection process (Congressional Research Service, 2007; NATO, 2001)

The increasing complexity and interconnectedness
of modern infrastructure. Open-Source Intelligence
gathering and analyzing information that is publicly and
legally available from sources such as the internet, social
media, academic publications, government documents,
and press releases. In the context of critical infrastructure
security, OSINT plays a key role in identifying potential
threats and vulnerabilities. It also brings to light often
overlooked information that can help improve the security
of these essential assets (Congressional Research
Service, 2007; NATO, 2001; Lowenthal, 2017).

The use of OSINT has gained increasing acceptance
in modern security practices, largely due to the vast
amount of publicly available data. With the right tools, this
data can be gathered quickly, enabling more effective risk
management. OSINT complements traditional intelligence
methods, enhancing situational awareness and enabling
more accurate, forward-looking threat assessments
(Lowenthal, 2017; Best, 2011; Mutschke, 2018).

Role of Open-Source Intelligence. OSINT, or Open-
Source Intelligence, is a type of intelligence gathered by
collecting and analyzing data from widely available
sources. Comparing to classified intelligence, which relies
on confidential data accessible to only a limited group,
OSINT draws from sources like the news, social media
platforms, government reports, academic research, and
public records. What makes OSINT unique is that it's not
just about gathering data — it's about processing and
applying it to real-world situations (Congressional
Research Service, 2007; NATO, 2001; Best, 2011).

In the security field, OSINT pulls information from a
variety of sources, such as traditional media and social
networks like Facebook, to help spot emerging risks or
changes in the environment (NATO, 2001) and (Levytska,
2024; Lowenthal, 2017). By continuously monitoring and
analyzing these sources, OSINT helps achieve security
goals while staying within legal and ethical limits (Clarke,
2011; Best, 2011). As global infrastructure becomes
more interconnected and complex, the importance of open-
source intelligence is becoming increasingly important in
modern security systems (Congressional Research
Service, 2007; Lowenthal, 2017; Brown, 2010). The huge
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amounts of data available online, along with advances in
technology, allow this information to be shared and
accessed quickly (Best, 2011; Brown, 2010; Zegart, 2015).

These sources can include:

= News articles, television reports, and radio broadcasts
(Lowenthal, 2017).

= Websites, blogs, forums, and online databases
(Best, 2011).

= Media Platforms like Twitter (X), Instagram, Facebook
LinkedIn, and others where users generate huge amounts
of real-time data (Schafer, 2017; Knight, 2020).

= Official government publications, research, and
statistical data released by governments.

= Academic papers, dissertations, and journals
published by universities and research institutions.

= Reports and data collected and shared by
Non-Governmental Organizations.

= Maps, satellite images,
(Lewis, 2021).

The goal of OSINT is to turn raw, unstructured public
data into useful intelligence that can support a range of
activities, from national security efforts to corporate risk
management. By using OSINT, organizations can spot
potential threats, uncover vulnerabilities, and gain valuable
insights into security challenges (Brown, 2010; Harding,
2019; Knight, 2020).

Since OSINT relies solely on information that's publicly
available, it operates within legal and ethical boundaries.
This makes it a cost-effective and flexible option for
gathering intelligence compared to more traditional
methods (NATO, 2001; Clarke, 2011; Lowenthal, 2017).
It's used across many fields, such as cybersecurity,
defense, law enforcement, and corporate security, to keep
an eye on and respond to emerging risks (Lowenthal,
2017; Harding, 2019; Knight, 2020).

What makes OSINT even more powerful is the use of
advanced techniques like data mining, monitoring of social
media platforms, and natural language processing (NLP).
These help sort through and analyze large amounts of data
(Mutschke, 2018; Johnson, 2019), allowing OSINT experts
to find the most meaningful insights from the flood of
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information that's constantly being generated (Mutschke,
2018; Schafer, 2017; Johnson, 2019).

In today's highly connected world, where data is being
created and shared every second, OSINT has become
increasingly important in ensuring quick and effective risk
management and security responses.
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This Fig. 2 represents the process of using Open-
Source Intelligence techniques to gather, analyze, and
extract meaningful insights from publicly available
information, especially for purposes like security analysis
and investigative work.
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Fig. 2. OSINT collection process (Congressional Research Service, 2007; NATO, 2001)

OSINT Techniques and Data Collection

At the core of the Fig. 2, we can observe a network of
interconnected OSINT techniques used to collect data
from various sources. These techniques involve gathering
details such as:

= Real names,

= Email addresses,

= Usernames,

= Social networks,

= Search engines,

= Location,

= Domain names, and IP addresses.

The Fig. 2 shows how these different pieces of
information interact with one another, represented by
arrows connecting the elements. For instance, a social
network profile might reveal a person's real name or email
address, while a search engine might help link a username
to additional data, such as a social media profile or location
information. Similarly, tracking an IP address might provide
information about the user's location or the domain name
they are associated with. This interplay highlights the
richness of OSINT data, where one piece of information
can lead to others, creating a web of connections that can
be further explored.

Output Information

Once the data is collected, it is categorized into three
main types of output information:

1. Sensitive Information, including details as an
example person's real name, age, username, telephone
number, education, email address, professional career, and
location (city and country). This information is destructive for
building profiles of individuals or groups.

2. Commersial Information, which relates to details
about a company or organization, such as its location,
website, domain name, GPS coordinates, and any
associated files or images. Use such type of information
can potentially help to understand an organization's
structure, physical presence, and online footprint.
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3. Network Information, which provides technical
details, such as subdomains, IP addresses, hostnames,
operating systems, DNS records, and registration
information. This type of data is essential for building out
the technical infrastructure of an person or an organization,
and for understanding their presence in cyberspace.

Knowledge Elicitation and Potential Findings

The Fig. 2 further illustrates how the output information
can be used for knowledge elicitation, producing a wide
range of potential findings. These findings can reveal
important insights, including:

= Personal connections, such as identifying relatives
or close associates,

= Preferences, including political, sexual, or religious
views,

= Cached life, referring to historical information that
remains on the web,

= Tendency to commit crimes based on behavioral
patterns,

= Web activity, identifying what individuals or groups
are doing online,

= Places visited, through location data or travel histories,

= Crime attribution, linking individuals to potential
criminal activities,

= Network topology, which helps understand the
structure of a network,

= Economic situation, which can give insights into
financial health or business activities,

= De-anonymization, which uncovers the identity of users
who may be operating under the assumption of anonymity.

Analysis and Knowledge Extraction

At the bottom of the Fig. 2 we can observe outlined
process of analysis, which involves several types of data
processing:

= Lexical and semantic analysis focuses on
understanding the meaning and context of textual data,

= Geospatial analysis uses geographic data, such as
GPS coordinates, to track locations and movements,
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= Social media analysis helps uncover relationships
and patterns of behavior on platforms like Facebook,
Twitter, or LinkedIn.

Finally, after the data has been analyzed, the process
moves to knowledge extraction, where advanced
techniques like correlation, classification, clustering,
regression, and pattern tracking are used. This step
involves extracting actionable intelligence by finding
connections between evidently extraneous pieces of data,
categorizing information, and identifying patterns over
time. These methods allow investigators or security
professionals to detect threats, track suspicious behavior,
and make informed decisions based on OSINT findings.

Application to Critical Infrastructure Security

In the context of securing critical infrastructure, this
process of OSINT monitoring and analysis can be
instrumental. By gathering data from open sources such as
social networks, websites, and public databases, security
professionals can monitor for potential threats. For
example, OSINT can help identify suspicious activity near
sensitive infrastructure, uncover the digital footprints of
individuals or organizations involved in planning attacks, or
detect patterns in network behavior that indicate a
cybersecurity breach. The ability to extract knowledge from
OSINT enables authorities to respond proactively,
strengthening the protection of vital systems.

This framework highlights the value of open-source
intelligence in modern security operations, demonstrating
how a variety of data sources and analysis techniques
can be integrated to enhance situational awareness and
threat detection.

Advanced OSINT Methodologies for Critical
Infrastructure Security

What We Have Developed

In this research, we developed a mathematically
rigorous approach to OSINT in the protection of critical
infrastructure, improving on existing methods by providing
a structured model for threat detection, vulnerability
assessment, and risk calculation. The proposed method
employs mathematical representations and probability

functions, ensuring a more accurate analysis of threat
information and vulnerability scoring. This advancement
enables more precise mitigation strategies and better
response coordination.

Comparison with Existing Methods

While existing OSINT methods rely heavily on
unstructured data collection and analysis, our approach
introduces a mathematical foundation for data gathering
and threat evaluation, providing several key improvements:

Mathematical Representation of Data: Existing methods
often involve ad hoc collection and manual filtering of data
from open sources, which can lead to inaccuracies due to
human error or noise. Our model formalizes the data
collection process through the formula (1), ensuring that all
relevant data points are systematically accounted for,
reducing the possibility of missing critical information.

Probabilistic Threat Detection: Traditional threat
detection methods may rely on keyword matching or expert
analysis. However, these approaches do not quantify the
likelihood of a true threat. We introduced a probability
function (3.4.1) that mathematically evaluates the
relevance of data to specific threats, offering a more
reliable means of identifying real risks. This probabilistic
approach reduces false positives and ensures a higher
rate of accurate threat detection.

Vulnerability and Risk Assessment with Weighted
Metrics: Current OSINT vulnerability assessments lack a
formalized scoring system for infrastructure components.
Our vulnerability scoring model (3.5.1) assigns specific
vulnerability scores based on exposure to open-source
threats, ensuring a gquantitative and comparative analysis
of different components. Furthermore, the risk score
calculation (3.6.1) combines vulnerability and threat impact
factors into a weighted function, allowing for more nuanced
prioritization of critical risks.

To better understand the improvements offered by our
method, we will now present the key mathematical models,
visually on Fig. 3 and also mathematicaly below, that
underpin our OSINT framework.

Advanced OSINT methodologies
for critical infrastructure security
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These models guide the data collection, threat
detection, vulnerability assessment, and risk calculation
processes:

Fig. 3: Conventional designations:

= C,: Set of critical infrastructure components (e.g.,
power plants, water systems, communications networks).

= S,: Set of OSINT sources (e.g., social media,
government databases, websites, forums).

= D,: Set of data extracted from OSINT sources.

= 7 Set of threat vectors identified through OSINT
analysis.

= A : Set of analysis techniques applied to the OSINT
data (e.g., correlation, semantic analysis, geospatial analysis).

= R;: Risk score calculated based on potential
threats and vulnerabilities.

= B, : Set of mitigation plans or responses.

Relevant _threat —related _keywords _ found _in_d.

OSINT Data Collection

The data collection phase involves gathering information
from multiple open sources, which are mathematically
represented on formula (1):

D, ={d,.d,,...d }where_d, €S, . )

Each piece of data d; is associated with a source S

and a critical infrastructure component C,. For example,

imagining the situation when data collected about an
organization's security policies could be linked to their
communication systems.

Threat Detection

For each piece of data d;, a probability function
P =(T/d;) is used to assess the likelihood that the data

contains information about a threat T
formula (2):

represented on

P(T|d)=

i @)

Total _data_ points

Where P(T | d;) €[0,1] represents the probability that the

data point d; contains information about a potential threat.

Vulnerability and Risk Assessment
To assess the vulnerability of critical infrastructure, we

assign a vulnerability score V(C;) to each component
Gy
following formula (3):

V(Cij): f(Dy, Vi, A)

based on its exposure to open-source threats in the

@)

This function f considers the data collected D,, the
threat vectors identified V,, and the analysis techniques

applied A . For instance, a high volume of OSINT data

indicating a cyber threat against a power grid would
increase its vulnerability score.

Risk Calculation

Once vulnerabilities have been assessed, the overall

risk score R (C;) for each critical infrastructure

component is computed using a weighted function that
takes into account both the vulnerability score and the
impact of potential threats showed in formula (4):

R, (Cy) =aV (Cy)+BI(T)).

Where V(C;) is the vulnerability score of the critical

“

infrastructure component, I(Tj) is the impact of the

identified threat on that component, o and [ are

weighting factors based on the likelihood of a threat and
the importance of the infrastructure.
Mitigation and Response

The risk score R (C;), presented at formula (5),

determines the priority for implementing a mitigation plan.
The mitigation strategies are represented by a set P, ,

which are functions of the risk score:
PM = g(Rs (Cl)) (5)

Where ¢ is a decision function that selects appropriate
mitigation strategies based on the calculated risk. For
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example, if R (C;) is high, the mitigation plan might

involve enhanced monitoring or deploying security patches.
Feedback Loop
In order to continuously improve security, the model

incorporates a feedback loop where new data points D,
and threat vectors V, are constantly updated, and the risk

scores V; are recalculated:
D" = DY +AD,
VD =V 1AV,
R =RY +AR.

This feedback ensures that the model adapts to new
information and evolving threats, keeping the critical
infrastructure secure against potential risks.

Results
The study's findings underscore the value of a quantitative
OSINT model in critical infrastructure security,
demonstrating improvements in accuracy, speed, and
decision-making. By reducing ambiguity through
probabilistic risk assessments, the model minimizes
unnecessary alerts and focuses on actionable threats.
Scalability testing showed the model could handle large
datasets effectively without overwhelming analysts.
Finally, objective risk assessments were validated as
enhancing decision-making processes, thus proving
beneficial in real-time threat detection and mitigation. The
model provides a solid foundation for continuously evolving
OSINT practices and suggests potential for further
optimization by minimizing risk and balancing mitigation
efforts through a defined objective function.

The introduction of a mathematical foundation
significantly improves the overall accuracy, efficiency, and
reliability of OSINT for critical infrastructure security. Here
are the key benefits:

= Greater Precision: By assigning probabilities
and quantifying risks, our method minimizes the
ambiguity inherent in traditional OSINT methods. This
allows for more targeted threat mitigation, reducing
unnecessary interventions.
= Enhanced Speed: Automating the data collection

threat evaluation process using mathematical

6

and
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formulas accelerates the analysis, enabling faster
responses to emerging threats, a crucial factor in protecting
critical infrastructure.

= Scalability: The structured approach is scalable,
capable of processing vast amounts of data across
multiple sources without overwhelming analysts. Existing
methods struggle to handle large datasets effectively
without risking data overload.

= Objective Decision Making: Our method removes
much of the subjectivity involved in traditional OSINT threat
assessments by introducing quantitative models, improving
decision-making accuracy for infrastructure protection.

Discussion and conclusions

Also, in conclusion, after all conducted analytical
works, we could definitely say that this mathematical model
demonstrates how OSINT can be systematically used to
enhance the security of critical infrastructure by assessing
vulnerabilities, detecting threats, calculating risk, and
applying targeted mitigation strategies. It leverages data
collection from open sources, threat analysis, and
continuous feedback to ensure that infrastructure systems
are resilient to evolving risks.

In the metter of optimizing the processes from the
persective of mathematical model, we'd recommend the
following. The model can be further optimized using an
objective function that minimizes risk across all
infrastructure components while balancing resource
allocation for mitigation in formula 4.1.

Author's contribution: Laryisa Dakova — conceptualization,
methodology; Maryana Levytska - analysis of sources,
preparation of literature review, theoretical foundations of the
study; Katerina Havenko preparation of the laboratory for the
study, conducting the study.
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BUKOPUCTAHHSA IHTENEKTY 3 BIOKPUTUM KOPUCHUM KOAIOM
AnA BE3NEKU KPUTUYHOI IHOPACTPYKTYPU

B ¢ Ty n. KpumuyHa iHghppacmpykmypa oxonsoe cucmemu ii akmueu, Heo6xiOHi Ansi hyHKUiOHy8aHHs1 cy4acHo20 cycninscmea U ekoHomiku. [jo
HUX HasleXxamb eHepaemuka, mpaHcrnopm, mesieKkoMyHikauii, oxopoHa 3dopoe'ss ma eodonocmayvaHHsi — yci ui cekmopu Maromb eupiluanbHe 3Ha4eHHs
0Ons HayjioHanbHoi 6e3neku ma do6pobymy 2pomMadsiH. 360i e yux iHghpacmpykmypax MoXXxyms Mamu ceplio3Hi coyianbHO-eKOHOMIYHI HacnioKu.

3 pozsumkom mexHosogzili cucmemu 6e3neKu KpPUMUYHOI iHghpacmpykmypu cmarome 0edani cknadHiwumu ma 6inbw e3aemMonos's3aHuUMu.
IHHOBAaUYiT, maki sik iHmenekmyanbHi Mepexi, aemomMamu3oeaHi mpaHcnopmHi cucmemMu ma cknadHi KomyHikayiliHi Mepexi, He nuwe
nidsuwyromb egpekmueHicms, ane i 36inbwyroms epasnueicmb. KoHeepzeHyis yugposux i ¢isudHUX cucmem pobumb eKa3aHi cekmopu
yymnueiwumu Ao pu3sukie, 30kpema i do kibepamak, cmuxiliHux nux, mepopu3smy U iHwux 3a2po3. Lje niokpecnroe HeobxiGHicmb Ons ypsdie i
opzaHi3ayili npudinamu ocobnuey yeazy 3axucmy Yux Xummeeo 8axusux iHgppacmpykmyp.

MeTonawn. [ns 3axucmy Kkpumu4Hoi iHghpacmpykmypu po3pobsieHo MameMamu4yHO MOoYHuUll nioxio do eukopucmarHsi OSINT (8idkpumux
Oxepen iHgpopmauii). Lje edockoHaneHuli Memod, W0 ekro4Yae cmpykmypoeaHy Molesb O/l eusiesIeHHsl 3a2po3, OyiHIeaHHs epassiueocmi ma
PO3paxyHKy pusuky. 3anpornoHoeaHuli nidxio 6asyembcsi Ha MameMamu4HuUX Modesisix i liMoeipHicHUX gbyHKUisix, uyo do3eorisie 30ilicHro8amu moyHiwuli
aHani3 3a2po3 ma ouyjiHroeaHHs1 epasnueocmi. Lje dae 3mo2y po3pobnsimu eghekmueHiwi cmp ii nom’s HHS1 HacnioKie i moKpauw,umu KoopOuHau,ito
peazyeaHHs. Ha eiomiHy €id mpaduyilinux memodie OSINT, siki noknadaromscsi Ha 36ip i aHani3 HecmpykmypoeaHux GaHux, Haw nioxiod 3anpoeadxye
MameMamuy4Hy ocHoey 0151 36opy daHux i oyiHIo8aHHs 3a2po3, 3abe3neyyro4u 800CKOHaeHe npedcmassieHHs1 OaHuXx i LiIMOgIpHICHe eusiefIeHHs1 3a2po3.

PesynbTatun. Pesynsmamu docnidxeHHss nidmeepdxyromb egekmueHicmb KinbkicHoi modesni OSINT dAns 6e3neku Kpumu4HoOi
iHgppacmpykmypu. BoHa deMOHcmpye noninweHHsi mo4YHocmi, weudkocmi npuiiHAMMs piweHb, MiHIMi3ylo4u Heeu3HayeHicmb 3aeldsiku
liMmogipHicCHOMY ouiHlO8aHHIO pu3ukie. Modenb 3MeHwye KinbkKicmb Hernompi6Hux crosiujeHb i ¢hoKycyembcsi Ha 3az2po3ax, WO Maromb
npakmuyHe 3Ha4yeHHsi. TecmyeaHHs1 Ha MacwmaboeaHicmb roka3aso, Wo cucmema 30amHa eghekmueHo o6pobsmu eenuki o6¢csi2u 0aHUX, He
nepesaHmaxyroyu aHanimukie. O6'ekmueHi oyiHku pu3sukie nidmeepdunu noninweHHs npoyecy nNpuliHAMms piweHb i donoMoanu eusienamu i
nom'skwyeamu 3a2po3u 8 peasibHoMy 4Yaci. Modenb makox 0ae HadiliHy ocHogy Onsi nodanbwozo po3eumky npakmuk OSINT, 3 Moxnueicmio
nodanbwoi onmumi3zayii Yepe3 3MeHWeHHs pu3ukie i 36anaHcyeaHHs1 3ycusnb u,000 iXHbOI Helimpanisayii.

BucHoBKU. Pesynomamu docnideHHs1 nMokazyromb, WO 3arnporioHogaHa MamemamuyHa Modeslb € eheKmueHUM iHCMpyMeHmom Onsi
cucmemamuy4Ho20 3acmocyeaHHss OSINT Ons nideuuwieHHsi 6e3neku Kpumu4Hoi iHgppacmpykmypu. BoHa Ao3eossie 30ilicHroeamu oOyiHIO8aHHs
epa3siusocmell, 8USIBJIEHHSI 3a2pP03, PO3paxyHOK PU3UKy ma 3acmocoeyeamu YinecrnpsimosaHi cmy ii mom’ HHs1. 3a80sIKU 8UKOPUCMaHHIO
8i0kpumux Oepen 0aHuXx, aHasi3y 3a2po3 i mocmiliHoMy 360POMHOMY 38's13Ky, MoOesib 3abe3neyye cmilikicmb iHghpacmpykmypu 60 MiHIU8UX PU3UuKie.

KnwuyoBi cnoBa: OSINT, 6e3neka kpumu4Hol iHgppacmpykmypu, Kibep3a2po3u, oyiHka epa3ssueocmi, cmilikicmb iHgppacmpykmypu,
ny6niyHi Oxxepena, aHanis 0aHux, kibepbe3neka, iHgpopmauiliHa 6e3neka.

ABTOpY 3asBNSAOTb NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CnoHcopu He Gpanu yyacTi B po3pobneHHi AocnimkeHHs; y 36opi, aHanisi
4¥ iHTepnpeTaLii AaHuX; y HanucaHHi pykonucy; B pilleHHi Npo ny6nikauijto pe3ynbTaTiB.
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