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Abstract: Open and free cyberspace increases the freedom of people and social
communications, in such conditions it becomes especially important to search for
new possibilities of ensuring the state security in view of the formation of a new
confrontation field - cyberspace. It is important to analyze the actual problems of
information security, actions of the world governments and world organizations
for identifying the current state of modern trends in the cybersecurity field.
Cybersecurity incidents affect the lives of consumers of informational and many
other services, and cyberattacks targeting various objects of electronic
communications infrastructure or process management. This article covers in
detail the factors that influence the state of cybersecurity in the country, its
cyberspace and the protection of information objects. The rapid development of
malicious software in the world and the lines of action by famous hacker groups
are analyzed. The tendencies of active legislative updates in the cybersecurity
field of the world’s leading countries, such as creating new structural groups,
increasing the number of existing ones and increasing their funding, are
identified. The reasons for attackers concentrating their efforts on the search for
assets vulnerabilities and the development of a unique multifunctional malware
and technologies for unauthorized assets are considered. Structured information
about the status of modern trends in the field of cybersecurity and information
protection is presented in this article. The situation that has evolved to date with
cybercrime requires continuous improvement of cybercrime fighting methods,
development of information systems and methods aimed at ensuring the
country's cybersecurity. Therefore, the issue of cyberspace security, cybercrime
fighting is relevant internationally as well as at the national level and therefore
needs further consideration.

AHoTanis: Binkputuii Ta BUIbHHH KiGeprpocTip 30iiblIye cBOOOLy JrONEeH Ta
colliaJibHy KOMYHIKallifo, B TakMX YyMOBax OCOOJIMBOrO 3HaueHHs HalyBae
MIOIIYK HOBUX MOXIIMBOCTEHW 3a0e3nedeHHs] Oe3leku JepaBu 3 OTJsAy Ha
¢bopMyBaHHS HOBOTO TOJS MPOTHOOpPCTBa — Kibepmpocropy. Baxkmmso
MpoaHai3yBaTu aKTyallbHi pobaeMu iHGopMaIiitHOT Oe3mekw, il YpsIiB CBITY
Ta CBITOBHX OpTaHi3allifl [UId BUSABJICHHS CY4aCHOTO CTaHY CYYaCHHX TCHICHIIIH
y cepi kibepOesmeku. [HIUmeHTH B cdepi kibepOe3meku MO3HAYAIOTHCS Ha
KUTTENISIPHOCTI CIIOKMBaviB iHQOpMaIifHUX 1 0araThOX IHIINX MOCIYT Ta
kibepaTaky, HalUIGHI Ha PIi3HOMaHITHI 00’€KTH IH(QPACTPYKTYPH CHCTEM
EJIEKTPOHHUX KOMYHIKAIill Y yNpaBiIiHHS TEXHOJOTIYHUMH IpouecaMu. Y i
CTaTTi JACTAJIbHO PO3IIAAar0ThCA (l)aKTOpI/I, OI0 BINUIMBAKOTH HaA IIOJIOKCHHS
kibepOe3nexn kpainw, i kibepmpocTip Ta 3axucT iH(pOpMAIifHUX 00 €KTiB.
[IpoananizoBaHO CTPIMKHH PO3BUTOK IIKiJIMBOTO NMPOTPAMHOTO 3a0€3MEYECHHS Y
CBITI Ta HamPSAMOK il BiJOMUX XaKEPChKHUX YIpylnyBaHb. BHUsABIeHO TeHIeHIIi
aKTUBHMX OHOBJICHb 3aKOHOZABCTBA y cdepi kibepOesnekn NMpOBITHUX KpaiH
CBITy LUIIXOM CTBOPEHHS HOBUX CTPYKTYpPHHUX TIpYI, 30UIBIIEHHS KiJIBKOCTI
ICHYIOUMX Ta 30UIbIIeHHS X (piHaHCYBaHHA. PO3MIISTHYTO NPUYMHN KOHIEHTpALii
3YCHJIb 3JIOBMHCHHUKIB Ha MOUIYKY BPa3JIMBOCTI aKTUBIB Ta po3poOIi yHiKaIbHOT
OaratoyHKIIOHaJbHOI ~ 3JIOBMHCHOI ~ NpOTpaMH  Ta  TEXHOJOTIH Ui
HECaHKI[IOHOBaHMWX aKTUBIB. CTpyKTypoBaHa iH(OpMAIlisi PO CTaH Cy4YacHUX
TEHJIEHIIH y cdepi kibepOe3nekn Ta 3aXUcTy iH(opMmarlii npexcTapieHa B mii
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crarti. Cutyallis, sika CKJajacs Ha CHOTOJHIIIHIA JCHb 3 KiOEP3JIOYMHHICTIO,
BUMarae MOCTIHHOTO yJOCKOHAJICHHS METOXIB OOpoThOM 3 Kibep3nodnHaMy,
po3poOku iHGOPMAIIHHUX CHCTEM Ta METOJIB, CIPSIMOBAaHUX Ha 3a0C3ICUCHHS
kibepOe3neku kpainu. OTke, muTaHHS Oe3meKd KibepmpocTopy, OOpoThOM 3
KiOEp3JIOYMHHICTIO € aKTyaJIbHUM SIK Ha MDKHapOJHOMY piBHI, Tak i Ha piBHI
OKpeMoi KpaiHH, a TOMY IOTpedye MOaIBIIOTO PO3TIIY.

1. INTRODUCTION

The rapid development of information
technology (IT) is transforming the world. An open
and free cyberspace increases people’s freedom and
social communications, makes relationships between
them easier and creates a new global interactive
place for many ideas, researches and innovations.

At the same time, access to cyberspace created
because of compatible communication systems and
electronic communications that are using the
Internet or other global data networks, is allowing to
gain advantage in the political, economic, military,
social, scientific, technological and other spheres.

New technologies and new users will reshape
cyber-risks in 2020. The emergence of 5G networks
in 2020 will result in substantially broader access for
both devices and people. Greater and more
convenient broadband at higher speeds will
encourage the development and deployment of
everything from connected devices and ubiquitous
computing to virtual as well as augmented reality
and artificial intelligence.

The number of national and municipal laws and
regulations addressing cybersecurity — through either
new proposals or updates to existing measures — will
also increase. While calls for greater alignment
across regulatory regimes will continue to grow,
there will be little change on this front in the near
term owing to the pace and complexities of law-
making process and continued debate about the
underlying cybersecurity requirements. Continued
volatility across the geopolitical landscape will also
add to this delay and cybersecurity threats will
evolve to exploit the ever-changing environment.

However, the advantages of modern digital world
and the growth of information technology led to the
emergence of new national and international security
threats. Besides natural incidents, there is also an
increase in the number and power of threats that
benefit individual states, groups or individuals.
Depending on their intentions and motivation, these
threats can include:

- Collection and theft of information resources
for further use or sale;

- Industrial espionage and diversion;

- Hacking networks in order to gain access to
their information and use them to implement cyber-
attacks;

- Violation of network processes with cyber-
attacks or malicious software;

- Attacking or  exploiting
infrastructure objects;

- Personal data theft.

important

2. ACTIONS IN THE CYBERSPACE OF
THE WORLD'S COUNTRIES

The leading countries of the world are focusing
on the creation and improvement of legislations in
the cybersecurity sphere in order to increase the
level of digital information protection.

At the same time, the continued aggression in
cyberspace from Russian Federation was the reason
for several incidents and other changes in the
protected external and internal environment of the
world’s leading countries.

Let us analyze some actual examples of actions
in cyberspace of the countries in the world that
deserve attention:

1. USA.

In December 18, 2017, the updated US National
Security Strategy has been published; it included
directives that might increase the level of country’s
protection against cyber threats.

2. EU.

The Research Center of the European Parliament
reported that one of the main directions of EU policy
in 2018 is to increase the cybersecurity because of
the threat from Russia.

3. Great Britain.

The British Cabinet has produced a transitional
national science and technology strategy in the cyber
security sphere aimed at ensuring the UK's
technological capacities’ resistance to cyber-threats.

4. France.

In February, 2018, the Government of France has
approved the Strategic Review of Cybersecurity
(Review) containing the country's strategic tasks in
the sphere of digital and information technology
taking into consideration the current geopolitical
state, as well as improving the new instruments of
warfare.

In order to adhere to the standard of the country’s
cybersecurity, a consecutive increase of personnel in
the Cyber Command (CYBERCOM) of the General
Staff of the Armed Forces of France is in order: to
3200 people by 2019 and to 4K people by 2025.

5. Germany.

Oksiiuk O., Zerko A., Fesenko A., 2020
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The government of Germany is considering the
possibility of introducing corrections to the
country’s constitution regarding the problem of
hacker's attacks aimed at private computer
networks. The Germany’s Ministry of International
Affairs delegate stated that the relevant reforms were
to be completed in 2018. The experts think that the
possible methods of protection from hackers include
the probability of disabling servers used by attackers
in offensive.

6. Japan.

During the second quarter of 2018, the Japanese
government intended to develop criteria for the
danger of cyberattacks on critical infrastructure of
the country (this includes railways, electricity,
financial institutions and so on). This will help the
government use appropriate measures to fight crisis.

The concrete ways of government’s response to a
cyberattack will change depending on the six-level
scale of threats.

7. Georgia.

At the end of November 2017, the Government
of Georgia has announced about additional $35
million to fund the creation of the Innovations
Center and Cybersecurity Training.

The results of the analysis show the tendency of
active legislative updates in the cybersecurity sphere
of the leading countries of the world, the increase of
cybersecurity level achieved by the creation of new
structural divisions and increased amount of
funding, mainly because of the threat from Russia.

3. ACTIONS OF INTERNATIONAL
ORGANIZATIONS AND LEADING
COMPANIES IN THE CYBERSECURITY
SPHERE

International  organizations and  leading
companies in the cybersecurity sphere are actively
exploring the cyberspace usage to increase the
protection level of the vital interests of citizens,
society and state, as well as to protect their assets by
creating cyber security systems, cyber security
centers, cyber defense hardware and software
complexes.

The following actual examples of international
organizations’ and leading cyber-security
companies’ actions are given for the analysis:

UN Secretary General Antonio Guterres at The
Munich Security Conference during his speech said
that our world needs determination in responding to
cyber-attacks on the international field.

He proposed to start a discussion on that matter at
the UN General Assembly residency.

As part of reforming the NATO command
structure, they are reevaluating cyber capabilities of
the Alliance for strategic cybersecurity.

On February 14 — 15, 2018 at the meeting at the
NATO Headquarters in Brussels, the North Atlantic
Council at the level of defense ministers of NATO's
member states decided to create a NATO Center for
Cyber Operations (Cyber Operations Center). This
Center will be integrated with Headquarters of the
NATO Operations Command (SHAPE) in Mons,
Belgium.

The Press Service of the Cybersecurity Center of
the NATO Center (CCD COE), based in Estonia
reported on January 30, 2018 that the Center is
starting to identify the need for training new
specialists in the field of cybersecurity and
coordinating their education.

Experts from American Network Protection
“FireEye” have discovered a new Triton (Trisis)
malware family with status of rare malicious
electronic medium, which runs often in the Middle
East.

The main object of this wrecker is to prevent the
work of industrial defense systems that are
protecting workers’ lives.

Hackers can use Triton in the system to create a
dangerous situation, even dealing physical damage.

The cybersecurity researchers from the American
company Cisco Talos were able to detect the SPO
that was used to attack the sites of the 2018
Olympics.

“During the attack, hackers interrupted the work
of digital interactive television at the main Press
Center of the Winter Olympics in Pyeongchang,
South Korea, and caused a crash in the Wi-Fi
network at the stadium”.

Software called “Olympic Destroyer” is a
malicious program for operation systems based on
Windows that can complete a lot of hacker's tasks,
especially infecting a device with multiple files that
steal stored passwords from Internet Explorer,
Firefox and Chrome browsers, as well as computer
system passwords.

The National Institute of Standards and
Technology of the USA (NIST) has published a
document project "The Status of International
Cybersecurity Standardization for loT", that can
help in developing security standards for 10T.

NIST proposes to divide IoT into five functional
areas:

- Device connection;

- loT of the consumer class;

- Medical equipment and devices used in
health care area;

- “Smart” homes;

- “Smart” production (including ACS);

Standards should be developed for each area,
taking into account its specifics.

Taking into consideration all of the above and
according to the results of the analysis, it can be

Oksiiuk O., Zerko A., Fesenko A., 2020
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noted that international organizations and leading
companies in the field of cybersecurity are taking
active measures protecting the vital interests of
citizens, society and state in cyberspace.

4. ACTUAL THREATS IN CYBERSPACE
AND ASSETS VULNERABILITY

Attackers are developing new computer viruses
and malware to gain access to assets owned by a
person, organization or state.

The following cyber threats and vulnerable assets
that deserve attention are given for analysis.

GandCrab malware

Experts of the company “Malwarebytes” reported
about new ransomware that is spreading in a very
unusual way — with the help of two sets of exploits.

The activity of ransomware “GandCrab” was first
recorded on January 26, 2018. This malware was
distributed by two separate exploits — RIG and
GrandSoft.

The RIG contains exploits for vulnerabilities in
Internet Explorer and Flash Player to execute
JavaScript, Flash or VBscript attacks. The RIG is
probably distributing GandCrab through malicious
advertisements on compromised sites.

The second set of GandCrab’s exploits,
GandSoft, exploits vulnerabilities in the Java
Runtime Environment, which allows to remotely
execute the code.

After installing it into the system, GandCrab
works like most of ransomware — encrypting files
that are stored on the computer using RSA
algorithm, adding GDCB extension to them and then
demanding a payment for the recovery tool.
However, unlike most cryptographers, GandCrab
requires payment not in Bitcoin, but in the
cryptocurrency Dash. This fact is another proof that
cybercriminals are ceasing the use of Bitcoin little
by little in favor of other cryptocurrencies.

Coinhive malware

On February 11, 2018, thousands of government
websites in the UK and Australia were attacked by
the Coinhive malware, which exploited the potential
of infected computers to demand cryptocurrency.
With this, the National Cybersecurity Center of the
United Kingdom (NCSC) published a tutorial that
describes attacks using third-party JavaScript
archives and gives advice for website administrators
and community agents to counter the attack.

The experts of the center note that hackers are
focusing on discrediting additional computer
systems, since this allows them to initiate a much
more complicated criminal operation.

Dridex malware

Security researchers from Forcepoint reported
about a new fishing campaign, in which attackers

use discredited FTP resources to spread the banking
trojan, Dridex.

This trojan spreads by phishing emails and by
deceptive offers to download and execute malicious
macros that are hidden in Microsoft Office
documents. Once in the system, Dridex steals
credentials for online banking, which attackers can
then use for stealing money from the victim’s bank
account.

This campaign has begun on January 17, 2018.
Phishing letters were sent mainly to top level
domains, such as .com, .fr, and .co.uk. The highest
number of victims was recorded in France, the
United Kingdom and Australia.

According to experts, the Dridex campaign uses
two types of documents: an XLS file with malicious
macros that downloads trojan on the device, and a
DOC file that exploits a vulnerability in Dynamic
Data Exchange (DDE) to execute attacker's
commands.

Cisco ASA firewall software vulnerability
(CVE-2018-0101)

Cisco Company informed their clients without
going into details that the attackers are actively
exploiting the critical vulnerability CVE-2018-0101,
which affects Cisco Adaptive Security Appliance
(ASA) an operating system run by the Cisco ASA
family of firewalls. This wvulnerability allows a
remote unauthorized hacker to execute any code or
evoke a denial of service.

Hacker groups continue to actively search for
vulnerabilities in assets and control systems in order
to realize new cyber threats.

The actions of hacker groups that deserve
attention can be determined:

A cyber espionage group Fancy Bear (APT28)

The cybersecurity researchers from ESET have
reported about appearance of a new Xagent malware
feature — one of the main tools in the Fancy Bear
hacker group (APT28).

They also noted that the main objects of this
group’s attack are still government agencies and
embassies around the world, and especially in
Eastern Europe.

The “Talos Group” has exposed a new criminal
cyberattack from hacker group APT28. The
document created by this group is the leaflet of the
CyCon U.S. Conference, organized with the Cyber
Institute of the US Military Academy and the CCD
COE (7 — 8 November 2017, Washington). The
leaflet does not contain malicious software, but
activates the execution of a malicious code inside a
fake document when it’s opened.

Hackers group Dark Caracal

This hacker group, which is allegedly related
with the Lebanese government, has stolen hundreds
of gigabytes of information from thousands of
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victims around the world using only phishing emails
and simple malware. This is stated in the common
report of the human rights organization Electronic
Frontier Foundation and cybersecurity company
Lookout.

5. CYBERCRIME

Cybercriminals continue to realize socially
dangerous attacks in cyberspace.

The Council of Economic Advisers under the
President of the United States created a list of
“hacker states”, which included:

- Russia;

- Chinag;

- Iran;

- The DPRK.

This was reported in the 62-page report of the
Council “Cost of Malicious Cyber Activity to the
U.S. Economy”.

In the report, economists identified six categories
of cybercriminals depending on their targets:

The first category includes Russia, Iran, China
and the DPRK, whose state hackers have political,
economic, technological, and military targets.

The second category includes corporations who
wish to acquire their competitors’ industrial secrets
and intellectual property. Many of them are funded
by the state.

The third category is “Hacktivists”, whose
activity in the cyberspace is a protest action. Their
actions have a propagandistic nature, and they cause
losses for organizations for ideological reasons.

The fourth category includes organized
cybercrime groups that carry out targeted attacks for
the purposes of acquiring profit.

Next are the “Opportunists” — unprofessional
hackers who want popularity. In their attacks, they
use widely available techniques and codes.

The last category consists of insiders — present or
former employees of companies, prompted by
revenge or profit.

Considering all of the above, it can be noted that
cybercriminals of different categories are actively

searching for wvulnerabilities in assets and
management systems to reach their political,
economic, technological, military and other
objectives.

6. Conclusion
According to the results of the analysis, the main
trends in the cybersecurity sphere are the following:
The leading countries of the world and foreign
companies are actively researching the aggressive
actions from RF in cyberspace and note that such
cyberattacks lead to losses in the political, economic,
technological and military spheres (USA, UK,
Australia, Canada and New Zealand are blaming

Russia for organizing a cyberattack using NotPetya
malware in the summer of 2017. Estonia has
published an annual report that analyzes Russia’s
cyberbullying activities).

The leading countries of the world continue the
process of legislative consolidation in the sphere of
cybersecurity (France approved the Strategic Review
on cybersecurity; in Poland the bill about nation
system of cybersecurity was developed).

The leading countries increase their operational
capabilities in order to raise the level of
cybersecurity, create new structural units and
increase the number of existing ones (NATO has
provided the yearly cyber training “Crossed
Swords”, the USA's Ministry of energy created a
new unit for cybersecurity, energy security and
emergency responding. France plans to increase the
number of those units up to 4,000 by 2025. The
Australian Defense Forces have created a cyber-
command).

The leading countries of the world are
concentrating attention on the interactions with state
bodies and with private organizations to increase the
protection level of critical infrastructure objects
(France is planning a full engagement of private
companies to the common process of the securing
cyberspace).

Attackers are focused on finding vulnerabilities
in assets (control systems) and developing
multifunctional malware with unique properties and
technologies for unauthorized access to assets
(attackers focus on discrediting additional computer
systems, allowing them to gain access to the main
asset in the future; the ransomware from GandCrab
is spread by unusual way — with two sets of
exploits).

Russian-oriented hacker groups continue to carry
out cyberattacks on the assets of the Ukrainian
segment of the Internet and on assets of the Ukraine-
oriented countries of the world, foreign companies,
institutions, organizations. Notably, for some of the
hacker groups the targets of their attacks are the
same as actions of the Russian government policy
(for example, interference by hacker groups ATP28
and ATR29 in the US election process).

The leading countries of the world are
researching to determine the legal status of
cryptocurrencies and legal regulation of transactions
with them. At the same time, attackers are actively
searching for vulnerabilities in assets and control
systems to wuse their resources to get the
cryptocurrency or steal it.

Cyber defense is the only thing that can prevent
the loss of information and the interference of some
countries into the security of others. The analysis
identified the main areas of protection against cyber
threats, protection of sovereignty of cyberspace and

Oksiiuk O., Zerko A., Fesenko A., 2020
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AHoTaunis. fxicHe (QyHKIIOHYBaHHS CHCTeMH iH(pOpMamiiHOiI Oe3MeKHu Ta BHPIIICHHS
mpo6JeM, 0 BUHUKAIOTH IPH 3aXUCTi iHPOpMalii, Hapa3i € akTyadbHHM HamIpsiMOM B
pisHEX cdepax IJFOACHKOI JKUTTEMISIIBHOCTI. YCHIIIHUE KiOep3aXWCT TOJSTae y
CTBOpEHHI Ta peaizamii 0araTopiBHEBOI CHUCTEMH 3axXOMiB, SIKi OXOIUIIOIOTH pi3HI
ACIIEKTH, 1110 MAIOTh KOMIUIEKCHO B3a€MOJISITH Ta B3a€MO/IONIOBHIOBATH OJMH oHOTO. L1i
3aX0/IM MalOTh PI3HUH Xapakrep, 1 1X MPIOPUTETHICTH 3 TOYKH 30pY PI3HHX CIIyKO
opraHizauii MOXKe CYTTE€BO BIAPI3HITUCS, TOMY PO3POOKY IIOCIIIOBHOCTI BHKOHAHHS
3axo/iB KibepOesneku yoriuHo QopmarizyBaTH y Kiaci 3aaau rpymnoBoro Bubopy. B
po0OTI NPOMOHYEThCS THYYKUH MaTeMaTW4HUI amapar ajisi MOJENIOBAaHHS 3aiad
iHpopMamiiHOi Oe3MeKH Ta aJeKBAaTHOTO 3aCTOCYBAHHS aHANI3Yy IyMOK KOJICKTHUBY
SKCIIepTiB Ha MpakThLi. ONMUCaHO MiAXiA 10 3HAXODKEHHS Pe3yJIbTYIOUOro PaHKyBaHHS
MPIOPUTETHOCTI 3aXOiB AK PO3B’A3KY 3adadi OaraToOKpHUTepiaabHOI omTHUMI3alii, ae
TIOCITITOBHICTh BHKOHAHHS 3aXOJiB MOXeE TependadaTH B3a€EMOIII0 BUKOHABIIB i
BUMAaraTH perIaMeHTYBaHHA IIOCTIMOBHOCTI [iff yCiX €NeMEHTIB Ta IiJICUCTEM
opraHizauiiinoi cucremu. Takuil miaXix A03BoJsSe O0'€HATH Pi3HI 3a CKJIAJAOM Ta
NPIOPUTETHICTIO 3aX0I¥ iH(POPMAaIiifHOI Oe3NeKH, 3alIpOIOHOBaHI EKCIepTaMH Pi3HUX
MiPO3/AiTIiB; 3HAXOAUTH KOMIPOMICHE pIllleHHs JUIsi PI3HOPIJHOI TPYNH EKCHEpTiB; HE
MOPYIIYBaTH 3aJaHi NepeBard >XOMHOI'O EeKCIepTa NpH OOYHMCIEHHI KOMIIPOMICHOTO
pamXyBaHH: 3aX0/iB KibepOe3neku. 3anpornoHOBaHUHN ITiXiJ MOXKe OYTH KOPUCHUM HpU
PO3po01Li 3aX0/iB 3a0e3MeueHHs HAJI)KHOTO PIBHS KibepOe3neku Ta CHPUSTIMBUM IMPU
po3po0rIi 1 BIpOBaKeHHI MPOIEAYp MBUAKOTO pearyBaHHS Ha 3arPO3H, a TaKOX OyTH
HE3aMiHHAM TIpM KOMIUICKCHIH mmoOymoBi cucTteMu Oe3mekw oprasizamii abo i
YIOCKOHAJCHHI Ta MICTHTH eJIEeMEHTH HaBYaHHS, Y3TO/DKCHHS, KOOpIMHALI,
KOMILUIEKCHOCTI YYACHHKIB €KCIIEPTHOI TPYIH, SKi € KepiBHUKAMH IiIPO3ILIIB €IHHOI
OpraHi3alifHOI CHCTEMH.

Abstract. High-quality functioning of the information security system and solving
problems that arise in the information protection, is currently a topical trend in various
areas of human life. Successful cyber protection consist in creating and implementing a
multi-level system of measures that cover various aspects with complex interact and
complement each other. These measures have a different nature, and their priorities may
differ significantly in terms of different services of the organization, so it is logical to
formalize the sequence of cybersecurity implementation in a class of group choice tasks.
The paper proposes a flexible mathematical apparatus for modeling information security
problems and adequate application of the opinion analysis of experts’ team in practice.
The approach to finding the resultant ranking of measures priority is described as a
solution to the problem of multicriteria optimization, where the sequence of measures
implementation may involve the interaction of performers and require regulation of the
actions sequence of all elements and subsystems of the organizational system. This
approach allows to combine different information security measures proposed by the
experts of various departments; to find a compromise solution for a diverse group of
experts; not to violate any expert's preferences under calculating the compromise ranking
of cyber security measures. The proposed approach can be useful in developing
appropriate cybersecurity measures and favorable in developing and implementing of
rapid response procedures to threats, as well as it can be indispensable in the overall
building or improving organization security system and it can contain elements of
training, coordination, and complexity of expert team members, who are the heads of
units of a single organizational system.
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1. BCTYN
BaxuBicte mpobieMu  MiIBUINEHHS — PiBHS
iHpopmaliiiHoi  Oe3meku  3pocTae  pazoM i3
IHTEHCHBHAM PO3BHTKOM iHpOopMaIiiHIX
TEXHOJIOTI Ta TOCWJIEHHSIM KOHKYpEHLil vy

cydacHOMy cBiTi. 3a0esneueHHs (DYHKIIOHYBaHHS
0e3nexoBOi  CKIaMoOBOi  Oymp-sIKOi  CydacHOl
iHhpopMaIifHOi  CHCTEeMH €  aKTyaJlbHOIO ¥
MDKIEpKaBHUX BiTHOCHHAX, y OyIb-AKii ramysi
HapoOAHOTO  TOCHOJApCTBA, Yy  PI3HOMaHITHUX
HampsMKax JIOACHKOI  JKHUTTEMISIIBHOCTI  TOIIIO.
Bupimenns npoGneMm, M0 BUHUKAIOTh MPHU 3aXUCTI
iHpopMalii, € ITOCUTh CKIAIHUM MPOLECOM, KU

0a3yeTbCsi HA  CHCTEMHOMY  MiAXOMdi, IO
3aCTOCOBYETHCSI TMPH  CTBOPEHHI  KOMILJICKCHOI
CUCTEMHU 3aXUCTY iH(popMalii. SxicTb

(hyHKITIOHYBaHHS cucTeMH iH(opMaliiHoi Oe3nexn
3aNIeKHUTh BiJ SKOCTI (YHKI[IOHYBaHHS E€JIEMEHTIB
CHCTEMH, TOMY MOJEIIOBAHHS 1HTEIPAIBHOTO PIBHS
Oe3nexn iHPOpPMAIIIHOT CHCTEMH € aKTyaJlbHUM
HAINpPSIMKOM JIOCTiPKEHb.

HasBHicTh  3HA4HOi  KIMTBKOCTI  CHOCOOIB
HETaTUBHOTO BIUIMBY Ha CHCTeMH iH(opmamiiHoi
Oesnexkn  TWOTpeOye  BIOCKOHAJNCHHS  3aXOJiB

kibepOe3mekn. YCHmHUA KiOep3axucCT MOIsATae Y
CTBOpPEHHI Ta peaiizallii 0araTopiBHEBOI CHCTEMHU
3aX0[1B, AKI OXOIUIIOIOTh TaKi OCHOBHI AaCHEKTH:

OpraHi3aIliifamii, mepcoHan oprasxizariii,
KOMIT'FOTEpH,  JIOKaJbHI ~ Mepexi, MporpamHe
3a0e3rnieueHHs, Oa3W JaHUX Ta PI3HOMaHITHI

CXOBHIIA JaHMX, AKi CIIiJ] KOMIUIEKCHO yOE3MeqnTH.
Jnst BAajoro 3axucTy BiJ 3arpo3 yci I acheKTH
Kibep3axucTy MarTh KOMIUIEKCHO B3aEMOJISATH Ta
B3a€MOJIOTIOBHIOBATH OJIMH OJTHOTO.

2. AHAII3 OCTAHHIX OOCHIAXEHD |
NYBNIKALIA

OriHKka 3aXHWIIEHOCTI CHCTEMH TMOTPIOHA IS
CTBOPEHHSI MEXaHI3My Ta YyMOB OIIEPATHBHOIO
pearyBaHHs Ha 3arpo3u iHdopmamniiiHiii Oesmer Ta
MPOSIBY HETaTUBHHUX TEHACHIIN (QYHKI[IOHYBaHHS
cucreMu. J{Jsl LOTO CITifl 3aCTOCOBYBATH KOMIUIEKC
3ax0JliB Ta mpoTuiii. Hal0iIbI po3nOBCIOKEHUMU
METOJMKAMH B Tally3i 3aXHINEHOCTI iHpOpMaIiiHIX
CHUCTEM € TpU OCHOBHHX METOJAa 3axXHIIEHOCTI
cucreMu:  (opManbHUM,  CTaTUCTUYHHH  Ta
kiacudikaniitamii [1, 2]. IlepcrieKTHBHIM MiIX010M
€ IMABUILEHHS OO ’€KTUBHOCTI 1 KOMIUIEKCHOCTI
OLiHKK 3aco0iB 3axucty iHpopmamii Ha ©Oasi
(hopManizarllii eKCIepTHUX TaHUX.

3anayi rpyIHoBOro (KOJIEKTUBHOTO,
KOJIET1aJIbHOTO, JIEMOKPATUYHOTO) YIOPSAKYBaHHS

00’€KTIB  JTO3BOJIAIOTH  MOJICIIIOBATH  MPAKTUYHI
cuUTyalii y PpI3HHX TPEAMETHHX  O0JIACTAX.
OcCoONMBICTIO  3aralbHONPHUHATHX  ITOCTAHOBOK

Takux 3ama4 € 3adikcoBaHa [UIA YCIX UIEHIB
eKCIepTHOI Tpymu MHOXHHA OO0 €KTiB, IO Y
0araTbOX BHUNAgKaX CYTTEBO 3HIKYE SKICTh
excriepTr3n. Hapasi iCHyIOTh JOCTIKEHHS, B SKHX
JIOMTyCKAETbCA ~ MOXIIMBICTh 3aJaHHS HETIOBHHUX
pamKyBaHb y 3afadax KOJEKTUBHOTO PaHKyBaHHS
[3], ame anreOpaiumi mMeTomM OOYMCIIEHHS MEIiaHU
JO TaKMX 3aJa4y Ha  ChOTOJHI  IIe  He
3aCTOCOBYBAJIHCA.

3axomu mono iHdopmariiiHoi Oe3meKn MaroTh
PI3HOIIAHOBHI XapakTep, 1 iX TMPIOPHUTETHICTH, 3
TOYKM 30py PpI3HUX CHOyXO oprasizamii, Moxe
CYTTEBO BiZIPi3HATHCA. Tomy PO3pOOKY
MOCIIAOBHOCTI BHKOHAHHS IUX 3aXOJiB JIOTi9HO
¢dopmamizyBaTi y Kilaci 3aaad TpynoBoro BHOOpY,
OPIEHTOBAHOTO Ha BU3HAYECHHS KUTBKOX
PIBHOIIIHHUX  PO3B’s3KiB  a00  yHOPSAKYBaHHS
KITPKOX BUAUICHUX UM YCIX 33/laHUX allbTEPHATHB
[4]. THyuku# migXin 10 YHOPSAIAKYBaHHS OO €KTIB,
KOJIU KOXKEH €KCIIEPT MOXKE MPOMOHYBAaTH YaCTKOBE
YHOPSAKYBaHHS BUOpaHOI HUM MiJAMHOXKHHH 3 yCi€i

MHOXUHHU AJIBTCPHATHUB, Ta Imomryk IIOBHOTI'O
PEe3yIBTYIOUOTO paHXyBaHHS 00’€KTIB
anreOpaiyHUMH ~ METOAAMH  JOCHiJTHUKAaMU  HE

MPOMOHYBANIUCA. AJDKE MpPH LbOMY 3 SBISIETHCA
MOJJIMBICTh BpPaxOBYBaTH CHTYaIlil0, KOJIU JAesKi
eKCIEepTH MOXYTb HE 3HaTH MPO OCOOJIMBOCTI
(YHKI[IOHYBaHHS OKPEMHX EJIEeMEHTIB 3 MHOXXUHHU
3axomiB  OE3MeKW, M0 CTOCYIOThCS  3arajbHOi
mpooJieMu iH(popMaIiHHOT Oesmexu yciel
oprasizarfiifHoi CUCTeMHU.

3. META OOCHNIAXXEHHA

Y  nmochmimKeHHI — HPONOHYETHCS  THYUYKHH
MaTeMaTHUYHHUH amapar Ui MOJCTIOBAaHHSA 3aj1ad
iH(opMaIiiHOT Oe3nexu Ta aJIeKBaTHOTO
3aCTOCYBaHHS aHaJi3y OTYMOK KOJIEKTHBY €KCIIEPTiB
Ha npakTuili. MeTa oCiKEeHHs] BUMarae po3pooKu
ANTOPUTMY BH3HAYEHHS TPIOPUTETHOCTI 3aXOiB
iHQopMmariiiHoi  Oesrmekn  Ta  3a0e3MedeHHs
HE3aJIeKHOCTI BU3HAYEHHS Ta 3aJaHHs
IHIMBIyaIbHUX TIepeBar eKCIepTiB Uil YCIHIIIHOTO
3aCTOCYBaHHS KOMIUIEKCHHX 3aXOMiB  Oe3MeKH.
30kpemMa, eKCIepT He TIOBUHEH 3alleaTH BiJl
MHOXXHMHH ~ 3aXOJ(iB, $Ki MOXYTh OYTH HUM
MPOIIOHOBAHI JUIsl PO3B’sI3aHHS JESIKOT 3arajibHOI
npobiemu. Lle 7no3Bosse anmpiopHO MiIBUIIKTH
npo(heCifHICTh TPYIOBOTO PO3B’SI3KY, OCKLIbKH
EKCIepTH  MalTh MOXIHUBICT  POOUTH  CBOi
CYJDKEHHsI y MeXax cBo€i BUCOKOT mpodeciiiHoCTi Ha
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MHOXHWHI KpPHUTEpiiB, ¢ BOHU € OE3CYMHIBHUMH
crieriajgictaMid, a He y JKOPCTKHMX paMKax
BU3HAYCHHSI TIPIOPUTETIB HAa YCii MHOXKHHI 3aXOiB
Oesnekw, 3amaHOi IS YCiX WIEHIB EKCIIePTHOI

rpyImu.
4. BUKINAOQ OCHOBHOI'O MATEPIANY

Ha cporomHi TpaaumiitHO BUAUIAIOTHCS TaKi BHIH
Oe3mekd: EKOHOMIuHa, IOpHAWYHA, (Qi3udHa Ta
indopmartitina. Bomgmouac mo indopMariiHux
3arpo3 TPATUIIiiHO BITHOCATHCS TaKi:

— posroJomieHHs KoHbiaeHiiHo1 iHdopMarii;

— BUTIK KOH(]imeHiiHOI iHopMalii uepe3 TexHiuHi
3aco0u;

— HECAHKIIOHOBAaHWH JOCTYIl 10 OXOPOHIOBAaHHX
B1IOMOCTEII;

— 3HMIIEHHS a00  HECaHKIIOHOBaHI  3MiHHU
iH(OopMarii;
— OyoKyBaHHsI 200 pyHHYBaHHSI TEXHIYHHX 3aC0O0iB
mpuifoMy, Tepenavi, oOpoOkm Ta 30epiraHHs
iH(opMarrii.

VYci 3a3HayeHi BUILE acnekTH iHpOpMaIiiHol
Oe3neku MOXYTh HaJIeKaTH bi (0] 30HH

BIJIMOBIMAaBbHOCTI pI3HUX CIyk0 Ta MiAPO3ALIIB
opranizaiii. ToMy MpUPOIHO, IO KEPIBHUKH TAKUX
MiApO3MUTIB  HE  MOXYTh  OYyTH  OJHAKOBO
KOMIIETEHTHUMH y BCiX TNHTaHHSAX OE3MeKH.
KoMrutekcHicTh € OgHMM i3 OCHOBHUX MPHHIIUIIIB
opramizamii  Ta  (QyHKIIOHYBaHHS CUCTEMH
indopMmarniitnoi Oesnexu. CrIagHICTh MOOYIOBH
MONIITUKA KOMIUIEKCHOI 1H(oOpMariifHoi Oe3nekn
oOyMoBieHa THM, 10 iH(popMamiliHa Oe3meka
JIOCATACThCS KOMIUIEKCOM oprasizaliiHumx,
TEXHIYHUX TA 1HIIHAX 3aXO0IIB.

Cinin 3a3Ha4YUTH, 110 YaCTO CaMe ITOCIIIOBHICTH
BUKOHAHHS KPOKIB TMpPH TNPHUHHATTI pINICHHS €
HAMCYTTEBINIMM YHUHHUKOM SK 3aXHCTy, TakK i
3a0e3redeHHs HAAIMHOCTI Ta YCYHEHHS 3arpo3.

Hexait  posB’si3yeTbcst  3amada  BU3HAYCHHSA
IMOCJIIJOBHOCTI BIIPOBAKCHHS 3aX0/1B
iH(opMariiiHoi Oe3rekn AesKOoi CKJIaTHOI CHCTEMHU.
Jis 1bOTO PI3HMMHU MIAPO3AUIAMU  3IHCHIOETHCS
MiArOTOBKA Ta OOIPYHTYBaHHS pIillleHb IIOJO
MOCHIZOBHOCTI a0  TPIOPUTETHOCTI  3aXO[liB
KOMIUTIEKCHOI Oe31eKu BeInKoi Ta 6aratonpodiabHOT
opranizamii. Hexali KOJEKTMBOM EKCIIEPTIiB 3aJ[aHO

K wacTkoBHX MOpSIKiB (HEMOBHMX PAaHKyBaHb)
R',i=1... k.

[IpeacTaBHUKK Pi3HUX MiZPO3ALTIB Ta CIYXKO, SKi
BXOJATH JI0 EKCIEPTHOI TPyIH, Yy MeXax CBO€EQ
KOMIIETEHIIIi Ta YSBIICHHS MPO BaXIHBICTh 3aXOJIiB
HAJal0Th 1HIUBIIyadbHI (YACTKOBO BIIOPSIKOBAHI)
MPOMO3HIII MIOAO0 TMOCTIJOBHOCTI 3alpONOHOBaHUX
HUMHU 3axofiB. Cepen 4JIEHIB EKCIEPTHOI Tpynu
YacTo He CIHIBIAJAIOTh MHOXKWHA 3alpONOHOBAHUX
3aX0JliB, KOMIICTEHTHICTb, 1HTEpECH, IPIOPUTETH,

aKIICHTH, aCTIeKTH, YSABJICHHS PO iealTi3aIiro MOACITi
Tomo. ToMy Ha TiepmioMy ertari po3B’s3aHHS 3a7adi
CIlii BHUKOPHCTOBYBATH MiJXij, IO IPYHTYETHCS Ha
00’elHAaHHI MHOXWH Ta Ha BBEICHHI OJATKOBUX
CBPHCTHK.

Jnst  ominku 3arpo3 iH(opmariiiHid - Oe3merti
TPaJUIIHHO 3aCTOCOBYIOTBCS ~ TEOPisl HAIIMHOCTI,
MareMaThdHa CTaTHCTHKA, TeOpiss WMOBIPHOCTI,
EKCIEepTHI TEeXHOJOTil MPUHHATTS pilleHb. Y CBOIO
4yepry, MeTronu oOpoOKHM ekcnepTHol iHdopmaii
MOMINSIOTECS. HA TPH OCHOBHI TPYNH: CTaTHCTHYHI
METOAW, METONHW INKATIOBAaHHA Ta anreOpaiddi
meroau [5].

st po3B’si3aHHs 3amadi, sIKy c(pOpMyIbOBaHO Y
i poOOTi, HAHOLIBIT TIPHHHITHAM € aJreOpaiaHuit
migxig. Cyre anreOpaiuHUX METOMIB TOJISITae B
TOMy, MIO Ha MHOXHHI JOMYCTHMHX OLIHOK
3a1a€ThCsl  BIACTaHb 1  PE3yNbTyIO4a  OIliHKa
BU3HAYACTHLCS SK TakKa, BIACTaHb SIKOi O OIIHOK
EKCIEepTIB 3a TEeBHUM BUOpaHMM KpUTEpIEM €
MiHIMaJIBHOIO.

[Ipm Takiii mocTaHOBHI 3amadi MpoOIIeMaTHKa
MOJISIrae 'y TOMY, WO Yy 3ajadax KOJEKTHBHOTO
pamKyBaHHsI 00 €KTIB, SIK MPABHIIO, PO3TIISAAIOTHCS
CUTYyallii, KON eKCHepTH 3aJaloTh iHAWBITyallbHI
pamKyBaHHsS Y (IKCOBaHOMY MPOCTOpi 13 33AaHOIO
KUIBKICTIO 00’ €KTIB. IIpu KJIACUYHOMY
anreOpaiyHOMY MIIXOMiI KOXKEH eKCIIepT Mae 3aJaTh
CBOI TiepeBaru Ha MHOXHHI YCiX 0e3 BUKIIOYECHHS
00’€KTiB, a  pe3ylbTyloue (xoMITpOMICHE,
KOJICKTUBHE, TpPYyIOBE, arperoBaHe, IHTETPOBAaHE,
IHTETpallbHE TOIO) PAHXKYBaHHS BiIIIYKYEThCS Ha

MHOXHHI YCIX MOXIIMBUX paHXKyBaHb 3a/1aHOi
MHOXXUHHM 00’ekTiB. 3HalilcHe TaKuM YHHOM
pe3yJNbTyroue paHXyBaHHS BBa)KA€ETHCS

y3arajibHEHOK JYMKOI TPYIH €KCIEepTiB, §Ki
OepyTh ydacTh y pO3B’s3aHHI 3ajadvi JIHIAHOTO
(MOBHOTO)  YHOPSOKYBAaHHS 3aJaHOi  MHOKHHH
00’ €KTiB.

st po3po0KKM KOMILIEKCHOT CUCTEMH B3a€MOIii
MK €JIEeMEHTaMH CHCTEMH OylIeMO 3acTOCOBYBATH
¢opManizM OiHAPHUX BiNHOIIEHB, SIKUH 3PYYHO
BUpaXXaTW Opi€EHTOBaHMM Tpadom abo y BHUTIIAL
MaTpHIli TONapHUX TMOpPiBHAHL. [IpW HasIBHOCTI
3HAYHOI KiTBKOCTI 00’€KTIB MOPIBHSHHS, Y HAIIOMY
BUTIAAKY — 3axomiB Oesrmekw, moOyIoBa Takoi
MaTpHIli € TPYAOMICTKAM mporecoM. Tomy Ha
OpakTULl A7 3MEHLICHHS TPYIOBHX BHUTpar
EKCIEepPTIB HEpiAKO KpiM NpoueAypu IOMaAPHUX
MOPIBHSIHE  00’€KTIB  3aCTOCOBYIOTHCS MHOKHHHI
MOPIBHSHHS. Pe3ynbTaT MHOXUHHUX IOPiBHSHb
CKJIaJaroThCsl, SIK TMPaBWIO, 3 MOBHUX BiJHOILIEHD,
3aaHuX MK 3-5 o0’exktaMu. AJje NOCATHEHHS
MOBHOTH,  HEMPOTHPIWIMBOCTI, TPAH3UTUBHOCTI,
Y3TOIKEHOCTI TOLIO Ta 33Z0BOJICHHS BHUMOT MIO/O0
UX TOKa3HUKIB MOBHOIO MIpOI0 BHUMAara€ BEJIMKHX
3yCWJIb Ta BHTpaT 4Yacy Big ekcrmepTiB. Jlis
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pO3B’s3aHHS 3a7a4i CTBOPEHHS KOMIUICKCY 3aXOiB
Oesrekn  OyeMO  BHKOPHUCTOBYBATH  HEIIOBHI
pamKyBaHHS — Taki yHNOPSAAKYBaHHA OO0’ €KTiB,
KIJIBKICTh SKHUX € OLJIBILIOO I1'ITH, ajle 3aJIMIIAEThCS
MEHIIOK Bix yci€ei MHOXHHU OO0 €KTIB, SIKI CIiX
YIOPSAKYBAaTH.

HenoBHuM paHXyBaHHSIM R muOXHHEE A
HA3BEMO TaKe PaHKyBaHHH, y skoMmy He s ycix [N
06’€KTiB MHOKHHH A  BU3HAYEHO BigHONICHHS
AcCA vi=1..,Kk,

BiI[HOIHeHH}l BKJIFOYCHHA € CTpPOTr'MM. TobTo B

mopsanky. llpu 1pomy

muoxkuni A icHye xo4a O OJIWH O0’€KT, SKOTO
HEMA€ y i IMHOKHHI A d=1....k.

Ha mpaktumi yacto BHHUKAIOTh CHTYalii, KOJIU
eKCIIepTH HE B 3MO31 3MIHCHUTH JOCTOBIpHE
pamKyBaHHS 00’€KTiB 3 yciel MHOXXWHU. Bumaratu
BiJ HHX BHKOHAHHS wi€l 3a7ayl O3HAYaE€ CBIOOMO
CTBOPIOBAaTH 3a3[laJIeTilb HEJOCTOBIPHI IOYATKOBI
nani. Tomy y 1iit poOOTi IPOTIOHYETHCS POTIAAATH

cuTyarii, Komm KokeH 3 K  ekcmepriB  Mae
MOJKJTUBICTh YCTAHOBUTH YaCTKOBUH MOPSAIOK HA Tiik

Aiel={,..k}
A, ACA,iE', JIe BIH €

KOMIIETEHTHUM, Ta SKi BXOIATh IO HOro cdepu
BIUIMBY 4YM BimnoBimaiabHOCTI. ToOTO, 3amaua

MMOYHMHAETHCS 3 TOIO, IO k eKCIIepTiB 3a/aloTh

acTkoBi mopskn R = {ah —a; m..-a; },

MM AMHOXKHHI MHOKHHU

00’€KTIB

i€|:{1,...,k}, ki <k,iel, na su6pannx
A cAiel.

3HAWTH JIesiKe pe3ynbpTyroue

KOJIEKTHBHE)  yIIOPSIKYBaHHSI
*
R*=(a,,.-a ),

HUMH [IIMHOXKHHAX 00’ €KTIB

Heo0OxigHo
(arperoBane,
3a1aq

ij el = {1,...,n}, jel, axe 1100y 10BaHe 3a

JIOTIKO¥O, 110 XapakTepu3ye IpOLIeCH
(GYHKIIOHYBaHHSI Ta 3a0e3MeUeHHs 3aXHCTy JEsIKOi
iHpOpMaIiHHOT CHUCTEMHU. YopsaKyBaHHS
noOymoBaHe Ha OCHOBI IHIUBIAyaTbHAX
YIOPSIKYBaHb 3aj1a4, K1 BUKOHYIOTHCS

k CIICMCHTaMH CHUCTEMU

R'=(a,,..a,) icld ={l,..k}, g N-—

KUIBKICTE 3a1a4 B IHIUBI Ty JIbBHOMY

YIOPSIKYBaHHI, SKi BUKOHYIOTECS | — M enemenToM
cucremu, | € J.

Ha nmepmomy erami po3B’si3aHHsA — 3ajaadi
3OIACHIOETHCS 00’ €QHAHHSA MIAMHOXKHH 3aJaHHAX
EKCIIepTaMu 3aXOJiB O€3MEKU Yy €IUHY MHOXHHY

A, 1o

excriepramu 3axoau @ € A1 =1,...,n,

KOl  BXOJITh YCi  3alpOINOHOBaHI

k
A=JA. &)
i=1

3po3yMisio, MO TpPUA [bOMY JOIMYCKalOThCA pi3HI
BapiaHTH CHIBBIJHOIICHh MK IiJIMHOXKHHAMU:

AHUAE:@’ AHUAizig’ Aileiz’
I,1, €.
MHoOXWHa yCiX 3aJaHAX EeKCIIepTaMH 3aXOiB

Oesmekn Bumy (1) € oOmacTi0O OMYCTHMEX
PO3B’SI3KIB ANl BU3HAUEHHA  PE3yJbTYIOUOro

pamKyBaHHS 3aX0/1iB O€3MeKH OpraHizamii R".
s BU3HAUEHHsI BiCTaHEH MK pamXyBaHHSIMHU
00’ €KTIB BUKOPUCTOBYIOTb:!
— metpuky Kyka HecmiBrmamaHHS paHTiB 00 €KTIB y
IHIVBIAYyaTbHUX PAHKYBaHHAX
d(R)R)=2Jr -] @
iel

I . )
ne I — panr i-ro o0’ekra y parxyBaHHi |-ro

eKcriepTa R'lel, 1< riI <n,

— MeTpuKy XeMiHra

d(B’,8')=05>"Y"

iel sel

b! b

3)

ne B' = (bi'S ), lel, i,sel,— marpuui nonapuux

nopiBHstHb (MIII), 110 BiAMIOBINAIOTH paHKyBaHHIM
R'.leL.

[HKOMM Ans 3amad BU3HAYEHHS PE3yJbTYHOHOTO

pamXyBaHHS BUKOPHUCTOBYETHCS €BKJIII0Ba
METpHKA.
HalinommpeHnimuM  METOJOM  3HaXOJDKEHHS

PE3YIBTYIOUOTO PAHXKYBaHHS 00 €KTIB BBa)KAa€ThCS
oOuMCIIeHHS ~ MeJiaHM  3aJaHuX  PaHXyBaHb.
[To3HauMMO MHOXXMHY yCiX MOXKIMBHX PaH)XyBaHb

. R .
N o6’ektiB uepe3 7, a Muoxuny MIII, sxi
BIJIMOBIAIOTh yCIM MOXKIIMBHM pPaHXyBaHHAM I

: B
00’exTiB  — uepes MHOXHHY — 3aJaHUX
eKCIIEpTaMK  PAHKYBaHb OyJEeMO IO3HAYATH Yepes

A . . . B
R”, a MHokuny Bignosigaux im MIIIT — uyepes R
Jnst BUManKy, SKUA PO3TIANAEThCA y Wi poOoTi,

HOTYXCHiCTL MHO>XHWH RA Ta RB OJITHAKOBa:
\RA\=\RB\=n, R'eR” B'eR®lel.
RACQR REcCcQP. v

MOTYXHICTh

3po3ymisio, 10

3araJibHOMy BUIIAAKY MHOXHWHHA

‘QB‘ =22 A e IUTSE METOAY, SIKUH ONTUCYETHCS
Oyaemo

y uii  po0ori,

R B . .
‘Q ‘:‘Q ‘=n!, OCKUIBKM HAC HE LiKaBJIATh

BBa)XaTH, 10

. . B
HETPAH3UTHUBHI1 CJICMCHTHU IIPOCTOPY pO3B’ﬂ3K1B Q°.

Juns metpukn Kyka (MeTprka HecliBIaJIaHHS PAHTiB
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00’exTiB) BUAY (2) IpH BUKOPUCTAHHI YTHIIITAPHOTO

Kputepito obumcmoeTbess Memiana Kyka-Ceiidopaa
[4, 5]:

cs cs _ : |
R® eQ _ArgarlrF]Zd(R,R). 4)

0 leL

[Ippu  BUKOpPHCTaHHI  €rajiTapHOTO  KPHUTEPIIO
obunciroeTscs I B-meniana (kommpowmic) [5]:

R™ eQ” = Argminmaxd (R,R'). (5)
ReQR leL
Hnsi merpuku Xewminra (3) mpd BUKOpPHCTaHHI
YTHJIITAPHOTO KPHUTEPII0 OOYMCIIOETHCS MeIiaHa
Kewmeni-Cuenna:

R eQ“ =Argmin>"d(B,B'). (6)
leL

BeQ

[lpy  BUKOpUCTAaHHI  €ramiTapHOTO  KPHUTEPIIO
obuncmoeThes BI'-meniana (kommpowmic) [4]:

R” Q™ = Argminmaxd(B,B'). (7)

BeQ® leL
Kpim TOro, B  Takmx
BPaxOBYBaTUCS KoeirieHTH

P Py (v

KEpIBHUKMA  MIAPO3JUIIB,  BiANOBIIAJIbHHX  3a
BIIPOBA/KCHHS 3aXofiB iH(popMalliiiHoi Oe3mekw,
KOKCH — Y 30H1 CBO€T BiIIOBIIANBHOCT1).

Metonu Bu3HaueHHs MeniaH Buay (4)-(7) Ta ix
0COOIMBOCTI PO3TIIAIAIOTECS Y MOHOTpadii [3].

Kpurepianpai QyHKIII, sIKi 3aCTOCOBYOTHCS IS
BU3HAUeHHsI MeliaH (4)-(7), moB’si3aHi 3 BiCTaHAMU
B  3aJaHMX  EKCHepTaMH  paHXyBaHb  JIO
o0YHMCIeHNX PO3B’s3KiB 3amavi. ToMy 03HAKOIO
e(EeKTHBHOCTI ~ OJIEPKAHOTO  PO3B’SI3KY  3ajadi
CIYT'YIOTh MiHIMalIbHI 3HaueHHs KputepiiB (4)-(7)
JUIA BIAMOBIIHUX MOCTAHOBOK 3aja4i. O4eBHUIHO, 110
pPO3B’SI3KHM, SIKI HE JOCTaBJSIFOTH  MIHIMYMiB
3a3HaYeHUM KpHUTEPisiM, € Hee()eKTHBHUMH — BOHH
JIOMIHYIOTBCS ~ PO3B’SI3KaMH, SIKi  JIOCTaBISIIOTh
MiHiMyM KpuTepism Buy (4)-(7).

His  dopmamizarii 3ama4yi moOyJI0BH CHCTEMHU
3ax0JliB IIOJNO TMiABHUIIEHHS SKOCTI KiOepOesreku
MOXXYTh OYTH 3aCTOCOBaHI pi3HI KIlacu 3ajad.
30kpeMa, TIEpCHEKTHBHUM € ¢opmMaizalis 3amadi
PO3pOOKH CHUCTEMH KOMIUIEKCHOI KibepOe3nekun y
KJIaci 3a/a4 BU3HAYEHHsI HECTPOTOro KOJEKTHBHOTO
pamKyBaHHS: TOOTO, TOHIYK  PE3yJIbTYIUOTO
pamKyBaHHS MOXE 3/IHCHIOBAaTHCS TakKOX
MPOCTOpi HECTPOTHMX PpaHXXyBaHb. Takuil miaxiz
OOTPYHTOBYETBCS THM, IO JEAKI 3aX0oAu Oe3reKu
MalOTh BHUKOHYBATHCS TapalieilbHO a00 HaBiTh

3a7a4ax ~ MOXYTb
KOMIIETEHTHOCTI

CKCIIEPTIB: HalIoMy  BUIAJAKY:

BiI0yBaTHUCS O0JIHOYACHO. Tomy JIOT1YHO
¢dopmamnizyBaTH IOCTaBIeHY 3ajady Yy Kiaci
00YHUCIICHHS PO3B’sI3KY K HECTPOTOTo

KOJICKTUBHOTO pamkyBaHHi [4, 6] (mockoHami
KBasimopsaku [7], ymopsmkyBaHHs [8], kBasicepil
[9], pamxyBanHs 3i 3B’s3kamu [10], kKBazimopsaku
[11], xmacTrepu3zoBani pamxyBanHs [12]).

Knacuani meromm Tteopii Bubopy (Kommopce,
bopna, Cimricona, Komnenna, Hancomna,
albTCPHATHUBHUX TOJIOCIB, BIJHOCHOI OLIBIIOCTI
TOIIIO) TaKOXX MOXYTh OyTH OOMEXEHO 3aCTOCOBaHI
MpHU BU3HAYCHHI PE3y/IBTYIOUOrO paHXkKyBaHHs. Take
3aCTOCYBaHHs OIMCAHO, HANpUKIald, B MOHOrpadii
[4]. Ane pu mbOMYy CITiJT BpaXxOBYBaTH HEAOCTATHIO
0OTPYHTOBaHICTh TAKUX METOIB 3 TOYKH 30py Teopii
BUMIiproBaHHs. [l omumcaHux BuImie 3amad OijbIi
MIPUHHATHUME € anredpaiudi metomau [4, 5].

st obuncnenns mexpian Buny (4)-(7) Mmoxe Oytu
3alPOTNIOHOBAHA TaKa CXeMa.

Ilepmn 3a Bce 3acTOCOBYETHCS MpOLEAYypa
00’emHaHHS YCiX 3aJaHUX eKcrIepTaMu 00’ €KTIB Y
€IMHY MHOXXHHY.

B pesynbTari Ui KOKHOTO €KCIIepTa MaeMo
MHOKHHY O0’€KTiB, 5IKa XapaKTEPH3YEThCS TaKUM
YUHOM:

. pi
N, —3amaHux HUM y pamXKyBaHHI R',i=1...k,
aKki  OyoyTh CKIIaJaTH  BHU3HAYEHY  YacCTHHY
BiaCTaHEN;
(n —N; ) =V; —He3aJaHux €KCIIEPTOM y
. i .

paH)XyBaHHI1 R o =1,...,k, SIKI  CKJIaJar0Th
HMOBIpHICHY YaCTHHY BiJICTaHEH.

[licass  mporo  3MIHCHIOETBCS ~ TEHEPYBaHHS

«(0)

OmopHOro pamxyBaHHs R BUTIAIKOBUM YHHOM,

TOOTO TeHepyBaHHIM MepecTaHoBKH [1 eneMeHTiIB.
Ha mnacrymHoMmy erarmi BUHHKAaE HEOOXiIHICTh

BU3HAYUTH BIJICTAHI BiJ 3allaHUX EKCIIepTaMu

pamKyBaHb JI0 OMOPHOTO PAHKYBAaHHS 32 TaKUMH

HpaBHIAMU:

— BIJCTaHb BiJ 3aJaHUX EKCIIEPTaMHU DPaH)KyBaHb

i *(0)
R W =1,...,k, JI0 OIIOPHOTO pPaHKyBaHHS R
CKJIAAEThCI 3  JIBOX BU3HAYEHOL
YaCTHHU Ta HMOBIPHICHOI;

— WMOBIpHICHa YaCTHHA BiJ 33/IaHOTO E€KCIEPTOM
i -

R 1 —].,...,k, bi (o)

OTIOPHOTO pamXyBaHHS

Vi, :1,...,k, (st

v,-(v, -D/2,i=1..k, -

Xeminra);

— BU3HAUCHA YacTUHA JIOPIBHIOE KIJIBKOCTI 1HBEpCil
MK BHU3HAYCHHMH ITiIMHOKUHAMH TIEPECTAHOBOK:
3r€HEPOBAHOI OMOPHOI Ta 3aJaHol EKCIEpPTOM

R',i=1,... k.

CKJIaOBHX:

paHKyBaHHS Oynb-SIKOTO

3aBXKIHU JOPiBHIOE

merpukn  Kyka) (abo

UL METPHUKH
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Tob6To B omopHOMY paH)XKyBaHHI KOXXHOTO pazy

Buaiasemo N 3amaHux i-M excreproM 00’€KTiB y

. i, . . . .o
pamxysanni R, i BusHauaemo kimbkicTs iHBepciit
y TIepecTaHoBIlI 00’€KTiB, BijicTanb XemiHra (3) Ta
Bincranb Kyka (2).

3po3ymino, 110 BiACTaHb BiJ OMOPHOT'O PaHKYBaHHS

*(0)
R 10

i . L — .
R ,| :1,...,k, JOPIBHIOE CyM1 HMOBIPHICHOl Ta

KOXXHOTI'O 3a1aHOr'o CKCIICPpTOM

BU3HAYCHOI YaCTHUHH.

3Ba)karo4M Ha 3a3HAYEHUH HiAX1J, MOKHA 3HAUTH
pe3ynbTyrOUi paHKyBaHHSI BUJTY @)-(7),
3aCTOCOBYIOYH, HAIPHUKIIAJ, TEHETUYHHN AITOPUTM
[13] abo eBpuctuuHMii anroputm [14], po3pobieHi
JUTSL 3a3HAYCHUX KJIACIB 3a/1a4.

5. BUCHOBKU

B po6orTi 3ammponoHoBaHO MOJIENb KOMILIEKCHOTO
migxXoQy -0 TOOYIOBM CHUCTEMH Kibep3axucry
neskol CKiIamHoi opraHizamiiHoi cucteMu. Takoxk
OMUCAHO MIIXiA 0 3HAXOJKEHHS PE3YJIbTYHOUOIo
pamKyBaHHs MPIOPUTETHOCTI 3aXOJiB SK PO3B’SI3KY

3amadi OaraTokpuTepiabHOT OTITHMI3allii.
[locminoBHICTE  BHKOHAaHHS  3aXOMiB MOXKE
nependavaTH B3aEMOJII0 BUKOHABINB 1 BHMaratu
permaMeHTyBaHHS ~ TOCHIAOBHOCTI i yCiX
€JIEMEHTIB Ta IiJICCTEM OPTaHi3aliiHOI CUCTEMH.
Taxwnii MAX1T JI03BOJISIE BU3HAYUTU
PE3YJIbTYIOUNH  KOMIUICKC 3aXOMiB Yy  BHUIJISAL

meniann Kemeni-Cuenna, I'B-memiann, Memianu
Kyxka-Cetidopna adbo BI'-mezianu. 3anpornoHoBaHuii
MiAX11 JJ03BOJISIE:

— o0'emHaTH Pi3HI 32 CKJIAJOM Ta TPIOPUTETHICTIO
3axonu iHGopMaIliitHoi Oe3meKH, 3amporoHOBaHI
eKCTIepTaMH Pi3HUX TiIPO3ALITIB;
—  3HaxXOOUTH  KOMIIPOMICHE
PI3HOPITHOT TPYyTIH EKCIIEPTiB;

— He TMOpYUIyBaTH 3aJaHi TIepeBard IKOJHOTO
eKkcriepra  npud  OOYMCICHHI  KOMIIPOMICHOIO
pamXyBaHHS 3aX0/1iB KibepOe3meKu.

6. NMEPCMNEKTUBU NMNOOAJbLLUUX
AOCHNIAXKEHDb

pilieHHs  uIA

3anponoHoBaHUH y pOOOTI MiAXia MOXKe:

— OyTM KOpUCHMM TIIpH po3poOIi  3axoiB
3a0e3MeyeHHs HaJIeKHOTO PiBHS KibepOe3nekH;

— CIOPUATIMBUM TIPH PO3poOLi Ta BHOPOBAHKEHHI
MpoIielyp IIBUIKOTO pearyBaHHs Ha 3arpo3H;

— OyTH BHWKOPWUCTAHWW IJIsi PO3B’S3aHHS 3a7adi
JOTIOBHEHHS JJAHUX;

— 3a HEOOXITHICTIO, MICTUTH €JIEMEHTH HaBYaHHI,
Y3TOJKEHHS, KOOpPJIUHAILIT, KOMITJICKCHOCTI
YYaCHHMKIB €KCIIEPTHOI TPYIH, AKI € KepiBHUKaMHU
MiJPO3/ILUTIB €MHOT OpPraHizaliiHO CUCTEMH;

— BifirpaBaTy MO3UTHUBHY POJIb MpH (popmamizaltii Ta
IO MBI onTHMi3aIii Oi3HeC-TIpoIIeCiB
opraHizamii mpu aHami3i pe3yibTaTiB PO3B’S3aHHS
OIIMCAHOI 3a1a4i;

— OyTH He3aMiHHMM TIpM KOMIUIEKCHIA TOOYI0Bi
cucTeMH Oe3neKH opraizaiii ado i yI0CKOHaJICHHI.
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AHoTanisg. OcoOIMBOCTI Cy4acHHMX MEpEeKEBUX KOMYHIKAIliii MpPHUBOMATH [0
HEOOXiTHOCTI BHKOPHCTaHHSA NpPW OpraHi3amii MPUXOBAHOTO KaHANY 3B 3Ky
creraHorpadiyHuX aaropuTMIB, CTIHKMX JIO CTHUCKY 3 BTpaTaMH, 3aJHIIAI0YH
aKTyaJlbHUMU 3aJadi pO3pOOKH HOBUX C(EKTHBHUX CTETaHOMETOMdiB. B poboTi
Ha OCHOBI 3araJlsHOTO MiJXOy JI0 aHaji3y CTaHy W TeXHOJIOTIl (yHKIIOHYBaHHS
iHpopManiiHUX cucTeM, sIKHi 0azyeTbcs Ha Teopii 30ypeHb Ta MaTPHUYHOTO
aHami3y, poO3po0JICHO HOBHI OJIOKOBHH MOJIHOMIaNbHHM  CTymeHs 2
CTeTaHOTpadiuHUI METO/, CTIHKHI IO aTak MPOTH BOYIOBAHOTO MOBITOMIICHHS,
B TOMY YHWCIIi 3HAYHHX, 3 OJHOYACHUM 30CepeKCHHSIM HAIIHHOCTI CIIPHUHATTS
@OpMOBaHOFO CTCFaHOHOBiHOMJ’IeHHH, 1o 33663He‘1y€TbCﬂ BUKOPUCTAaHUM
MaTeMaTHIHUM OazucoM. B 4KOCTI KOHTeifHepa po3TisimaeTbes IHQpoBe
300pakeHHs. [IpomyckHa CIPOMOXKHICTh TIPHXOBAHOTO KaHANy 3B’S3KY, IIO
OyyeThes 3a JOIOMOIOK PO3POOIEHOrO METOY, AOPiBHIOE N2 GiT/miKcens npu
Oynb-sIKi anropuTMIYHIA peaizalii 3a yMOBM BHKOPHCTaHHsSI BCiX NXN-OJIOKIB
MaTpHlli KOHTEHHepa, OTPHUMaHHMX B pe3yJbTaTi CTaHAapTHOI pO3OMBKH HOTo
MaTpHlli, NMPH CTEeraHoNepeTBOpeHHi. BOymoBa noxaTkoBoi iHpopmarii, o
NpeACTaBisie OiHAPHY MOCHIJOBHICTB 1 € pe3yJIbTaTOM MONEPEAHBOT0 KOJYBaHHS
iHopmarii, 1110 NPUXOBYETHCS, POOUTHCS IUIIXOM BHUKOPUCTAHHS HEUYTIHBUX
10 30ypHHX Ail popMalIbHUX NapaMeTpiB MaTpHIl KOHTeHHepa — CHHTYJISPHUX
grcen 1i OJOKIB Manoro po3mipy (N<8). 3alesmedeHHs CTIHKOCTI METOAY IO
30ypHUX Hif Ta HaAIHHOCTI CHPUHHATTSA (HOPMOBAHOTO CTETaHOIIOBITOMIICHHS
JOCATAETHCA NIIIAXOM 301IbIIEHHS. MAKCUMAJIBHOTO CHUHTYJIAPHOT'O YHuCJia 6HOKy,
SaﬂiﬂHOFO B CTCFaHOHepeTBOpGHHi, npu nObOMY BCJIMYMHA 301IbIIEHHS
BU3HAYA€THCA 3 BHUKOPUCTAHHAM 3HA4YCHb, OTPUMAHHUX MNUIAXOM HiZ[HGCGHHSI
CHHI'YIISIPHUX YMcel OJIOKY Y HaTypaibHUi cTymiHb K. AIropurmiuHa peanisaiis
METOAY BHMArac Ja0JaTKOBHUX I[OCJ'Ii}Z[)KeHL JJIs1 BCTAHOBJICHHS SaHG)KHOCTi
3HAYCHHS TapameTpy K Bijl BIacTHBOCTEH 300paKeHHSI-KOHTEHHEDY.

Abstract. Features of modern network communications make it necessary to use
in the organization of the hidden channel communication of steganographic
algorithms that are resistant to loss compression, and leaving the tasks of
developing new effective steganographic methods are relevant. The paper
develops a new block steganographic method, which is resistant to attacks
against the built-in message, including strong attacks. This method preserves the
reliability of the perception of the formed quilting due to the mathematical basis
used. It is based on a general approach to the analysis of the state and technology
of information systems functioning, matrix analysis, perturbation theory. A
digital image is treated as a container. The bandwidth of a hidden link that is
built using the developed method is equal to n"2 bpp, nxn is the size of the blocks
of the container that are obtained by the standard breakdown of its matrix. Such
bandwidth is achieved with any algorithmic implementation of the method.
Additional information is a binary sequence, it is the result of pre-coding of the
information that is hidden. The embedding of additional information is done by
using formal container matrix parameters that are insensitive to perturbation.
These are singular values of its small blocks (n<8). Increasing the maximum
singular value of the block, which occurs when embedding additional
information, leads to the stability of the method to the perturbing action and to
ensure the reliability of the perception of the hip. The magnitude of the increase
in the maximum singular value is determined using the values obtained by
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raising the singular values of the

Algorithmic implementation of the method requires additional studies to

block to a natural degree k. determine the parameter k.
1. BCTYN 30ypaux g (3/[), TMTaHHA  IIIBHIIEHHSA
Ha cporommimmHiii AeHP OAHOW 3 BaxmBux ©(DEKTHBHOCTI TaKWX aJITrOPUTMIB  3aJIHIIAETHCS
CKJIQJIOBUX KOMIUIEKCHOTO 3aXUCTy iHpoOpMalii €  aKmyanbHuMm.

creranorpadiuamii  3axuct [1-3]. V cydacHOMy
iH(hOpMaIifHOMY  CyCIJIBCTBI  JOCHIDKEHHA ¥
po3poOku B obOmacti creraHorpadii craroTh yce
OUTBII TOMYJAPHUMH, 1 IS [BOTO € JeKiJIbKa
MPUYHH:

®  3pOCTaHHA aKTyaJbHOCTI MPOOJIEMH 3aXHCTY
npaB BJIacHOCTI Ha iH(popMalilo, sSKa MpeacTaBiecHa
B 1U(ppoBOMYy BHIi, y 3BSI3KYy 3 HENEpPEPBHUM
3pOCTaHHSAM il I[IHHOCTI;

e OOMEGKEHHS Ha BUKOPUCTAHHS KPHUIITO-
3aco0iB y psAi KpaiH CBITY, y TOMY YMCIi, B YKpaiHi;

e g PpO3B'3KYy 3amad  iHdopMariiHol
0e3MeKkn 4acTo HEeIOCTaTHhO 3poOuTH iH(popMaIio
HEJOCTYITHOKO  JUIA  TOPYIIHWKA,  IOTPiOHO

mpuxoBatu caM (axT ii mepenadi abo 30epiraHHs.

B mpomeci creranorpadyBanns iHdopmaris, sika
MPUXOBYETHCS, MiAIA€THCS HOTEPEAHEOMY
KOJIyBaHHIO, B PE3YJbTATi SKOTO OTPUMYETHCS, SIK
npaBwio, OiHApHA  MOCHIJOBHICTh, IO  Jalii
Ha3MBa€ThCS J0JaTKOBOIO iH(opmamiero (II), sika
BOYJTOBY€EThCS B JesAKHiA iHQOpMaIiiHIUI KOHTEHT —
KOHTEHHep, 10 He NPUBEPTAE yBaru, B Pe3yJbTaTi

4Oro OTPUMYEThCS CTeraHomoBigomiieHHs  [3].
CTeraHonoBioMJICHHS MOJKe nepeaaBaTucs
KaHalaM{d  3arajbHOrO0  KOPHUCTYBaHHA  abo

30epiraTtucs B oTpuMmaHomy Burisiai. Ha ceoromsi
Haifuacrtile SK KOHTEHHEpH BUKOPUCTOBYIOTHCS
g posi 300paxerHs (113), ki ganmi po3risinaroTsCs
B POOOTi.

OcoOMMBOCTI CydacHOi KOMYHIKallii, cTpiMKe
3pocTaHHs 00csTiB iH(OpMaIlii, IO MepeaacThes Mo
KaHalax 3B’S3Ky, NPUBOAATH JI0 HEOOXiTHOCTI
BUKOPUCTAHHS TPH OpraHizamii MpUXOBaHOTO
KaHally 3B’S3Ky CTeraHorpaiuHux alropHTMIB,
CTIMKHMX JI0 aTak MPOTH BOYJOBAHOTO MOBiTOMIICHHS
[3], 30kpema 1m0 crHcKy 3 BTpaTtamu. | Xoua st
CTETaHOTIePETBOPEHHS MOXYTh BUKOPHUCTOBYBATHCS
AK mpoctopoBa obnacte L[3-koHTeiiHepa, Tak i
obnmacte meperBopeHHs [4,5], mpm opranizamii
creraHorpadyBaHHs, KOJIM MOBa e NpO CTIHKICTh

PO3pO0IIIOBaHIX METO/IiB bi (0] aTax,
BUKODUCTOBYIOTBCS,  SIK  MPaBWJIO,  0OJIACTi
neperBopenHs I113: wyacroTHa, o00jacTi pPi3HUX

po3kianans Matpumi (MaTtpuis) L[3-koHTeitHepa.
Po3po01i  Takux CTEraHOAJIrOPUTMIB IPHUCBIYECHO
Oaratro 3ycwib cydacHMX (axiBIiB B Tamy3i
iHpopMariiinoi Oe3neku [6-10], ane, BpaxoByrOuH
MOJKIIMBY KPUTUYHY BaXKJIUBICTh 0OCSTY MPaBUIBHO
BiJTHOBJIEHO{ iHpopmauii  mpu opranizamii
MPUXOBAHOTO KaHAIy 3B’s13Ky B PI3HUX YMOBax HOro
BUKOPUCTAaHHS, 30KpeMa, B yMOBax 3HAYHUX

2. MATEPIANIN | METOOU

IcHyBaHHS 3HAYHOI KINBKOCTI CTIMKHX J0 arak

IPOTH BOYyTOBaHOTO MTOB1TOMIJICHHS
cTeraHorpadivHIX METOIIB I HEIOIABHO HisSK HE
3a0e3meuyBanocs HasBHICTIO MaTeMaTHYHHX

JIOCTATHIX YMOB Takoi CTIHKOCTi. BinbmricTs 3 Takux
anropuTMiB OyJnia po3paxoBaHa HAa KOHKPETHI aTakw,
BpaxoBYIOUH iX crienudiky, Mpu MboMy, X04a JesiKi
3 icHylouMx  cTeraHorpadiyHMX  METONiB i
MTO3UITIOHYBAIIMCS SIK CTIHKI O aTak, He3aJIe)KHO BiJl
iX mpupomu (Ta CHWIIH), aje Ha TPaKTHIl, B CHITY
BIZICYTHOCTI  «yHIBEpCaJIbHOT'O»  MAaTeMaTUYHOTO
0azwmcy, iX peanizamii Bce 0HO Oy po3paxoBaHi Ha
KOHKpeTHi 30ypHi il (uacrimre, He3Hauni) [11-14].
Binpme Toro, nmeski 3  (axiBUiB-HAYKOBIIB
OOTpYHTOBAaHO  BIAKUAAIM  CaMy  MOXJIUBICTh
CTBOpEHHS Takux metoaiB. Hampukiazn, aBropu [15]
CTBEPAXKYIOTh, IO CTEraHOAJITOPUTM MOXeE OyTH
cTifikuM 10 cTucky L3 Timbku TOMi, KONM BiH OyJe
BpPaxoByBaTH 0CO0JIMBOCTI ANTOPUTMY
MIEPCIIEKTHBHOTO CTHUCKY, TOOTO alrOPUTM, CTIHKHAN
JI0 CTHCKY, 32CHOBAaHOMY Ha BEWBIIET-TIEPETBOPEHHI
(JPEG2000), He mMoxe OyTH CTIHKHM 10 CTHCKY,
3aCHOBaHOMY Ha JHCKPETHOMY KOCHHYCHOMY
neperBoperHi (JPEG). 3 ypaxyBaHHsSM TOro, IO
CTHCK € JINIIIE OJTHOIO 3 31 Ha
CTETaHOIOBIIOMJICHHS,  cHelu]ikor0  sKoi €
OOHYJIHHS BHCOKOYAaCTOTHHX CKJIaJOBUX CHUTHAIY,
Taka JyMKa OOMEXY€e MOMIJIMBOCTI JJIS MOOYIA0BU
YHIBEPCAJIbHUX CTEraHOAITOPHUTMIB, CTIHKHX JI0
aTak  OpoTH  BOYIOBaHOrO  MOBIJOMJICHHS,
BIZIBOJIIKAIOUM aBTOPiB po3po0OK Ha BpaxyBaHHS
crnienugiky 30ypHOT Jii.

B [16,17] sBmepmie Oynu  3ampoIlOHOBaHi
dbopmanpHi  ymMOBH  3a0e3meueHHs  CTIHKOCTI
CTETAHOAJITOPUTMY JI0 aTaKk NpPOTH BOYIOBAHOTO
MOBIIOMJICHHS. Ha OCHOBI 3arallbHOTO IiIXOAY 0
aHaizy cTaHy ¥ TexHojorii (yHKIIOHYBaHHS
inpopmaniitnux cucrem [17]. Came Ha OCHOBI IHX
noctatHix ymoB B [8, 18] Oymu 3ampomoHOBaHi
edexTHBHI cTeraHorpad)iuydi METOAHM, aJrOPUTMIYHI
peamizamii SKMX € CTIHKMMH 10 arak, 30KpemMa
3HAYHUX, o BUKOPHUCTOBYIOTh 00J1acTh
CHUHTYJISIDHOTO PO3KJIaJaHHs BiANOBIAHOI MaTpuii
[19], 3acHoBaHi Ha 3almyyeHHI 10 CTEraHo-
nepetBopenHs cunrysspaux gucen (CHY) [18] Ta
cunrynsipaux BektopiB (CHB) [8] GmokiB marpuii
[13-koHTEIHEpA, OTPUMAHMX LIISIXOM CTaHAAPTHOI
po36uBkn [20], eQeKTHBHICTH SKHX B YMOBAax
3HayHuX 3/] mepeBumrye e(eKTHBHICTH Cy4acHHX
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AHAJIOTIB 3aBIKH BHKOPHUCTAHOMY MaTeMaTHUYHOMY
anapaty. OJHaK JJs 3ampoIOHOBaHUX METOJIB, 5K 1
JUISE OUTBIIOCTI ICHYFOUMX CTETaHOMETOJIB, CTIMKHX
B yMOBax 3HA4YHUX 30ypHHX i, MOXJIHBHUM €
MOPYIIEHHS  HAAIMHOCTI  CIPUHHATTS  CTETaHO-
nmoBigomieHHs [3, 21], M0 € 3HAYHUM HEIOJiKOM
TIpH OpraHi3allii MpUXOBaHOTO KaHATY 3B’ S3KY.

3. META CTATTI TANOCTAHOBKA
3AO0AY AOCNIAXKXEHHA

BpaxoBytoun CHpOMOXKHICTE Ta YHIKaIbHICTb
JUIS  3a0e3MeYeHHs CTIKOCTI CTeraHOMETOHIB 10
aTax MIPOTH BOYIOBAaHOTO TOB1TOMJICHHS
MaTeMaTHYHOro  0a3ucy, 3amporoOHOBAHOTO B
[16,17], 3acHoBaHOrO Ha Teopii 30ypeHb Ta
MaTpUYHOMY  aHaji3i, SKUHA  BXe  Jo0pe
3apeKoMeHIyBaB cebe B obmacti creraHorpadii,
3MA€THCS  JOLIIBHUM HOTO 3aCTOCYBaHHS IS

pO3pOOOK HOBHX CTIMKHX CTETAaHOMETOIIB Ta
ANTOPUTMIB.
Memoiwo  pobotu €  po3poOka  HOBOTO

cTeraHorpaiuHoro Meromy, CTIHKOro J0 aTak

MPOTH BOYIOBAHOTO IOBIJOMJICHHS, B TOMY YHCII

3HAYHUX, 3 OJHOYACHUM 30CPEKCHHSIM HaIIHHOCTI

CHPUUHATTS (POPMOBAHOTO CTETaHOIMOBIIOMIICHHS 1

3a0e3MeYeHHsIM NPUIAHATHOL MPOIYCKHOL

CIPOMO>KHOCTI MPUXOBAHOTO KaHATY 3B’ S3KY.

i TOCSATHEHHSI TOCTaBJIEHOI METH B POOOTI

PO3B’I3YIOTHCSI HACTYITHI 3A0aUi:

1. Bubip ¢opmansaux mapamerpiB Matpuii 13-
KOHTelHepa, HEeUyTIMBHX N0 30ypHUX i, SKi
JOLIJIBHO BHUKOPUCTOBYBAaTH JUIS OpraHizarii
MPOIIeCy CTIKOTO CTEraHOMEPETBOPCHHS;

2. 30inblIeHHS HEYyTIMBOCTI o0paHux
dbopmanbHUX TapamMeTpiB 70 30ypHUX i
NUISXOM iX OOIPYHTOBAHOTO MEPETBOPCHHS;

3. 3abesmneuyeHHs HaIMHOCTI CIIPUIHATTS
(hOpMOBaHHOI'O CTETaHOIOBIIOMJICHHSI.

4. OCHOBHA YACTHUHA

s mpocToTH  BUKIAAY  HACTYIHOTO
MaTepiany, He OOMEXYIYH CIUTFHOCTI MIPKyBaHb,
K ¢opmanbHe npexacraBieHHs L3 posrmsmaerscs
olHA JBOBMMipHa Matpuus F, ska miggaerscs
CTaHJIAPTHIA PO30MBII Ha NXN-O0JIOKH, ITOBUIBHUN 3
SIKUX Jaili Mmo3HadaeTbess B. OCKUIBKH cTaH (3MiHA
cTany) Oyab-skoi iH(QopMaIiiHOI CUCTEMH 3TiJTHO 3
3araJbHUM MIAXOIOM JI0 aHai3y CTaHy ¥ TeXHOJIOTIT
(YyHKLIOHYBaHHS iHpOpMaLiHHIX CUCTEM
¢dbopmManbHO MOXKe OYTH NpPENCTaBICHUH Yy BUTJIISII
cykynHocti 30ypesr CHY 1 CHB BigmoBigHoi
Marpuni (6mokiB  wmarpuri) [17], a mporec
cTeraHonepeTBopeHHsa 1[3-koHTeiiHepa € mporecoM
30ypeHHs 300paK€HHsI, PO3TISIHEMO CYKYIHICTb
CHY i CHB B, no0yayBaBum st HbOro HopMalibHe
CHHTYJISIpHE PO3KIIaiaHHs [22]:

B=UZV', 1)

ne U,V — oproroHambHi NXN-MaTpui JiBUX
nekcukorpadiuno momataux i npasux CHB B
BIJIMOBIAHO, SKi MPEJACTaBICHI CTOBMIIMH U
Mmatpuri U i vi wmarpumi  V, i=1...n,
Y= diag(csl,...,csn) - miaronanbaa marpuisg CHUY,

61>...0n>0. Skmo CHY mnomapHO pi3Hi, TO
poskimamanus (1) BuM3HAUaeThbes omHO3HA4YHO [22].
CHY watpumi (6moxky wMartpumi) L3 € moOpe
00yMOBIICHMMH, a00 HEUYTIUBHMH A0 30YpHUX il
[19], woro He MOXHA B 3araJbHOMY BHIAIKY
ckazatru npo CHB [19], Tomy came CHY
po3rnagarThes Aan sk GopmanbHi mapamerpu L13-
KOHTeiHepa, fKi AOIIBPHO BHKOPHUCTOBYBATH IS
Oprasizarlii mporecy cTeraHoNepeTBOPEHHS MIITXOM
ix 30ypens. Binnosimai CHY pizHux OJ0KiB HaBiTh
onHoro 1[3 MOXyTb 3HAYHO BifPi3HATHCA OJHE Bif
omHoro. lle yckmamHroe mporec opraizamii i
aHaJTi3y iX 30ypeHb B MPOIIEC CTeraHONEPETBOPEHHS
4y iHI01 30ypHOI i Ha cTeraHoNoBiAOMIICHHS. J{J1st
TOJIETTIICHHS IIMX TIPOIIECIB Ma€ CEHC PO3IIIAIAaTH He

. . \
cami CHY (B BHUIIISII BEKTOPY G = (Gl O, ,...,Gn) ),
a HopmoBani CHY, oTprMaHi mIisxoM HOPMYBaHHS

- O
G, pe3yabTaToM dYOro € BEKTOp O =i—

ol
o =(61,62,...01) , e o] - Hopma pextopa o .

s Ginbinocti O0kiB opuriHaiibHoro 113 mae
Micie criBBigHomenns [17]:

c,>>0,>..206,20. )

BpaxoByroun (2), B [23] oTpumaHo, mio s
Takux OJIOKiB:

L(el,a)zO, ®)
ae Z(el,c_s) - KyT MDK BeKTOpamH o i
e, =(10,..0)eR" -
crangaptHoro 6asucy npocropy R".

OCKUTbKH BEKTOp G € CTIHKUM JI0 30ypHUX Jiif
HE3aJICKHO BiJ MPUPOIHU 1 BUAY L€l aii, TO Taki kK

nepuunum BCKTOpPOM

BJIACTUBOCTI MPUTAaMaHHi 1 BEKTOpPY O .
BpaxoBytoun, mo asist 6510kiB opuriHansHoro L3
B O1JIBIIOCTI 3 HUX TOYHA PIBHICTh

.=o. =0 (4)

HE BHKOHYETHCS, TOOTO B TOYHOCTI piBHICTH (3) He
nocsraerbes, To mponec BOymoBu J[I (Gita [I)
MOXKHa peajii3yBaTH LUISXOM 30LIbIIEHHS B OJIOL,
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1[0 BHUKOPUCTOBYETHCSA IMPH CTETaHONEPETBOPEHHI,
o, Ha A >0 Tak, mo6 B nopiBusAHHI 3 ©; + A Bci

immi CHY ©,,...,6, Oynu TakuMH, HEHYJILOBUMH
3HAYCHHSIMH SKUX MOXXHa Oyno O 3HEXTyBaTH B
yMOBax 3ajiadi, o PO3MIIAIAETECS, & KyT A(el,c_r),
Jie BEKTOpP c BIJINIOBiIa€ 301TBIIIEHOMY MEPIIOMY

CHY 6moky (o, +A), mpaktuyao nopisHioBaB 0.
JI1iicHO, OCKIIBKH

e.0)= ||e1||”c_sH cos(<(e,,))=cos( (e, o )=
o, +A 5)

\/(0'1 +A) +0,7 .40, 1

ne ( ,~) - CKISIpHUH TOOYTOK BEKTOPiB-apryMEHTIB,
B SIKOCTI BEKTOPHOI HOPMH JJsl BWU3HAYEHOCTI
PO3TIISIAETHCS €BKIILI0BA, TO

o, +A

\/(o-l+A)2 +0, +.t0,] |

£ (el, 5) = arccos

(6)

3po3ymisio, 0

L(el,c_s) -0, (7)

A—0

ane Oyap-sxi 3Minu CHY 30ypsare marpumo 113.
BpaxoByroun Te, 110 s 30€peKeHHs HaiHHOCTI
CIPUMHATTS  CTETaHOMOBIIOMIICHHS  30ypeHHS
MaTpUIll KOHTEHHepa TIpU CTEraHONEepPETBOPEHHI
MMOBHHHO OYTHM HE3HAaYHMM (YUM MeHIe 30ypeHHs
KOHTelHepa, TUM OiNbIla HMOBIPHICTh 30epeKeHHs
HAJIMHOCTI  CHOPHUHHATTS  CTETaHOIIOBiIOMIIEHHS
[17]), 30ypennss Gnoky A >0 mnosBunHO OyTH
SKHaWMeHIIe, 00 JOCITTH Takoi OIU3BKOCTI B (3),
sKa BJAIITYE B yMOBax oOpraHizaifii Iporecy
CTEeraHoMepeTBOpeHHs. TakuM YHHOM, 3HAYCHHS

£ el,c) X04Ya 1 MOBUHHO TMPSIMYBATH JIO HYJIS, aje

HE 3a paxyHOK Toro, mo A —»00. 3 orisay Ha 1e

PO3TIITHEMO MOJKJIUBICTh 3aCTOCYBaHHS
3aMpoIOHOBAHOI i/1e1 3MEHIIICHHS KyTa Z(el,c_s , ane
HE Oe3rnocepeHbO JUTSt BEKTOPY
c= (Gl 105,.00,0,, )T , & JUISl HOTO TIepETBOPEHHS.

B [24] noBeneno, 110

A(el ,c_$)< A(e1 ,c_s), ®)

2 2 2\ L v
c,",06,",...0, _( = )
= nl

pi(S] o= 01,02,...,0
2 2 2\
G, 0, ,...,0,

A(e ,c_s) - KyT MK BEKTOpaMH g 1 €, Ipu IbOMY

BEKTOp G Ma€ MEHIIY YyTIHUBICTH A0 30ypHUX JiH,
HDK O, II0 NPUHIOMIIOBO [a€ HOMy IiepeBary B

MOpIBHAHHI 3 © B BHMAAKY 3aJIy4eHHS HOTO IO
MPOIIECy CTEraHOMEPETBOPEHHS, SIKE IOBUHHO OyTH
CTiikKUM 710 aTaK MIPOTH BOYIOBaHOTO
HOBITOMJICHHS.

Cryniab ONM3BKOCTI OyAB-SIKOTO HOPMOBAHOTO
BEKTOpA, EJIEMEHTH SIKOTO 330BOJBHSIOTH (2), 10 €,
BH3HAYAETHCA BIJICTAHHIO MK TEPIIOI0 1 JPYTOI0
KommoHneHtamu (Biznosiguo 3 (6), (7) mwis Bekropa
CHY): yum Oinblne L BiJCTaHb, TUM OJIMKUE
HOpMOoBaHMi Bekrop mo €. Hexait CHY o,
30BN Ha AESKYy BENHYMHY A, TOAi BifcTaHb
d =0, -0, Mk G, i G, 36ibIHTECS HA A i Oyze

nopisaropat: d =d + A . B Toii %e yac BiacTaHb

. 2 . 2 . . .
M1K Gl 1 0_2 TCXK 3MIHHUTHCA 1 6y£[e AOP1BHIOBATHU:
2 2 q
(0, +Af —0," =d(o, + o, + A). ()

3 BpaxyBauusM (2) i toro, mo A>0, 3 (9)
. . 2 . 2 .

BUILIMBAE, 110 BIICTaHb MK G, 1 G, 30UIBIINTHCS

Oinblie HDX MiX O, 1 ©,, 10 IPUBEAE O TOTO, L0

micnst  30ypeHHs O©; Ha A >0 BignosigHwmit

30ypeHuii BekTop © Oyne Ommxue 10 €, 4uM

30ypeHuil BeKTOp O ; YM IHAKIIe: Ui TOTO, 100

JOCSITH OJHAKOBOi OJNM3BKOCTI 3 € BEKTOpaM O 1

= 2 2 2\
G, Tepiry KOMIIOHEHTY BEKTOpPY (Gl 0, 1.0, )
Tpeba 30UTBIIMTA MEHIIE, HiXK MepIry KOMIOHEHTY
T
Gz(cl,csz,...,cn) . e

opraHizaiii CTEraHolepeTBOPEHHS 3a PaxyHOK
HabmkenHs Bekropa CHY (meperBopenux CHY)

o3Hadae, IO I

710 BEKTOpa € 3 OULIBIIOI0 HMOBIPHICTIO HAJIHHICTH
cpuitHATTS Oyne 30epiraThcsi y BHUNAIKY BEKTOpa
2 2 2\
G, 0, ,....0, | -
Edexr (8), (9) (3pocTanHs BicTaHI MiXk IEpPIIOIO
Ta JPYror KOMIIOHEHTaMM BIAMOBITHOIO BEKTOpPA)
301IBIIUTRLCS 1Ie OIbIIE, SKIIO PO3IJISHYTH BEKTOD,
enementamu skoro € CHY B cryneni, Oinpmomy 3a
k _k kY . .
2: (Gl 1Oy 4eensO, ) . Bszaram, uum Oimbmie Oyne

CTYIiHb, TUM JIO OIJIBIIOr0 30IJbIIEHHS BijcTaHI

Kob6o3eBa A., boooxk 1., 2020



20 Beaneka iHdopMmaLiiiHnx cuctem i TexHonorin Ne 1(2), 2020

MDK TIepIIEM 1 APYTHM
HPUXOJUTH IIPU 301IbLIECHH] O :

eJIeMeHTOM OyneMo

(o, + A)k_i o, .

M=

(Gl + A)k - sz =d (10)

Il
uN

TOOTO 3MEHIUEHHS KyTa Z(el,c) no Hynst (mo
3HAYeHHS, TMOPIBHAHHOTO 3 HYyJEM) MOXKHA
3a0e3MeUnTH HE TUTBKU 3a paxyHOK A — oo (7), mo
npUBeAe [0 TMOPYUICHHS HaAIHHOCTI CHPUHHATTA
CTETaHOIIOBIJOMJICHHSA, a 32 PaxyHOK 30iJbIIeHHS

ctynenss ~ CHY 010Ky Gik A= 1,_n, Ipu
0e3nocepeHFOMY ~ CTETaHOIIEPETBOPEHHI pu
(hikcoBaHOMY (HEBETTMKOMY) 3HAUEHHI A
. (o, + A)k
M}C arccos = =1.
\/(o-l+A) +0, % +.. 40 (11)

3 ypaxyBanHusM (11) ocHOBHI KpOKH METOJa, 110
MIPOTIOHYETHCSA, CTIHKOTO IO aTaKk, B TOMY YHCII,
3HAYHUX, MPOTH BOYIOBAHOIO MOBIIOMIICHHS, IO

30epirae Ha/TIHICTh CIPUAHATTS
CTETaHOIIOBI JOMJICHHS, HACTYIIHI.

Boyooea /[1

Kpok 1. Martpuns F [13-koHTeitHepa

po30uBaeThCs craHmapTHuM uuHoM Ha 2l x 2| -
omoku masioro posmipy (N =2l).

Kpoxk 2. Yeprosuii 2| x 2| -6nox B xoureiinepa,
110 BUKOPUCTOBY€ThCA Ui BOynosu 1 Gira P, AIi

BU3HAYA€THCA 3I‘i):[HO 3 CCKPETHUM  KIIIOYEM,

pos6uBaeTbes Ha yotupu | X | -6roku B, i=14,
1[0 HE IEPETHHAIOTHCS.
Kpok 3. Jlna xoxuoro 3 4-x orpumanmx | x| -

onoxie B, i=14, smaittu CHY Gl(i) i Gz(i) i

BiJCTaHIl MIXK ix K -umm CTYTICHSIMU:

dk(i) = (Gl(i))( - (Gz(i))( . OGuncnuTH
_ (i)

O = 2"

Kpok 4. 3rigHO 3 CEeKpeTHHM KIIIOYEeM 3aJIe’KHO
BiJl 3HAaUeHHA [),, BU3HAYAETHCSH KOHKPETHHH OJIOK

BY B wmexax B, B sxuii Oyne BinOyBaTHcs
OesnocepenHbo BOynoBa P,,. B mpomy 6Gnomi B
pe3ynbraTi BOynoBu [l moTpiOHO 3a0e3neuntu

(csl(j))k > (Gz(j))( +d. +A,

ne A>0. Ile pooutses musgxom 36insmenns CHY
(i) ().

G, , Pe3yIbTaTOM 40r0 € Oy o,

(12)

Gl,new(j) > "\/(csz("))k +d . +A. (13)

(i)
new
HOBOrO 3HaueHHs mnepmoro CHY 1 He3MiHEHHX
inmmx CHY i CHB.

Kpok 6. [To6ymyBaTu 2l x 21 -6mnok
CTETaHOIOBIIOMJICHHS, 1[0 BiJamoBimae Onoky B
KOHTelHepa, BPaxoBYIOUM HE3MIHHICTh BCIX B(i),
i=14,i=j,iB,".

Kpok 7. Tlepexin Ha KpoK 2 [0 HACTYNHOTO
O1oKy KOHTelHepa, 3aJIisTHOTO B
CTETaHOIIePETBOPEHHI, TIPH HAsIBHOCTI TaKOTO.

Kpok 8. 3akiHYCHHS (dbopmyBaHHs
CTETraHOIOBIIOMIICHHS;, pe3ynbTaT — 1[3 3 maTpuiiero

F.

Kpok 5. Bimnosutn B 3 ypaxyBaHHIM

Jekoodyseanns /1

Kpox 1. Marpunis F  13-creranonoBigomMieHHs
po30uBaeThCs craHgapTHuM uuHoM Ha 2l x 2| -
OIoKH.

Kpoxk 2. Yeprosuii 2l x 2| -6mox B
CTETaHOIOBIIOMJICHHS, B SIKOMY MicTuThes I, 1110
BU3HAYAETHCA 3TIJIHO 3 CEKPETHUM  KIIFOUEM,

—(I) ; P
posbuBaerbes Ha yotupu | x| -6moku B, i1 =14,
10 HE ePETHHAIOTHCS.

Kpok 3. Jlna xoxuoro 3 4-x orpumanux | x| -

O110KiB B(I), i =14, 3maiiti:
31 cH4: 0, ", 0, ", 0, " i=14;
3.2. Kytn Gs(i)Mi)K BEKTOpaMHU
o T e el )5 e
i=14.
Kpox 4. Buznauntu:
o = mins, ", (14)
I<i<4
JexkoayBaHHS ~ 4eproBoro  Oity _pm pile

. 50 - .
BinOyBaeTbest 3 B . 3HaueHHA P, 3anekKHUTH Bix

50 .
Toro, 3 skoro came |x|-6noky B~ BinOysaerscs
JeKOYBaHHSA (3 BpaXyBaHHSM CEKPETHOTO KJII0YA).
Kpok 5. Tlepexin Ha KpoK 2 [0 HACTYNHOTO
OJIOKY  CTETaHONOBIJIOMJICHHS,  3aJiTHOTO B
CTEraHONEePETBOPEHHI, IPU HASIBHOCTI TAKOTO.
Kpox 6. 3akinuenns nexoxyBanas 1.

3aysancennss 1. BpaxoBytody HasiBHY KOPEISIIiO
MiX 3HAQUEHHSIMH CYCiTHIX IMIKCENiB OPHUIiHAJILHOTO

Kob6o3eBa A., boook 1., 2020
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(i)

I13, MoXHaA CTBEpIKyBaTH, IO 3HAYEHHA O, ',

i =14, He 3HAUHO BiAPI3HAIOTHCA OJHE Bij iHIIOTrO

[25], Tomy BHOiIp KOHKpPETHOTO OJIOKY BY) na Kpori
4, sxuit BimOYBa€ThCS 3TIHO 3 CEKPETHUM KITFOUYEM
0e3 BpaxyBaHHS HACTYITHOTO CIIOTBOPEHHS OJOKY
NPU CTETaHONEPETBOPEHHI, HE MOXKE MPHUBECTH 10

TaKMX BIUIMBIB HA  HaOidHICTD  CHOpPUUHATTS
CTETaHOIOBIIOMJIEHHSA,  SIKI ~ OyAyTh  CYTTEBO
BIZIPI3HATHUCS TIPH Pi3HUX 3HAYCHHSIX .

3aysancennss 2.  TonoBHuM m1pu  TOOYHOBI

ANTOPUTMIYHO]I peaizaiii 3aImpomoHOBaHOTO METOLY
€ Bu3HaueHHs mapameTpy K. Ile Bu3HaueHHS
MOBUHHO JIOCATATHCS 32 JOTIOMOIOI KOMIIPOMICY
MK nBoMa BuMoramu. Ilo-meprme, 3a0e3meueHHs

OMU3BKOCTI BEKTOPA ((cslm\,v(j))k ’(G 2(”)( e ’(Gn(j))( )
(i)

W

onoky B, mo Bextopa € mnpu BOyznosi JII Oyze

THM Kparie, yuM Oibine Oyae 3HaueHHs K. Ase, mo-
i
Apyre, Npu JyXe BelukoMy K 3HaueHHs GS( ) ,
i=14, BpaxoByroun
apu(MeTuKH, MOXYTh TPAKTUIHO HE BiAPI3ZHATHUCS
OJIHE BiJ OJHOTO, IIO MOKE IPHBECTU JO TIOMUIIOK

0COOJIMBOCTI  MAIIMHHOI

NPy BU3HAYCHHI OJIOKY B(j) IUISL  TEKOJyBaHHS
geproporo Oita JII, TOO6TO ToOMMIOK TpH
JIEKOTyBaHHI.

3ayeasicennsi 3. BuzHaueHHs mapameTpy A, 110
BUKOPUCTOBYEThCs B mponeci BOymoBu I Ha 4
Kpoli, norpedye anamizy cnorBopeHHs L[3 B
pe3yibTaTi cTeraHomneperBopeHHs. [lapamerp A
MOBHHEH BH3HAYATUCS TAKUM YHHOM, 1100 3HAYEHHSI
mikoBoro BigHomeHHs «curHan-mym» (PSNR) mis
moOy10BaHOTO CTETaHOIIOBI JOMJICHHS Oyi0
Oinpimm 3a 35-40 dB, 1m0 BBaXKa€ThCS MPUHHATHAM
NpH OpraHisailii MPUXOBaHOTO KaHaiy 3B 513Ky [15].

3aysascenns 4.  3anpoIIOHOBAHUH  METOA €
0JIOKOBUM, TOMY HOTr0 OOYMCIIIOBAIbHA CKJIAJHICTh
s 13 po3mipom tx1t Bu3HAYAETHCS KUIBKICTIO
OJIOKIB, SIK1 HE MIEPETHHAIOTHCS, OTPUMAHUX HIISTXOM

CTaHAApPTHOI PO30MBKH, TOOTO CKIajae Q(tz)

orepartii.
3aysaxncenns 5. Ilpu anroputmiuniii peaizamii
3aIpOIIOHOBAaHOTO METOAY JOLITBHO

BUKOPUCTOBYBATHUCS OJIOKM MaJIoro po3Mipy: N<8,
OCKUTBKHM Juis opuriHanbHuX 1[3 cmiBBigHOIIEHHS
(4) nmpu N>8 mpaKkTHYHO HIKOJM HE BUKOHYETHCS
[25], a e o3mauae, 110 WOTO IITYy4YHE AOCATHEHHS B
mporieci BOymoBu JII B TakoMy BHIAAKYy MOXE
MPUBECTU JIO TIOPYIICHHS HAMIMHOCTI CIPUHHSITTS
(hOpMOBaHHOI'O CTETaHOIOBI TOMIICHHS.

3aysasicennss 6. Ilpu BOymosi JII Ha kpomi 4

CEKPEeTHMIi KIIF0Y MOYKE BH3HA4YaTH HOMEp j OJIOKy
BY sanexwo Bin 3mauenHs P, BPaxoByiOuH,
TOOTO,

HamnpHUKiIag, Horo mnapHiCTh/HENapHICTH,

Jj=2v j=4, inakwe

skmo P, =0, To

j=1v j=3. B TaKOMy BHIIAJIKY

. . . 5) .
napHicte/Henapuicte | s B ma  kpormi 4
JE€KOJyBaHHS BU3HAYUTE [ .

[IponyckHa cpOMOXKHICTh IPUXOBAHOTO KaHAITY
3B’S3Ky, 10  OyAyeTbcs  3a  JOMOMOTOIO
po3po6aeHoro Metomy, Oyae JAOpiBHIOBaTH N2
Oit/mikcens  Tpu  OyAb-Kii  aJTOPUTMIYHIH
peanmizaimii 3a YMOBM BUKOPHUCTaHHS BCiX OJIOKIB
Matpumi 1[3-koHTeitHepa, OTpUMaHUX B PE3YIbTATI
CTaHAAapTHOI  pO3OUBKH. Taka  mpomyckHa
CIIPOMOXKHICTh € TPHUHHATHOIO [JIsi Cy4YacHHX
creranomeromis [15].

5. BACHOBKU

B pobGori ©Ha ocHOBI Teopii 30ypeHp Ta
MaTpPUYHOIO aHaJli3y po3po0JicHO HOBHU OJOKOBUM
creranorpadiuHuii METOA, CTIMKMHA A0 aTak MpOTH
BOYTOBaHOTO TIOB1IOMJICHHS, B TOMY YHCJIi 3HAYHUX,
3 OJTHOYaCHUM 30epeKeHHIM HAIHHOCTI
CHPUUHATTS (OPMOBAHOTO CTETraHOIIOBIIOMIICHHS,
mo 3a0e3nevyeTscsl BUKOPUCTAHUM MAaTeMaTHYHUM
0a3ucom.

Boynosa /Il poOUTBhCS NUIAXOM BHKOPHUCTAHHS
HEYyTIAMBUX 0 30ypHUX [Jill  ¢dopMaTbHHX
napamerpiB Mmatpuni L[[3-konteitmepa — CHY ii
OJIOKIB Mallor0 pO3Mipy, OTPHUMAaHUX MUIAXOM il

CTaHJIapTHOI pO30MBKHU. 3OUIBIICHHS CTIHKOCTI
Merony 10 30ypHHX i Ta 3a0e3NeveHHs
HaJiHOCTI CIPUNAHATTS (hopMOBaHHOTO
CTETraHOIMOBI TOMJICHHS JIOCSITAETHCS HUITXOM

30inbmenHs: MmakcumaibHoro CHY 610Ky, 3aistHOTO
B CTEraHONEPETBOPEHHI, pu npomy 30ypenns CHY
BU3HAYAETHCA 3a jgornomoror migHecenHs CHY
OJIOKIB y HATYpaJIbHUH CTYIIHB K.

ANropuTMiYHAa peanizaimis METOAYy BUMarae
JNOJATKOBUX  JOCHI[DKEHb Al  BCTAHOBJICHHS
3HaueHb mapamerpiB K i A, Hag uYmMm 3apa3s
MPALOIOTh ABTOPH.
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gT"Bi" crarri: AHoTanisi. MeToau kpuntorpadivHoro 3axucTy iHpopMallii MaloTh BaKJIMBE 3HAYEHHS
aanuia 10 peaaKiil . - e . . .
14.02.2020 P B p030ymOBi cy4acHOI iHPpacTpyKkTypu KibepOesneku. OCTaHHIM 4acoM 3’ sIBHIIHCS HOBI
Ipuitusto 28.02.2020 BUKJIMKU Ta 3arpo3U KPHUITOrpadiyHUM IepeTBOpPEeHHSIM. 30KpeMa, MosiBa Ta CTPIMKHIMA

PO3BHUTOK HOBITHIX TEXHOJIOTi KBAaHTOBHUX OOYHCIICHB 3yMOBIIOE€ HETaiiHy moTpedy B
K 1040Bi C10B2: KOTOBI po3poOIli  Ta OCHI/KCHHI HOBHX METOAIB TIOCT-KBAaHTOBHX KPHUNTOTpadigHIX
KpUITOCHCTeMH, etexTponnuii  EPETBOPEHb, TOOTO TAaKHX, SKi OyoyTh CTiHKMMM HaBiTh 3a YMOBH MOMJIHBOIO
L (poBHiA miamuc, 10cT- 3aCTOCYBaHHS KBaHTOBOTO KpunroaHanizy. CTaTTd NPUCBIYCHA aHAJi3y MOXIHBOCTEH
KBAHTOBA KpuITorpadis, pearmizamii cxeM eIeKTPOHHOTO IU(PPOBOTO MIANMUCY 3 BUKOPUCTAHHIM KOIIB, IO
KBAHTOBA CTIHIICTS BUTIPABISIFOTh TOMIIKA. [TomiOHME miaxix mo3Boiisie MOOYIOYBAaTH CXEMH, CTiHKi SK IO
KJIaCUYHOTO KpHIITOAHANi3y, TaK 1 B YMOBaX KpUOTOAHAaNi3y 3 BUKOPHUCTAHHIM
KBAaHTOBHX OOYMCIIEHb. Y paMKax CTaTTi ONWCAHO NPUHLUMIN (YHKIIOHYBaHHS
KJIACMYHOI KOJOBOI CXeMH elleKTpoHHOro Idposoro miamucy CFS, mo mobyaosana 3
BUKOPHCTaHHIM IepeTBopeHHs1 Hineppaiitepa, a TakoX 3alipOIIOHOBAHO HOBUH MiJXij,
110 JI03BOJISAE pPeajli3yBaTH IiAMUC 3riIHO MepeTBOpeHb cxeMu Mak-Emica. Takuii miaxif
30epirae mepeBard CBOro MOMEPEAHMKA 1 HATA€ JTOMATKOBHHA 3aXUCT Bij| CICIHiaIbHOTO
BUOy arak. Takoxk y crarti 3OifCHEHO MOpPIBHAJIBHUM aHaNi3 Ta XapaKTepUCTHUKY
PO3IIISTHYTHX CXEM 3TiTHO KpUTEpIiiB CTIHKOCTI 10 KIaCMYHOTO Ta KBaHTOBOTO
KPHUIITOAHANI3Y, CKIAJHOCTI BHKOHAHHS HEOOXITHWX TEPETBOPCHb Ta JIOBXKHHI
¢dopmoBanux mianuciB. OTpuUMaHi pe3yNbTaTH JO3BOJISIFOTH CTBEPIKYBATH PO
MOJIIUBICTh MMOOYMOBH HaNiHHUX Ta Oe3MeYHHX KPHUNTOrpadiyHUX IEepeTBOPEHb,
30KpeMa, AaIrOPUTMIB EJICKTPOHHOTO NH(POBOTO MIAMUCY,  sKi 0a3yloThCs Ha
3aCTOCYBaHHI KOJIB Ta € OE3IEYHUMH HaBITh B YMOBaxX MOXJIMBOTO 3aCTOCYBaHHS
KBaHTOBOT'O KPHIITOAHAII3y. BTiM, BapTO 3a3HAYUTH, [0 HEIOJIKOM CXEM MiIIKCIB Ha
OCHOBI KOJy € BEJIMKUH OOCSI KIIOUOBHMX JaHHMX, HEOOXIIHHX alrOpUTMY, & TaKOX
CKJIQJIHICTh Y CTBOPEHHI HiNKCY Yepe3 HeoOXIAHICTh 0araTopa3oBoro po3imudpyBaHHs
CHUHPOMY, III0 3ATHIIAETHCS aKTYaTbHOI TEMOIO 1 MOTPeOy€ MOAATBIINX JTOCHTIIKEHb.

Key words: Code-based Abstract. Cryptographic information security techniques are essential in building a
ggf’tgsgzt:;‘:j}:';%tsrt‘fgfamum modern cybersecurity infrastructure. Recently, there have been new challenges and
cryptography, quantum threats to cryptographic transformation. In particular, the emergence and rapid
resistance development of the latest quantum computing technologies necessitates the urgent need

for the development and research of new methods of post-quantum cryptographic
transformations, that is, those that will be sustainable even if quantum cryptanalysis is
possible. This article is devoted to the analysis of possibilities of implementation of
digital signature schemes based on using error-correcting codes. This approach allows
cryptographers to build schemes that are resistant to both classic cryptanalysis and
cryptanalysis which uses quantum computing. The article describes the principles of the
classic digital signature scheme which is named CFS and built using a Niederreiter-like
transform, and also we propose a new approach that enables an implementation of
signature according to the McEliece transformations. This approach preserves the
advantages of its predecessor and provides additional protection against special attacks.
Also, a comparative analysis and characterization of the considered schemes according
to the criteria of resistance to classic and quantum cryptanalysis, complexity of necessary
transformations and length of generated signatures are made. The results show that
reliable and secure cryptographic transformations can be built, in particular, electronic
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digital signature algorithms that are code-based and secure even in the case of quantum
cryptanalysis. However, it should be noted that the drawback of code-based signature
schemes is the large amount of key data required by the algorithm, as well as the
difficulty in creating a signature due to the need for multiple decryption of the syndrome,
which remains a topical topic and needs further research.

1. BCTYN

BukopucToByloun 3aKOHH KBAaHTOBOI MEXaHIKH,
MOJKHa  CTBOPDUTH TNPUHIMIOBO HOBUH  THI
004HCITIOBATBHUX MallHH, AKi JI03BOJIATH
BUpIIIYBaTH JAEsAKi 3aBAaHHS, HEIOCTYIHI HaBiTh
CaMHM TOTYXHHM CY4YacHUM CYIEPKOMII'IOTEpaM.
Pizko 3pocTe mBHAKICTE 0aratboX CKJIATHHUX
OOYMCIIEHD; MOBIIOMIICHHS, HAICIAaHI IO JHHIAX
KBaHTOBOTO  3B'I3Ky, HEMOXJHBO Oyzae  Hi
MepexonuTy, Hi ckomitoBatd. ChOrogHI  BXKeE
CTBOPEHI MPOTOTHUIHN IHUX KBAaHTOBUX KOMITTOTEPIB
Maii0yTHBOro. AKTHUBHI  po3poOku y  cdepi
KBaHTOBOro komm'rotepa y 2016 pori Jorigao
MIPHU3BENH 10 peaKilii KpunTorpadivyHoi CITEHOTH Y
BUTJIS/II QHOHCYBAaHHS KOHKYPCY TOCT-KBAaHTOBOi
CTaHmapTH3AaMii Harmionansaum IHCTUTYTOM
CTaHJIapTiB Ta TEXHOJIOTIN. Po3pobHuku
NPE/ICTABIIIN CBOi TPOSKTH y TPHOX HAIpsSMKax:
CXeMU  CJCKTPOHHOIO  HHU(POBOrO  MiJIHUCY,
HalpaBjcHe MMHUQPPYBAHHS Ta IHKAMNCYIAIIT KIIOYiB
[1-3].

CrarucTvika TeEpIIOTO Ta  APYroro  Typy
KOHKypcy, 1o 3aBepmmBcs y 2019  pori,
MPOJIEMOHCTpYBaja, M0 MOMYJIAPHHUMH HampsIMKH
po3pobku € kpunrorpadis, mo Oazyerbcs Ha
pelriTkax, KOJIOBa Kpunrorpadis,
MyJIbTUBapiaTBHA Kpunrorpadis ta kpunrorpadis,
3acHOBaHa Ha renr-QpyHkuisx. [Ipu upomy mepui aBa
HaTpSIMKH OXOIUTIOIOTh ¥4 3 YCIX MPEJCTaBICHUX
MIPOEKTIB, mo  TiATBEPIKYE AKTyaJIbHICTh
BCEOIYHOTO PO3IIIsly IUX HANPSIMKIB Y KOHTEKCTI
peaumizamii kpunTorpadigHIX NePEeTBOPEHb.

CporoziHi BeayThCsl Je0aTH IIOMO JOIIBHOCTI
BUKODHCTaHHS y peaJbHUX CHCTEMax CXEMHU
CJIEKTPOHHUX IU(PPOBUX MiAMKUCIB, MOOYIOBaHUX 3
BUKOPUCTAaHHSAM KojiB. CyMHIBH BHHHKAIOTh 4epes3
BeJNKi 00’ €MH KITFOUOBHUX JaHUX, IO MOTPEOYIOThCS
MoJAiOHOTO poxy cXemMam, MpoOJIEMH HIBHIKO]
migpoOku Ta iHmre. Ciif 3ayBakKWTH, IO, HA Kb,
HI OJlHA KOJOBa CXeMa IM(PPOBOro MIAMNKHCY HE
npoumnIa JI0  JpYroro Typy  KOHKYpCY
cragmapruzamii  NIST, a, oTxke, 3anumaerscs
aKTyaJbHUM IUTaHHA PO3POOKM HOBHX CXEM, IIO
ycyBaji O HEJIOMIKK CBOIX MonepeHuKiB [4].

Y  BuUmaaKy  po3mIsAy — KOJOBHUX  CXEM
CJIEKTPOHHOr0 MiAnmucy kiacuyHoro € cxema CFS,
0 Ha3BaHa 3TigHO IHIiamiB i  PO3pOOHHKIB
Courtois, Finiasz Ta Sendrier, sxi Bmepiie
3aCTOCYBaJM IMiJXiJl, 3aCHOBaHUI Ha aireOpaidHuX
OJIOKOBMX KOAaxX IO BiAHOWICHHIO N0 LU(POBOIO
mianmucy. Bona moOynoBaHa Ha BUKOpPHUCTaHHI
MEePEeTBOPEHD 3TiIHO KpunTocucteMu Hinepparitepa.
VY craTTi po3risHYTO NPUHUMNM (DYHKIIOHYBaHHS
CFS, a Takox 3ampollOHOBAHO HOBY CXEMY
EJIEKTPOHHOTO IU(POBOTO MIAMHKCY, IO 0a3yeThCs

Ha BHUKOPUCTaHHI Kpunrocucremu Mak-Emica.
3anpornoOHOBaHMN MIIXiJ JIO3BOJISE HE TUIBKU
peamizyBaTH TOCT-KBAaHTOBO CTIHKYy CXeMy, aie 1
HaJa€ J0JaTKOBI MEpeBaru y BUTISAL 3aXHUINCHOCTI
Bil OCOONMBOTO THMY arak. AHaTi3 TaKOTO pPOAY
aTaKk 10 BIJHONMIEHHIO JI0 CXEMH, a TaKOXK
MTOPIBHSJIBHE TOCIIHKCHHS 3aIPOIIOHOBAHOI CXEMU
ta cxemu CFS po3risiHyTO Hagadmi.

2. CFS AK KNTACU4YHA KOOOBA CXEMA
EUN
CFS mepenbadae BHUKOPUCTaHHS anreOpaidHOTO
(n, k, d) xomy 3 kmacy Hes3BimHux KomaiB I'ommw.
®opmyBaHHS KITFOYOBUX JaHUX TUISt
(YHKLIOHYBaHHS CXEMH TMPOXOAWTH aHAIOTIYHO
AITOPUTMY, OIHUCAaHOMY JUIS (DOPMYBaHHS KITIOUiB
cxemu Hineppaiitepa [5]. ¥V sKOCTI BXiZHUX TaHHX
cxemu CFS BHKOpUCTOBYIOTHCS:
—  ¢yHkuisg remryBasss h;
—  IIBUAKHUH aNTOPUTM JIEKOyBaHHS
anredpaidIHOTO KOIY;

—  Ge3mnocepeHbO NOBIAOMIICHHS (BIAKPUTHIA

TEKCT).

IBunkuit aIrOpPUTM JIEKOTyBaHHS
anreOpaiyHOrO0  KOJy, TOOTO TOHM, 10 Mae
MTOJTIHOMIalTbHY CKJIAAHICTh, 3aCTOCOBYETHCS IS
JEKOTyBaHHS CUHIPOMHOL MTOCITiJOBHOCTI
S=(Sy,S;s+»S,_x1) (KpunTOrpamMn y cxemi
Hineppaiitepa) [6]. Y Bumagky 3acTOCyBaHHS

AITOPUTMY MOKJIMBO BUKOHAHHS OJIHIET 3 CUTYaIlil:

—  SIKwo IeKoxyBaHHs YCIillHE, Oy/e BUBEAEHO
3Haiifenuii BekTop nomuwiok € = (&,8,...,€, ;) , o
BIJITIOBiJIa€ CHHIIPOMY.

—  SIKuwo AeKopyBaHHs HEBJAlE, Oy/e BUBEIEHO
HOBIJIOMJIEHHS PO MOMUJIKY 3HAXOPKEHHS BEKTODPY
IIOMUJIOK.

Anroput™m (OpMYBaHHS MiANKCY TOJNATAE Y
[IOCTYNIOBOMY BHKOHaHHI JEKiTBKOX KpOKiB (pwuc.1)
[7].

1. TemyBamms Bigkpuroro texcry M -

2. TlpucBO€HHS JIYWIBHUKY | 3HaueHHs i=1.

3. Tem-3nauenns nosigomienns h(M) ra

JHYUIIGHHEKA | IPECTABIIAIOTH K GITOBI MOCiIOBHOCTI,
BiJl KOHKATEHAIIIT IKKX, OOYUCIIIOIOTH HOBE Tl -

snauenns h(h(M )”I) .
4.  h(h(M )"I) IHTEPIIPETYETHCS K CHHAPOMHA

NoCIMiI0BHICTh Sy = (Sy,S;,--y Sy 1) » IO OOUHMCIEHA
JUISL IESKOTO JIOBiNTBHOTO KOJOBOTO CJIOBA Ta BEKTOPY
nomuiok € =(&y,8,...,8, ;).

5. ®opmyBaHHSI BEKTOPY:
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s,/ =X"s, " =X"H, el =

(1)
=H.-P-e"=H-&"

6. 3aCT00yBaHH$I AJITOPUTMY HIBUAKOI'O

=T T
JIEKOJIyBaHHs JUIsl 3HAXODKEHHsS. Bektopy € =P-e' .
7. SIkmo nexojyBaHHs HEBIAIIE, TO HEOOXiIHO
IHKpEMEHYBAaTH 3HAUEHHs JITYWIbHUKA | , 1 TOBEPHYTHUCS
Ha KPOK 3. ANTOPUTM 3aCTOCOBYETHCS 10 THX ITip, ITOKa

He Oy/ie BUBEICHO 3HAIIEHII BEKTOP g =pP-ef , TIIo
BiJIIOBiZ]a€ BEKTOPY S; .

8.  Komu BekTop S, 3HaiieHO, 00YUCIIOEMO

e =P*.g"=P*.P.¢ )

Obuuncnutu reur Texkcra (M) ‘

v

‘ 3Ha4eHHA JYHIBHEKA =] $
‘

Y

\ O6uncmrn renr A(h(M)|) ‘
i

[ligmuc: Y=(e,i)

‘ PosrmanyTih(h(M ) i} 5K cuHapoms

OO0uuCIUTH

‘ Hekonysarn s," =X""-s5,” . Obmemma
e =P e =P -P-e

i=1+1
| Hi

" JlekonyBaHHI

: _Tak
T~ yemimme

T —
e

Puc.1 - lIpouec ¢popmyBaHHsI miANMCy 3rilHO cXeMHU
CFS

PesynpTaTomM BUKOHaHHS TOCIHiZOBHOCTI KPOKiB €
(opMyBaHHS KIHIIEBOTO MIAMKCY TMOBITOMIICHHS
M, mo CKIagaeTbcs 3 JBOX YacTHH: 3HAYEHHS
JmYnIbHUKA Ta Bektopy €, Y =(e,i). dopmanbHO
MOJKHa 3arucaty cQopMOBaHUH MiAMHUC SIK

Y =(ei):H, ¢ =(h(h(M)[))"  (3)

Hdus  Toro, mo0 TepeBipUTH CIPaBXKHICTh
MINUCY Y AKOCTI BXITHUX JaHUX HEOOXIJHO MaTu
BIJKPUTHI KIIIOY, IO CKIaAaeThcs 3 MaTpumi H, ,
¢byukuiro xemysanas h, cam migmuc Y =(e,i) Ta
nopiomaennss M . Jlnsg Toro, mo6 BepudikyBaTH
MiNUC  TMOTPIOHO OOYHMCIWTH 3HAYEHHS JBOX
BEKTOPIB:

(s'x)" =Hy -e", (s")" =h(h(M)]i).

HudpoBuii MiAMUC BU3HAETHCS MPABUIBHAM
TIIBKM 32 yMOBHM, IIO LI JABa BEKTOPH OYAyTb
OJTHAKOBUMH.

TakuM uMHOM CyTHICTH (yHKIiOHYBaHHS cxemu CFS

MOXXHa BU3HAYUTH SIK 6araT0pa3OBe TelryBaHHA
HOBiHOMHGHHﬂ, KOHKAaTCHOBAHOTI'O 3 BHUITIAIKOBHUM
3HAYCHHAM JIYUIbHA JJIA BI/IIIiJ'[eHHH KOpeKTHO.l.

CHHJIPOMHOI HOCITiJOBHOCTI.

3. OCOBJIUBOCTI 3ANPOMOHOBAHOI
CXEMMU nianucy

Mu nponoHy€eMo ToOYI0BH CXEMY €IeKTPOHHOTO
uudpoBoro  mamucy, 1o  0a3yeThcs  Ha
BUKOPUCTaHHI 0JHOCTOpOoHHBOI (PyHKIiI Mak-Enica
[8]. dopmyBaHHS KIOYOBHX TaHUX MPOXOJUTH
ananoriuno cxemi CFS. Omke ceKkpeTHUMH
KimodamMu cxemu € marpumi X ta P ( 'y BuUmamky
HEJBIKOBUX KOJIIB JOAA€ThCS e MaTpuls D), sxi
€ HeBHpO/DKEeHOI0 Martpumeio KxK Tta martpumero
MIEPECTAaHOBKH NXN  BiJMOBITHO, a TaKoX
MIBUAKUN aNTOPUTM JEKOAYBaHHS aireOpaidHoro
Koxy. BiZKpuTHUM KITIFOUeM y CBOIO Yepry BHCTYIIA€
marpuust Gy, mo ¢opMyeTbcs 3rilHO IpaBUiIa
G,=X-H-P-D, ne G - me nopomxyBaibHa
MaTpuls anredpaiqHoro koxy [ 9].

[Ipu ¢opmyBaHHI TiAMHCy aHAJIOTIYHO CXeMi
CFS BukopucToByeThesi (yHKIIiS reuryBaHHs h, mo
Oyya JOKJIagHO OMKCaHa paHille, TOMy Ha Hill He
Oyme  3ocepeKyBaTucsi — yBara.  AJTOPHUTM
JEKOJYBaHHS TOJISITA€ Y MOXKIIMBOCTI 3HAXOKEHHS

BCKTOPY NOMHIOK €=(&,,€e,...,6, ;) Ta BEKTOpY
I =(l,,1,,...,1, ;) 3rigHO TOYaTKOBOMY KOJOBOMY
* _(n* * *

ey =(c* ¢, c™ ),

CIOBYy 3 TOMMWJIKaMH

BPaxOBYIOUH CliBBifHOmEHHS ¢y =1 -G, +e.

Anropurm (dhopMyBaHHS i AIICY
3alPOIIOHOBAHOI CXEMH MPOXOAUTH 3TiHO TaKUX
KpOKiB (puc.5).

‘ OGuuciuTH rem tekcra (M) ‘
|

| 3uavenns miunnphnkazi=1 |

IS

R%

OO0uHCIHTH Tenr h(h(M)"i) ‘
1

PosrianyTih(h(M) ) Ak cuHapom ‘

Miamuc: Y=(e,i,I)

‘ OGuucnnti ¢ =c, D" -p ‘

.
O0uncIuTH
e=e-D"P '=]-X

Ta

Puc.2 - llpouec ¢popmyBaHHs nignucy 3riqino
3aMpoNoOHOBAHOI CXeMH

i=i+1 ‘ ‘ﬂ,el(o:[ynam BEKTOp ¢

b

f T
| Hi - 7lexonysaunsi-
L ¥ | .

S . yCIllLLIHC

1. 3HaXOKCHHS I'elI-KOAY BiJ IMOBIIOMJICHHS, SIKS
HEOOX1IHO I IIucaTh

2. TIpucBOIOEMO 3HAYEHHS JTiUMIbHA | piBHUM 1.

3. KoHkareHyeMO remr-3HaueHHs MOBiIOMIICHHS Ta
JHYUILHHUKA 3 TIOANIBIINUM XEIIYBAHHSIM yTBOPEHOT

HOCIIiI0BHOCTI: h(h(M)”i)
4.  TInrepnperyemo h(h(M )||I) SIK KOJIOBE CJIOBO 3

nomunkamu ¢y = (c*;,¢*,,...,c*, ;) , mo obuucnene
JUIsl [IeBHKX BekTopiB €= (€,,€,,...,€, ;) Ta

=y 1,01 ).

Alexandr Kuznetsov, Anastasiia Kiian, Andriy Pushkar’ov, Tetiana Kuznetsova, 2020



26 Beaneka iHcopmaLiiiHux cuctem i TexrHonoriii Ne 2(2), 2020

5. 3HaXOL[I/IMO 3HAa4YCHHS BCKTOpa

c = c; D™ P 1leii BexTOp npescTapsic
BHKpEBIICHE He Oinblie, HiX B { MO3HUIIAX KOJOBE CIOBO,
a OTXKe, HOro MO>KHA ICKOYBATH 3 BHKOPHCTAHHAM
ANTOPUTMY IMOJIIHOMIANBHOI CKIIATHOCTI.

6. BwucyBaemo npumyIIeHHS:

—_

c =c,D*P'=(-Gy+e)-D*-P'=
=(I-X-H-P-D+e)-D*-P*'= (4)
=l-X-H+e-D*'.P*

7. 3acToCOBYEMO AJITOPUTM IOJIIHOMIaIbHOT
CKJIaJHOCTI JUIsl IEKOJyBaHHSI KOJIOBOTO CJIOBA

c =1"G+e', e'=e-D'-Piorpumanns Bexropy
I'=1-X

8.  SIxumio BHacHiOK ICKOAYBaHHS HE OTPUMAHO
BIpHUI1 pe3yJbTaT, 301/IbIIyEMO 3HAYCHHS JIIUMIbHUKA Ha
1 Ta moBepTaeMocs Ha KpoK 3.

9.  SIkumio AekoxyBaHHS yCHIIIHE, OTPUMYEMO
3HaueHHs BeKTopiB €'rta |'.

10. OOumcaroeMo 3HaYCHHS BEKTOPIB
e=e"D-Pral=1'X"

PesynbTaTom BUKOHAHHS aJNropuTMy €
dbopMyBaHHS ~ TiANMKACY  TOBIMOMIEHHS, IO
CKIIAZA€ThC 31 3HAYEHHS IIYUIbHHUKA, IS SKOrO
BAAJIO  3aCTOCOBAHO  alNrOpUTM  JEKOJIyBaHHS,
BEKTOPY OMHIIOK Ta iH(QOPMAIIifHOTO BEKTOPY:

Y =(l,ei):1G, +e=(h(h(M)[i))  (5)

Jnst 3ampormoHoBaHOi  CXeMH Ha BXiA JEKoAepy
ocTynae KOA0BE CJIOBO 3 NOMMWJIKaAMHU, IO Ma€ JOBXKUHY
N OiT, a 3BiJcK 3arajbHa KUIBKICTh N-O0ITHUX BEKTOPIB
BU3HAYAETHCS 5K 2"

[Ipu 1bOMy BiZIOMO, IO CKJIAQJHICTh OOYHUCIICHHS
BeKTOpiB | Ta e MmO BIZOMOMY TemI-3HA4YEeHHIO

h(h(M)”i) JUTS KPHUIITOAHATITHKA BU3HAYAETHCS K

NP-moBHa 3amaya.

s Bepudikaliii mamucy € HeoOXiTHUM OOYHCIICHHS
mBox BektopiB: Cy '=1G, +e Ta ¢y "=h(h(M)||i).
Skmo ¢y '=cy" i Bara XemmiHra BekTOpa e He
TEpEBUIILyE BUMNPABJIAOUOI 31aTHOCTI Koy W(E) <t , To
I/ITIC BBAXKAETHCS CHPaBXKHIM. Y IHIIOMY BHIIQJIKY, IIPU
HEBUKOHaHHI OJHIE]T 3 yMOB, POOHMTBHCS BHCHOBOK, LIO
miamuc Oyio 3MiHEHO.

TakuM YHHOM 3TIJJHO  3aIpONOHOBAHOI  CXEMH
eNeKTPOHHOr0  HU(GPOBOr0  MANUCY  NpoLEaypa
Bepudikamii BiapizHseTbes Bim cxemu CFS mmmsxom
MOMaBaHHS M€ ONHIiEl yYMOBH, sKa 3abesmedye
aNbTEpPHATHBHY cxemy nepeBaramu Hax CFS, mo Oymyts
PO3TIIIHYTI HAJAMI.

Bapro 3a3HauuTH, 110 OIIHKA CKJIIHOCTI
nepesipku 3rimHo cxemu CFS cnpaBemmmBa 10
BITHOIICHHIO 1 JIO0 allbTepHATHUBHOI cxemu. [Ipu
ILOMY B OI[iIHKax 000X CXeM HE BpPaXOBYIOTHCS
00YHCITIOBAJIBHI 3aTpaTh Ha poOOoTy ren-QyHKIii Ta
3HSTTS i1 MACKYIOUHX MaTPHIIb.

4. NOPIBHAHHA E®EKTUBHOCTI
KOOOBUX CXEM ELIMN

[opiBasubHy xapaktepuctuky cxemu CFS Ta
3aMpoIOHOBAaHOT CXeMH JOLIIBHO Oy/e MPOBECTH 3
BUKOPHCTAHHSM JICKUTLKOX KPUTEPIiB:

CKIamHICTh (hopMyBaHHs Ta nepesipku ELI;

—  cridkicts EIII,

—  JIOBXXHHA MIAIHACY;

—  00CSIH KIIOYOBUX JAHHX.

ITpoBenemo aHajIi3 IOCTYNOBO 33 BCiMa IMTYyHKTAMH.

Jdns o0ox cxeM HaiOUIBII 3aTpaTHUM € eTan
(dopMyBaHHS IANUCY, SKWUH TMOJSAra€ B YCIILIHOMY
JeKOTyBaHHI CHUHIIPOMHOI ITOCJIITOBHOCTI, TOMY
MPOBEAEMO OIiHKY KIIBKOCTI CIpPO0 JEKOAYBaHHS IS
KOJKHOT 31 CXeM.

IIpoutec nexomyBaHHS TICHO TIIOB’SI3aHUA 3
MOHSITTSM CHHIPOMHOI IOCIHIJIOBHOCTI. Y BUNAJIKY
BUKOPHUCTAHHS CFS 1ns mocmigoBHICTH Mae
noxkuHy N—K. CuHZpOMHa MOCHIZOBHICTH €
OITOBOIO TOCIIIOBHICTIO, TOMY MOXE CKJIAIaTUCS
numre 3i 3HadeHs 0 ta 1. [Ipu oMy KoXHe HacTyIHE
3HA4YEHHS HE 3aJIeKUTh BiJ momnepenHboro. OTxe,

3aranbHa  KUTBKICTP ~ MOMJIMBHX  CHHIPOMHHX
noctigoBHOCTE# nopiBHIOE 2"
Bizomo, i (0) BUIIPABJISAIOUA 30ATHICTD

(n,k,d)

anredpaidyHOTO IBIHKOBOTO  OJIOKOBOTO

KOy BHU3HAYAETHCA SIK t:L_J, SKIO TiJl 4ac
nepenayi BigOyAeTbCcS KiNBKICTh MOMHIIOK, IO HE
MepeBUIye 3HA4eHHSA [, yci i MOMWIKH OyIyTh
rapaHToBaHo  BumpasieHi. OTxe,  KUIBKICTb
CHUHIPOMHHX MOCT IOBHOCTEH, JUTSL SKHX
JIeKOTyBaHHS TapaHTOBAHO MPOWE YCIIITHO MOYKHA
BU3HAYUTH SIK:

N=DCl. ©)

h(h(M)]li)
(GOpMYIOTBCST  PIBHO  HWMOBIPHO, TOII HMOBIPHICTH
YCHIITHOTO JCKOAYBaHHS ITiJ] YaC BUKOHAHHS JITOPUTMY
MoOskHa Bu3HaumuTH [10-11] :

HpI/IHYCTI/IMO, Jui(e] I'CII-3HAYCHHA

>c
P, =2 @

¥.0. 2n—k

VY BHNagKy BUKOPUCTaHHS JIBIHKOBUX cenapalbesbHUX
koiB [orm, 1110 3370BONBHSIIOTE yMoBam N = 2™ k=n —

mt, t=deg G(x), d>2t+1, MoXHa CKOpHCTATHCS
anpOKCUMALII€10:
t
i n
2 1
= 1= ~—_ =
PY-a- - 2n—k ~ nt - tl ' (8)

3Bigcu Maemo, O 3MIHCHUBIIM B cepeaHboMy 1!
cnpo0, nexkoayBaHHs Oyne ycmimHuUM. KokHa monmiOHa
2 3 .. L .

cnpoba morpebye t°-M” neilikoBuX omepaliii, ane e
pe3ynbTar € UpUONM3HUM, OCKUJIbKM He Oeperbcs 10
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yBaru BUTpaTH Ha (OPMYBaHHS TelI-KOJIB Ta 3HATTS Ail
MacKyloud MaTpullb. 3BiJICH MOXHA OLIHHUTH CEPEIHIO
KUTBKICTh OITOBHX ONeEparliif, SIKHX BHMara€ BHUKOHAHHS
anroputMy GopMyBaHHsA miamucy 3rigHo cxemu CFS:

N, =t?.m?-t!. (8)

¢.n.

VYV BUMaaKy BUKOPUCTaHHS albTEPaTHUBHOI CXEMHU Ha
BXOJi JEKOJepy ONMMHAETHCS KOJOBE CJIOBO 3 MOMUJIKAMHU
—_—

=/"G+e', mo mae noBkuHy N 6Gir. 3araabHa
KUTBKICTH N -OITHUX BEKTOpPIB  BH3HA4aeThca AK 2",
KoJoBe CIOBO CKIAaaeThcsl 3 JBOX KOMIIOHEHT: K -
6itHoro Bektopy |'( BiH Moxe npuiivatu oname 3 2K
3HaueHb ) Ta BeKTOpy €', Bara XeMMiHra SKOro He
MEPEeBUIILYE BHUIPABIAIOYOT 3JATHOCTI KOIY, TOMY, 3a
ananorieto 3 CFS, neit Bektop HaOyBae ojaHOTO 3
3HadeHb. 3HadeHHA |' Ta €' He 3amexuTh OnHE BiA
OJIHOTO. 3 BHIIECKA3aHOTO MOKHA 3pOOHUTH BICHOBOK, II0
KOJOBE CI0BO Moxe HaGysath omse 3 2°-N 3HaueHs.
OTxe, HMOBIpHICTB YCIIITHOTO JIeKOTyBaHHS
OJUHMYHOTO BUIAJKy MOKHA BU3HAUUTH SK:

2.y Y
i=0 _i=0

2n - znfk

Py.o. = 9)

OueBUAHO, IO JaHa OIlIHKA 30iracTbCsi 3 OLIIHKOIO
ycnimHoro JCKO/lyBaHHS Y cxemi CFS. 3Bimcn MokXHaA
3,IlII/ICHI/ITI/I anpOKchauuo 3 ypaxyBaHHAM KOJOBHX
BiJTHOIICHB KO/IiB ["0Mma i OTpuMaTtH OIiHKY:

2 3
N, =t7-m”-th. (10)
HacTymHuM  KpOKOM  OI[IHUMO  CKJIQJHICTh
MEepeBipKH  MiANHuCy 3riiHO 000X cxeMm. [lpu

BukopuctanHi cxemu CFS HeoOXigHO oOumciuTh

rel-3Ha4eHHs h(h(M)”i) i TIOpIBHATH WOTO 3

nobytkom H, ' 3a YMOBH, MO CKIAJHICTh

XCIIYBaHHA HE BPAaXOBYEThCA, SK 1 B  OLIHII
q)opMyBaHHH rnz[rmcy, CKHa):[HICTb MePEeBipKH EHH
3aJIe)KHUTh TITBKH BiJl KUTBKOCTI OITOBHX oOIleparii
CKJIaJIaHHS Ta MHOXEHHSI TTpH 00YHCIIeHHI JOOYTKY,
TOOTO CKJIJHICTh BU3HAYAETHCS SIK:
a=M=-Kk)-n=m-t-2", (11)

s omiHka cmpaBemnBa O BiJHOIIEHHIO 1 JIO
3aIIPONIOHOBAHOT CXEMHU.

Orxe, OLIHKM CKIagHOCTI (OpPMyBaHHA Ta
nepeBipku  mianucy 3rigHo cxemu CFS ta HOBOI
CXEMH € TOTOXXKHUMH. [Ipu 1bOMy B OIlIHKax 000X
CXEM He BPaxOBYIOTHCS OOYMCIIOBAIBHI 3aTpaTH Ha
poboTy rem-QyHKOil Ta 3HATTA i MacKylOUH
Matpuls [ 14, 25].

Sk 3a3Haganocs panime, cxema CFS Ga3yerscs Ha
BHKOPHCTaHHI OJIHOCTOPOHHBOT ¢byHKIii 3
kpunrocuctemu Hineppaiitepa. Crilikicts miei ¢yHKmii
A0 aTaKu, 3aCHOBAHOl Ha NEPECTaBHOMY ACKOAYBaHHI,
BU3HAYAETHCA K KUIbKICTH KPOBCJIBHUX MHOXHWH, MPH

SIKUX MOXITMBO BHIIPABUTH BCi KOMOiHAIil 3 t MOMMIOK
0e3 3HaHHS CEKPEeTHOro Kioua [12]:

n!
Ct  t(n-t)! _ n(n—k-t)!
R I = R e T TR
ti(n—k —t)!

3 wmeroro Qopmysanns mignucy Y '=(e',i") aua
3MideHoro moigomaenHs M ' 370BMUCHHMKY MOTpiGHO
peanizyBaTH  JCKOIYBaHHSA  BHIIAJKOBOTO KOOy B
cepeanbomy t! pasis. BpaxoByrouum ueil Qakt, OIiHKY
critikocti EIIIT 3a cxemoro CFS mMokHa BU3HAYUTH SIK:

t I(n—k —1)!
N, > tion gy O |k tlz"z
‘ n—t)!(n—k)!
Lo
| —t)I
| 2" I(mt —1)! .
(2™ —t)!(mt)!
B psami  poOiT BHKOHAHO  MJOCHIIKEHHS, IO
JEMOHCTPYIOTh €KBiBaJICHTHICTb crilikocreit

kpunrocuctem Mak-Emica ta Hineppaiitepa. 3Bincu
MOJKHa 3aCTOCYBAaTH IPHITYLICHHS, HIO CTIHKOCTI CcXeM
CFS Ta 3ampornoHOBaHOi CXeMH, TAKOK CKBIBAJICHTHI.

VY BUMNaaKy BUKOPHCTaHHS KBAHTOBOTO KPUIITOAHAIIZY
OLIHKK CTIHKOCTI 000X cXeM Ha6yBaIOTL IHILIOTO
XapakTepy. BUKOpHCTOBYrOUH OMH 3 HAHMONY/ISAPHIIIAX
KBAaHTOBHUX QJITOPHTMIB, anroput™  I'poBepa, MoxHa
BU3HAYUTH KINBbKICTh  iTepalid uii  JeKOXyBaHHS
BHITAIKOBOTO KONy, sKi moTpiOHO BukoHaTH t! pasis [13]:

1

n
C2Iogn, C: ]
(l— R)l—R

(14)

[Mpunycrumo, M0 KBAaHTOBHH aIrOPUTM MOXe OyTH
3aCTOCOBaHO MJIsI NOIIYKY 3HAa4eHHS J4mibHUKa |,
NUITXOM Tepebopy 3HadeHb (aTaka rpyba cuia), Mo

T
motpedye B cepeaTHbOMY Z\/ﬁ cnpo6. OTxke, CTIHKICTh

cxem EIII B YMOBax 3aCTOCYBaHHS KBAaHTOBHUX
KOMIIT FOTepiB MOXHa Bu3HaunTy [ 14-15]:
n
72-\/7 2Iogn B
(1 R)l R
n
k 5_1 2logn
T n
g | —_—— =
2 Vi) |1 . (15)
m-t

k—n
V4 k \2logn 7
=—t1-— =—t!
4\/_ n 4\/_

3rigno cxemn CFS miamue Y =(€,i) wmicturs aBi
CKJIAJIOBI: JIBIMKOBMH BEKTOpYy €, IO Ma€ JOBXHHY N, i
mite gucio 1. OcraHHe Moke HaOyBaTH 3HadeHb B
. . n—k . .
miamasoni 0,1,..,2" " —1. 3Bimcm maemo, mo ©6iToBa

JOBXHWHaA r[iz[rmcy BU3HAYAETHCA 3FiI[HO BHUpaszy:
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oy =2-n—k=2"+m-t.  (16)

Sx 3a3Hawamocs M dYac PO3MIALY CKIIQJHOCTI
(dbopMyBaHHS TIAMUCY, BEKTOp € 37aTeH HaOyBatu
00OMeKeHOT KIJTBKOCTI 3HAYEHb. OOMexeHHs
HaKJIaJACThCS 3T1IHO BUTPABIIIOYO] 31aTHOCTI
BHKOPHUCTOBYBAaHOTO  Koay.  KiIbKiCTB  MOXIHMBHUX
BEKTOpiB € BH3Ha4aeThes sk [13]:

t .
Nw(e)st = Zcr: ' (17)
i=0

Yepes Te, 1110 BEKTOP € BIAIIOBiJae yMOBI BUIIE, HOTO
MOJJIMBO NEPETBOPUTH y Oe330UTKOBY MOCTiIOBHICTH

e* 3 IOBXUHOIO ’Vlog2 (Nye)<t )—| 6ir. Toxi Maemo:

t .
L *=|10g,| D .C, [|+n—k=
0 (18)

t .
=[log,| >'C. ||+m-t.
i=0

BukopucroByroun BHpa3 s BEPXHBOI TpaHMII

XeMMiHra, BUpa3 MOKHA IEPETBOPUTH:
|y * < [Iog2 (2n ﬂ +n—k=2-m-t. (19)

Y BUMNaAKy BHKOPUCTAHHS 3alpOIOHOBAHOI CXEMH
crnanosux nignucy Y = (1,e,i) crae 6inbme: Bexrop | (
nosxuHa K 6iT), BEKTOp € Ta LiJIoro uucia i, JOBXKMHA
SIKIX BH3HAYAETHhCS Tak ke, Ak 1 y cxemi CFS. 3Bincu
maemo, mo aosxuna miamucy Y = (1,e,i) BusHauaernes
3TiIHO BHpa3y:

_ _ ~m+l
lpyy =2-n=2"" (20)

Sximo 3aificHuTH 6€330UTKOBE MEPETBOPEHHS BEKTOPA

€, TOJI I[F0 OI[IHKY MOYKHA MEPEIUCaTh SK:

t .
L =|10g,| D .C) ||+n=
7 (21)

t .
=| log, ZC; +2",
i=0

Amnamoriuno  posminy  CFS,  BukopuCTOBYIOUH
BEPXHIO TPaHUI0 XeMMiHra MaeMo[16]:

|y * < (Iog2 (2 )_| +n=m-t+2" (22)

Cxema CFS Ta ii anpTepHaTuBa 1moOynoBaHi Ha
JIBOX PI3HUX MiAXOJax: IMepiua IoJiArae y
BUKOpUCTaHHI ¢yHKUii 31 cxemu Hineppaiitepa,
npyra-3i  cxemu Mak-Emica, Big SIKUX IOpsSMO
3ajekaTh 00CSATH KIIIOUOBHX JAHUX CXEM MiJIHCY.
Bigkpuruii kimrou:

1.  [Jomxwuna Binkpuroro kmova CFS Bu3HauaeThCs
KinpkicTio Komipok matpumi Hy, = X -H -P:

[, =(n=k)-n=n*~kn=m-t-2". (23)

2.  JloBXWHA BiAKPUTOTO KITI0Ya aTbTEePHATHBHOL
CXEMH BH3HAYAETHCS KiNBbKICTIO KOMIpOK

marpui G, = X -G-P:
- _(om m
L, =k-n=(2"-m-t)-2". (29
CekpeTHU KIIIo4:

1. JloexwuHa cexkperHoro xioua CFS
BU3HAYAETHCS CYMOIO KUJIBKOCTI ABIHKOBHX
koMipok Marpuii X (Mae po3mip ) Ta JOBKUHU
N inux uncen B aiamazoni 0,1,..,N—1 mus
BU3HAUeHHA Matpuii P :

l,.. =(n—k)*+n-[log,n]=

(25)
=(m-t)>+2"-m.

2. JloBXuHA CEKPETHOTO KJIFOYa
aNbTEPHATHBHOI CXEMM BH3HAYAETHECS CYMOIO
KiIBKOCTI 1BifiKOBUX KOMipok Marpuni X (Mae
posmip K xK ) Ta moBxuan N wminux umcen B
mianasoni 0,1,..,n—1 s BusHaueHHs MaTpuii

P:

.. =k*+n-[log,n|=(2" —m-t)*+2"-m. (26)

Oppasy criif 3ayBaKUTH, IO B TONEPEIHBOMY
migpo3ain Oyino ommcaHo, mo CTifkicTs cxem CFS
Ta aJbTEPHATUBHOI CXEMH C€KBIBAJICHTHI, 110 CIIIIy€
3 EKBIBWJICHTHOCTI OIIIHOK KpUOTOCHCTeM Mak-
Eunica ta Hineppaiitepa, Ha skux 0a3yrOThCs BKa3aHi
BUIIE cXeMu mianucy. HesBakaroum Ha 1€,
critikicte CFS Ta 1i anbTepHaTUBYU BiJ IESKUX BUIIB
atak pisHUTbCa. Lleit Qakt poknanmHine Oyne
po3rnsiHyTO Hanam. Ha ceoromHi, Ha cXeMy MiAMUCy
CFS icHye nBa THIU aTak: BiTHOBJICHHS CEKPETHOTO
KI[F0Ya, Ta aTaka MiJpOoOKH IiIMUCY, KA TOJSTae y
HaMaraHHi  CTBOPUTH  JIWCHUH  migmuc s
MOBIZIOMJICHHS 0€3 3HaHHSA CEKPETHOro KJIIoYa.
ATaky BiJHOBIIEHHsS KIIFOYa TPOTH CXeMU Mak-
Enica TpaIUIiiHO BBAXKAIOTHCS MEHIII
e()eKTUBHUMHU, HIXK aTaku JemudpyBanHs, i B JaHUN
MOMEHT He 3Hai/IeHO e()EeKTHBHOI aTak I[bOTO TUITY
y BUIIAJIKy BUKOPUCTaHHA KofiB I'omnma. Uepes me B
MOJIANILIIOMY Oy/ie PO3TIISTHYTO aTaKh B KOHTEKCTI
aTak Ha anroput™Mu (GopMyBaHHA UUPPOBOrO
MiANKCY-aTaKy MiApOOKH.

Jis  peamizaiii  araku migpoOKW  MOTPIOHO
BUPIIIUTH TPOOJIEMY JEKOAYBAaHHS CHHAPOMY:
3HaXO/PKCHHsI BEKTOPY IIOMMJIKM HallMEHILOI Baru
BIANOBIAHO 10 HagaHoro cuHapomy. OnHak, Ha
MPOTUBAry CTaHAapPTHIA NpoOjaeMi JAEKOyBaHHs
CHUHIPOMY, TUIBKHM OJHA MOXe OyTH BHpillIeHa K
ojHa 3 OaraThox [17].
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[Ipobnema nexogyBaHHA OAHOTO 3 0araTbox:
npucytHi mapamerpu N,K,t Ta N, aBiiikoBa
k x nmatpurst H 1 Habip 3 N K -GiTHUX IBIHKOBHX
BeKTOpiB S; . IToTpiOHO 3HaliTM ABiliKOBHI BEKTOp
IIOMHUJIOK € 3 Baroro XemmiHra t abo MeHIIIE TaKHX,
10 33JI0BOJIBHSIOTH YMOBI [24]:

Jie[LN]:e-H  =s (27)

[cHyrOTH 1BI HaWMOMyNSpHINI aTakd Ha KOJOBI
KPUITOCUCTEMH: JICKOJYBAaHHS MHOXHHU JaHUX
(ISD) Ta 3arampHuii anroputM, 10 0a3yeThcs Ha
mapagokci «maHiB HapomkeHb» (GBA) [18]. ISD

aTakKa B YMOBax 34CTOCYBAaHH NPpUHIUITY
«ACKOAYBaHHA OJUH 3 0araTnLox» 3JaTHA 3MCHIIUTH

pealibHi 3aTpaTy Ha BAKOHAHHA Maiike B \/W pasis,
ne N - KijbKicTh H0CTYMHUX BapiaHTiB, HOPIBHIHO 3
BHIIAQJKOM, KONA  TOTpPiOHO  3HAWiTH  OnWH
KOHKpeTHHH cuHapoM. Ataku Ttuny GBA, Ha
BimMiHy Bix atak ISD, 3maTHi mpalroBaTd JIMIIE Y
BHTIAJKy HAasgBHOCTI Oaratbox pimeHb. Imero
BUKOPHUCTAHHS NapaloKCy «IIpo JHI HAPOIKEHH» Y
KOHTEKCTI MOJICITFOBAaHHS aTaK Ha CXeMH MHU(PPOBOTO
nianucy Hanexxuth [laniemto breiixenOaxepy. Bin
3alpOINOHyBaB CTBOPIOBATH CIIMCOK Oa)kKaHUX
CHH/IPOMIB 1 BUKOPHCTOBYBATH LICH CIIMCOK SIK OJ(UH
3 mouyaTkoBux crnuckie GBA. [lopiBHSHO 3 aTakoro
ISD 1ne no3Bosisie 3HAYHO CKOPOTUTH BUTpaTH Ha
migpoOky mignmucy. CkiIamHiCTh JaHOI — aTaku
BigHocHO CFS 3 NiYMIbHUKOM MOXHA OLIHHUTH 32
HACTYITHOO (hOpMYIIOIO:

Cgga = Llog(L), (28)
Ie
2k 2k
L= mm( tLt/3j CLt/3J)’
L - me mg0BXKMHA HAHOUIBIIOrO CIHCKY, IO

BUKOPHUCTOBY€EThCS B anroputmi. Y Bumangky CFS 3
MOBHUM JICKOJYBaHHSIM, OaKaHMM BapiaHTOM €
3HAXO/KEHHS CJ0Ba 3 Barolo t+J 1 OCKUIBKH
Cio>2m, CITHCOK, copmoBaHuit i3
3actocyBaHHsIM omepailii XOR cToBmuMKkiB Marpwuii
H, € nocratHpo BemukuM i1 po3mip L HaiiGinbmoro
mt

CTIHCKY ONM3BKUIA 10 3HaYeHHsT 2° .

AHani3yroun albTepHATUBHY CXEMy, BapTo
3ayBa)KMTH, 1[0 BOHA BOJIOJIE BaroMoI0 IEPEBaroro
nepen CFS, OCKIBbKM 37aTHA 3a0€3MCYUTU 3aXUCT
Big mBHAKOI n1)1p061<1/1 MIAOUCY Ha  OCHOBI
JOJABaHHS  JOBUIBHOIO KOJOBOIO ClIOBa. ATaka
nporo TUMy 1o BigHomeHHIO 10 CFS moxe Oytn
OpraHi3oBaHa 3aBJITKA BUKOHAHHIO HACTYITHUX JIiHi:

—  OOupaeMo OBiTbHE KOJOBE CIOBO C
sukopuctoBysanoro (N,K,d) koxy,
HepeBipqua MaTpuls AKOro MO3HAYa€ThCA SIK

H, . B Takomy BHIanKy CripaBeinBa piBHICTE

H, -c’ =0 . Maemo cdopmoBanmii miamuc
Y =(e,i).
— BI/IKOHy€M0 JOoJaBaHHA KOOJOBOTO
CJIOBaA:
Y =(e+c,i):H, -(e+c)" =
=H, -e"+H, -c' = (29)
=H,-e" =(h(h(M)|[D))’
3MIHIOIOYH OCTaHHIH BHpa3 CTOCOBHO
aIbTEPHATHBHOI CXEMH, OTPHMAEMO
Y =(l,e+c,i): IG, +e+c #(h(h(M)]i)). (30)

TOOTO IIBUAKA MiAPOOKa MiANHCY Y TAKOMY BHIIAAKY
HEMOXJIMBA. TakoX I BJIACTUBICTH  ITOCWIEHA
3aBASKM JIOAATKOBIA TIepeBipili Bark XeMmMiHra
BEKTOPY IOMIIOK TiJi Yac MPOoUeaypH BepHudikarii
nignucy. lle 103BoJsie 3aXUCTUTHCS TaKOX BiJ
IHIIMX TIMOTETHMYHMX aTaKk TaKuxX, SK OJHOYaCHA
igpoOKa TBOX €IEeMEHTIB MiANNCY 1 T.1L.

5. BACHOBKU

CraTTs TpUCBAYCHA JIOCHIHKCHHSM CIIOCOOIB
undpoBOro  MANMKMCY HAa OCHOBI  KOMIB, IO
BHIIPABIAIOTh TMOMIIIKHA. CTIHKICTh TakKHX CXeM
IPYHTYEThCS Ha CKJIQJTHOCTI pO3B’sI3aHHS
TEOPETHUYHO CKIAAHOI MPoOIeMu po3MHUPPOBKU
CHUHJIpOMY, IO HAJIEXWUTh A0 Kiacy 3amad NP-
CKJIaJHHUX. 3 OCTaHHBOTO (DAKTy BHUILIMBAE CTIHKICTbH
CXEeM SIK JI0 KJIACHMYHOTO KPUITOAaHAJi3y, TaK i JIO
KpUMITOAHANI3y 3 BUKOPHUCTAaHHSIM  KBaHTOBHX
o0umcieHb. Y CTaTTi MPOMOHYETHCS HOBUH MIXiJ
10 (opMyBaHHs CcXeMH LHPPOBOrO mz[rmcy, 10
):lOKOleHO BmplsHﬂeTLCH Bix Bigomol cxemu CFS.
OpHi€r0 13 BiAMIHHICTIO 3alPOIIOHOBAHOI CXEMH €
JOJIaBaHHS HOBOTO e€JIeMeHTa 10 MiANucy, IIe
pIllICHHS ~ JIO3BOJIAE  3a0C3MEYUTH  3aXUCT  BiJ
CHeIialbHUX BHUJIB arak, TaKuX SK OJHOYacHa
migpoOka. 3BUYAHO, J0AaBaHHS HOBOTO €JIEMEHTa
301IBLIYE OCTATOYHUI pPO3MIp MigNHCYy, ajie Take
30inbIIeHHsT He € KpuTrdHUM. CITij] 3a3HAYHTH, 110,
HE3BKAIOYM Ha BIJIMIHHOCTI B MOOYJOBI MiAMHKCIB,
o0uBI cXeMH 3a0e3NedyroTh PIBHOIIHHUHA pPiBEHb
3aXUCTY  BiJl  KJIACUMYHOTO Ta  KBAaHTOBOIO
kpunToaHamizy. OpHak BapTO 3a3HAYMTH, MIO
HEJOJIKOM CXeM IJIMUCIB Ha OCHOBI KOAy €
BEIMKHA OOCST KJIIOYOBHMX JaHMX, HEOOXITHUX
QITOPUTMY, a TaKOXK CKJIAIHICTh y CTBOpPEHHI
MiAMUCY  4Yepe3  HeoOXiNHICTh  0araropazoBoro
po3mmdpyBaHHS CHUHAPOMY, IO 3aHIIAETHCS
aKTyaJIbHOKO TEMOK 1 TOTpedye  MOJalIbIINX
JIOCJIIKEHD.
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AHoTauifg: YV pobomi euceimieni akxmyanvui RUMAHHA, NO8'A3aHI 13 3AXUCTOM
KpUMUYHO 6aXdCIUSUXx 00'ckmis ingppacmpykmypu, 6i0 QyHKYIOHY8anHs AKUX 3aie-
JACUMb BUINCUBAHHA TIOOCLKOT cninbromu. Tlokaszano, wo cmpimkuil npozpec 6 cepi
IHOpMayitiHux MexHoN02il, 3 00H020 OOKY 00360J158€ CYUACHUM eKOHOMIKAM baza-
MbOX Kpain cmamu Hepo3PUSHO 83AEMONO8'A3AHUMY, 3 iHU020 OOKY yell npoyec
niooae 00cmeo yinomy psaody be3npeyedeHmHUX 3a2po3, SKL npazHyms 0ecmaoii-
3y6amu CycninbHe JICUmmsl, 6mpyyaryucs ¢ pooomy KpUmuiHo 6adciueux 0o'ekmie
ingppacmpykmypu. Ilposedeno ananiz moeo, wo € ICMUHHUMU APUYUHAMU MAKOT
nuabHOI y8azu 00 nodibHux ob'ekmis 3 60Ky Kibepmepopucmis. Ilpedcmagneni mon
10 ochosHux 3a2p03 01 NPOMUCTIOBUX CUCMEM YRPAGNiHHA. Brasamni kpoku eusna-
yeHHs1 8i0N0GIOHOI Kpumuunocmi 00'ekmis ingppacmpykmypu. Hagedeno cnucok 11
KPUMUYHO 8AXNCTUBUX CeKmOopig i 37 8i0nogioOHux nidcekmopis, susnaueHux €epo-
neticokum Corozom. 3anpononosano 8ionogiob Ha NUMAHHSA, 3 AKOIO Memol0 Kpai-
HAM Cli0 pO3POOIAMU 302aTbHOHAYIOHANLHI CIpamecii 3axucmy KpumuiHo 8aiciu-
sux 06'exmie ingpacmpyxmypu. 3anpononosarna cmpamezisi KilbKiCHOI OYiHKU pig-
HA 3AXUWEHOCTT KPUMUYHO BANCIUBUX 00 €KMI8 iHpacmpykmypu 6i0 pusuxy cmo-
POHHBO20 Kibepnemuuno2o enaugy. OOIpyHmMosano HeoOXiOHicmb 00'cOHanHs Oep-
ACABAMU PI3HUX eNleMEHMI8 3aXUCY KPUTNUUHO 8AXHCIUSUX 00'ckmis ingpacmpyk-
mypu. 3as3HaueHo, w0 noaimMuKku 6 obOracmi KibepbOesneku NOBUHHI 3aUMAmMu
yeHmpanvHe Micye 6 3aXucmi KpUumuuyHO 6adCIUGUX 00'€kmis iHppacmpykmypu.
Biosnaueno, wo ne 6ci nayionanvni cmpamezii kibepbesnexu 3abe3neyyroms 0OHA-
Koge micye I 3HauuMicmb O KPUMUYHO BAXCIUBUX 00'€Kmig iH@pacmpykmypu.
3asuaueno, wo npu po3pobyi HayioHATLHOI cmpamezisi W00 3AXUCIY KPUMUYHO
8ANCIUBUX 00'€KMIG THpACMPYKMYPU, 8ANCIUBO CKAACMU NOBHULL NEPEiK 6CIX HA-
YIOHANbHUX NONIMUK, WO Malomb 00 Hei 8iOHOueHHA. 3poOaeHO BUCHOBOK HPO me,
WO € GadNCIUGUM IHCIMPYMEHMOM O 3aXUcmy KPUMUYHO GAJICIUGUX 00'€Kkmi6 iH-
@dpacmpykmypu, Ha Cb0200HIUHIT OeHb.

Abstract: The paper deals with topical issues related to the protection of critical
infrastructure, which depend on the survival of the human community. It is shown
that rapid progress in the field of information technology, on the one hand, allows
the modern economies of many countries to become inextricably interconnected;
interfering with the work of critical infrastructure. The analysis of what are the true
causes of such close attention to such objects by cyber terrorists. Top 10 major
threats to industrial control systems are presented. The following steps determine
the criticality of the infrastructure objects. The following is a list of 11 critical sec-
tors and 37 relevant sub-sectors identified by the European Union. The answer is
given to the question with which target countries should develop national strategies
for the protection of critical infrastructure objects. A strategy for quantifying the
level of security of critical infrastructure against the risk of third-party cybernetic
exposure is proposed. The necessity to unite different elements of protection of crit-
ical infrastructure objects by states is substantiated. It is important that cybersecu-
rity policies should be central to the protection of critical infrastructure. It is noted
that not all national cybersecurity strategies provide the same place and relevance
for critical infrastructure. It is noted that when developing a national strategy for
the protection of critical infrastructure, it is important to compile a comprehensive
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list of all relevant national policies. It is concluded that today it is an important
tool for the protection of critical infrastructure.

1.BCTYN

3aBAsiKu CTpIMKOMY TIporpecy B cepi indopma-
uitnux texnonoriii (IT) cyuacHi ekoHomiku Oara-
THOX KpaiH CTajli HEPO3PUBHO B3aEMOIIOB'SI3aHUMH,
0 TiABEprae JIOJICTBO HU3II OC3MpeIeACHTHIX
3arpo3 1 YMHHUKIB ypa3nuBocTi. barato 3 HEX Tm10-
XOASTh BiJl TEPOPUCTHYHUX TPYIH 1 XaKepiB sIKi mpa-
THYTh JIeCTaOlIi3yBaT CYCIIBHE KHUTTS, BTPYJar0-
YUCh B aKTHBH 1 MPOIIECH, BiJl SIKUX 3QJICKUTH BU-
JKUBAHHS JIIOJICBKOT CIUTLHOTH. Taki aKTHBH 1 MPo-
IIECH € IICHTPAIILHUMU BY3JIaMH, BiJOMUMU SIK KPH-
TUYHO BakiuBi 00'exTH iHPpacTpykTypH (KBOI).

3amimenHs ¢izugHOTO CBITY HUGPOBUM 1 Ha-
cranns enoxu life 3.0, 3 omHOrO OOKY, J103BOJISIE
JIIO/ICTBY 3IIHCHIOBATH KOHTPOJIb iHPPACTPYKTYpH 3
Oy/b-sIKOi TOYKH CBITY, ajie 3 iHIIOro OOKy, 3'SBis-
10ThCS (hakTOpH ypaznuBocTi 10 morpos. Lle o3Ha-
yae, 110 TNPU BUCOKIM B3aEMO3aJICKHOCTI iH(ppa-
CTPYKTYpH Ha PiBHI CEKTOpiB 1 Taiys3el, «Baana»
araka Ha KBOI 3 60Ky KibepTepopHUCTiB MOXe MpH-
BECTU [0 TOPYIIEHHS a00 3pYHHYBaHHS >KUTTEBO
BKIMBUX CHCTEM Oe3IMocepeHb0 B caMiil KpaiHi i,
3a JIAHITFOTOBOIO PEAKINE0, Y BCbOMY CBITI.

Ha nymky rpymnum ypsimoBUX €KCHEpTiB 3 JOCAT-
HeHb B 00xacTi iHdopMaTH3allii i TeneKoMyHIKaIlii,
B KOHTEKCTI MiXHApOJIHOi Oe3MeKH, «BUKOPHUCTAH-
s IT B TepopucTmuHUX HIIAX, KpiM BepOyBaHHS,
¢iHaHCyBaHHS, HABYAaHHS 1 MiAOYpIOBaHHSI, B TOMY
4yHCHl Ui TepopucTHYHHX atak mpotu IT abo IT-
3aJIeKHOT 1HPPACTPYKTYpH, 301IbIIyE HMOBIPHICTD
TOTO, 110, SKIIO 1Ie 3TUIINTH 0e3 YBaru, MOXe BH-
HUKHYTH 3arpo3a 3arajbHoMy Mupy 1 0e3-
Hebesmeri» [1].

JHana oOcTaBrHa € BOXIUBUM (HaKTOPOM LIS Ki-
OepTepopHUCTIB 1 MOpsiA 3 TUM, IO iHPpPaCTPyKTypa
0araTtboX KpaiH PO3BHMBAETHCS KOJIOCATBHUMHU TEM-
namu, 30posi KiOepTEepOpHCTIiB TaKOXK CTaE BCe
OiJbII BUTOHUYCHOK. Y 3B'S3KY 3 IIUM, 3aXHCT KpH-
TUYHO Ba)XJIMBHUX O0'€KTIB iH(GPACTPYKTypH BiJ Ha-
BMHCHUX KiOGpPIHIIUICHTIB 31 CTOPOHH OKpEMUX
oci0, opranizamiii a00 kpaiH € HaJ3BUYAHO aKTya-
JBHOI0 MPOOJIEMOIO 3 SKOKO 3ITKHYJIOCS JIIOJICTBO
XXI cropivusi.

2.MOCTAHOBKA NMPOBJIEMU

Hapomxenns 3axucty KBOI crano Hachizkom
tepopuctnyHux nofii 11 Bepecus 2001 poky. I xo-
Ya 3a CBOEIO MPHUPOJIOI0 Kibep3arpo3u Bigpi3HSAIOTh-
csl Bii Pi3MUHKX TIOTPO3, KIHIEBUH PE3yIbTAT MOXKE
OyTH OJIHAKOBO CYMHHM.

3arposun moao KBOI moxyTts Oytm abo okpe-
MHMH a00 BHUIIQAKOBHMHM isIMH, a00 YaCTHHOIO
OUTBII IMPOKOTO TUIAHY IO aTaii Ha iHQpacTpyK-
TYpy B OJJHOMY i TOMY K CEKTOpi (HaIIpHKIaI, JaM-
Ou, rpedmi, TigpoenekTpocTaHiii). BusenenHs B3a-

€MO3B'SI3KIB 1 3aKOHOMIpHOCTEH B MOMIOHUX CIICHA-
piSX 9acToO BUMAara€ HasBHOCTI CEPHO3HUX aHATITH-
YHUX 1HCTPYMEHTIB i 00poOku iH(opmartii 3 Bemu-
KHX 1 PI3HOPITHUX HKEPEIL.

OpmHak, Ha Kajab, iHPOPMAITiS TTPO OUIBIIICTE Ki-
Oeparak He myOmikyerbea. Lle 3aznawae OBCE B
«KepiBHUIITBI TIO TIEPEIOBINA MPAKTHII IIIOI0 3aXHC-
Ty HEANEPHOI KPUTHYHO BAXXJIUBOK EHEPIrEeTUYHOI
1H(GPACTPYKTYpH BiJl TEPOPUCTHYHHUX aTaK 3 aKICH-
TOM Ha 3arposd, SKi BUXOIATH 3 KibepmpocTopy»,
100 111e OLIbINE YCKITaHUTH CUTYAIIIF0 MO0 CHEP-
TeTUYHOTO CeKTOopa, iHdopMalis Hpo OUIBIICTh
KibepaTak He IMyONIKYEThCS, OCKIIBKH BiJNOBiIHI
OTepaTopu HE XOUYTh MOBLIOMIIATH MO Wi iHIHUIE-
HTH. [IpoTe, 31aTHICTH pO3Mi3HABATH OCHOBHY IH-
HaMiKy 1 METOIH SKOMOTa paHillle € KIFY0BUM (a-
KTOpOM, IO JTO3BOJISIE BiIaJi OOMIHIOBATHCS OTepa-
TUBHOIO iH(popMariero. lle mimBHIye 3maTHICTH
e(eKkTHBHIIIE pearyBaTH Ha MOTOYHI aTakd 1 3amo-
OiraTm HEMHHYYi aTakd TPOTH HMOBIPHUX XKEPTB

2.
3. BAKNAL OCHOBHOIO MATEPIANY

JloTpuMaHHS TPHHOUIIB OE3MeKH T03BOJIUTH
chopMyBaTH HU3KY BHMOT 10 CHCTEMH KibepbOesme-
ku KBOI, yaukHyTH TIpO6IIEM OB’ SI3aHUX 3 3aHA-
TO BHCOKOK) BapTICTIO peami3alii IUX BUMOT, He-
MOJKJIMBICTIO €(EKTUBHOTO KOHTPOJIO 32 iX BHKO-
HaHHSM Ta BaXKICTIO iX 3aCBOEHHSI BUKOHABIISIMH, a
TAKOK TIOBHICTIO HIBEJIIOBATH PU3UKH YCIX MOKIIH-
Bux 3arpo3 g KBOI. Pazom 3 nuM came KOHTPOJIb
3a BUKOHAHHSM BUMOT JI0 KibepOe3rneku Moxe Mpu-
BECTH, SIK BiZloMO, /10 OaxkaHOTO pe3ynbTary. Tak,
HaNpUKIaJ, SKII0O YaCTHHA BUMOT HE MOXe OyTH
pealli3oBaHOI0 Yepe3 Opak KOIITIB — caMe ePeKTUB-
HUH KOHTPOJIb TO3BOJMTH PALliOHATBHO PO3MOIINIHU-
TH BUpIiMIEHHS Mpo0ieM, 0 BUHUKAIOTh Y TpoIieci
cTBopeHHs iHpopmaniitHux cucrem KBOI Ta 1i exc-
roryaTamii. BiacyTHiCTh e(heKTHBHOTO KOHTPOJIO 3a
BUKOHAHHSIM BUMOT 3 OOKY BHKOHABIiB MOXXE€ IpU-
BECTH JI0 ONTHMIi3alii poOOTH OCTaHHIX 3a PaxXyHOK
ITHOpYBaHHS BUMOT 110 O€3I1elli TOIIIO.

VY cucremax, Jie OpraHi3oBaHUIN BCEOCSDKHUH KO-
HTPOJb YCiX BHMOT, OKpIM BEIHYE3HO! KiJIBKOCTI
IHCTPYKIIi{, HaKa3iB, 3aKOHO/IABYUX 1 IMiJI3aKOHHUX
aKTiB, y SIKUX BOHH (OPMYIIOIOTBCS, SIK MPABUIIO
CKJIaJIAIOThCSl CITUCKH BUMOT JIO MiJAKOHTPOJBHUX
CTpYKTYp 1 mporieciB. HasiBHiCTh Takoro pojy cruc-
KiB JIO3BOJIUTH SIK KOHTPOJIEpaM, TaK 1 BUKOHABISIM
HIBH/IIIIE OCSTHYTH YCIO CHCTEMY BHMOT, IIBUJIIE iX
OCBOITH H, BiIIOBIHO, Kpalle iX BUKOHYBaTH.

VY neskux BUMaAKax TO, IO BUIVISJAE SIK OKpeMa
aTaka CIIpsIMOBaHa Ha BiTHOCHO «HEBAXJIUBI» LIiMi,
HACHpaB[li, MOXKe OyTH YaCTUHOK OUTBII aMOITHUX
KpUMiHAIBbHUX cTpaterii [3].

AHaIi3yrouu IUTaHHSA, 10 X € IPUYMHAMH TaKoi
nuieHOI yBarn 10 KBOI 3 Ooky KiGepTepopHuCTiB,
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MOXHA TPUIYCTUTH, IO TO-TIEpIIe, BOHH MOXKYTh
OyTH «IIpUBaOIMBOIO METOIO» Yepe3 CBOIO CTpATETi-
YHY IIHHICTB JJIS CYCITITILCTBA, OCOOJIIMBO B BUCOKO-
PO3BUHEHHX IHAYCTpiallbHUX KpaiHax. Brpydanus B
¢ysaxmionyBanas KBOI, 3 MoximBIiCTIO TeHEpYBaH-
Hs KacKagHUX e(eKTiB, J03BOJIUTH KibepTepopuc-
TaM MaKCHUMi3yBaTH 30UTOK «BJAJNOI0» KibepaTakoro
1 HacaJpKyBaTH CTpax 10 PiBHIB, AKi He MOriH O Oy-
TU AOCSATHYTI, HAMIABIIM HA «PSJIOBI» 00’ €KTH.

[ KBOI MoxyTh OyTH «IpUBaOIMBUMEIY IS
KiOepTepopHCTiB IEMOHCTPALIiE€l0 Oe3CHiIs AepiKa-
BHUX YCTaHOB.

TpeTboro MOTHBAaLII€IO0, TIOB'SA3aHOIO0 3 JBOMA IIO-
repeaHiMu, € OaKaHHS OTPUMATH OiTBII BHCOKHH
piBEHb CYCHUIBHOTO PO3TOJIOCY, IO HEMOXKIHUBO
Oymno O 3mificHATH, 30CEepeqUBIIN yBary Ha «3BH-
YaifHUX» 00'€KTax.

Onnak, sIK 1Ie He TapamoKcaibHo, KibepTepoprc-
TH MOXYTh aoMaratucsi koHtpomo Hax KBOI we
JUTS TOTO, 1100 3aBaBaTH MIKOIW a00 3asKyBaTH, a

3a 30BCIM 1HITIOIO IPUINHOIO - Oa)KaHHS BCTAHOBUTH
BJIACHY COIliaJbHy 3HAUYIIICTb.

B okpemux BuUmamkax iCHye CyKyIHICTh (PakTo-
piB, IO CIIOHYKAIOTh KiOEPTEPOPHUCTIB 3IHICHIOBATH
Hamagu Ha KBOL

OcraroyHe pilleHHs MWOo/0 LikoBOI iH(pacTpy-
KTypH OyJie 3ajeaTu BiJ OlepaTUBHUX MOXKIHBOC-
Tell Kibeprpymnu Juis 3allyCKy KOHKpPETHOI KibepaTa-
k. | 3axucHi 3axoau, npuiiHsTi Ha meBHomy KBOI,
NpUPOAHO, OYIyTh, BIUIMBATH Ha Take pIIICHHS.,
30CepenuBIIY YBary Ha «3BUYaiiHUX» 00'€KTax.

VY Tolf Wac SK B3a€EMOMOB'S3aHi 1 IHTErpoBaHi
KOMITIOTEPU30BaHI CHCTEMH YIPABIiHHSA 1CTOTHO
cripoctuiin Meroan podotn KBOI 1 po3mmpram
MOXKIJIMBOCTI iX MepeKeBOi B3a€MOJii, CTAIO TaKOXK
MO>KJIMBUM 30UTBIIEHHS TDIONI KidepaTaku i, OTXKe,
3pocna BiporigHicts miggatu KBOI Bucokomy pu-
3UKY MOPYIIEHHS 1X ()yHKI[IOHYBaHHS.

Bimowmi, six miniMmym, 10 OCHOBHHIX 3arpo3 Ijist
MIPOMUCIIOBUX CHCTEM YIPAaBIiHHS, SIKi MPEeICTaBiIe-

Hi B Tabmumi 1 [2].

Taémuus 1. Ton 10 3arpo3 1Jisi MPOMHUCIOBHX CHCTEM YNPaBJIiHHSA

Ne 3arposa HosicHenHst

1 |HecankuionoBaHe BUKOpH-| TOUKM JOCTyIy [UIf TEXHIYHOTO OOCIyTrOBYBaHHS - L€ CIIELialbHO CTBOpE-
CTaHHS TOYOK JOCTYIy Bij-| Hi 30BHIiIIHI BX0au B Mepexy IT, ki 4acTo HEAOCTATHHO 3aXHUIIEHI.
JTAJICHOT0 00CITyrOBYBaHHSI.

2 |MepexeBi araku yepe3| Odicui IT 3a3Buuaii nos's3aHi 3 Mepexero JeKinbkoMa crocobamu. ¥ 0i-
oicHi abo KopropaTupHi|JIbIIOCTI BUMAJIKIB MEPEXKeEBi 3'eHannsA 3 odiciB B Mepexy IT Takox icHy-
Mepexi. FOTh, TOMY 3JIOBMUCHHKH MOXKYTh OTPUMATH JTOCTYII 110 IIbOMY MapIipyTy.

3 |Araku Ha cranpaptHi KoMm-| Crangapthi IT-koMnoHeHTH (KoMepuiiiHi roToBi npoxnyktu (COTS)), TaKi
MOHEHTH, 10 BHKOPHCTO-| K CHCTEMHE IPOrpaMHe 3a0e3MedeHHs, CepBEPH T0JATKIB a00 6asu TaHuX,
ByIOThCA B Mepexi IT. 4acTo MICTITh HENOJIKU abo ypas3IHMBOCTI, SIKi MOXKYTh OyTH BUKOpPHCTaHi

3TIOBMICHHUKAMH.

4 |Ataku Ha MepexkeBi KOM-| 3JTOBMHCHMKH MOXYThb MAHIIlyJIOBaTH MEpEKeBHMMH KOMIIOHEHTaMHM, Ha-
MOHEHTH. TIPUKIIAJ, JUTSl IPOBEJICHHS aTaK «3JI0BMUCHHK B CEpellnHi» abo s Tose-

TIICHHS HpOCJInyBYBaHHH

5 |Ataku THmy '"BigMoBa B PO31’[0}11J]6H1 aTaKu THIly "BIAMOBA B 00OCIYrOBYBaHHI" MOXKYTh MOC/IAOUTH

o0cmyropyBanHi". MepekeBi 3'eTHaHHS 1 HAWBAXKITUBIII PEeCypCH 1 IPUBECTH JI0 BiIMOBHU CHUC-
TEM, HaPHUKJIAM, JJs mopyuieHHs podoru IT.

6 |JTromceka mommika i ca®o-| YMHCHI fil, BUNHEHI K BHYTPINIHIMH, TaK 1 30BHIIIHIMU 3JIOBMUCHUKAMH,

Tax. SIBIITIOTH CO00I0 Cepiio3Hy 3arpo3y st OyAb-aKuX el 3axucty. Henba-
JIICTh 1 JIFOJIChKA TTOMMJIKA TAKOX € OLIBIIOI0 3arpo30i0, OCOOIHMBO IOJI0
KOH(DIEHITITHOCTI Ta JOCTYITHOCTI I[iJIeH 3aXHCTy.

7 |BupoBajpkeHHs IKimBO-| BUKopHcTaHHS 3HIMHHMX HOCIiB 1 MOOIIBHUX IT-KOMIIOHEHTIB 30BHIIIHBOTO
ro I1O uepe3 3HiMHI HOCIT 1| IEPCOHAIY 3aBXK/IM TATHE 32 COOOI0 BENMKMI PU3HK 3apAXKEHHS LIKITMBUM
30BHILIHE O0JIaTHAHHS. I13.

8 |Uuranus i omyOGuikyBaHHs| BiblIicTh KOMIOHEHTIB yIIPaBliHHA B JAHUH 4aC BUKOPUCTOBYIOTh IPOTO-
HOBHH B Mepexi IT. KOIIM 3 BIIKPUTHM TEKCTOM, TOMY 3B'A30K He 3axuiienuii. Lle no3oise Bi-

JTHOCHO JIETKO YUTATH i BBOJUTH KOMaH/IH yIIPABIIHHI.

9 |HecankuionoBanwuii joctyr| BHYTpIlIHI 3710BMUCHHMKU 1 HACTYNHI aTaku IMiCils MOYAaTKOBOIO 30BHIMI-

0 PecypciB. HBOTO TIPOHUKHEHHS POOJIATH 1€ OCOOJIMBO IPOCTHM, SKIIO CIYXKOH Ta
KOMIIOHEHTH B MEpEeXi MpOLeciB He BUKOPHUCTOBYIOTh METOJIN ayTeHTH(DI-
Karii i aBropu3allii ado SIKIIO I[i MeTOIM HeOe3MeyHi.

10 |®opc-maxopui  o6crasunu| [lepe6oi, BUKIMKaHI €KCTPEMAIbHOKW MOro00 a00 TEXHIYHMMU HeCTpaB-

a00 TeXHIYH1 HECIIPABHOCTI. | HOCTSIMH, MOXYTh B1}16yTI/IC$[ B 6y111;-sn<1/11/1 Yyac - PU3MK 1 MOTEHIIHHUH 301-
TOK MOXKYTb OyTH 3BEJCHI 10 MIHIMyMY TUIBKH B MOMCHT BHHHKHCHHS Ta-
KHX BUNAJIKIB.

VY mpoueci 3axucty KBOI Hag3BuyaitHO BaxIu-

neku 2341 (2017) npssMoO TOBOPHUTHCSA TPO Te, IO

BE PO3YMIHHS TOTO, SIKi 00'€KTH 1H(QPACTPYKTYpHU €
KpUTHYHO BakiauBUMU. Tak B Pesomrorii Pagu bes-

«KOKHa JIep)KaBa BH3HAYa€, M0 CTAHOBUTH HOrO
KPUTHUYHO BaXJUBI 00'€KTH  1HPPACTPYKTYpPHU».
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[Ipote, BOHa HE peKOMEHIY€E Oymb-IKUH KOHKPET-
Hui Mmeton BuOopy mma BumiieHHs KBOI cepen
Oe3midi 00'eKkTiB iHPPACTPYKTYpH, PO3TAIIOBAHUX
Ha iX TEpUTOPIsX.

[Hm Mi>kHApOAHI JOKYMEHTH TaKOX HE TAl0Th
HiSIKUX BKa3iBOK. TakuM 4YMHOM, KpaiHam HaJaeThCs
Oinpina cBobona aiit mpu BHOOpi KpUTEpiiB 1 BU-
3HA4YeHHS TOrO, AKi 00'€KTH iHQPACTPYKTypH, IO
JiI0Th Ha 1X TEPUTOPIi, BiAMOBIAAIOTH IOPOTY «KPH-
TUYHOCTI». 3aBAAaHHS TOCUTh CKIIaJIHE.

PizHnng Mixk 3HadymuMu o6'ektamu iH(pacTpy-
KTypH 1 TUMH, SIKi TIOBUHHI OTPUMATHU CTaTyC «KpHU-
TUYHO BAXKJIMBHXY, € KIIOUOBHM (aKTOPOM, IO J10-
3BOJIIE PO3CTABUTH TPIOPUTETH IMOJO0 OOMEKECHHX
PECYpCiB ISl 3aXUCTY BETMYE3HUX aKTHBIB, CHCTEM
1 TIpOIIeCiB.

3 omHOTO OOKY, BKITFOUEHHS 3aHAATO BEIHKOI Ki-
JTBKOCTI 1HQPACTPYKTYp B KaTEropir0 «KPUTHIHO
BUTMBHUX» € (DIHAHCOBO HECTIMKUM i MOXE CTaTH
HEKEPOBAHWM 3aBIIaHHSAM. 3 I1HIIOTO OOKy, HaaTO
00OMeXYBaJIbHHM IiJXIJ] MOXE 3QJIUIIUTH P KITFO-
YOBUX aKTHBIB 1 MPOIECIB HE3AXUIIICHUMH 3 TOTCH-
HifHO KaTacTpopiuHUMHU HACTIIKAaMH B pa3i aBapii.

IcHye TenpaeHUis ypsiliB PO3LIMPIOBATH TOCUTH
By3bKi HamioHanpHi crimcku KBOI tomy, mo «3a-
HAJTO Mayo ocib, sSKi NpUIMalOTh PIllICHHS, TOTOBI
NPUAHATA TONITUYHUN PU3UK, SIKUA MOXKE BHHHK-
HYTH IIPYU BUIAJICHHI €JIEMEHTa 3 «KPUTHYHO BaXK-
JUBOTOY» CITUCKY, 1 BUHUKAE CIOKyca MOCTIHHO po-
3MIUPIOBATH KOO 00'€KTiB, SKi BBAXKAIOTHCS KPUTH-
YHO BAXKJINBUMH.

JIBO3HAUHICTF MapHOTpaTHA, OCKLIBKH PeCcypcu
HE HampaBIISIIOTHCS TYAHW, A€ BOHH MOXYTb HaJaTH
HaWO1IbIIHIA BIUTUB [4]

Ha croroaninmHiii leHb YKpaiHa TakoX 3iTKHY-
nacs 3 mpobremMoro Bioopy cBoix KBOI. Tlpu 1p0-
MYy, B )KOJIHOMY 13 3aKOHO/IaBUUX JIOKyMEHTIB YKpa-
iHM He MpomnHcaHO MPOILEAYpY mpolecy imeHTHdi-
kamii KBOI, ToMy, mjisi BiAIOBiAl Ha Ii¢ MUTAHHS
MOXKHa 3BEPHYTHUCS JI0 CBITOBOTO AOCBiay. OTKe
CIpoOyeMO po3i0paThCs B IIbOMY MPOIIECI.

[lepmmM kpokoM B Tporecax igeHTH]iKamii
KBOI 3a3Buuail € NpUMHATTSA BCEOCSKHOIO BH3HA-
YeHHs TOTo, 0 MaeTbes Ha yBasi mig KBOL Lle
KOPHUCHO IJIsi CTBOPEHHsS (yHIAMEHTy, Ha SIKOMY
OyAyTh PO3pOOIATUCS MONANBIII ITOTITHYHI Ta HOP-
MaTHUBHI paMKH.

B uinomy, B Toii yac ik BU3HAUCHHS ACSIKHUX Kpa-
{H TiAKPECITIOTh MpHU3HAYeHHS iH(pacTpyKTypH
(TOOTO KPUTHYHICTH NOB'I3aHa 3 BUKOHAHHIM OCHO-
BHUX COIiaNibHUX (QYHKIIIH), 1HIII poOIATh YyHOp Ha
HACHIAKA pyWHYyBaHHS a0o 30010 (TOOTO KpHUTHY-
HICTh 00YMOBJICHa KOHKPETHHMH HACIiJIKaMH Tiepe-
pHUBaHHS 0OCITYTOBYBaHHS).

KBOI MoxyThs OyTH BH3HAUYEHI, cepe/| iHIIOoTOo, 3
ypaxyBaHHSIM Ti€l poJIi, SIKy BOHU TPAIOTh B MPOCY-
BaHHI 1 3aXMCTi MpaB JIOAUHM, & TAKOX BIUIMB Ha
npaBa JIIOJUHH, SKE MOXE CTAaTHCA 4epe3 MOIIKO-
JDKEHHSI, TOpYLIeHb a00 pyiHyBaHb 00'eKTiB iH(pa-

CTPYKTYpH.

Takwii maxig BiANOBiAa€ iICHYIOUMM BH3HAYCH-
HaM. Hampuknan, €sponeiicekmii Coro3 (€C) Bu-
3nagae KBOI sk «aktuB, cucreMy abo ii yacTHHYY,
sIKa «HEOOXiTHA IS MiATPUMAHHS KUTTEBO BaYKIIH-
BUX (YHKIA CyCIiIBCTBA, 3A0POB'A, Oe3nexu, 30e-
PEKEHHSI, €KOHOMIYHOTO abo couianpHOro 0ijaro-
NONy4usl JIoAel», MopylleHHS abo pyHHyBaHHS
SAKHX MaTuMe 3HauYHWH BIUIMB «B PE3yJbTaTi HEJO-
TpuMaHHs X QyHKuin» [5].

Lett kpok B YkpaiHi Bxke Maike 3poOseHuii. B
npoekTi 3akoHy Ykpainu “TIpo kputuuny iH¢pa-
CTPYKTYpy Ta ii 3axuct” B myHkTax 10 Ta 11 crarti
1 uporo mMpoeKTy Ha€ThCs BU3HAYCHHS KPUTHUHIN
iH(pacTpyKTypi Ta 00’ €KTYy KPUTUIHOI 1HPPACTPYK-
TypH BiIOBITHO.

Kpumuuna ingpacmpykmypa - o0’ektH, fKi €
CTpaTeTivHO BAKIMBUMU JJI €KOHOMIKHM 1 HaIlioHa-
TpHOI Oe3reku, mopymeHHs (GyHKIIIOHYBaHHS SIKUX
MOKE€ 3aBJaTH HIKOAW >KUTTEBO BaKIMBUM HaIlio-
HAJIBHAM iHTEepecaM.

06’ecxm kpumuyHoi iHpacmpykmypu - BU3HA-
YEeHUH y BCTAHOBJICHOMY 3aKOHOJABCTBOM HOPSIIIKY
CKJIaJJOBUH €NEMEHT KPUTHYHOI 1HPPACTPYKTYpH,
(YHKLIOHANBHICTh, O€3MepepBHICTh, LITICHICTH 1
CTIMKICT SIKOi 3a0€3MeuyroTh peati3alilo KUTTEBO
BYKJIMBUX HAIlIOHAJILHUX IHTEPECIB.

OpHuM 13 cy0’€eKTiB, 110 3a0€3MEUYIOTh 3aXHUCT
KBOI € mismericts PHBO Yxkpainn, sika moBHHHA
KOOpPJMHYBaTH PoOOTY MPAaBOOXOPOHHHUX Ta 1HIIUX
oprafiB y cdepi kiOepOesrekn Ta, HANpPHUKIAL, ii
KOOpIMHANIWHUHN IIEHTP HisIK HE MOXE 3aIpaloBa-
TH Ha TMIOBHY TiIBKH TOMY, 110 y camomy PHBO Hisik
HE BIAETHCS CKOOPIWHYBAaTH OJIOKU 3aXHUCTY, iH}O-
pMmariiiiHi Ta cwmioBi ONOKM B OJUH BY30J, IIIOO
HIBH/IIIIE pearyBaTd Ha Kibep3arposu.

Takoxx € mpoOnemMu i B TakOMy BaKIMBOMY
npolieci, sIK CHiBPOOITHUIITBO CIEIiaJbHUX CTPYK-
Typ 3 pUBaTHUM Oi3HECOM, SIKMI Ma€ BIACHUU J0-
CBiJI 1 HampalroBaHHs MPOTHIIT Kibep3arpo3am.

CHJIOBUKH HEPIZKO 3JIOBKHBAIOTH CBOIMH IIOB-
HOBKCHHSMH CTBOPIOKOYH MEPEIIKOIM [ Oi3HEC-
napTtHepiB. Big mporo aompa OJIUH /IO OJTHOTO Tillb-
KH BTPA4aeThes i BXe Hi PO SIKE CIiBPOOITHHITBO
HE MOXKE€ MTH MOBa. A 3BiJICH — 1 NP0 TOCHJICHHS
KibepOe3rekn nepKaBH.

B cBoro wepry, Ha Jep)KaBHOMY piBHI NMUTaHHS
kibep3axucTy MOBUHHE HAOyTH CHCTEMHOTIO Xapak-
Tepy. MoXHa JOBro TOBOPUTH IPO BAXKIMBICTB i
aKTYaJIbHICTh TTOCHJICHHS peryImoBaHHs Ha Halio-
HATBHOMY Ta MIKHAPOJXHOMY plBHHX JISUTEHOCTI B
KibeprpocTopi 1 3pOCTaHHS POl B IIbOMY INPHUBAT-
HOT'O CEKTOpa; BCTAHOBJICHHS KOHTPOJIIO HaJ| Kibe-
P30pOEI0, a TAKOXK MOCHICHHS OXOPOHH KPUTHYHOT
iHpacTpykTypu YKpaiHu; BIPOBAJKCHHSI 1HHOBa-
it B cdepi kibepOe3neku Ta akTHBI3aMii TUCKYCIH
I0/I0 TIONIYKY HOBHX JpKepen (iHaHCYBaHHS 3aco-
0iB kiOepOe3neKy; BAOCKOHAIEHHS OCBITHIX HamNps-
MiB MAroTOBKH (haxiBIB AaHOI cepH MisITbHOCTI;
AKTHUBI3allil0 HA HALiOHAJIBHOMY Ta MIXJAEp:KaBHO-
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My piBHAX 0OMiHy iH(opMmariiero mpo kibepaTaku,
TOIIIO.

Opnak 6€3 CHCTEMHOT0 Ta KOMIDIEKCHOTO ITif-
X0y BCl 3a3Ha4deHi KPOKH HE JO3BOJISITH BHBECTH
piBeHb KiOepOe3meku, a 3BiICH — 1 HaIllOHAJIBHOI
Oesmekn YKpaiHU 3arajioM, Ha HOBHM SIKICHUH pi-
BEHB.

Hpyruii etan B inentudikanii KBOI € Haii6inp
CKJIaJIHUM, 3 OTJISiAy Ha Te, IO caMe TYT BigOyBa-
€TBCSl «PO3CTaHOBKa mpioputeTiBy. llel eram, sk
MPaBUIIO, CIIPIMOBAHUI Ha BUSBIICHHS CEKTOPIB, AKi
PO3TIANAIOTHCS SIK KPUTHYHO BasKJIHBI.

[louarkoBuii miaxix Mir 61 MONSTaTH B PO3MIIAAL
IHIUX KpaiH, SKi MAalOTh CXOXI COIialibHi, Teorpa-
(iuHi 0COOJMBOCTI, a TaKOXX ITOPIBHIHUN piBCHB

Psim cextopiB, mBHaIe 3a Bce, OYIyTh PO3TIIS-
JATUCS SIK «KPUTHYHO BAXKIMBI» y BCIX KpaiHax.
[Ipr mpoMy BaXXIHMBO BiJ3HAYHTH, IO TIEBHUHA CEK-
Top abo0 MiJCEeKTOp MOKE€ MaTH BHUpIIIAJbHE 3HA-
YeHHS I OAHi€] KOHKpeTHOi cdepH, aie He I
iHmoi. Po3Mmip 1 ocoGnuBOCTI MEeBHOT HaliOHATBHOT
E€KOHOMIKH MOXXYTh BH3HAYHTH, 110 € KDUTHYHHUM, a
mo MeHm KputuuHuM. Kpim Toro, Toii dakt, 1o
MEBHUN CEKTOP MO3HAYCHUH SIK KPUTUYHO Ba)KIHU-
BUH, HE TOBMHEH aBTOMATHYHO O3HA4YaTH, IO BCi
0a30Bi CIIy’)KOM € KpUTHYHO BaXKJIMBUMH. bepyun no
yBard I1i BiAMIHHOCTI, KpaiHU B 3Ha4YHiil Mipi mpH-
XOJSATh 10 aHAJIOTTYHUX BUCHOBKIB.

V tabnwmmi 2 HaBeaeHo crucok 3 11 cextopi i 37
BIIIOBIAHKX MigcekTopis, BusHaueHnx €C [6].

TEXHIYHOTO 1 EKOHOMIYHOTO PO3BHUTKY.

Tadauus 2. OpieHTOBHMIA cIHCOK ceKTOPIB i micekTOpiB, BU3HaYeHNX €C

Enepreruka

1 BunoOyTok, nepepobka, 006poOka Ta 30epiranHs HadTH 1 Ta3y, BKIIOYAIOUU
TpyOOTIIPOBON.

2 BUpOoOHHUIITBO €JCKTPOCHEPTii.

3 [lepenaya enekTpoeHeprii, ra3y Ta HadTH.

4 Pozmopin enekTpoeHeprii, razy Ta HadTH.

Iadopmariitni, komyHi-
KalliiHiI TEXHOJIOT11.

5 Indopmariiitaa cuctema i 3aXUCT MEPEKI.

6 [HcTpyMeHTH aBTOMaTH3AIli] 1 YIPaBIiHHSI CHCTEMAaMH.
7 InTepHer.

8 HamanHs (hikcOBaHMX TEIEKOMYHIKAIIHHAX TTOCITYT.

9 HagauHs MOOITBHOTO 3B'SI3KY.

10 Paxio3B's130K 1 HaBiraris.

11 CynyTHUKOBHIA 3B'SI30K.

12 TenepaioMOBIICHHSI.

Bona.

13 3abe3neveHHs MUTHOIO BOIOIO.
14 KoHTpOJIb SIKOCTI BOJIH.
15 Po3pobka cBepTOBHH i KOHTPOJIb KiJTbKOCTi BOJIH.

T)Ka.

16 3abe3neveHHs IPOOBOIBCTBOM i IPOJIOBOIIEYOI OE3MEKH.

o

OxopoHa 370poB's.

17 MenwnyHa i TiKapHsSHA JONIOMOTA.
18 Jliku, cUpOBaTKH, BaKI[UHH Ta (apMaIieBTHKA.
19 BionaGoparopii # 6ioareHTH.

dinaHCcyBaHHS.

20 I[TnatixHi mOCIyTH / TUATIXHI CTPYKTYPH (TIPUBATHI).
21 JlepxaBHe (hiHAHCOBE ACUTHYBaHHSI.

I'pomancekuii Ta npaBo-
BHU TIOPSIOK 1 Oe3meka.

22 IlinTpuMKa rpoMaachbKoro Ta IPaBOBOTO MOPSAKY, OXOPOHH 1 O€3MeKH.
23 BUKOHaHHS MPaBOCYAIS 1 yTPUMAaHHS i1 BapTOIO.

I'pomanceka  aamiHiCT-

partis.

24 Ypsinosi pyHKii.

25 30poiiHi cuiu.

26 [Tocnyru nUBUTHEHOI afMiHICTpAITii.
27 Ciy»0u MOPATYHKY.

28 TlomToBi Ta Kyp'epChKi MOCIYTH.

Tpancnopt

29 JIopoxHii TpaHCIIOPT.

30 3ayi3HUYHUI TPAHCTIOPT.

31 IoBiTpsiHE CHIOMYYEHHS.

32 BoxHui#t TpaHCIOPT y BHYTPIIITHBOMY CIIOTYyYEHHI.
33 Mopchkuii Ta KaOOTaKHUH TPAaHCIIOPT.

10

XimiuHa i aTOMHa MpoO-
MUCJIOBICTb.

34 BupoOHMLUTBO 1 30epiranHs/nepepodka XiMiYHUX 1 aTOMHHX PEUOBHH.
35 TpyOonpoBou HeOE3MEYHNK BAHTAXKIB (XiMIUHI PEUYOBUHH).

11

Kocmoc

36 KocMmoc.
37 JlocipKeHHsI.

TpeTiit KpoK TMOB'A3y€e paHillle BCTAHOBIICHI CEK-
TOPH 1 MIJICEKTOPH 31 CIIUCKOM OKpEMHUX iHPpacTpy-

KTypHHX aKTHBIB, cHCTeM 1 mporeciB. Kpainu pos-
poOumim Ge3i1id HaOOpPiB MOKA3HMKIB I BU3HAYCH-
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HS TIEBHHUX 1H(PACTPYKTYp SK «KPUTHIHO BAXKIIHU-
Bux». Ll iHAMKaTOpH 3a3BHUal MIPArHyTh «BUMIpPSI-
TW» HACTIAKW PYHHYBaHHS 00'€KTiB iHQPACTPYKTY-
pu abo QyHKIIOHATEHOTO 3000 1 BKIIFOYAIOTH KOM-
OiHamifo 3 TreorpadivHOr0 OXOIUIEHHS BILTUBY, HOTO
TPHUBAJOCTi, a TAKOX THKKOCTI MOTCHLIHHHMX Hac-
JIJKIB 3 TOYKU 30pY:

®  CKOHOMIYHMX HaciuigkiB (BmiuB Ha BBII,
psIMi 1 HETIPSIMI €KOHOMIYHI BTpaTH, YHCEITLHICTH
3aifHATOTO MEPCOHAIY, T0OIaTKOBI HAIXOKCHHS);

®  KIJNBKOCTI XepTB i MacmTabu eBakyarii Ha-
CeNICHHS;

® [OpYUICHHS  JAEp>KaBHOTO
LIKOJY HABKOJHUIITHHOMY CEPEIOBHIILY.

Jnst oOTpyHTYBaHHS TPETHOTO KPOKY 3acTOCO-
BYIOTH pi3HOMaHITHI MeTomoorii. Tak, HanpukIam,
KOHCOPIIIYyM Ha YOJi 3 TOJUTAaHICHKOIO JOCIHITHUIIB-
KO0 OpraHizaii€io, crpoOyBaB 3TpyIyBaTH iX 3a
TPbOMa OCHOBHHUMH THIIaMH [7]:

1) nioxio, 3acHOBaHWH Ha MOCTyrax (HAMpPUKIAI,
[Beiiapist), ne ypsa ineHTHU(IKYE KPUTUIHO BaX-
JUBI aKTHUBH Ha OCHOBI Tally3eBUX KPHUTEPiiB, IO
BH3HAYAIOTh MOPOTOBi 3HAYEHHS / KiIbKiCHE BUPOO-
JICHHsI PiBHS OOCITyrOBYBaHHSI aKTHBIB, HAIPHUKIA,
KIIBKICTh JOCTaBIECHUX MEraBar;

2) nioxio, 3aCHOBaHMI Ha omepartopi (HampH-
knaj, Opaniis), e 3aBIaHHs BUSHAYCHHSI TOTO, SIKI
aKTHBH a00 MOCIYTH € KPUTUYHO Ba)KITUBHMH, 3a-
JUIIA€eThCs 3a okpeMumHu onepatopamu KBOI;

3) nioxio, 3aCHOBaHWH Ha akTHBax abo TidOpmmax
(mampukian, y BenmnkoOpuTa#ii), B IKOMy BUKOpHC-
TOBYIOTBCS €IIEMEHTH TIiAXOJiB, OPiIEHTOBAHI K Ha
MOCIIYTH, TaK Ha Oleparopa.

3aBIaHHA Ha MpEAMET OLIHIOBAaHHS PiBHS 3aXu-
menocti KBOI Bin pu3uKy CTOpOHHBOTO Kibep-
BIUIMBY HaJIeXXaTb, SIK BiZIOMO, A0 KJacy 0araTokpu-
Tepiapaux [8]. s 1X KOJETianbHOTO pPIllleHHS B
YMOBax HEBH3HAUEHOCTI 1 KOH(IIKTY cepell iCHYIO-
YUX METOJ[IB MAaTEMAaTHUYHOTO MOJICITIOBAHHS, METO-
IiB (GOpMyBaHHS Ta JOCIHIPKEHHS Yy3arajibHEHHX
MOKa3HMKIB SIKOCTI 3 BUKOPUCTaHHSIM TpadoaHai-
TUYHOTO 1 HMM MOAIOHUX MIiAXOMIB, EKCIEPTHUX
METO/IiB BUPIIIICHHS CKJIaHUX 3aBJIaHb OILIHIOBAHHSI
Ta BHOOpPY Oyab-KUX 00’€KTIB, B TOMY YHCIIi CIe-
LiaJIBHOTO TIPU3HAYEHHS, a TaKOX aHali3y Ta Ipo-
THO3YBaHHS CUTYaIlill 3 BEJIMKOI KUTBKICTIO 3HAYH-
MUX (aKTOpiB, HAWOUIBII PaliOHATFHUMU 1 BH3HA-
YJaJbHUMHU € caMe eKCHepTHI Meronu. Bonu naiorth
MO>KJIMBICTH OLIbII TJIMOOKO BHBYMTH SIBHINA, SIKI
ICTOTHO BIUIMBAaIOTh Ha piBE€Hb 3aXMIICHOCTI SK
Jiep>KaBU B LIIOMY, TaK 1 OKpeMux 00’ekTiB 1i iH}o-
pMariiiHoi Ta KiOepiH(QPacTpyKTypu BiJl BIUIHBY
BHYTPIITHIX 1 30BHINIHIX KiIOEPHETHYHHUX BTPYYaHb
Ta 3arpo3, BUSBUTH HAWOUIBII BAXKIIMBE Ta iCTOTHE Y
X Tpollecax, He OIMYCKAIOYW THX JIeTajlel 1 B3ae-
MO3B’SI3KiB, 0€3 SKMX HE MOXKe OyTH MmoOyaoBaHa
MOJIEJIb TOCIII/PKYBaHOI TPo0OIeMu.

MerToro Takoi MoJIeNi € OI[IHFOBaHHSI TOTOBHOCTI
00’ekTiB iH(pOopManiiHOi i1 KibepiHdpacTpyKTypu 10
0e3neyHoro GpyHKIiOHYBaHHS B yMOBaX CTOPOHHbBO-

yIpaBIiHHS,

ro KiOepBILUTMBY Ta BCTAHOBJICHHS Ha TMIACTaBi Tak
3BAHOI'0 “iHAEKCY KiOepIOTYyKHOCTI” BUMOT JI0 BJia-
CHHX CHCTeM KibepOesmeku [9].

Ianexc kibepnoTy HOCTI (Gpis.saxum.) 3 TOUKH 30-
py excruepTiB Moxke Oytu obOumcieHuii 3a Gopmy-
JI010:

Gpin.zaxm_u = (Z (g| X G)) X 100%
i=1

Jie gi — BaroBi KoediIlieHTH KaTeropiit Apyroro pis-
Hs 1€papXii Gigaxr; N — YHCIO KATETOPIH.

[IpuitaATTS pilIeHHS MOAO 3IAaTHOCTI JepKaBU
MIPOTHUCTOATH KiOepaTakaM Mae 3IiHCHIOBAaTHCS 3a
100-0a1pHO0 MIKAIOK0 Ha ITiICTaBl TAKOIO IIpaBHa;

e SKIIO 9O<GpiB'gaxm<100, TO piBEHb 3aXHIIE-

HOCTI JIep>KaBW BiJ PHU3UKY CTOPOHHBOTO Kibep-
BIUTUBY BB@KA€ThCSA JJOCTATHRO BUCOKUM JUIS TiIT-
puMKH OesnedHoro (yHKIiOHyBaHHA 00 €KTIiB ii
iHpopMaLiifHOI 1 KibepiHppacTpyKTypH;

o gxmo 45<G <90, TO piBeHb 3axHIIE-

PpiB.3axHII
HOCTI JIep’KaBW BiJ PHU3UKY CTOPOHHBOTO Kibep-
BIUIMBY BBaXKA€THCS NOIYCTUMHMM MJISI MiATPUMKH
Oe3nedHoro (yHKIIOHYBaHHA 00 €KTiB ii iHpOpMa-
miftHo1 1 KiOepiHdpacTpyKTypH;

Z . .
*  SKILO GpiB.saxmu 45, TO piBeHb 3aXHILEHOCTI

JIEp’KaBU Bl PHU3UKY CTOPOHHBOTO KiOEpBILTUBY
BBAXKA€THCS HEIOCTATHIM.

TakuM 4MHOM, 3aIPOTIOHOBAHA CTPATETIS OIIHKU
JTA€ MOXKITUBICTH OJIEP)KAaTH KUTBKICHY OILIHKY PiBHS
saxumierocti KBOI Big pu3uky cToOpoHHBOTO Kibe-
PHETUYHOTO BIUTUBY, BCTAHOBUTU BUMOTH 10 (op-
MyBaHHS HHUMH BIIACHHX CHCTEM KiOEpHETHYHOT
Oe3reKy Ta po3pOOMTH 3aXOJH CIPSMOBAHI Ha Iij-
BUIIECHHS iX pe3yIbTaTHBHOCTI.

[TizcTaBolo TakuM JisiM MOXE CIYTYBaTH BHSIB-
JICHHSI BiJIXWJICHb BiJ] HITATHOTO PEXHUMY (QYHKIIIO-
HYBaHHsI Jiep)KaBHUX iHpopMaliiinux pecypcis, 1T
CHCTEM 1 MepexK, a TAKOXK BiATOBITHIX IIPOTPaMHUX
i amapatHux 3aco6is [10].

s 3axucty KBOI kpainu noBuHHI MaTy Bifmo-
Bi[Hy 3araJlbHOHAIlIOHANBHY cTparterito. JlocBin
MOKa3ye, 10 OUTBIIICTh KpaiH 3a0e3rmeuyBainy 3axo-
m 6e3nexu mig cBoix KBOI 3ag0Bro 1o toro, sk ix
3aXUCT 3aTBEPIUBCSA B SIKOCTI CAMOCTIHHOTO TOJIi-
TUYHOTO TIOJIS.

BiamoBiaHi 3aXMCHI 3aX0/M, SK HPaBUIIO, IPHIA-
MaJIMCs TIOeTarHo B ()OpMi HOPMAaTHUBHUX aKTiB, IO
OXOILTIOIOTH KOHKPETHi 3arpo3u. B okpemux Bunau-
Kax Jiep>KaBHa IOJITHKA JIOcsTalla 3HAYHOTO PIBHS
CKJIQJIHOCTI, BiJIOBIIal04d BUCOKMM MIKHAPOIHHUM
craHmapraM. Hampukian, B aToMHIM eHepreTuil
VYkpaina po3pobuiia cydacHy i epEeKTUBHY CUCTEMY
(i3UYHOTO 3aXHCTY SIAIEPHUX 00'€KTIB 1 MaTepiaiis.

BuHukae muTaHHS, Ui 4OTO TAaKUM KpaiHam
CIiT PO3pOOINSTH 3arajlbHOHAIIOHANBHI CTpaTerii
3axucty KBOI, xonu B HUX yXe BBeleHi 1 GyHKIi0-
HYIOTh NOJ1iI0HI HOPMATHBHI aKTH, MOJIITHKA 1 MpakK-
THKA, M0 OXOIUIIOIOTh NPAKTUYHO BCi, KPUTHUHO
BaYKJIMBI CEKTOpA.
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BianoBimaroun Ha I1¢ MATAHHS, MOXHA MPHUITYC-
THUTH, 1[0 OCHOBHA NPUYNHA I[LOTO TOJISTAE B TOMY,
mo B cy4dacHHX cycminberBax Oesmexka KBOI crae
BCce OLIbII CKJIAAHMM 3aBAAaHHAM. B3aemosanex-
HICTh MDDK CEKTOpPaMH 3 TIOTEHITIAJOM IS KacKal-
HUX eQeKTiB B pasi kibepaTak, aBapiil MpUPOJHOTO
a00 TEeXHOTCHHOTO TOXOIKCHHSI BUMarae HeoOXif-
HOCTI KOHTPOJIIOBATH 3arajibHy KapTHHY Ui eek-
THUBHOT KOOpJWHAIIII [l 111010 3amo0iraHHs, peary-
BaHHsI 1 BiTHOBJICHHSI Mi)K CEKTOPaMH.

Taka BceocspkHa CTpaTerisi COpsSMOBaHA, MEpII
3a Bce, Ha Oinbll eeKTHBHUHI po3nonin (iHaHco-
BUX 1 JIFOACBKUX PECYpPCiB, pamioHati3aliio pooounx
MOTOKIB HAaBKOJIO 3a3[aJierifib BU3HAYCHUX LIJIEH.
Lle He o3Hauae, 110 3araabHOMEPIKaBHI CTpATETil 1O
3axucty KBOI moBuHHI aBTOMaTHYHO 3aMiHIOBATH
ICHYIOUI Tay3eBi 3aXOIH 3aXHCTy, OCOOIMBO KOIH
11l 3aX0/IM BUSBWINCS YCHIITHAMHU YU BiAIOBINAIOTh
00OB'SI3KOBUM MDKHApOJHHM HOPMATUBHHUM paM-
KaMm.

HeoOxinHo, mo0 nepxaBu o0'€eqHyBaiu pi3Hi
enementd 3axucty KBOI mix 3araibHOMO erifioro i
3pOOMITH TX YaCTUHOIO €TMHOT CHCTEMHU YIPABIIHHS.

Ockinbkd 3axuct KBOI nos's3anuii 3 geKIIbKO-
Ma pi3HUMHU cepamMu AiSUIBHOCTI, OCHOBHMMH IIi-
JISIMH 3arajibHO/ICPKaBHOI CTpaTeTii €:

® BU3HAUCHHS OPTaHi3aIlllfHUX CTPYKTYP;

e BCTaHOBIIEHHS BHMIipPIOBAHUX IiJIEH 1 TEPMIiHIB;

e 3aKjajgKa OCHOBU Jisl e(eKTHBHOrO 3amoli-
TaHHs Ta YIPABIIHHA IHIUICHTAMH IIUIIXOM rapMo-
Hi3amii 3aBJaHHs MK PI3HIMH OONACTSIMH TOJITH-
KH.

Binpmmicte xpain, y ToMy 4HcHi Ti, SIKi He MarOTh
CHIeIiaJIbHUX CTpPATeriid 3aXMCTy KPUTUYHO BAXKIIH-
BUX O00'€KTiB iH(PACTPYKTYypH, pPO3TIANAIOTH ITH-
TaHHs MoB's13aHi 13 3axucrom KBOI B pisHux moi-
THYHUX HOPMATHUBHHX JIOKYMEHTaX, BBEIEHHX Pi3-
HUMH ypsIoBUMH ycTaHoBamu. L{i moxymeHTH 3a-
3BHYail BKIIOYAlOTh B ce0e HalliOHANbHI, B TOMY
gucni 1 kibeperparterii B odnacti 60poTeOu 3 Tepo-
pHU3MOM.

Xoua Taki pi3Hi MOJITHKH MOTIH OyTH MPUHAHAITI
B pi3HUI Yac i pi3HUMH Jep)KaBHUMH YCTaHOBaMH,
BKpall Ba)KJIMBO, 1100 BOHH CTajM YaCTHHAMH €/1U-
Horo migxoxy mo 3axucty KBOIL Lle Bumarae Bu-
3HAYCHHS KpaTHaMH:

e B3aeMOAIl MDK IIMMH IHIOIUMH IOJITUKAMHY 1
crenianbHO cTpaterieto 3axucty KBOI;

® CTymiHb, B SIKId mi iHII moniTHKK abo cama
crpareris 6e3neku KBOI Oynu ckopurosani i on-
TUMIi30BaHi AJ1s 3ano0iraHHs KoHQUIIKTaM Ta 3a0e3-
MEYCHHS 3arajibHOI KOOPJIMHAIIIT MOJIITUKY HA HaIli-
OHAJIILHOMY DPiBHI.

[lonmiTukn B oGmacti kibepOe3neku 3aliMarOTh
LEHTpaJibHE Miclle B CHCTeMi Oe3NeKH KPUTUYHO
BaXJIUBUX O0'€KTIB iHQPACTPYKTYpH, OCKUIBKH 3a-
0e3nevyloTb OCHOBY, B SIKIii KpailHM BH3HA4YarOTb
i 1 3acobu 3axucty KBOI i KpUTHYHO BasKIIMBUX
iHpOpMaLiHHUX 1HOPACTPYKTYD.

Psim  perioHanbHUX 1HCTPYMEHTIB TIOB'SI3yIOTH
koHmemnii kibepoesneku 3 KBOI. Crpareris kibep-
6esnexn €C 2013 poky, BiAmoBiAHO 110 AK0i €Bpo-
melicbka KOMicisl B3suta Ha ce0e 3000B'SI3aHHSI «IIPO-
JIOBKYBaTH CBOIO TiSUTBHICTH, IO TPOBOIUTHCS CITi-
JILHUM JIOCJITHUIKUM IICHTPOM B TICHIH KOOpIH-
HAIlil 3 BJIAJIOI0 JICPXKaB-WICHIB 1 BIACHUKAMU 1 OTIe-
paropaMl KpUTHYHO BayJIMBOi 1H(PACTPYKTYpH,
IIOI0 BHSIBJIICHHS YPas3JIHBOCTI €BPOMEHCHKUX KpH-
TUYHO BaXKJIUBHUX O0'€KTiB iHPPACTPYKTYpH Ta CTH-
MYJIIOBaHHS PO3BUTKY BiJIMOBOCTIMKHX CHCTEM»
[11].

BigmoBigHo no mupekTtuBu €Bpormnerickkoro Co-
103y 2016/1148 mpo 3axomm mono 3abe3medeHHs
BHCOKOT'O 3aTaJIbHOTO PiBHS OE3IIEKN MEPEKEBUX Ta
iHopMaIifHUX cucteM 1o Bckomy Coro3y, aepixka-
BU-wieHn €C MOBUHHI IPU3HAYUTH OIIEPATOPIB ITO-
ciyr xurre3abesnedends (OES) i BBecTn HOBI BH-
MOTH 10 Oe3MeKd 1 3BITHOCTI [UIA TaKuX OpraHiza-
IiA.

3 oIy Ha Iie, He BCl HaIllOHAJIBHI CTpaTerii Ki-
OepOesmnekn 3a0e3neuyroTh OJHAKOBE MiCIle 1 «Ba-
ry» st KBOIL. Mix kpaiHamul icCHYIOTh 3Ha4Hi BiJl-
MiHHOCTI. Jleski crparerii Oy HamucaHi TUTBKH 3
TOYKH 30pY KiOEp3MOUMHHOCTI i, SK MpaBUIIO, HE
OepyTh JI0 yBaru HalliOHAJIbHI SBUIINA JecTadimiza-
i1, MDKTaTy3€eBi BIUTMBY 1 aHTUKPU30BE YIIPaBIIiHHS
st KBOIL. Crparerii, HanwicaHi 3 TOYKH 30py KiOe-
pOe3nexu, 3aCHOBaHI Ha HaI[iOHATBHIN OLIHII PU3U-
Ky, BI3bMYTb IIUPIITY NEPCIIEKTHBY, SIKa JacTh MiCIle
s 3axucty KBOI ... » [12].

BaxiauBuM  1HCTPYMEHTOM, 3alpOIIOHOBAHUM
MDKHApOIHUM cO030M enekTpo3B's3ky (MCE), €
CXOBHIIE HAIlIOHAJBHUX CTpaTerii 3 KidepOesmeku
(NSC). Bono Bkiouae B ceOe BEJIHMKY KOJICKIIIIO
HaIllOHAJILHUX CTpaTeriid 3 KibepOesneku, 4y TO y
¢dopMi oHOrO ab0 JIEKIIBKOX JOKYMEHTIB, ab0 sIK
yacTHHA OLIbII IMPOKKUX cTpateriii B cdepi IT abo
HarioHamsHOI 6e3meku [13].

3 orsily Ha PO3MAITTS MiJXOMiB MK Pi3HHUMH
ICHYyFOUMMH cTpaTerisMu 1moao 3axucty KBOI i ki-
Oepoesnexkn, MCE B nanmii 4ac 04OJIO€ 3yCHIUIS 3
PI3HUMH TTI00ATBHUMH YYaCHUKAMH TI0 CTBOPEHHIO
3arajgbHOTO JOBIIKOBOTO KEPIBHHIITBA HAIliOHAJb-
HUX CTpaTerii 3 kibepOe3meku.

Le#t moKyMeHT MOKJIMKaHUN aTH KpaiHaM diTKe
VSIBJIICHHS TIPO METY 1 3MICT HaIliOHAJIbHOI CTpaTerii
3 kibepOe3meku, MOKa3aTh B 3arallbHUX pucax ic-
HYIO4Yi MOJIENi 1 pecypcH, CIpsSMOBYBaTH KpaiHH B
nporieci po3poOKH CBOIX cTparerii Ta ixX OI[HKH

[13].

4. BACHOBKM
[IpoBenennii B maHili poOOTI aHami3 I03BOJISIE
3pO0OWTH BUCHOBOK MPO aKTyaJbHICTh MPOOIIEMH
3axucty KBOI. IIpu npomy nokaszaHo, mo 3i 30i1b-
nreHHsM nporpecy B cdepi IT 3'siBunmacs moxiu-

JlykoBa-Uyiiko H., Hakoneunwuii B., Tomona C., 3106ina P., 2020



38 Beaneka iHdopMmaLiiiHnx cuctem i TexHonorin Ne 1(2), 2020

BICTh Cy4aCHHM €KOHOMiKaM 0OaraThoX KpaiH cTaTh
HEpPO3PUBHO B3aeMONOB'sI3aHUMH. [IpoTe 11eit mpo-
Iec, B CBOIO Yepry, CTaBUTh Hepe] JIFOICTBOM Iy
HHU3KY Oe3MMpeneeHTHAX 3arpo3, K BIUTMBAIOYX Ha
poboty KBOI nectabinizyroTs CycHilbHE )KHUTTSI.

[TpoBenenuii B poOOTi aHaNi3 BUSBUB CIIPaBKHI
npuynHU uibHOT yBaru 1o KBOI 3 Goky kibepre-
popucrtiB. Ilpu oMy, BHSBIEHI SIK MiHIMyM Tpu
OCHOBHI MPUYUHH TAKO1 «IIpUBaOINBOCTI». B pobo-
Ti TpeacTasieHi Ton 10 OCHOBHUX 3arpo3 Iyis Ipo-
MHUCIIOBUX CHCTEM YIpPaBIiHHA. 3almponoHOBaHi
KPOKH BH3HAYCHHS BiJNOBIIHOT KPUTUYIHOCTI 00'€K-
TiB iH}pacTpyKTypH i HaBeneHO cmucok 11 cekro-
piB 1 37 BIAMOBIAHUX KPUTHYIHO BAYKJIMBHX ITiJICEK-
TOpiB, BU3HaUeHUX €C.

3amportoHoBaHa CTpaTeris KUTbKICHOT OIiHKH pi-
BHSI 3aXHIIEHOCTI KPHUTUYHO BaXIMBUX 00’ €KTIB
1H(GPACTPYKTYpH BiJ PU3UKY CTOPOHHBOTO KiOepHe-
THUYHOTO BILIUBY.

Jlana BiNMOBiAh HAa MUTAHHSA, 3 KOO METOO Kpa-
iHaMm crig po3poOMsATH 3arajdbHOHALIIOHANBHI CTpa-
Terii 3aXMCTy KPUTUYHO BaXJIMBUX 00'€KTiB iH(ppa-
CTPYKTYpH Ta OOTPYHTOBaHO HEOOXiIHICTH 00'el-
HaHHA Jiep)kaBaMU pi3HUX eneMeHTiB 3axucty KBOI
MiJ] 3arajJbHOI0 €TiJIOI0 3 METOI0 3POOUTH iX YacTH-
HOIO €IMHOI CHCTEMH yTIPABIiHHS.

[Nokazano, 110 MOJIITHKH B 001acTi KibepOe3neku
MOBMHHI 3aiiMaTh [EHTpPAIbHE MICIle B 3aXHCTI
KBOL. IIpu npoMy 3a3Ha4eHO, 110 HE BCi HalioHa-
TmeHI cTparerii kibepOesmekn 3a0e3MedyroTh OHA-
KoBe Micle i 3Haunmicts st KBOL

[lokazano, mo mpu po3podIi HaIiOHATEHOT
ctpaterig mozno 3axucty KBOI, BaxmmBo ckmactu
MMOBHUM TEpeiK BCiX HAMiOHAIBHUX TOJITHK, IO
MAroTh JI0 Hel BIIHOIIEHHS.

3po0JieHO BUCHOBOK MPO T, 110 BAKJIMBUM 1H-
ctpymentoM s 3axucty KBOI, Ha choroaHimHii
JICHb, € CXOBHIIIC HAI[IOHAJLHUX CTpaTerii 3 Kidep-
Oe3reku, 3arpoNnoOHOBaHUA MIXKHAPOJIHHM COI30M
€JIEKTPO3B'SI3KY.
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Jlykoea-Yyliko Hamanis
BikmopieHa
LoKkmop mexHidHuUX HayK ,
doueHm, rnnpoghecop Kagheod-
pu kibepbesrneku ma 3axuc-
my iHgbopmauyii Kuiecbko2o
HaujioHanbHO20 yHieepcu-
memy imeHi Tapaca Lllegye-
HKa.

IHmepecu: iHgpbopmauitHi
mexHoJsioaii, Kpurimozpadais,
iHgbopmauyitiHa ma Kibepbes-
neka.

Hayka: asmop 6inbwe 60
Haykosux npausb.
HakoHeyHuii Bonnodumup
Cepeitiosu4
LlokKmop mexHiYHUX Hayk,
cmapuwuli Haykoeuu criepo-
6imHuK, npoghecop kaghedpu
Kibepbesrneku ma 3axucmy
iHgbopmauii Kuiscbkoeo Haui-
OHarlbHO20 yHigepcumemy
imeHi Tapaca LllegyeHka.
IHmepecu: cucmemu po3srii-
3HasaHHs1 baczamorno3uuyiti-
Ho20 ba3ysaHHs, cucmemu
MeXxHIYHO20 3axucmy iHgho-
pmauii, kKibepbesrneka ma
Kibep3axucm.
Hayka: aemop 6inbwe 130
HayKosux npausb.

Tonrona Cepeiti Bacunbo-
euy
Llokmop mexHiYHUX HayK,
rpoghbecop, npoghecop Kage-
pu Kibepbeaneku ma 3axu-
cmy iHghopmauii Kuiecbkoeo
HauioHarbHO20 yHieepcu-
memy imeHi Tapaca Lllegye-
HKa.
IHmepecu: iHmenekmyarbHi
cucmemu yrnpassiHHS, Ha-
nPAMKU MiO8UUWEHHS eqheK-
mugHocmi ¢byHKUIOHY8aHHS
iIHgbopmauitiHux mexHorsoeaid,
cucmemu mMexHiYHo20 3axu-
cmy iHghopmauii, Kibepbe3s-
rneka ma kibepsaxucm..
Hayka: asmop 6inbwe 160
HayKoeux rnpausb.

3r06iHa PycnaHa BimaniieHa,

Buwy oceimy 3dobyna y Ha-
uioHanbHoMy asiauitiHomy
yHieepcumemi y 2013 poui. ,
Bapas npayroe acucmeHmom
kagheOpu kibepbesneku ma
3axucmy iHghopmauii baky-
Jibmemy iHgbopmauitiHux me-
XHoriogil Kuiscbkoz2o Hauio-
HarbHO20 yHigepcumemy
imeHi Tapaca LllegayeHko. Ha-
yKoei iHmepecu: iHgpopma-
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AHoTanisg: OZHAM 3 KOMIIOHEHT Cy4YacHHX iH(OpMAIifHAX CHCTEM € KOMII IOTepHa
TEXHIKAa 3arajbHOro MpU3HAYCHH, Ha SKIfi BCTaHOBJIEHE cneuiani3OBaHe IporpaMHe
3a0e3meueHHs, abo 3 sKOI BexyTh pOOOTY 13 cCrHemiaigi30BaHUM IPOTrPaMHAM
3a0e3neueHHsAM. Jlnsg poOoTH wmiel KOMIT'FOTEpPHOI TEXHIKM HeoOXijHa omepariiiHa
cHcTeMa 3arajbHOro npu3HaueHHs. J{1s 3axucty iHQopmauiiiHOl cucTeMu HeoOXiaHO
3aXMCTHTH yCi ii JJaHKM, B TOMY YHCII OIepaliiiHy cucteMy. 30Kpema, y BHNAJIKY
KJIIEHT-CEPBEPHUX TEXHOJIOTIM CHiA TPWALIMTH yBary sIK 3aXHCTy CepBEpHOL
KOMIIOHCHTH, TakK i 3aXUCTY KJIIEHTCHKOI KOMITOHEHTH. 3aXHCT onepauiﬁHo'l' CUCTEMHU
BHUMara€e po3yMiHHS, B paMKax Kol iHpopmamiitHoi cuctemu Oyne mpamroBatu OC, saxi
YMOBH pO60TI/I Ta OOMEXKEHHSI HAKJIaJJalOTbCd Ha 3aXHIICHC CCPCHOBHUIIC, 3aXUCT Bi,[[
SAKUX 3arpo3 OyIe TMOTpiOCH 3aXWIIEHOMY CEpelOBHUINY, SKAMH MEXaHi3MaMH MO>KHA
3a0e3nmeunTH TOTPiOHY HAM 3aXWINCHICTh CEpelOBHINAa Ta sKka Oyme «miHa» ix
3aCTOCYBaHHS YU HE3aCTOCYBaHHS Ta iHme. Tomy Oe3rneka mporpamMHOro 3abe3nedeHHs
Ma€ CIUpATUCS Ha TNONITUKY Oe3leKH omnepamidiHOl CHUCTEeMHM, PO3ILIMPIOIOYH Ta
YTOYHIOIOYH 1i Ta HACKIJIBKH II€¢ € MOXJIMUBUM. IIpu po3poOIili mporpaMmHOro
3a0e3MeueHHs CJIiJi CIIMpAaTHCS Ha MeXaHi3MHU Oe3lekH, sKi rnepeadadyeHi onepariifHoo
cucreMoro abo iHpopmariitHoi cucremoro. Lle morpidHO st yHidikanii Ta crporieHHs
cUcTeMHU Oe3IeKH, IMOJIETIeHHs 11 00CIyroByBaHHs, 32 PaXyHOK 3MEHILIEHHS KiJIbKOCTI
MeXaHi3MiB, fKi CTBOpEHI A pO3B’s3aHHA oxHiel 1 Tiel k 3amaui. Takox cimig
34CTOCOBYBATU THIIOBI Ta 3aFaJ’IBHOBi,I[OMi KOMIIOHCHTH Ta CTAaHAAPTH, IO MOJKJIMBOCTI
VHUKAaTH KOMITOHEHTIB 3 3aKpHTUM BHXITHAM KOIOM, a00 KOMIOHEHTIB, SKi HE
MiATPUMYIOTH, 200 HEKOPEKTHO MiATPUMYIOTh TUTIOBI CTAHIAPTH.

OdeBHUIHO, IO HEMPABHIBHHUN 3aXHUCT ONEPaliiHOI CHCTEMH MOXE INPHBECTH 0
MpoBaJTy CHCTEMH Oe3leKH B HUIOMY, 00 po0oTa CIemiani3oBaHOTO IMPOrPaMHOTO
3a0e3neueHHs Ta poboTa 3 mnepudepiiHUMU NPUCTPOSIMU BIiIOYBAETBCSA came IIiJ
KOHTPOJIEM OllepalliiHOT CUCTEMHU.

B crarTi neranbHO pO3MIISHYTI MPOIMO3MIIT HIOAO0 BUMOT JI0 MEXaHI3MIB 3aXHCTy

omepamiiHux cucreM. L[i BHMOrM Opi€EHTOBaHI He HAa YHIBepcalbHi MOTpeOH, a
BPaxOBYIOTh Pi3HI BapiaHTH BUKOPUCTAHHS KOMII IOTEPHHUX MTPUCTPOIB.
Abstract: One of the components of modern information systems is general-purpose
computer equipment on which specialized software is installed or on which specialized
software is working. This computer equipment requires a general-purpose operating
system. To protect the information system it is necessary to protect all its links, including
the operating system. In particular, in case of client-server technologies it is necessary to
pay attention both to protection of server component and to protection of a client
component. Protection of an operating system demands understanding, within what
limits of what information system the OS will work, what working conditions and
restrictions are imposed on the protected environment, what threats to the protected
environment is required, what mechanisms is it possible to provide with protection of the
environment necessary to us and what "price" of their application or nonapplication and
other will be. Therefore, software safety should rely on a policy of safety of an operating
system, expanding and specifying it and as much as possible. It is necessary to rely on
safety mechanisms which are provided by an operating system or information system at
software working out. This is necessary for unification and simplification of system of
safety, simplification of its service, at the expense of reduction of quantity of the
mechanisms created for the decision of the same problem. It is also necessary to apply
typical and well-known components and standards, to avoid components with the closed
source code as much as possible, or components which do not support, or incorrectly
support typical standards.



Besneka iHpopmaLinHux cuctem i TexHornorin Ne 1(2), 2020 41

Obviously, incorrect protection of the operating system can lead to the failure of the
security system as a whole, because the operation of specialized software and work with
peripherals is under the control of the operating system.

In article in detail offers concerning requirements to mechanisms of protection of
operating systems are considered. These requirements are focused not on universal
requirements, and consider various variants of use of computer devices-

1. BCTYN
CyvacHuii cBIT - 1e CBIT iH(pOpMaIiHHKX
TEXHOJIOTIH, sKi yBiOpamum B ce0e BCIO CYTh

Hamoro Oyrrsa. IHdopmamiiiHa Oe3mneka €
HApDKHUM  KaMEHeM  3arajibHoi  Oe3leKd
JIEPKaBH. Sk BiOMO, XTO BOJIOJIE

iH(popMali€ro, TOi BOJOAIE CBITOM.
€ Oarato QyMOK IpO Te€, 3 YOro IMOYHMHATH

OyayBaTH 3aXHCT CBOro iH(pOpPMaiifHOTO
IPOCTOPY, poboyoro MicIi, BIJLILITY,
mianpuemMcTBa,  jaepxasu  [2-7].  Bcima

iH(pOopMaLiHO-TeTIEKOMYHIKAI[ITHUMH
CHUCTEMaMHU KepyroThb koMil'torepu. Komn'torepu
MpaloOTh MiJ YIOPaBIiHHAM ONepalifHuX
CUCTEM (00). OTrxe, byHIaMEeHTOM
iHpopmariiinoi  Oe3nmeku €  3a0e3NeueHHS
0e3reKku Ha piBHI OlepaIiitHoi CHCTEMH.

Atopamu B [1] po3pobieHa kiacudikaris
BapiaHTIB BUKOPUCTAHHS 3aXUIIEHUX
omepamiiHUX  cucteM B iH(doOpMaIliiiHo-
TEJICKOMYHIKAIIMHAX CHCTEMaX.

HaBenemo nesiki Bu3HaueHHs 3 [1].

bynemo BBaxaTu omnepauiiHy CHUCTEMY
3aXMILIEHO., SIKII0 BOHA 3a0e3meuye 30epeKeHHs
iHopmarii 1 IUTICHICT, JaHUX BIIACHUMHU
3acobamu 0e3 BUKOPHUCTAHHS JOMOMIXXHOTO
nporpamMHoro 3abe3nedyeHus [8].

2. META CTATTI

Mertoto cTarTi € po3poOIeHHS MPOMO3ULIIH

o010 BUMOT  JI0O  MEXaHI3MIB  3aXHUCTy
omeparliiinux  cucrem. Jlana cTarta €
MPOJOBXKEHHSAM  JIOCHI[DKEHb, 10  Oynu

3anpormaHoBani B [1].

3. BUKINTAl OCHOBHOI'O MATEPIANY

B [1] m©aBemeno Taky kiacudikarito
oreparfiitHux CUCTEM 3a BapiaHTaMu
BUKOPHUCTAHHA:

1. OC nns BUKOPUCTaHHS Ha poOOUii
CTaHIlli, HE MIAKIIOUEHIH 10 Mepexi nepenadi
TaHUX.

2. OC nns BUKOpPHCTaHHS Ha poOodiit
CTaHIi, MIJKIIOYEHI 10 BHYTPILIHBOI Mepexi

IHTpaHeT.

3. OC nns BUKOpPHCTaHHS Ha poOoUiit
CTaHLii, MIAKIIOYEHIH 10 30BHILIIHBOI MEpexi
IHTEpHET.

4. OC nns BUKOpUCTAaHHS Ha cepBepax,
MIIKJIFOYCHUX Yy BHYTPIIITHIA MEpeX1 IHTpaHeT.

5. OC 1 BUKOpPUCTaHHS Ha CEpBEpax,
MIIKJIFOYCHUX B 30BHINIHIN MEPEXKi IHTEPHET.

Y '"llomapanueBiii KHH31" MPOMOHYETHCI
Taka  Kkimacudikamis  piBHIB  3aXHIIEHOCTI
oTepaIiiHuX CUCTEM:

- BUcokuii (A), - cepenniit (B), - ymoBHuUM
(C), - menpunycrumuii (D).

v BIMOBI1AHOCTI Io kinacudikarii
orepamiiHuX CHCTEM 3a BapiaHTaMH
BUKOpHUCTaHHA, cepTtudikatr kiacy Bl Oyze
no3Hauatu, 1o OC BUKOPUCTOBYETbCA Ha
poOOYMX CTaHINAX, IO HE MIIKIIOYCHUN 10
IaTepHeT i1 iHTpaHeT i Ma€ piBEeHb 3aXUIICHOCTI
«CepeIHIN.

Bynemo BBaxkatu piBenp 3axumieHocti OC
«HenpunyctTuMuMy, ko OC He 3a70BOJbHIE
xoua 0 0IHOMY YHKTY piBH# 3axuieHocti C.

3.1. MAPAMETPMU, 3A AKUMUN MOXKHA
NMPUCBAIKOBATU CTYMNIHb
3AXULLEHOCTI

OCHOBHOIO 33/1a4€10 3aXUIIEHOT onepauiiHoi
CUCTEMHM € 3amo0IiraHHs HECaHKLI0HOBAaHOMY
JOCTYIly J10 JaHHUX 13 30BHImHIX (MO
BIIHOIIEHHIO /10 Hel) mkepen. Tomy mMu Oyaemo
KkiJacu(ikyBaTH  omepauiiHi  CUCTEMH, IIO
0COOJINBOCTSIX AITOPUTMIB yIpaBJiHHSA
pecypcamu — JiokajbHi 1 Mepexesi OC [9-11].

JlokanpHi  OC  ympaBislOTH  pecypcamu
okpemoro komr'torepa. Mepexei OC OepyTb
y4acTh B yIpaBJIiHHI pecypcaMu Mepexi.

HaBenemo mapamerpu, 3a SKMMH HEOOXiJHO
HaJaBaTH PiBHI 3aXUIIEHOCTI.

Jls kiacy BUKopucTaHHas 1.

YMOBHUM  piBHEM  3axHMIIEHOCTI  Oyzae
HazuBatHcds OC, mnpu  HasgBHOCTI  TaKHUX
KpUTEPIiB:
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- OTpUMAaTH IIpaBa aJMiHICTpaTopa Oe3MeKH
MOKHa TUIBKM MICJII BUKOHAHHS SBHUX, IO
MIPOTOKOIIIOKOTHCS TiHA;

- ayreHTU(ikamiifHa iHpopMallisi TOBUHHA OYTH
3axHILeHa BiJl HECAHKI[IOHOBAHOTO IOCTYILY

- TOBUHEH OyTH peaji30BaHHi MeXaHI3M
YIpaBIiHHS TPOIECAMH B CHCTEMI

- KOPUCTYBayi MMOBUHHI IPOUTH i7eHTU(IKAIIIIO
1 ayreHTH(iKaLiIO MEepI Hi’XK BUKOHYBaTH OyJb
- K1 1ii B cucTeMmi

- YOpaBIiHHS CHCTEMHHMHM cCepBicamMu 1
JIpaiiBepaMu MOMJIMBO TiUIBKH aJMIHICTPaTOPOM
abo TpyIoro JOBipeHUX OCioO

- MOXJIMBICTH JIOKQJbHO 3a0JIOKYBaTH IOCTYII
710 CHCTEMH Ha Yac BiJICYTHOCTI KOpUCTyBa4ya

- mporecu 1 00'€KTH sapa HE TOBUHHI MaTH
MOXXJIUBICTh 32  BJIACHOIO  IHIIIaTHBOIO
3MIHIOBaTH JaHl 1HIIMX MpoIeciB abo 00'eKTiB
aapa.

- TOBMHHO OyTH 3a/laHO SIBHE 1 HEIBO3HAYHE
nepepaxyBaHHsl JOMYCTHMHX THITIB JIOCTYITY
(uvTaHHS, 3amMUC, BUKOHAHHS, BHUKOHAHHSI 3
OUThII BUIIMMH TPUBUICSIMH) JUIS KOXKHOTO
cy0'exTa abo rpymu Mo BiTHOIIEHHIO 10 00'eKTa
(pecypcey). _

- TIOBHHEH TIPOBOJUTHCS 1 3alUCyBaTHUCA
MOHITOPHHT KIFOYOBHX TIOJIA B CHCTEMI -
KOHTPOJIb OCTYIY MOBHUHEH OyTH 3aCTOCOBHMIA
710 KOKHOTO 00'€KTY 1 KO)KHOMY CYO'€KTY.

- MOXJIMBICTh 3MIHIOBATH IMpaBWIa JOCTYIY
Mae HaJIaBaTHUCS BUILJIEHUM cy0'ekTam
(ammiHicTpaTopaM, TOBIPEHOIO IpyTam).
CepenniM  piBHEM  3axHINEHOCTI  Oyze
HasuBatucas OC, mnpu  HAIBHOCTI  TaKUX
KpUTepiiB (B CYKYINHOCTI 3  KpPUTEPISIMH
YMOBHOTI'O PiBHS):

- MOXJIMBICTh BITHOBJICHHS CHCTEMH ITICJIS
30010, YUIKOJUKEHHS  CHUCTEMHHMX  (paiiiiB,
MOJKJTUBICTh CTBOPEHHSI KOHTPOJIBHOT TOYKH
BITHOBJIEHHS

- HasBHICTh CHUCTEMHHUX TaOJUIb 3 OMHCOM
MpaB AOCTYIY Ui MIAKIIOUEHHS MPUCTPOIO IS
KO)KHOTO  KOPHCTyBada 3  BCTAHOBIICHUMH
J03BOJIAaMU BUKOPUCTAHHS (YUTaHHS, 3aIuc,
BUKOHAHHS)

- BXi B cucTeMy min single-user NOBUHEH
BUMaraTH aBTopu3arii

- KOXHE  peecTpoBaHe  [isi  IOBUHHA
aCOIIIIOBATHCS 3 KOHKPETHUM KOPHCTYBadeM

-  TMOBMHHA  3IHCHIOBATUCS  OYHWIICHHS
TUMYacOBUX CUCTEMHUX (aiiiB

- BCs 1H(OpMALisS MPO YCHIIIHI 1 HEYCHIIIHUX
cripo0ax aBTOpM3allii MOBUHHI 3alUCyBaTUCS B
daiin

- BCI IOl B CHCTEMI, SIKI MAlOTh BiJHOIIEHHS
JI0 poOOTH CUCTEMHU

0e3rocepeIHpO, A0 OE3MEKH 1 10 MPU3HAYECHUX
JUTSt KOpHUCTyBada JIOJIATKIB MMOBUHHI
(biKcyBaTHCS 1 3aITUCYBATUCS

- B cHCTeMi TOBHMHHI OyTH iHTerpoBaHa
MOXJIMBICTh ~ 3JIHCHIOBATH  KpUOTOrpadivyHO
CTIHKHI 3aXWCT JaHUX BiJl HECAHKI[IOHOBAHOTO
JOCTYILY
Bucokum  piBHEM  3axHIIEHOCTI  Oyze
HasuBatucas OC, mnpu  HaAIBHOCTI  TaKUX
KpUTEpiiB (B CYKYHMHOCTI 3  KpHUTEpisIMH
YMOBHOTO 1 CEPETHHOTO PiBHS):

-  TOBWHHA  3[iHCHIOBATHUCS
(oOHyJNeHHs, 3HEOCOOJIECHHS)
obOmacreii omeparmBHOi mam'sti EOM i
30BHIIIHIX HAKOIMYyBayiB. OuniieHHs
3IIACHIOETHCS TOBUIBHOI 3aITUCOM B 3BLIBHEHY
00J1acTh naM'sTi, paHimie

BUKOPUCTAHY Il 30epiraHHs JaHUX,
3aXUIAThCS ((paitiis).

- apxiByBaHHS pE3yJIbTaTiB MOHITOPUHTY 3
METOI0 €KOHOMII 3aliMaHOro MicIs

- cuCTeMa TIOBHHHa  BHUKOPHUCTOBYBATH
iHTerpoBaHe mudpyBaHHs ¢ailioBoi cuctemuy,
IpH SIKOMY HEMOXXIIMBO BBaXKAaTH JaHI TpH
3HSTTI HAaKOMWYyBaya 1 MiAKIIOYEHHS] HOro 0
IHIIIOTO KOMIT'FOTepa

- cuCTeMa TIOBUHHAa  BHUKOPHUCTOBYBATHU
IHTerpoBaHe MHU(pPyBaHHS (ailloBOi cHucTEMH,
Ipu SKOMY HEMOXXIIMBO BBaXaTH JaHI MpH
3HSTTI HaKoOMWYyBaya 1 MIJKIOYEHHS HOoro 1o
IHIIIOTO KOMIT'FOTepa

- HasIBHICTh MEXaHI3My, SIKHi OM Ha piBHI sapa
3a00pOHSB BHUKOHAaHHS KOOy 3 aJApPECHOro
CETMEHTA JJaHUX

- HasIBHICTh CUCTEMHHUX TaOIUIlb 3 OMUCOM IpaB
JOCTYIY JIJISl IJIKIFOUEHHS TMPUCTPOIO  JUIS
KOXKHOTO  KOPHCTyBa4a 3  BCTAHOBJICHHMH
JI03BOJIAMHA BUKOPUCTAHHS (YUTaHHS, 3alluC,
BUKOHAHHS)

- npu BUSIBJIICHHI HECAHKI[IOHOBAHOIL
monupikarii cuctemManx (aiiB (pu 3aBAaHHI
BIJITOB1THOT omirii aJMIHICTPATOPOM)
MPOBOAWTHCS ~ ABTOMATUYHE  BiJHOBJICHHS
¢aiiniB 3 pe3epBHOI KOMii.

- MEXaHi3M BCTAaHOBJICHHS MapoJIiB HE TTIOBUHEH
JIOTTyCKaTH YCTAHOBKH CIIA0KHUX MapOJIiB MEHIIE
8 CUMBOIIIB 1 MAIOTh OCMHCIICHE 3HAYCHHS.

OUYUILIECHHSA
3BUIBHAKOTHCS

1o
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Jl1s Kiaacy BUKOPUCTAaHHSA 2.

YMoBHEM piBHEM 3aXUILIEHOCTI i
HazuBatucs OC, 1Tpu HAIBHOCTI  TaKuX
KpUTEPIiB:

- OTpHMAaTH IIpaBa aJMIHICTpaTopa Oe€3MeKH
MOKHa TUIBKM MIC/II BUKOHAHHS SIBHUX, IO
MIPOTOKOIIIOOTHCS TiHA;

- ayreHTH(dIKamiitHUX 1HGOpMAaIlis T[MOBHHHA
OyTM 3axulleHa BiJ  HECAHKIIOHOBAHOTO
JOCTYILY

- TOBMHEH OyTH peani30BaHUN MEXaHi3M
YIPaBIiHHS MPOIIECAMH B CHCTEMI

- KOPUCTYBaui MOBUHHI NPONTH ineHTH]IKAIIiIO
1 ayreHTU(DIKAIlIIO TTepIT HI’)K BUKOHYBATH OyIb-
sK1 i1 B cucTeMi

- yYOpaBIiHHSA CHUCTEMHHMH CEpBicaMH 1
IpaiiBepaMi MOKJIMBO TUIBKH aIMiHICTpaTopy
abo rpymi JoBipeHux ocid

- MOXJIMBICTH JIOKQJIBHO 3a0JIOKYBaTH JOCTYII
JI0 CUCTEMH Ha Yac BiICYTHOCTI KOpUCTyBaua

- mpomecu 1 00'€KTH sapa HE TOBUHHI MaTH
MOYKJIUBICTH 3a BJIACHOIO 1HI[IaTUBOIO
3MIHIOBAaTH JIaHi IHIIUX TpoIeciB abo 00'eKTiB
spa.

- TIOBUHHO OyTH 3a/JaHO SIBHE 1 HEIBO3HAYHE
nepepaxyBaHHsl JONMYCTUMHUX THIIB JIOCTYIY
(uuTaHHS, 3amUC, BWKOHAHHS, BHUKOHAHHS 3
OUIBLI BUILIUMU

NPUBLIESIMH) [T KOKHOTO cy0'ekTa ado rpymnu
10 BIIHOMIEHH!O 710 00'ekTa (Pecypcy).

- TIOBMHEH TIPOBOJAWTHCS 1 3amUCyBaTHCA
MOHITOPHHT KIFOYOBHX MO B CHCTEMI

- KOHTPOJb  JOCTYNy TIOBUHEH  OyTH
3aCTOCOBHMH /10 KOXKHOTO OO0'€KTY 1 KOXKHOMY
cyO'ekTy.

- MOXJIMBICTh 3MIHIOBATH IMpaBWJIa JIOCTYIY
Mae HaJIaBaTHUCS BUILJIEHUM cyO'ekTam
(ammiHicTpaTopaM, TOBIPEHOIO IpyTam).
CepenniM  piBHEM  3axHIIEHOCTI  Oyze
HasuBatucs OC, Tm0pu  HAABHOCTI  TaKUX
KpUTepiiB (B CYKYINHOCTI 3  KpPUTEPISIMH
YMOBHOTO PiBHS):

- MOXJIMBICTh BITHOBJICHHS CHCTEMH ITIiCJIS
30010, YIIKOJUKEHHS  CHCTEMHHMX  (paiiiiB,
MOJKJIMBICTh CTBOPEHHS KOHTPOJIBHOI TOYKH
BITHOBJIEHHS

- HasBHICTh CHUCTEMHHUX TaOJUIb 3 OMHCOM
MpaB AOCTYITY JUIS MAKITIOUEHHS PUCTPOIO IS
KO)KHOTO  KOPHCTyBa4a 3  BCTAaHOBIICHUMH
JI03BOJIAaMU BUKOPHUCTAHHS (YUTaHHS, 3aIuc,
BUKOHAHHS)

- BXiJ B CHCTeMy mia single-user TOBUHEH
BUMaraty aBTOpHU3aIlii

- KOXHE  pEecTpoBaHe  Misl  TOBUHHA
ACOIIOBATHUCS 3 KOHKPETHUM KOPUCTYBadeM
- IIOBHMHHA 3I1MCHIOBATUCS OYHUILICHHS

THUMYaCOBUX CUCTEMHUX (haiiiIiB

- MOXIIUBICTh YINPABJIATH HACTPOIOBAHHIM
MIIKIIOYCHHS 10 MEpeXi 1 TmapaMeTpaMu
HiAKIIOYSHHS TUIBKU aJIMIHICTpaTOpy abo rpyri
JIOBIpEHUX 0Ci0

- BCs 1H(OpMALis MPO YCHIIIHI 1 HEYCHIITHUX
crnpobax aBTOpH3allii MOBUHHA 3alKMCyBaTHCS B
daiin

- BCI IOl B CHCTEMI, SIKI MAlOTh BiJHOIIECHHS
I0 poboTH CcHUCTeMH O€3MOCEepPEeNaHbO, [0
Oe3meky 1 J0 MpHU3HAYEHUX MJs KOpUCTyBaua
JOJaTKiB MOBMHHI (DiKCyBaTHCS 1 3aIICYBaTHCS
- B cucreMi TMOBUMHHI OyTH 1HTErpoBaHa
MOJJIMBICTh  3IIHCHIOBATH  KpUOTOTrpadidHO
CTIMKMI 3aXUCT JAaHWUX BiJ HECAHKI[IOHOBAHOIO
JOCTYITY
Bucoxkum piBHEM 3aXUILIEHOCTI Oyne
HazuBatucs OC, T1Tpu  HAABHOCTI  TaKuX
KpUTEpiiB (B CYKYNHOCTI 3 KPUTEpiIMHU
YMOBHOTO i CEpETHBOTO PiBHS):

-  TOBUHHA  3[ilfiCHIOBAaTUCS
(oOHyJICHHS, 3HEOCOOJICHHSI)
obnacreii  omeparuBHOi mam'siti EOM i
30BHIIIHIX HAKOITMYYBaYiB. OUYMILIEHHSI
3IHCHIOETHCS JTIOBUIBHOI 3alMCOM B 3BIIBHEHY
o0nacTb MaM'ATi, paHillle BUKOPUCTAHY JUIf
30epiranHs JaHMX, 110 3aXUIIAIOTHCS ((aiiniB).

- apxiByBaHHS pe3yJIbTAaTIB MOHITOPUHTY 3
METOI0 EKOHOMIT 3aiiMaHOIr0 MiCILIst

- CcUCTeMa  TIOBHHHAa  BHUKOPHCTOBYBATH
iHTerpoBaHe mudpyBaHHs (aiinoBoi cucremuy,
npu SKOMY HEMOXIJIMBO BBA)KaTH JaHI IpH
3HSATTI HAaKOMWYyBaya 1 MiAKIIOYEHHSI HOTro 0
IHIIIOTO KOMIT'IOTepa

- CcUCTeMa  IIOBMHHAa  BUKOPUCTOBYBAaTH
1HTerpoBaHe MHU(pPyBaHHS (ailloBOI cHUCTEMH,
Opu SKOMY HEMOXXIMBO BBaXaTH JaHI MpH
3HSTTI HaKOMWYyBaya 1 MIJKIOYEHHS HOoro 1o
HIIOr0 KOMI'ToTepa

- HasBHICTh MEXaHI3My, SIKHi OM Ha piBHI sapa
3a00pOHSIB  BUKOHAHHSA KOAY 3 aJIpecHOro
CerMeHTa JaHuX

- HasBHICTh CHCTEMHHX TaOJMIIb 3 OMUCOM IpaB
JNOCTYIy /ISl TIAKITIOYEHHS TPUCTPOIO ISt
KO)KHOTO ~ KOpHUCTYBada 3  BCTAHOBJIEHUMH
JI03BOJIAMH BHUKOPHCTaHHS (YMTaHHS, 3alluc,
BUKOHAHHS)

OYUIIEHHSA
3BUILHAKOTHCS
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- MOXKJTUBICTD YIPABIIiHHS MpaBaMH JOCTYILY 710
MepEeXi IS Pi3HUX KOPUCTYBAYiB
- npu BUSBIIEHHI HECAHKI[I0HOBAHOT
Moaudikaiii cucteMHUX (ainiB (pu 3aBAaHHI
BiJIMTOBIAHOT orii aJIMIHICTPATOPOM)
MPOBOJUTHCS ~ aBTOMATUYHE  BiJHOBIICHHS
(aiiiB 3 pe3epBHOI KOMiT;
- HaAsSBHICTh MAaKETHOTO (UIBTPa 3 MOMIJIUBICTIO
CTBOPEHHSI MpPaBWJI JUIsl BXIJHOTO 1 BHXIJHOTO
MEpEeXKEeBOTO Tpadiky 3 MOXKIMBICTIO 3aIlUCy
MAKeTiB 1 MEperasgoM MepeXeBUX 3'€HaHb, a
TAaKOXX TpaBWIaMH, IO JOMYCKAaIOTh BLIbHE
Oe3mepemKoiHe  MEepeMilIeHHsT  BHYTPIIIHIX
MaKkeTiB Ha JIOKAJIbHI iHTepdeiicn 1 aapeca
127.0.0.1
- MEXaHi3M BCTaHOBJICHHS IapOJIiB HE TIOBUHEH
JIOITYCKATH YCTAHOBKH CIA0KHMX TapOoJIiB MEHIIIE
8 CMBOJIIB 1 MaIOTh OCMHCJICHE 3HAYCHHSI.

st k1acy BUKOpUCTaHHA 3
(OC nmns BuKoOpuCTaHHS Ha pobOOYOi CTaHIii,
I IKITFOYCHOT 10 30BHINTHBOI MEPEkKi IHTEPHET)

YMoBHUM piBHEM 3aXUILIEHOCTI Oyne
HazuBatucs OC, mTpu HAIBHOCTI  TaKuX
KpUTEPIiB:

- OTpHMAaTH IIpaBa aJMiHICTpaTopa O€3MeKH
MOKHa TUIBKM IIICJIS BUKOHAHHS SIBHHX, IO
MIPOTOKOITIOFOTHCSI [TiH;

- ayTeHTUdikaiiiHa iHpopmallis HoBUHHA OyTH
3axHIIEeHa BiJl HECAHKI[IOHOBAHOT'O JIOCTYILY;

- TOBMHEH OyTH peali30BaHUIl MeXaHi3M
YIpaBIIHHS MIPOIIECAMH B CUCTEMI;

- KOPUCTYBaui MOBUHHI NPOITH 11eHTH]IKAIIiIO
1 ayTeHTU(]IKaIiI0 MepIl HIXK BUKOHYBATH Oy/ab-
K1 Oii B cUCTEMI;

- yOpaBiiHHSA CHUCTEMHUMH CepBicaMHu 1
ApaiiBepaMi MOJIMBO TUIBKU aaMiHICTpaTopy
abo rpymi JOBIpEeHUX 0C10;

- MOXXJIMBICTH JIOKaJIbHO 3a0J0KYyBaTH JIOCTYII
710 CUCTEMH Ha Yac B1JICYTHOCTI KOPUCTyBaua;

- mpouecu 1 00'€KTH sAapa HE MOBUHHI MaTH
MOXJIUBICTh 32  BJIACHOK  IHIIIaTHBOIO
3MIHIOBATH JIaH1 1HIIMX MpoleciB abo 00'eKTiB
AMpa;

- TIOBUHHO OyTH 3a/1aHO SIBHE 1 HEJBO3HAYHE
MepeNiyeHHs] JONYyCTUMHUX THIIB  JIOCTYIY
(uuTaHHA, 3amMC, BUKOHAHHS, BHUKOHAHHA 3
OUTbII BUIIMMU MPHUBUIESIMH) Ui KOXKHOTO
cy0'exTa abo rpyIu Mo BiIHOIICHHIO 0 00'€KTa
(pecypcey); _

- TIOBUHEH TPOBOAMTHCS 1 3amUCyBaTHCA
MOHITOPHHT KJIFOUOBHX TIOJII B CHCTEMI;

- KOHTpPOJb  JIOCTYIly TOBUHEH OyTH
3aCTOCOBHUM /10 KOXXHOTO OO'€KTY 1 KOXKHOTO
cy0'exTy;

- MOXIIMBICTh 3MIHIOBaTH NpPaBUia JIOCTYILY
Ma€  HagaBaTUCA  BHIAUIGHMM  cyO'ekTam
(amMiHICTpaTOpaMm, T0BIPEHOIO IPyIaMm).
CepenniMm  piBHEM  3axuIIEHOCTI  Oyxe
HazuBatucs OC, TIpU  HAIBHOCTI  TaKUX
KpUTEpiiB (B CYKYNHOCTI 3  KpHUTEpisIMH
YMOBHOTO PiBH):

- MOXJIMBICTh BIJHOBIICHHSI CHUCTEMH IIiCIIS
30010, YIIIKOJPKEHHS CHCTEMHHX (DaiiiniB;

- MOXJIMBICTh CTBOPEHHS KOHTPOJIBHOI TOYKH
BIJTHOBJIEHHS;

- HasBHICTb CHUCTEMHHX TaOJHIb 3 OIHCOM
npaB JOCTYITY ISl TiAKIIOYCHHS TIPUCTPOIO IS
KOXXKHOTO  KOPHCTyBa4a 3  BCTAHOBJICHHUMH
JI03BOJIAMHA BHUKOPHUCTaHHS (YMTaHHS, 3aIluc,
BUKOHAaHHS);

- BXiI B cHCTeMy mia single-user MOBUHEH
BUMAaraTy aBTOPH3AIlii;

- KOXHa  peecTpoBaHa  Jis  IOBHUHHA
ACOIIFOBATHUCS 3 KOHKPETHUM KOPUCTYBauEM;
- TIOBUHHO  3/IHCHIOBAaTHCS  OYMILICHHS

TUMYACOBHX CHUCTEMHHX (paiiiiB;

- MOXIIMBICTh YIPABISATA HACTPOIOBAHHIM
MIIKITIOYCHHST 10 MEpexi 1 TapaMeTpamu
M IKJIFOYEHHS HAJIa€ThCS TUIBKHA

ajMiHicTpaTopy abo rpymi 1oBipeHux 0cio;

- Bca iH(popMallisl Mpo YCHIlIHI 1 HEyCHIIIHI
cripoOM aBTOpHM3aIlli MOBUHHI 3alUCyBaTUCS B
daiin;

- BCl mofil B CUCTEMI, SIKI MAalOTh BIJTHOIIECHHS
J0 poOoTtu cuctemMu Oe3noceperHbo, 10
Oe3neku 1 J0 MpHU3HAUYEHUX JJs KOpUCTyBaua
JIOJIaTKIB MOBUHHI (piKCyBaTHCA 1 3aIIUCYBaTHCS;
- B CHCTEMI IIOBMUHHa OyTH I1HTErpoBaHa
MOJJIMBICTh  3JIHCHIOBAaTH  KpUOTOrpagiuHo
CTIMKMI 3aXHUCT JAHUX BiJ HECAHKI[IOHOBAHOI'O
JIOCTYIIY.
Bucoxkum piBHEM 3aXUILEHOCTI] oyne
HazuBaTHcd OC, T1Tpu  HAgBHOCTI  TakKuX
KpUTEpiiB (B CYKYNHOCTI 3  KpPUTEPISIMH
YMOBHOTO 1 CEpEIHbOTO PiBHS):

- MOBHUHHA 301MCHIOBATHCS
(oOHyNEeHHS, 3HEOCOOJICHHS) obmacrei
omeparuBHOi mam'siti EOM 1 30BHINIHIX
HAKOMUYYBayiB, 110 3BUIBHAIOTHCS. OYHILECHHS
3MIMCHIOETHCS JOBUTHHUM 3aIMCOM B 3BUIHBHEHY
00J1acTh IaM'sTi;

- apxiByBaHHS pe3yJIbTAaTIB MOHITOPUHTY 3
METOIO0 €EKOHOMIT 3aifMaHOI0 MICIIf;

OYHIIICHHA
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- cUCTeMa  TIOBHHHa  BUKOPHCTOBYBATH
iHTerpoBane mupyBaHHs (HalIOBOI CHCTEMH,
IpU SKOMY HEMOXXIMBO 34YHTATH JIaHi WpH
3HATTI HAaKONMMYyBaya 1 MIJKIIOYEHHS HOTO [0
IHIIIOTO KOMIT'IOTEPa;

- HasBHICTh MEXaHI3MYy, KMl OM Ha piBHI sAapa
3a00pOHSB BHKOHAaHHS KOIy 3 aJpPECHOTr0
CerMeHTa JIaHUX;

- HASsIBHICTh CUCTEMHHX TaOJHUI[h 3 OMMCOM TIPaB
JNOCTYIy ISl MIJKIIOYEHHS MPHUCTPOIO IS
KOXXHOTO  KOPHCTyBa4a 3  BCTAHOBJICHHMH
J03BOJIAaMU BUKOPUCTAHHS (YUTaHHS, 3aIlucC,
BUKOHAHHS);

- MOKJIMBICTH yNPaBJIiHHS MpaBaMH JOCTYIY J0
Mepexi U pi3HUX KOPUCTYBAUiB;

- npu BUSIBJICHHI HECAHKIIOHOBAaHOIL
Moudikarii cucteMHux (ainiB (pu 3aBIaHHI
BIIIOBITHOT oIl aZMiHICTPATOPOM)
MPOBOAWTHCS ~ ABTOMATHYHE  BIJIHOBJICHHS
(haiiiB 3 pe3epBHOT KOMii;

- HaSsIBHICTh MAKETHOTO (PiIBTPY 3 MOKIHUBICTIO
CTBOPCHHS MPAaBWJI ISl BXiJHOTO 1 BUXIJIHOTO
MepekeBOoro Tpadiky 3 MOXKIHUBICTIO 3aIUCy
MAKeTIB 1 MEPeryisiioM MEpexeBUX 3'€HaHb, a
TaKOX IMPaBWJIAMH, IO JOIYCKAIOTh BIJIbHE
Oe3mepenIkoiHe  MepeMilleHHs]  BHYTPILIHIX
MakeTiB Ha JIOKANbHI iHTEepdelcu 1 aapecu
127.0.0.1;

- MiITpUMKa CTalOLIbHOI POOOTH CHUCTEMHOTO
MOHITOPUHTY TPOTATOM 15 XBWJIMH aTaku 3
MOBHUM  (IKCyBaHHSIM Jif  aTrakyroo4oro 1
napanenbHOi BiIPaBKOIO Ha CEpBEp PE3epPBHUX
KOII1I;

- cCTeMa He TIOBHHHA J1aBaTH iH(OpMAaIIiio Mpo

CBOE  HallMeHyBaHHs, Bepcii 1  Bepciid
IIPaLFOI0YNX CepBiCiB HEaBTOPU30BaHUX
KOPHCTYBaUiB;

- MEXaHI3M BCTaHOBJICHHS IapoJliB HE TTOBUHEH
JIOTTYCKaTH YCTAHOBKH CJIA0KUX MapoJIiB.
st kacy BUKOpUCTaHHS 4

YMoBHUM  piBHEM  3axuIleHOCTI  Oyne
HazuBathcs OC, mnpu  HAIBHOCTI  TakKuX
KpUTEPIiB:

- OTpUMAaTH IIpaBa aJMiHICTpaTopa Oe3MeKH
MOXHAa TITBKH TIICIS BUKOHAHHS SIBHHUX, IO
MIPOTOKOIIOOTHCS TTiH;

- ayTeHTU]iKaIiliHa 1HPOopMaIlis TOBUHHA OyTH
3axHIlEeHa BiJl HECAHKI[IOHOBAHOT'O IOCTYILY;

- TOBUMHEH OyTH peani30BaHUIl MeXaHi3M
yIIpaBIIiHHS MPOLIECAMH B CUCTEMI;

- KOpHUCTyBaul OBUHHI IPOUTH 1I€HTH(IKALIIO
1 ayTeHTH(]IKaIliI0 TepII Hi’)K BUKOHYBAaTH Oy/b-

sIKi Oii B cucTeMi;

- yOpaBJiHHA CHCTEMHHMMH cepBicaMH 1
JpaiiBepaMu MOXKJIMBO TUIBKH aJMIHICTpaToOpy
abo rpyIi J0BIpeHUX 0Ci0;

- HasBHICTh MAKETHOTO (iIbTPa 3 MOKIMBICTIO
CTBOPEHHSI TPAaBWJI ISl BXIJHOTO 1 BHXITHOTO
MepexeBoro Tpadiky;

- MOXJIMBICTh JIOKQJILHO 3a0JIOKYBaTH JOCTYII
JI0 CUCTEMH Ha 4ac BiJICYTHOCTI KOPHCTyBaya,

- TpolecH 1 00'€eKTH spa HE MOBHHHI MaTH
MOKJIUBICTh 3a  BJIACHOIO 1HII[IaTUBOIO
3MIHIOBaTH JIaH1 1HIIMX MPOIECiB ad0 00'€KTIB
Aqpa;

- MOBUHHO OYTH 3a/IaHO SIBHE 1 HEIBO3HAYHE
nepepaxyBaHHsi JOMYCTUMHX THITIB JIOCTYITY
(4uTaHHA, 3amUC, BHKOHAHHS, BHUKOHAHHS 3
OUTbII BUIIMMHU TPHUBUICAMH) Ui KOKHOTO
cyO'ekta a0o rpynu MO BiJHOUICHHIO [0
(pecypey); '

- TOBUHEH TPOBOJMTHCS 1 3alUCyBaTHUCS
MOHITOPUHT KJIFOUOBHUX TOIH B CUCTEMI;

- KOHTpPOJb  JIOCTYNYy TIOBUHEH  OyTH
3aCTOCOBHHMH JI0 KOXKHOTO OO'€KTy 1 KOXKHOTO
cy0'eKTy.

- MOKJIMBICTh 3MIHIOBAaTH IPaBUIA JOCTYI MA€
HaJIaBaTUCI BUIUJIEHUM cy0'ektam
(ammiHicTpaTopam, TOBIpEHUM IpyIiam).
Cepennim piBHEM 3aXUILEHOCT1 Oyne
HazuBatucs OC, Tpu  HAABHOCTI  TaKuX
KpUTEpiiB (B CYKYNHOCTI 3  KpHUTEpisIMH

YMOBHOTI'O PiBHS):

- MOJXJIMBICTb BIJTHOBJICHHSI CHUCTEMM IICIIS
30010, YIIKOJDKEHHS  CHCTEMHHUX  (aiiniB,
MOJJIMBICTh CTBOPEHHS KOHTPOJIBHOI TOYKH
BIITHOBJIEHHSI;

- HasBHICTb CHCTEMHMX TaOJHIb 3 OMHCOM
npaB JIOCTYITY JJISl AKITIOYSHHS TIPUCTPOIO JUIS
KO)KHOTO ~ KOpHUCTYBada 3  BCTAHOBJIEHUMH
JI03BOJIAMHA BHUKOPHUCTaHHA (YMTaHHS, 3aIluc,
BUKOHAHHS);

- BXIJ B CHCTeMYy Mija single-user NOBUHEH
BUMAaraTH aBTOpHU3allii;

- KO’KHE PEECTPOBAHE JII0 Ma€ acolliloBaTHCS 3
KOHKPETHUM KOPHUCTYBayeM;

- TMOBHUHHO 311MCHIOBATUCS
TUMYACOBHUX CUCTEMHHUX (paiiiiB;
-  MOXIIMBICTh YIPABISATH HACTPOIOBAHHIM
OiAKIIOYEHHS 10 Mepexi 1 mapameTpamu
M1JKII0YEHHS TUIBKH aJIMiIHICTpaTopy abo rpyii
JOBIPEHUX 0Ci0;

- B CHCTeMYy IOBHHEH OyTH BOYyIOBaHMI
MeXaHi3M, 110 3a0e3mneuye mepenavy JaHUX Ha

OUMIIIEHHS
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BiJIaJICHUI CepBEp PE3epBHOTO KOMIIOBAHHS,

- MEXaHI3M BCTAHOBJICHHSI MapoJIiB HE MOBUHEH
JIOMYCKATH YCTAHOBKH CIA0KHUX MapOJIiB MEHIIIE
8 CMBOJITIB i MATH OCMHUCJICHE 3HAYCHHS;

- Bcs iH(poOpMaIlisl Mpo YCHIlIHI 1 HEyCHilIHi
cpoOu aBTOpHU3aIlii MOBUHHI 3alMCyBaTHCS B
¢aiin;

- BCl IMofii B cHCTeMI, sIKI MalOTh BiJHOIIIECHHS
10 pobotu cuctemu Oe3mocepenHbo, 10
Oe3meku i J0 NPU3HAYCHUX U KOPUCTYyBada
JO0JaTKIB MOBUHHI (DIKCYBaTHUCS 1 3aIIMCYBaTUCS;
- B CHCTEMI TIOBMHHI OyTH iHTErpoBaHa
MOJJIMBICTh  3JIHCHIOBATH  KPUOTOTpadidHO
CTIMKMHA 3aXWUCT NAHUX BlJ HECAHKIIOHOBAHOTO
JOCTYILY;

- HasBHICTh MAaKETHOTO (UIBTPa 3 MOMIJIUBICTIO
CTBOPEHHSI TPaBWJI JUIsl BXIJHOTO 1 BHXIJIHOTO
MepekeBoro Tpadiky 3 MOXKIHUBICTIO 3aIlUCy
MaKeTIB 1 MEeperasgoM MepeXeBHX 3'€HaHb, a
TAKOXX TpaBWIaMH, IO JONMYCKAKTh BUIbHE
Oe3mepemKoHe  MEepeMIlIeHHsT  BHYTPIIIHIX
MakKkeTiB Ha JIOKalbHI 1HTepdelicu 1 aapecy
127.0.0.1.

Bucoxkum piBHEM 3aXUILEHOCT1 Oyne
HazuBatucs OC, mTpu HAIBHOCTI  TaKuX
KpUTEpiiB (B CYKYMHOCTI 3 KPUTEPISIMH
YMOBHOTO i CEpEHBOTO PiBH):

- TIOBUHHO  3/IHCHIOBaTHCA  OYMILECHHS
(0OHyEeHHS, 3HEOCOOICHHS)

oOmacreil omepatuBHOi mam'siti  EOM i

30BHIIIHIX HAKOMWYYBayiB, IO 3BUIbHSIOTHCS.
OuurieHHs 3A1HCHIOETbCS JOBIIBHOI 3aIIMCOM B
3BIJIbHEHY 00JIaCTh MaM'sITi;

- apxXiByBaHHS pE3Yy/lbTaTiB MOHITOPUHTY 3
METOI0 €KOHOMII 3aifMaHOr0 MiCIIs;

- CcHCTeMa  IIOBMHHAa  BHUKOPHUCTOBYBAaTH
1HTerpoBaHe MHQpyBaHHS (ailloBoi cucTemH,
OpU SIKOMY HEMOXJIMBO 34YUTATU JaHl IpH
3HSATTI HAKONWYyBaya 1 MIIKIOYEHHS Horo 1o
HIIOr0 KOMI'ToTepa

- HasBHICTh MEXaHI3MYy, SIKHil OM Ha piBHI sapa
3a00pOHSAB BHUKOHAHHA KOAY 3 aJpecHOro
CErMEHTA JIaHUX;

- HasBHICTh CUCTEMHHX TaOJMIIb 3 OMUCOM IpaB
JOCTYNy JUIsl MIAKIIOYEHHS MPHUCTPOIO IS
KO)KHOTO ~ KOPHUCTyBada 3  BCTAHOBJIEHUMH
J03BOJIAaMU BUKOPUCTAHHS (YUTaHHS, 3aIuc,
BUKOHAHH);

- MOKJIMBICTH yNPaBJIIHHS MpaBaMH JOCTYIY A0
Mepexi U pi3HUX KOPUCTYBaUiB;

- pu BUSBIICHHI1 HECaHKI[I0HOBAHOT
Moaudikarii cuctemMHux (aimiB (mpu 3aBAaHHI

BIAMOB1AHOT ol aJIMiHICTPATOPOM)
NPOBOTUTHCS ~ aBTOMATUYHE  BiJHOBIJICHHS
¢aiiiB 3 pe3epBHOI KOMiT;

- MATpUMaHHS CTa0lIbHOT POOOTH CHCTEMHOTO
MOHITOPHHTY TPOTSATOM 15 XBWIMH aTakd 3
MOBHUM  (pIKCYBaHHSIM [l  aTakyrudoro i
napajebHOl BiIPAaBKOIO Ha CEpBEP PE3EPBHUX
KOITiH;

- cUCTeMa He MOBUHHA JIaBaTH 1H(POPMALIiI0 PO

CBOE  HaillMeHyBaHHS, Bepcii 1 Bepcii
MPaIIOIYHNX CepBiciB HEaBTOPU30BAHUX
KOPHUCTYBaYiB.

J1s1 Ki1acy BUKOpHCTaHHA S.

YMOBHMM  pIiBHEM  3axulleHoOCTI  Oynue
HazuBatucs OC, T1Tpu  HAABHOCTI  TaKuX
KpUTEPIiB:

- OTpUMAaTH TpaBa aJAMiHICTpaTopa Oe3meKu
MOKHA TUIBKM IIICJIS BHMKOHAHHS SIBHHX, ILO
MIPOTOKOJTIOIOTHCS JTiH;

- ayTeHTH(iKalilHa iHopMallis MTOBUHHA OyTH
3axXHIIEeHA BiJ] HECAHKI[IOHOBAHOTO JIOCTYIIY;

- TMOBHMHEH OyTH peani3oBaHUN MeXaHi3M
VIIPaBIiHHS TPOIECAMH B CHCTEMI;

- KOPHCTYyBaul MOBUHHI MPOUTH 1IEHTU(IKALIIIO
1 ayTeHTH}IKaIi0 Mepi HiXK BUKOHYBATH Oy/Ib-
K1 Aii B cucTeMi;

- yOpaBNiHHSA CHUCTEMHHUMH CepBicaMH 1
IpaiiBepaMu MOXJIMBO TUIBKH aaMIHICTPATOpPy
abo rpyni 1oBipeHux ocio;

- HasBHICTh MAKETHOTro (uIbTpa 3 MOKIMBICTIO
CTBOPEHHSI MPaBUJI JUISl BXIJTHOTO 1 BUXIJHOTO
MepexeBoro Tpadiky;

- MOXKITUBICTH JIOKQJIBHO 3a0JIOKYBaTH JIOCTYII
JI0 CUCTEMH Ha 4ac BiICYTHOCTI KOPHCTyBaya,

- mpolecu 1 00'€eKTH sA]pa HE MOBUHHI MaTH
MOMJIMBICTh 3@  BJIACHOKO  1HILIaTHUBOIO
3MIHIOBaTH JIaHl IHIIMX HpoueciB abo 00'eKTiB

Aapa,
- MOBUHHO OYTH 3aJlaHO sIBHE 1 HEJIBO3HAYHE
MEepeNiyeHHs] JIOMYCTUMUX THUIIIB  JIOCTYIY

(unTaHHS, 3amKMC, BUKOHAHHS, BHUKOHAHHA 3
OUTbII BUIIMMU TPHUBUIEIMH) AN KOXHOTO
cy0'ekTa abo TPyMNH MO BIAHOMIEHHIO 0 00'€KTa
(pecypey); '

- TIOBUHEH TIPOBOAMTHCS 1 3alUCyBaTHCS
MOHITOPHUHT KJIIOUOBHUX MOAIN B CUCTEMI;

- KOHTPOJb  JIOCTYNy TIOBUHEH  OyTH
3aCTOCOBHMH JI0 KOXKHOTO OO'€KTy 1 KOXKHOTO
cyO'eKTy.

- MOXJIMBICTh 3MIHIOBaTH NpaBUia JIOCTYILY
Ma€  HaJgaBaTHCS  BHJAUIEHUM  cy0'ekTam
(ammiHicTpaTopam, JOBIpEHUM IpyIiam).
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Cepennim piBHEM 3aXUIEHOCTI Oyne
HazuBatucs OC, mnpu HAIBHOCTI  TaKUX
KpUTEpiiB (B  CYKyImHOCTI 3  KpHUTEpisMH

YMOBHOTO PIiBHS):

- MOJIMBICTh BIJIHOBJICHHS CHUCTEMH IIiCIIS
30010, YIIKO/)KCHHS  CHUCTEMHHUX  (paiiis,
MOJKJIUBICTh CTBOPEHHSI KOHTPOJIBHOT TOYKH
BiJHOBJICHHS;

- HAsSBHICTh CHCTEMHHUX TaOJIMIlb 3 OIHCOM
MpaB AOCTYIY VIS MAKIIOUEHHS MPUCTPOIO IS
KOXXHOTO  KOPHCTyBa4a 3  BCTAHOBJICHHMH
J03BOJIAaMU BUKOPUCTAHHS (YUTaHHS, 3aIlucC,
BUKOHAHHS)

- BXiA B cUCTeMy mmija single-user MOBHHEH
BUMAaraTy aBTOpH3aIlii;

- KOXXHa peecTpoBaHa Jisl Ma€ acolilOBaTHUCS 3
KOHKPETHUM KOPUCTYBA4YEM;

- MEXaHi3M BCTAHOBJICHHSI MapOJIiB HE MOBUHEH
JIOITYCKATH YCTAHOBKH CIA0KHMX TapOJIiB MEHIIIE
8 CUMBOIIIB 1 MaTH OCMUCJICHE 3HAUCHHS;

- TOBUHHO  3IACHIOBATHUCS  OYHIICHHS
THUMYACOBUX CUCTEMHUX (ailiB;

- MOXIIMBICTh YIPaBJIATH HACTPOIOBAHHSIM
MIIKIIOYCHHS JI0 MEpeXi 1 IapaMmeTpamu
MAKITIOYSHHS TUTBKU aJIMiHICTpaTopy abo rpyri
JOBIpEHUX 0Ci0;

- Bcs iH(poOpMaIlsl Mpo YCHIIIHI 1 HEyCHilIHi
cipoOu aBTOpH3allii MOBHHHI 3aIHCYBaTUCS B
¢aiin,

- BCl IOl B CHCTEMI, SIKI MAlOTh BiJHOIIEHHS
no pobotu cuctemMu Oe3mocepeaHbo, 10
0e3nmeky 1 0 MPHU3HAYCHUX AN KOpHUCTyBauda
JOJIaTKIB IMOBUHHI (PiKCYBaTHCS 1 3aIIMCYBaTUCH;
- B cucTeMi NOBMHEH Oyt BOYZOBaHMA
MeXaHI3M, 10 3a0e3neuye nepeaady JaHUX Ha
BiJIJaJIEHUH CepBep pe3epBHOTO KOMiIOBAHHS;

- B CHCTeMI IIOBUHHa OyTH I1HTErpoBaHa
MOJKJIMBICTh  3JIHCHIOBATH  KpUMOTOTpadiduHO
CTIMKHI 3aXMCT JaHUX BiJI HECAHKIIIOHOBAHOTO
JOCTYILY;

- HasBHICTh MAaKETHOTO (IIBTPa 3 MOXKIUBICTIO
CTBOpPEHHS MPaBUJ ISl BXIJHOTO 1 BHXITHOTO
MEpEeKEeBOTO Tpadiky 3 MONKIMBICTIO 3aIUCy
MaKkeTiB 1 MEPerjisiioM MepexeBUX 3'€THAHb,
MOJKJTUBICTIO CTBOPCHHSI OKPEMHUX TPABHI JUIS
BCIX MepexeBUX iHTepQeiCiB.

Bucoxkum piBHEM 3aXHUIIEHOCTI Oyne
HazuBatucs OC, 1Tpu  HAIBHOCTI  TaKuX
KpUTEpiiB (B CYKYNHOCTI 3 KpPUTEPISIMH
YMOBHOTO 1 CEpEeIHBOTO PIBHS):

- TIOBUHHO  3/IMCHIOBATHCS  OYMINEHHS
(oOHyNeHHS, 3HEOCOOJICHHS) obnacreii

oneparuBHoi mam'ati EOM 1 30BHIIIHIX
HaKOMHUYYBaYiB, M0 3BUIBHSAIOTHCS. OYHIICHHS
3IIHCHIOETHCS TIOBUIBHUM 3aICOM B 3BUIBHEHY
001acTh maM'sTi;

- apxiByBaHHS pE3yJIbTaTiB MOHITOPUHTY 3
METOIO0 €EKOHOMIT 3aliMaHOr0 MiCILid;

- cuCcTeMa TIOBHHHAa  BHUKOPHUCTOBYBATH
iHTerpoBade mudpyBaHHsa (aIOBOT CHCTEMH,
Ipu SKOMY HEMOXXIIMBO BBaXKaTH JaHI TpH
3HATTI HaKONMMWYyBaya 1 MiJKJIIOYEHHS HOTO 0
HIIIOTO KOMII'TOTEPA;

- HasBHICTh MEXaHI3My, SIKMi OM Ha piBHI sapa
3a00pOHSIB  BUKOHAHHS KOAY 3 aJIpEecHOTro
CErMeHTa JaHUX;

- HasIBHICTh CUCTEMHHX TaOJUIh 3 OMUCOM IPaB
JOCTYyNy JJsi MiJKIIOYEHHS TMPUCTPOIO  JUIsS
KOXXKHOTO  KOPHCTyBa4a 3  BCTAHOBJICHHUMH
J03BOJIAaMU  BHUKOPUCTaHHsS (YMTaHHS, 3alluC,
BUKOHAaHHS);

- MOJIMBICTH YIPaBIIHHS MPaBaMU JOCTYIY 10
Mepexi Ui pi3HUX KOPUCTYBAYiB;

- npu BUSBJICHHI HECAHKI[I0HOBAHOIL
Moudikamii cucreMHux (ainiB (Ipu 3aBIaHHI
BIJIITOBITHOT ol aJMIHICTPATOPOM)
MPOBOAWTBCS ~ ABTOMATHYHE  BiJHOBJICHHS
(aliiB 3 pe3epBHOI KOMii;

- MiATpUMKa CTaOUIbHOI pPOOOTH CHUCTEMHOTO
MOHITOPHHTY HPOTATOM 15 XBWIMH aTaku 3
NOBHUM  (IKCyBaHHSIM [Ii  aTakyrdoro i
napasnenbHOl BIAMPaBKOIO Ha CepBEp PE3epPBHUX
KOIIiH;

- cUCTeMa He MOBUHHA JIaBaTH 1H(POpPMALi0 PO

CBOE  HallMeHyBaHHs, Bepcii 1  Bepcli
IIPALIOI0YNX CepBICiB HEaBTOPU30BaHUX
KOPHCTYBaYiB;

- HasBHICTh MAKETHOIro (iIbTpa 3 MOXKIMBICTIO
CTBOPEHHSI MPaBUJI JUISl BXIJHOTO 1 BHXIJHOTO
MepexXeBOro Tpadiky 3 MOMIMBICTIO 3alucy
MAKETIB 1 MEPeryisiioM MEpeXeBUX 3'€JHaHb,
IpaBUJIaAMH, 110 JOMYCKal0Th BiJIbHE
Oe3nepenIkoiHe  MEepeMIlIeHHs]  BHYTPILIHIX
NaKeTiB Ha Ha JIOKalbHI iHTepdeiicu 1 agpecy
127.0.0.1.

- MOKJIMBICTh CTBOpeHHs npaBuia «Llo sBHO He
JI03BOJICHO - 3a00poHeHO». CTBOpPEHHS MpPaBUII,

JUIsT AKX ~ OUTBII  9acTO  BHUKOHYETHCS
BIJIMOBI/IHICTh, TIOBUHHI OYTH HaIllMCaHi BUIIE
3a mpaBuia, NS SKUX  BiJMOBIAHICTH
BUKOHYETBHCS PiIIIIe.

- OCTaHHE TPaBWJIO B PO3JUTL TMOBUHHO

OJIOKYBaTH 1 3aHOCUTH B JIOT BCl
JTAaHOTO iHTepdeiicy 1 HapsAMKY;

IIaKE€TUu 114
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- ipu OJOKyBaHHI HeOaKaHMX MaKEeTIB HA HUX
HE MOBHWHEHA BIJMPABIATUCS BIAMOBiAL, TOOTO
o0 aTakylouuid HE 3HAB YU JOCSTIIA HOro
[MaKETH METH;

- MOJIMBICTH CTBOPEHHSI JTWHAMIYHHUX MPaBUII
JUIsL  BIIOWUTTSA  aTaKk TUIY «BiAMOBa B
00CITyrOBYBaHH1».

4. BUCHOBOK
3axuCT oOmepaliifHoi CHUCTeMU MOYMHAETHCS 3
BIJMOBIAl HA TUTAHHS:
- B paMKax sKoi 1H(pOpPMAIINHOI CHUCTEMH
npaigroe OC ?
- KU 3MICT BKJIQIa€THCS B TEPMIH «3aXHUIICHE
cepeoBUILe» ?
- AKi YyMOBH POOOTH Ta OOMEXKEHHS, SKI MH
HAKJIQJIA€EMO HA 3aXHUIICHE CEPEIOBUIIIC ?
- sKI 3aJa4yi CTOATh TMepel 3aXUIICHUM
cepenoBuieM?
- 3aXMCT BIJl SKHX 3arpo3 Oynae moTpibeH
3aXUILIEHOMY CEPEOBUIILY?
- 4d BUKOHAHO Bci Tumosi aii (industry standard
security actions) mo 3a0e3NneyYeHHI0 HaJIeKHOTO
PIBHS 3aXUIICHOCTI cepeaoBHIna?
- SKAMH MEXaHi3MaMH MOXKHa 3a0e3MeUHuTH
MOTPiOHY HaM 3aXHIIEHICTh CEPEIOBUIIA TA KA
Oyne «IIiHaY ix 3aCTOCYBAHHS 9
HE3aCTOCYBaHHs?

BinmoBizai Ha 11l TUTaHHS € PI3SHUMH Y Pi3HUX
MpOeKTax Ta 3ajadax, TOMY HEOOXiTHO IS
KOXXHOTO KOHKPETHOTO BHITAJKy PO3POOISATH
JOKYMEHT, SKHH MICTUTh BIANOBiAI Ha IIi
MUTaHHS, $KI B110OpakaloTh CHUIBHY TOYKY
30py KEpIBHHIITBA Ta TEXHIYHOTO TMEPCOHAIY.
[leli MOKYMEHT HOCUTh Ha3By <«IIOJITHKA
Oe3IeKm. Pexomennyetnces, o0 e
JOKYMEHT MaB l1epapxiuHy OyaoBy, TOOTO
pO3TIsifaB 3arajbHi MOHSATTS, TMOCTYNOBO iX
YTOUHIOIOYM (Mepexoasiud B 3adad, sKi
BUKOHY€e iHopMauliiiHa cucremMa 4 il
YIOBHOBaXEHI KOpUCTyBadl — JO 3arpos’
peamizamii muX 3amad4, 1 BiJ HUX 3arpo3 - J0
MEXaHI3MiB aKTUBHOTO, PEaKTUBHOTO,
MIPOAKTUBHOTO, MaCUBHOTO 3aXUCTY
1H(pOopMaLIiHOT CHCTEMN).

B crarTi 3anmponoHoBaHo Ki1acudikario
OTIEpAIlITHUX CHCTEM 3a BapilaHTaMu
BUKOPHUCTAHHS, KPUTEPIi 3aXUIIIEHOCT], BAMOTH
10 MexaHi3MiB 3axunieHocTi OC B paMkax
KJIacy BUKOpHUCTaHHs 1715 BCiX KiaciB
oTeparifHuX CUCTEM pO3pOOIIEHI TaKOX
KpUTEPIi, TPH HAIBHOCTI SIKUX MOXHA

MIPHUCBOITH OTEpalliiiHiii cucTeMi BiIOBITHUN
PIBEHb 3aXHIICHOCTI: YMOBHUM, CEpeIHii ab0
BUCOKHUM.
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AHoTanisg: Y 1mpoMy JOKYMEHTI IIOJaHO OIMC Ta TIOPIBHAIBHHUN aHAaIi3
JEKITBKOX 3aralbHOTPUHHATHX MiAXOIIB 0 aHaji3y CHCTEMHHUX XXYPHAJTIB Ta
MTOTOKOBHX JAaHUX, IO MacoBO reHepyroThes [T-iHdpacTpykTyporo KoMmaHii, Ta
BUSBIIEHHIO aHOMAajii. BakiIuBiCTh BHUABIEHHS aHOMAail IPOJAUKTOBAHA
3pOCTAOYMMHU BUTpPATAMHU Y BUIIAJIKY IIPOCTOXO CUCTEMHU 4Y€pe3 HOZ[i'l', SIKI MOTJIM
6 Oyru mepenbayeHi Ha OCHOBI 3alMCIB JKypHalIy 3 MOINEpEKYyBaIbHUMH
manuMu. CHUCTeMH BUSBJICHHS aHOMadiii moOymoBaHi 3a  JOMOMOTOIO
CTaHIApTHOIO TMpollecy 300py MaHWMX, aHali3y, BUWIydeHHS iH(popMmalii Ta
BUSBJIICHHS BIJXWICHb. BUSBICHHS aHOMAIbHOI MOBEIIHKA CHCTEMH BiIirpae
Ba)XXJIMBY POJIb y MaclITAOHUX CHCTEMax YNpaBliHHs iHIMAeHTaMu. CBoeyacHe
BUSIBJIEHHsT J103BoJige [T-agMiHicTpaTropaM INBUIKO BHSIBUTH INPOOJIEMH Ta
HeraiHO iX BUpimmTH. Takuil MiAXix 3HAYHO CKOPOUYYE Yac MPOCTOI CHCTEMH.
Bimpmricte IT-cucTeM TEHEPYIOTh JKypHANIH 3 JACTANBHOKO iH(OpMAIiEro Tpo
omepanii. ToMy >XypHamM CTalOTh ifcaJbHUM JDKEPEJIOM [aHWX pIlIeHb
BHUSBICHHS aHoOMalii. OO0cAr >KypHaJiB YHEMOXXJIMBIIIOE X aHaNi3 BPY4YHY Ta
BUMara€ aBTOMAaTHU30BaHUX Hi,Z[XO,I[iB.BiJ'ILHIa YaCTUHA NOKYMCHTa CTOCYETbCA
KPOKY BUSBIICHHSI aHOMAJIii Ta TaKUX aJTOPUTMIB, SIK Perpecisi, IepeBo pillieHs,
SVM, kiacrtepusallisi, aHaJli3 OCHOBHUX KOMIIOHEHTIB, BUZI00yTOK iHBapiaHTIB Ta
iepapxidyHa MOZENb THUMYAacOBOI MaM'sATi. AJNTOPUTMH IOIIYKY aHOMaii, IO
0a3yloTbCsl HAa MOJIENIsIX, Ta I€papXidyHi QIrOPUTMH THMYacoBOI mam'sTi
BUKOPHUCTOBYBaUCH Juisi 00poOku HabopiB nanux HDFS, BGL ta NAB 3 ~16
MJTH. TIOBiJJOMJICHHSIMH JKYPHAITY Ta ~365 THC. TOUKaMU MOTOKOBUX MaHuX. JlaHi
Oynn Bpy4YHY INO3HAYeHI MIiTKaMH, MO0 O3BOJWTH HAaBYAaHHSI MOZETCH Ta
pO3paxyHOK TOYHOCTI ix poOoTH. BiAmoBimHO 10 pe3yibTaTiB, CHCTEMH
KOHTPOJIbOBAHOT'O BHUABJICHHSA aHoMatii J0CATaOTh BHUCOKO1 TO‘IHOCTi, aJie
moTpeOyrOTh 3HAYHUX 3YCHIIb I TPEHYBaHb MOJEJCH, TOIl SK alTOpUTM Ha
ocHoBi HTM Mozeni moka3ye HaWBHUIy TOYHICTH BHSIBICHHS MPH BiJICYTHOCTI
TpEHYBaHHS.

Abstract: This paper provides with the description, comparative analysis of
multiple commonly used approaches of the analysis of system logs, and
streaming data massively generated by company IT infrastructure with an
unattended anomaly detection feature. An importance of the anomaly detection is
dictated by the growing costs of system downtime due to the events that would
have been predicted based on the log entries with the abnormal data reported.
Anomaly detection systems are built using standard workflow of the data
collection, parsing, information extraction and detection steps. Most of the
document is related to the anomaly detection step and algorithms like regression,
decision tree, SVM, clustering, principal components analysis, invariants mining
and hierarchical temporal memory model. Model-based anomaly algorithms and
hierarchical temporary memory algorithms were used to process HDFS, BGL
and NAB datasets with ~16m log messages and 365k data points of the
streaming data. The data was manually labeled to enable the training of the
models and accuracy calculation. According to the results, supervised anomaly
detection systems achieve high precision but require significant training effort,
while HTM-based algorithm shows the highest detection precision with zero
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training. Detection of the abnormal

system  behavior plays an
important role in large-scale
incident

management systems. Timely detection allows IT administrators to quickly
identify issues and resolve them immediately. This approach reduces the system
downtime dramatically.Most of the IT systems generate logs with the detailed
information of the operations. Therefore, the logs become an ideal data source of

the anomaly detection solutions. The volume of the logs makes it impossible to
analyze them manually and requires automated approaches.

1. INTRODUCTION

Modern enterprises utilize large scale networks,
including hybrids where cloud and on-premise items
are connected into the single mesh. These systems
are in use as the core part of IT, supporting different
services — e-commerce, social networks, search
engines and knowledge bases. IT infrastructure is
designed to work 24/7 serving huge number of users
globally. Any issues with this system will break
down company services and lead to significant
revenue loss.

Collection Parsing

eData readers sTimestamp

e*Events

eEndpoints

into the numerical form so called feature vectors.
Every event becomes the vector and all the vectors
are event matrix. Having the matrix, machine
learning algorithms could be used to identify
patterns and detect any anomalies.

Let’s define an anomaly as a point in time where
the behavior of the system is unusual and
significantly different from previous, normal
behavior. An anomaly may signify a negative
change in the system, like a fluctuation in the turbine
rotation frequency of a jet engine, possibly

Extraction Detection

sModels
sTraining
sAnomalies

s\/ectorization
sEvents matrix

Fig. 1 - Anomaly detection system workflow

Detection of the abnormal system behavior plays
an important role in large-scale incident
management systems. Timely detection allows IT
administrators to quickly identify issues and resolve
them immediately. This approach reduces the system
downtime dramatically.

Most of the IT systems generate logs with the
detailed information of the operations. Therefore,
the logs become an ideal data source of the anomaly
detection solutions. The volume of the logs makes it
impossible to analyze them manually and requires
automated approaches.

This paper provides the review of multiple
anomaly detection algorithms with the evaluation of
their efficiency.

2. ANOMALY DETECTION WORKFLOW
AND ALGORITHMS

Common log-based anomaly detection systems
are built using the following workflow:

Collection step provides the ways to gather logs
information and put it into the common storage.
Outcome of the logs parsing is structured
timestamped events stream. At this stage some
additional information could be also extracted in
case of stable logs structure. To use the machine
learning models information has to be transformed

indicating an imminent failure. An anomaly can also
be positive, like an abnormally high number of web
clicks on a new product page, implying stronger than
normal demand. Either way, anomalies in data
identify abnormal behavior with potentially useful
information. Anomalies can be spatial, where an
individual data instance can be considered
anomalous with respect to the rest of data,
independent of where it occurs in the data stream.

The description of the workflow steps and
algorithms are described in [1].

3. LOG PARSING

Logs are plain text that consists of constant parts
and variable parts, which may vary among different
occurrences. For instance, given the logs of
“Connection  from 10.10.34.12 closed” and
“Connection from 10.10.34.13 closed”, the words
“Connection”, “from” and “closed” are considered
as constant parts because they always stay the same,
while the remaining parts are called variable parts as
they are not fixed. Constant parts are predefined in
source codes by developers, and variable parts are
often generated dynamically (e.g., port number, IP
address) that could not be well utilized in anomaly
detection. The purpose of log parsing is to separate
constant parts from variable parts and form a well-

Lishchytovych A., Pavlenko V., Shmatok A., Finenko Yu., 2020
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established log event (i.e., “Connection from *
closed” in the example). There are two types of log
parsing methods: clustering based (e.g., LKE [5],
LogSig [15]) and heuristic-based (e.g., iPLoM [11],
SLCT [16]). In clustering-based log parsers,
distances between logs are calculated first, and
clustering techniques are often employed to group
logs into different clusters in the next step. Finally,
event template is generated from each cluster. For
heuristic-based approaches, the occurrences of each
word on each log position are counted. Next,
frequent words are selected and composed as the
event candidates. Finally, some candidates are
chosen to be the log events.

4. FEATURE EXTRACTION

The main purpose of this step is to extract
valuable features from log events that could be fed
into anomaly detection models. The input of feature
extraction is log events generated in the log parsing
step, and the output is an event count matrix. In
order to extract features, we firstly need to separate
log data into various groups, where each group
represents a log sequence. To do so, windowing is
applied to divide a log dataset into finite chunks [3].

Fixed window. Both fixed windows and sliding
windows are based on timestamp, which records the
occurrence time of each log. Each fixed window has
its size, which means the time span or time duration
(the window size is At, which is a constant value,
such as one hour or one day). Thus, the number of
fixed windows depends on the predefined window
size. Logs that happened in the same window are
regarded as a log sequence.

Sliding window. Different from fixed windows,
sliding windows consist of two attributes: window
size and step size, e.g., hourly windows sliding
every five minutes. In general, step size is smaller
than window size, therefore causing the overlap of
different windows. The number of sliding windows,
which is often larger than fixed windows, mainly
depends on both window size and step size. Logs
that occurred in the same sliding window are also
grouped as a log sequence, though logs may
duplicate in multiple sliding windows due to the
overlap.

Session window. Compared with the above two
windowing types, session windows are based on
identifiers instead of the timestamp. ldentifiers are
utilized to mark different execution paths in some
log data. For instance, HDFS logs with block_id
record the allocation, writing, replication, deletion of
certain block. Thus, we can group logs according to
the identifiers, where each session window has a
unique identifier. After constructing the log
sequences with windowing techniques, an event
count matrix X is generated. In each log sequence,

we count the occurrence number of each log event to
form the event count vector. For example, if the
event count vector is [0, 0, 2, 3, 0, 1, 0], it means
that event 3 occurred twice and event 4 occurred
three times in this log sequence. Finally, plenty of
event count vectors are constructed to be an event
count matrix X, where entry X(i,j) records how
many times the event j occurred in the i-th log
sequence.

5. SUPERVISED ANOMALY DETECTION

Supervised learning (e.g., decision tree) is
defined as a machine learning task of deriving a
model from labeled training data. Labeled training
data, which indicate normal or anomalous state by
labels, are the prerequisite of supervised anomaly
detection. The more labeled the training data, the
more precise the model would be. We will introduce
three representative supervised methods: logistic
regression, decision tree, and support vector
machine (SVM) in the following.

6. LOGISTIC REGRESSION

Logistic regression is a statistical model that has
been widely-used for classification. To decide the
state of an instance, logistic regression estimates the
probability p of all possible states (normal or
anomalous). The probability p is calculated by a
logistic function, which is built on labeled training
data. When a new instance appears, the logistic
function could compute the probability p, p€(0,1) of
all possible states. After obtaining the probabilities,
the states with the largest probability is the
classification output. To detect anomalies, an event
count vector is constructed from each log sequence,
and every event count vector together with its label
are called an instance. Firstly, we use training
instances to establish the logistic regression model,
which is actually a logistic function. After obtaining
the model, we feed a testing instance X into the
logistic function to compute its possibility p of
anomaly, the label of X is anomalous when p>0.5
and normal otherwise.

7. DECISION TREE
Decision Tree is a tree structure diagram that
uses branches to illustrate the predicted state for
each instance. The decision tree is constructed in a
top-down manner using training data. Each tree node

Events = 12 |
| samples:s |

T " s » " T

Samples: 2 Samples: 3 Samples: 5

Samples: 6 Samples: 4
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is created using the current “best” attribute, which is
selected by attribute’s information gain [6]. For
example, the root node in Figure 2 shows that there
are totally 20 instances in our dataset. When splitting
the root node, the occurrence number of Event 2 is
treated as the “best” attribute. Thus, the entire 20
training instances are split into two subsets
according to the value of this attribute, in which one
contains 12 instances and the other consists of 8
instances.

Decision Tree was first applied to failure
diagnosis for web request log system in [4]. The
event count vectors together with their labels
described in Section I11-B are utilized to build the
decision tree. To detect the state of a new instance, it
traverses the decision tree according to the
predicates of each traversed tree node. In the end of
traverse, the instance will arrive one of the leaves,
which reflects the state of this instance.

8. SUPPORT VECTOR MACHINE

Support Vector Machine (SVM) is a supervised
learning method for classification. In SVM, a
hyperplane is constructed to separate various classes
of instances in high-dimension space. Finding the
hyperplane is an optimization problem, which
maximizes the distance between the hyperplane and
the nearest data point in different classes.

In [8], Liang et al. employ SVM to detect failures
and compared it with other methods. Similar to
Logistic Regression and Decision Tree, the training
instances are event count vectors together with their
labels. In anomaly detection via SVM, if a new
instance is located above the hyperplane, it would be
reported as an anomaly, while marked as normal
otherwise. In this paper, we only discuss linear
SVM.

9. UNSUPERVISED ANOMALY
DETECTION

Unlike  supervised methods, unsupervised
learning is another common machine learning task
but its training data is unlabeled. Unsupervised
methods are more applicable in real-world
production environment due to the lack of labels.
Common unsupervised approaches include various
clustering methods, association rule mining, PCA
and etc.

10. LOG CLUSTERING

In [9], Lin et al. design a clustering-based method
called Log Cluster to identify online system
problems. Log Cluster requires two training phases,
namely knowledge base initialization phase and
online learning phase. Thus, the training instances
are divided into two parts for these two phases,
respectively.

Knowledge base initialization phase contains
three steps: log vectorization, log clustering,
representative vectors extraction. Firstly, log
sequences are vectorized as event count vectors,
which are further revised by Inverse Document.
Frequency (IDF) [14] and normalization. Secondly,
Log Cluster clusters normal and abnormal event
count vectors separately with agglomerative
hierarchical clustering, which generates two sets of
vector clusters (i.e., normal clusters and abnormal
clusters) as knowledge base. Finally, we select a
representative vector for each cluster by computing
its centroid.

Online learning phase is used to further adjust the
clusters constructed in knowledge base initialization
phase. In online learning phase, event count vectors
are added into the knowledge base one by one.
Given an event count vector, the distances between

Fig. 3 -Log Cluster anomaly detection

it and existing representative vectors are computed.
If the smallest distance is less than a threshold, this
event count vector will be added to the nearest
cluster and the representative vector of this cluster
will be updated. Otherwise, Log Cluster creates a
new cluster using this event count vector. After
constructing the knowledge base and complete the
online learning process, Log Cluster can be
employed to detect anomalies. Specifically, to
determine the state of a new log sequence, we
compute its distance to representative vectors in
knowledge base. If the smallest distance is larger
than a threshold, the log sequence is reported as an
anomaly. Otherwise, if the nearest cluster is a
normal/an abnormal cluster, the log sequence is
reported as normal/abnormal.

11. PRINCIPAL COMPONENT ANALYSIS

Principal Component Analysis (PCA) is a
statistical method that has been widely used to
conduct dimension reduction. The basic idea behind
PCA is to project high-dimension data (e.g., high-
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dimension points) to a new coordinate system
composed of k principal components (i.e., k
dimensions), where k is set to be less than the
original dimension. PCA calculates the k principal
components by finding components (i.e., axes)
which catch the most variance among the high-
dimension data. Thus, the PCA-transformed low-
dimension data can preserve the major
characteristics (e.g., the similarity between two
points) of the original high-dimension data. For
example, in Figure 3, PCA attempts to transform
two-dimension points to the one-dimension points.
Sn is selected as the principal component because the
distance between points can be best described by
mapping them to S,

L&l —1ak

where n () represents the number of logs which
belong to corresponding event type =. Intuitively,
Invariants mining could uncover the linear
relationships between multiple log events that
represent system normal execution behaviors. Linear
relationships prevail in real-world system events.
For example, normally, a file must be closed after it
was opened. Thus, log with phrase “open file” and
log with phrase “close file” would appear in pair. If
the number of log events “open file” and that of
“close file” in an instance are not equal, it will be
marked abnormal because it violates the linear
relationship. Invariants mining, which aims at
finding invariants (i.e., linear relationships), contains
three steps. The input of invariants mining is an

Fig. 4 - Principal Component Analysis

PCA was first applied in log-based anomaly
detection [17]. In their anomaly detection method,
each log sequence is vectorized as an event count
vector. After that, PCA is employed to find patterns
between the dimensions of event count vectors.
Employing PCA, two subspaces are generated,
namely normal space Sn and anomaly space Sa. Sn
is constructed by the first k principal components
and Sn is constructed by the remaining (n-k), where
n is the original dimension. Then, the projection ya
=(1-PPT)y of an event count vector y to S, is
calculated, where p=[vi, V2, Vs, ..., vn] is the first k
principal components. If the length of y, is larger
than a threshold, the corresponding event count
vector will be reported as an anomaly. For example,
the selected point in Figure 3 is an anomaly because
the length of its projection on S, is too large

12. INVARIANTS MINING

Program Invariants are the linear relationships
that always hold during system running even with
various inputs and under different workloads.
Invariants mining was first applied to log-based
anomaly detection in [10]. Logs that have the same
session id (e.g., block_id in HDFS) often represent
the program execution flow of that session.

In this execution flow, the system generates a log
message at each stage from A to G. Assuming that
there are plenty of instances running in the system
and they follow the program execution flow in
Figure 4, the following equations would be valid:

event count matrix generated from log sequences,
where each row is an event count vector. Firstly, the
invariant space is estimated using singular value
decomposition, which determines the amount r of
invariants that need to be mined in the next step.
Secondly, this method finds out the invariants by a
brute force search algorithm. Finally, each mined
invariant candidate is validated by comparing its
support with a threshold (e.g., supported by 98% of
the event count vectors). This step will continue
until r independent invariants are obtained. In
anomaly detection based on invariants, when a new
log sequence arrives, we check whether it obey the
invariants. The log sequence will be reported as an
anomaly if at least one invariant is broken.

13. TOOL IMPLEMENTATION

[1] implemented six anomaly detection methods
in Python with over 4,000 lines of code and
packaged them as a toolkit. For supervised methods,
[1] utilizes a widely-used machine learning package,
scikit-learn [13], to implement the learning models
of Logistic Regression, Decision Tree, and SVM.

There are plenty of parameters in SVM and
logistic regression, and we manually tune these
parameters to achieve the best results during
training. For SVM, we tried different kernels and
related parameters one by one, and we found that
SVM with linear kernel obtains the better anomaly
detection accuracy than other kernels. For logistic
regression, different parameters are also explored,
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and they are carefully tuned to achieve the best
performance.

Implementing unsupervised methods, however, is
not straightforward. For log clustering, [1] were not
able to directly use the clustering APl from scikit-
learn, because it is not designed for large-scale
datasets, where our data cannot fit to the memory.
We implemented the clustering algorithm into an
online version, whereby each data instance is
grouped into a cluster one by one. There are multiple
thresholds to be tuned. We also paid great efforts to
implement the invariants mining method, because
we built a search space for possible invariants and
proposed multiple ways to prune all unnecessary
invariants. It is very time-consuming to test different
combination of thresholds. [1] finally implemented
PCA method according to the original reference
based on the use of an API from scikit-learn. PCA
has only two parameters and it is easy to tune.

14. SUPERVISED METHODS
EXPERIMENTAL DATASETS

Log Datasets. Publicly available production logs
are scarce data because companies rarely publish
them due to confidential issues. Fortunately, by
exploring an abundance of literature and intensively
contacting the corresponding authors, [1] has
successfully obtained two log datasets, HDFS data
[17] and BGL data [12], which are suitable for
evaluating existing anomaly detection methods.
Both datasets are collected from production systems,
with a total of 15,923,592 log messages and 365,298
anomaly samples, that are manually labeled by the
original domain experts. Thus, [1] took these labels
(anomaly or not) as the ground truth for accuracy
evaluation purposes. More statistical information of
the datasets is provided in Table I. HDFS data
contain 11,175,629 log messages, which were
collected from Amazon EC2 platform [17]. HDFS
logs record a unique block ID for each block
operation such as allocation, writing, replication,
deletion. Thus, the operations in logs can be more
naturally captured by session windows, as
introduced in I11-B, because each unique block 1D
can be utilized to slice the logs into a set of log
sequences. Then we extract feature vectors from
these log sequences and generate 575,061 event
count vectors. Among them, 16,838 samples are
marked as anomalies.

BGL data contain 4,747,963 log messages, which
were recorded by the Blue Gene supercomputer
system at Lawrence Livermore National Labs
(LLNL) [12]. Unlike HDFS data, BGL logs have no
identifier recorded for each job execution. Thus, we
have to use fixed windows or sliding windows to
slice logs as log sequences, and then extract the
corresponding event count vectors. But the number

of windows depends on the chosen window size
(and step size). In BGL data, 348,460 log messages
are labeled as failures, and a log sequence is marked
as an anomaly if any failure logs exist in that
sequence

15. SUPERVISED METHODS ACCURACY
RESULTS

To explore the accuracy of supervised methods,
we use them to detect anomalies on HDFS data and
BGL data. [1] uses session windows to slice HDFS
data and then generate the event count matrix, while
fixed windows and sliding windows are applied to
BGL data separately. In order to check the validity
of three supervised methods (namely Logistic
Regression, Decision Tree, SVM), we first train the
models on training data, and then apply them to
testing data. [1] reports both training accuracy and
testing accuracy in different settings, as illustrated in
Tables 1 - 4. We can observe that all supervised
methods achieve high training accuracy (over 0.95),
which implies that normal instances and abnormal
instances are well separated by using our feature
representation. However, their accuracy on testing
data varies with different methods and datasets. The
overall accuracy on HDFS data is higher than the
accuracy on BGL data with both fixed windows and
sliding windows. This is mainly because HDFS
system records relatively simple operations with
only 29 event types, which is much less than that in
BGL data, which is 385. Besides, HDFS data are
grouped by session windows, thereby causing a
higher correlation between events in each log
sequence. Therefore, anomaly detection methods on
HDFS perform better than on BGL.

16. USING HTM TO DETECT THE
ANOMALIES

There are a number of other restrictions that can
make methods unsuitable for real-time streaming
anomaly  detection, such as computational
constraints that impede scalability. An example is
Lytics Anomalyzer [25], which runs in O(n2),
limiting its usefulness in practice where streams are
arbitrarily long. Dimensionality is another factor that
can make some methods restrictive. For instance,
online variants of principle component analysis
(PCA) such as osPCA [26] or window-based PCA
[27] can only work with high-dimensional,
multivariate data streams that can be projected onto
a low dimensional space. Techniques that require
data labels, such as supervised classification-based
methods [28], are typically unsuitable for real-time
anomaly detection and continuous learning. On the
other hand, Hierarchical Temporal Memory models
are best suited for the streaming data by the nature
of its architecture [18].
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Table 1. Supervised HDFS data set with session windows

Supervised HDFS with session windows

Training Testing
Precision | Recall F-measure Precision | Recall F-measure
Logistic 0.96 1 0.98 0.95 1 0.98
Decision Tree 1 1 1 1 0.99 1
SVM 0.96 1 0.98 0.95 1 0.98

Table 2. Supervised BGL data set with fixed windows

Supervised BGL with fixed windows

Trainin Testing
Precision | Recall F-measure Precision | Recall F-measure
Logistic 0.99 1 1 0.95 0.57 0.71
Decision Tree 1 1 1 0.95 0.57 0.72
SVM 1 1 1 0.95 0.57 0.71

Table 3. Supervised BGL data set with sliding windows

Supervised BGL with sliding windows

Training Testing
Precision | Recall F-measure Precision | Recall F-measure
Logistic 0.99 0.81 0.89 1 0.7 0.82
Decision Tree 1 1 1 0.92 0.63 0.74
SVM 1 1 1 0.99 0.75 0.85

Table 4. Unsupervised HDF & BGL data sets

Unsupervised models on HDFS & BGL

HDFS BGL
Precision | Recall F-measure Precision | Recall F-measure
Log Clustering 0.87 0.74 0.8 0.42 0.87 0.57
Invariant Mining 0.88 0.95 0.91 0.83 0.99 0.91
PCA 0.98 0.67 0.79 0.5 0.61 0.55

Anomaly detection using HTM

HTM a(x;) 5 ;
X " —| ; ¢
Tt GEen Prediction | e—p .Ano.maly —
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HTM core algorithm components

3 a(zy)
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pooler memory
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Fig. 5 - HTM-based anomaly detection workflow

Model-based approaches have been developed knowledge and are not generalizable. Domain-
for specific use cases, but require explicit domain  specific examples include anomaly detection in
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aircraft engine measurements [19], cloud datacenter
temperatures [20], and ATM fraud detection [21].
Kalman filtering is a common technique, but the
parameter tuning often requires domain knowledge
and choosing specific residual error models [22 -
24].  Model-based  approaches are  often
computationally efficient but their lack of
generalizability limits their applicability to general
streaming applications.

17. HTM BENCHMARK DATASET
The aim of the dataset is to present algorithms
with the challenges they will face in real-world

Traditional scoring methods, such as precision
and recall, don’t suffice because they don’t
effectively test anomaly detection algorithms for
real-time use. For example, they do not incorporate
time and do not reward early detection. Therefore,
the standard classification metrics — true positive
(TP), false positive (FP), true negative (TN), and
false negative (FN) are not applicable for evaluating
algorithms for the above requirements.

NAB includes three different application profiles:
standard, reward low FPs, and reward low FNs. The
standard profile assigns TPs, FPs, and FNs with
relative weights (tied to the window size) such that

Table 5 Streaming data anomaly detection results

Detector Standard Profile Reward Low FP Reward Low FN
Perfect 100 100 100
Numenta HTM 70.5-69.7 62.6-61.7 75.2-74.2
CAD OSE 69.9 67 73.2
earthgecko Skyline 58.2 46.2 63.9
KNN CAD 58 43.4 64.8
Relative Entropy 54.6 47.6 58.8
Random Cut Forest 51.7 38.4 59.7
Twitter ADVec v1.0.0 47.1 33.6 53.5
Windowed Gaussian 39.6 20.9 47.4
Etsy Skyline 35.7 27.1 44.5
Bayesian Changepoint 17.7 3.2 32.2
EXPoSE 16.4 3.2 26.9
Random 11 1.2 19.5

Null 0 0 0

scenarios, such as a mix of spatial and temporal
anomalies, clean and noisy data, and data streams
where the statistics evolve over time. The best way
to do this is to provide data streams from real-world
use cases, and from a variety of domains and
applications. The data currently in the dataset
represents a variety of sources, ranging from server
network utilization to temperature sensors on
industrial machines to social media chatter.

Dataset (NAB) version 1.0 contains 58 data
streams, each with 1000—22,000 records, for a total
of 365,551 data points [29]. Also included are some
artificially-generated data files that test anomalous
behaviors not yet represented in the corpus's real
data, as well as several data files without any
anomalies. All data files are labeled, either because
we know the root cause for the anomalies from the
provider of the data, or as a result of the well-
defined NAB labeling procedure. These labels
define the ground truth anomalies used in the NAB
scoring process.

random detections made 10% of the time would get
a zero-final score on average. The latter two profiles
accredit greater penalties for FPs and FNs,
respectively. These two profiles are somewhat
arbitrary but designed to be illustrative of algorithm
behavior. The NAB codebase itself is designed such
that the user can easily tweak the relative weights
and re-score all algorithms. The application profiles
thus help evaluate the sensitivity of detectors to
specific applications criteria. The combination of
anomaly windows, a smooth temporal scoring
function (details in the next section), and the
introduction of application profiles allows
researchers to evaluate online anomaly detector
implementations against the requirements of the
ideal detector. Specifically, the overall NAB scoring
system evaluates real-time performance, prefers
earlier detection of anomalies, penalizes “spam” (i.e.
FPs), and provides realistic costs for the standard
classification evaluation metrics TP, FP, TN, and
FN.
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18. UNSUPERVISED METHODS
ACCURACY RESULTS
The scores are normalized such that the
maximum possible is 100.0 (i.e. the perfect
detector), and a baseline of 0.0 is determined by the
"null" detector (which makes no detections) [29].

19. CONCLUSION

Decision tree is more interpretable than the other
two methods, as developers can detect anomalies
with meaningful explanations (i.e., predicates in tree
nodes). Logistic regression cannot solve linearly
non-separable problems, which can be solved by
SVM using kernels. However, parameters of SVM
are hard to tune (e.g., penalty parameter), so it often
requires much manual effort to establish a model.
Unsupervised methods are more practical and
meaningful due to the lack of labels. Log clustering
uses the idea of online learning. Therefore, it is
suitable for processing large volume of log data.
Invariants mining not only can detect anomalies with
a high accuracy, but also can provide meaningful
and intuitive interpretation for each detected
anomaly. However, the invariants mining process is
time consuming. PCA is not easy to understand and
is sensitive to the data. Thus, its anomaly detection
accuracy varies over different datasets.

The following findings have been made:

e Supervised anomaly detection methods
achieve high precision, while the recall varies over
different datasets and window settings.

 Anomaly detection with sliding windows
can achieve higher accuracy than that of fixed
windows.

*  Unsupervised methods generally achieve
inferior performance against supervised methods.
But invariants mining manifests as a promising
method with stable, high performance.

»  The settings of window size and step size
have different effects on supervised methods and
unsupervised methods.

« Most anomaly detection methods scale
linearly with log size, but the methods of Log
Clustering and Invariants Mining need further
optimizations for speedup.

»  Anomalies detection in streaming, real-time
applications generally better to handle using
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BUNAJKy € He3acTOCOBHUMHU. OJHUM 13 HaAMOUIBII 4YacTO BHKOPHCTOBYBAaHUX
METOJIB PO3B’s3aHHSA TakOl 3a/Jadi € CBOJIOIIIHI AJITOPUTMH, SKI MOXHA
po3aiuTH Ha JBa Kiacd. Jlo MepIIOro Kiacy HalekaTh aJTOPUTMH, ¢
MOTEHUINHNUI  PO3B’A30K-HAIAJOK TEHEPYEThCS  JIBOMa  OaThbKiBCHKMMH
PO3B’s3KaMH, y IPYroMy BHIAJIKY HAIaJOK T€HEPYETHCS OMHUM OaTbKiBCHKUM
pO3B’S3KOM. 3alpoOMOHOBAHO METOA JeQOPMOBAHHX 3ipOK, 1€ ITOMYJISII0
0aThKIBCEKHUX PO3B’S3KiB CTAHOBIATH 3-X, 4-X Ta 5-TW TOo4uKoBi rpymnu. [TokazaHo
3aCTOCYBaHHS TPOMOHOBAHOTO METOAY OO PO3B’SI3aHHSA 3a/Jadi ONTHMi3amii
CHCTEMH II0JKE)KHOTO MOHITOPHHIY OyJiBeNb Ta CIOPYZ, IO NPHUBOIHUTH JIO
MiHIMI3alil 4vacy 1ii cmpamtoBanHsa. Po3risHyti  OyadiBmi, Je THOXKeKHE
HaBaHTAKEHHS MOXE MaTH SIK NOCTIHHHMH, Tak 1 3MiHHMH xapakrtep. Jlo Takux
OyniBesb BiTHOCATBHCS KOHLEPTHI 3aJIi, HiYHI KIyOu, CynepMapKeTH JOTiCTHYHI
CIIopyau TOIIO. IToxexxi Ha Takux 00’ €KTax NpU3BOAATH 40 JIFOACBKUX KCPTB Ta
3HAaYHUX MaTepiaJ'ILHI/IX 30uTKiB. Buache CIIpaltfOBaHHA CHUCTCMU TOKEKHOT
curHaiizamnii HaOyBae BenuKoro 3HaueHHs. L{inmpoBa (yHKIIA 3a1aqi BU3HAYCHA 3
ypaxyBaHHIM BiJICTaHi BiJi TOPH30HTAIEHUX MPOEKIIiH CHOBINTYBAYiB 0 JKEpPe
BUHHMKHEHHS TI0)KeXI Ta HMOBIPHOCTI CIpallOBaHHS CIIOBilyBadiB. Po3B’s13x0oM
3ajJa4l € ONTHMI30BaHE PO3MIIIEHHSI MOXKEKHUX CIIOBIL[YBAdiB i3 ypaxyBaHHIM
iX KUIBKOCTI Ta MOXKEXHOTO HaBaHTa)XEHHs npuMimieHHs. [lokasaHi nepesaru
pO3pOOJICHOr0 METOMy Mepel T'eHECTHYHHMH ajrOPUTMaMH, CBOJIOMIHHUME
CTpATETisIMH Ta METOJOM AH(EPEHIIANFHOI SBOJIONII K HAHOLIBII THIIOBHMH
EBOJIIOIIfHUMHU ~ anropuTMamu. [IpoBeleHI YHCENbHI eKCIIEpUMEHTH, SKi
3aCBIMUMIM MIJBUINIECHY TOYHICTh PO3paxXyHKIB Ta 30iMbIIEHY IIBUAKICTH
301KHOCTI METOY.

Abstract: In this paper are being considered the aspects of two variables
function optimization problem solving, which, in general, is poly-extremal and
undifferentiated. The classic methods of continuous optimization are not
applicable in this case. One of the most commonly used methods of solving this
problem is evolutionary algorithms, which can be divided into two classes. The
first class includes algorithms where a potential offspring-solution is generated
by two parent-solutions solutions, in the second case, the offspring-solution is
generated by one parent-solution. There is deformed star method proposed where
the population of parental solutions is 3, 4, and 5 point groups. The application
of proposed method is shown to solve the optimization problem of fire
monitoring system for buildings, which minimizes the time of its operation. The
buildings where fire load can be both permanent and variable are considered.
Such buildings include concert halls, nightclubs, supermarkets, logistics facilities
and more. Fires at such buildings result in human sacrifice and serious material
loss. Timely activation of the fire alarm system have great importance. The
objective function of the problem is determined by the distance from the
horizontal projections of the detectors to the sources of fire and the probability of
triggering the detectors. The solution is optimizing location of fire detectors,
taking into account their number and the fire load of the room. The advantages of
the developed method over genetic algorithms, evolutionary strategies and
differential evolution as the most typical evolutionary algorithms are shown.
Numerical experiments were carried out, which showed the increased accuracy
of calculations and the increased speed of method convergence.

Amntonesny M., [iguk A., Cautiok B., 2020
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1. BCTYN

binpmricTe TOpakTUYHMX 3amad  IIOB’s3aHa 13
HEOOXI/THICTIO PO3B’sA3aHHA 3aJay OnTUMizamii. Y
BHIIAJKY, KOJIW IIIbOBa (PYHKINiS € HEmepepBHOIO,
ITIAJIKOI0, MOHOEKCTPEMATbHOI  3aCTOCOBYIOTHCS
KJIAaCM4YHI METOIW HemepepBHOi omTumizauii [1], B
IHIINX BWIMAJKAaX, SK TPABUIO, 3aCTOCOBYIOTHCS
METOJIM CTOXacTHuHOi omrtumizamii [2]. Sk mepri,
TaK 1 APyri METOOW MAlOTh YHCEIbHI HEIONIKH Ta
oco0nMBOCTI  3acTocyBaHHA. [lpu  MiHIMaIbHHX
3aCTEepeXKEHHSIX JO BHAY IIb0BOI (YHKII Ta
MOYaTKOBUX JaHUX PalliOHANBHO BHKOPUCTOBYBATH
€BOJIIOIIMHI MeTOIH omTuMi3ariii [3-6].

OpHi€ro i3 TakUX 3a7ad € ONTHUMI3aIlis CHCTEMHU
MOKEXKHOTO MOHITOPHHTY OyaiBeldb Ta CHOPYA 1
mi3amada po3MIICHHS B TMPUMIMNICHHI ITOXKEKHHX
CIOBIIIyBaYiB [7]. Oco0nHMBO  aKTyaJIbHUM
ONTUMI3allil TaKOTO PO3MIIMIEHHS € Y BEIUKHAX
OyIiBISIX, B SIKHX 3HAXOIHWTHCS BEJIMKA KIJIBKICTh
moeit abo 3HaYHI 00CATH MaTepiallbHUX [IHHOCTEH.

3ayBakMMO, M0 BKa3aHa 3ajada € 3ajaucio
ontumizamii ¢pyHKIil Oaratbox 3MiHHUX. OTHUMH i3
BiJIOMHX METOJiB PO3B’S3aHHA NaHOI 3a7adi MOXKHA
Ha3BaTW TEHETHUYHI aJIropuT™MH [4], €BOJIOLIIHI
ctparerii [5], audepeHmianeHy eBodmoONil0 [6].
Bxasani TexXHoJIOri1l € KIaCHYHUMH, HaHOIIBII YaCcTO
3aCTOCOBYBAHMMH  CBOJNIOMIMHUMH  METOJaMHU.
Boanowac, po3B’sa3aHHS  3ajadi  ONTHMI3aIli
PO3MIIIICHHS TOXKEKHHUX CIIOBII[yBayiB BHMAarae
3HayHOi pecypcHoi 6azm. llle ommH nuax mo ii
e(EeKTHBHOTO PO3B’si3aHHS — po3poOKa HOBUX
METO/IIB.

TakuM MeTOIIOM € METOJ Ae(OPMOBAHUX 3iPOK
(M/I3) [8,9]. Bin TakoXx HaJICKHUTH 0 €BOTIOMIHHIX
anroputMiB. Jlami Oyne mokasaHo TiepeBard METO.LY,
J¢ TOMyJNAIis TOTEHI[IHHUX PO3B’SI3KIB 3ajaui
cknanaetbcst i3 3-, 4- Ta 5-TOYKOBHX TpyH, Y
MOPIBHAHHI 3 IHIIUMH MeTojgamu. Takox Oyne
nochipkeHa e(eKTHBHICTh  pPO3B’S3aHHS — 3a7adi
ONTUMI3aIlii PO3MIIICHHS MOKEKHHUX CITOBIIIYBaYiB
METOJIOM AeQOpPMOBaHUX 3ipOK i3 BHKOPHUCTAHHSIM
pi3HUX BapiaHTIB JaHOI TEXHIKH.

2. 3BAAYA ONTUMI3ALII ABOMIPHOI
®YHKUIl TA METO[ Il PO3B’A3AHHA

Hexait, 3a1ana qana 1inpoBa GyHKIIIS:
f(x,X,) = min,

X]_ G[pl, pz]! Xz e[quqz], pl’ pz’qlqu eR
[Ipo ii B1acTUBOCTI HIYOTO HE BiIOMO.

PosriisHemMo ocHoBHI kpoku MJI3 mis mporo
BUMNAJKy. 3ayBaXMMO, IO ONTUMi3auis (YyHKLIi B
OJTHOBUMIPHOMY BUTIAJIKy HaBejieHa B [8].

Ha mepmiomy kpori 3ajgaemMo HOMEp HOTOYHOI
itepanii t=0. ['eHepyeMo MOYATKOBY MOMYJISIIIIO
MOTEHIIHHUX PO3B’A3KiB

R ={04. %), (X, %), (X %)}

PIBHOMIpPHO PO3MIIIEHUX B MPSIMOKYTHHUKY

[p, pIx[0, 0,1, | Pt |=n. J[am, mns Bcix

(Xll,xzj) € B smaxomumo f, = f(xlj,xzj) , SIKi dop-
n

Ft :{f j} j=1°

eleMeHTH i HoBoi momynsaunii  P,. BuOupaemo

i, j,k =random{l,2,...,n}.

i ool k k
(xi X'2)(xlJ , XZJ) Ta (X ,X,) (POPMYIOTH TPUKYTHUK
(He mexaTh Ha OHIN TPSIMIif).

Bynemo poOWTH CTHCHEHHS i TIEpEHECCHHS Ha

MYIOTh  TOMYJISIIO I'enepyemo

3HAUEHHS Touku

. . i

Bi/ICTaHh @ B HANPAMKY Kpamoi Touku (X ,X,) abo

(Xj xj) 0 (Xk Xk) JISKHOCTI BiJl 3HAYCHHS
11 X5), a00 (X ,X,), y 3aeXKHOCTI Bij 3Haue

f. (manmi Oynemo BBaxkatu (xl',xlz) Kparior

BepIINHOI0). [l mBOro 3HAXOIUMO MEHTP Mac
TPUKYTHHUKA (Xf , xg ).

OO0uucimoeMo BincTanb R Big IeHTpoina 0
Kpamol TOYKH. 3agaeMo mapamerp I — BiicTaHb
3cyBy Touok: I =COef -R, ne coef — neaxuii
koedimienT Ha intepBanmi [0,1]. Tomi BimHOICHHS
BiIpi3kiB Matume Burissa: a=r/R. 3aificHroemo
3CYyB BEpIIMH Yy HAmNpsMKy Kpamioi BEpIIMHU Ha
Bimcrans I (puc. 1).

I'padiuno, me MokHa 300pa3UTH HACTYNHUM

uprom, ge ABC - neskwii TpukyTHUK, M. B -
Haiikpama. HoBuit TpuKkyTHUK, 0 OyJe YTBOPEHO -

ABC, (puc.l).

Puc. 1 - [lepeTBOpeHHs TPUKYTHHKA

Skmo xoua O oJHA TOYKA JIGKHUTh B CEPEIMHI
MPSIMOKYTHHKA  MOXIIMBHX  PO3B’s3KiB,  TOJi

3apaxoByeMO 10 TO4Ky jo momynsauii P,. Skmo

Xoua 0 OJHa TOYKA JIOKUTH 11032 MPSIMOKYTHHKOM,
TONI HaM HEOOXIJHO 3acTOCyBaTH JIOAATKOBI
MIEPETBOPEHHS 1 MICHA IOTO 3apaxyBaTd Moaudi-

KOBaHy TO4Ky J0 nomyismii P,. Jlng Bcix Touok
TN 0 i kK it
(X %5), (X X5 ), (X, X5 ) 3Haxomumo f (X, X,),

it k' k' .
f(XlJ ,XZJ ) Ta f(x ,x;), aki GopmyroTs momyss-
110 FZ={ka}§":‘l.
Ha wnacTymHOMY KpoOIli TEHEpPYEMO elleMEHTH

. . i i
HOBOI nomynsauii P, . Buxignumu € touku (X, X,),

(lexzj) Ta (Xlk ,XIZ(), mo (HOPMYIOTh TPHKYTHHK.

Amntonesny M., [iguk A., Cautiok B., 2020
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[IpoBenemMo MOBOPOT TPUKYTHHKA Ha KyT f3
HaBKOJIO Kpamioi BepimmuHd (puc. 2). Y Takomy
BUTIAJIKY BEpIINHA (xlI , x'z) 3aJIMIIaeThCs 0e3 3MiH, a
i 6yayTs 3mineni. Touku (%, x)) Ta (Xlk ', X;')
3aMUCYEMO B HOMyJIALi0 P, , SKIIO BOHM HaleKaTh
MPSIMOKYTHHKY PO3B’SI3KiB. IHaKme Moauikyemo Ta

sanucyemo B monynauiro P, Jlna BCix  Todok

¢ ) 1a (%) smaxomamo f(x),x)),

£ (Xk' Xk') . (1) .
1+ Xy ), AKi GOPMYIOTB TIOMYJIALIIFO
2:k/3

F={f ¥ "

Puc. 2 - [loBopoT HABK0JI0 HAKPALIOl TOUYKH

Jaii reHepyeMO €NeMEeHTH ISl HOBOI MOITYJISAIii
i ii k _k
(X, %), (X Xp) Ta (X ,X%;),
o (OPMYIOTh TPUKYTHHUK. 3IIHCHIOEMO ITOBOPOT
BEPIIMH TPUKYTHHKA HA KyT ¢ HAaBKOJO IICHTPY

N EN R k' k'
(X %), (X X ) T1a (X X5 )
aHAJIOTIYHO 3a1mcyeMo B nomynsuito P, Jlng seix

020,04 ). (4 ,x§>

f(Xil.Xz), f(Xl ,ij ) Ta f(x1 ,x2 ), sk

PW . Maemo TOukH

mac. Touku

TOYOK 3HaxoaumMo

. 3k

opmyrots nonynsmio F, ={ fkw}k=1
OO0’eHyeMO  €IeMEHTH KOXKHOI  HOMyJISIii
PUPURUR =P rta RUF, UK UF, =F.
EnemenTtn momyisinii F copTyeMo 3a 3pOCTaHHSIM.
30uIbIIyEMO HOMEp MOTO4HOI iteparii t=t+1.

CroproeMo HOBYy nomynsauiro P 3 enemeHTiB

nomynsnii P, mo BriIrouatuMme mepini N eJIeMeHTiB
momyysimii  F . Skmo  kpurepiii  3ynuHKH  He
BUKOHAHO, TO iTepaliiHU{ MPOLEC MPOIOBKYETHCH.
SIKmo yMOBY 3yNHMHKH BHUKOHAHO, TOJII 3HAYCHHS
MOTEHIIHHOTO PO3B’SI3Ky, B AKOMY 3HAuCHHSA
¢ynkuii f e MiHiManbHUM, € IIyKaHUM PO3B’SA3KOM.

3ayBakMO, II0 BHIIE HAaBEJCHO OCHOBHI
enrementn  MJI3, nge 3ipku  MaoTh  (opmy
TPUKYTHHUKA. YOTHPHBHUMIpHUI Ta IT’SITHBUMIipHUN
BUMAJIKH € aHAJIOTTYHUMH.

3. PE3YJIbTATU EKCINNEPUMEHTIB

Hns BusHauenHs: edexkruBHOCTI MJI3 BHKOHAHO
NOPIBHSUTEHUN aHaii3 pe3yibTaTiB fioro
3aCTOCYBaHHS 13 pe3yibTaTaMd  KIACHYHHX

EBONTIOIIMHAX METOJIB: TEHETUIHOTO aJITOPUTMY
(T'A), eomoniitnoi ctparerii (EC), audepenmi-
anpHOi eomomii (JIE). ExcrmepumeHnTn mpoBoIu-
JIUCh TIPH PO3B’SI3aHHI 3a7adi onTHMi3alli ofHiel i3
HCI[I/I(bepeHLIlI/IOBaHI/IX (byHKum 3 BHUKOPHUCTAHHSIM
Pi3HMX ~KpUTEpIiB 3aKiHYCHHS alrOpUTMY: 3a
KUIBKICTIO  iTepamiid, 3a OJIM3BKICTIO PIi3HHUIb
CEepelHiX Ta MaKCUMAJIbHHMX 3HAa4YeHb (QiTHEC-
(GyHKUIN A7 CyCiHIX MOMyJIALii.

JocmimkeHo cepenHiii yac BUKOHAHHS KOXHOTO
i3 anroputmiB mpu 100 iTepamisx (ycepeaHeHO 3a
100 3amyckamu mporpaM), NPUYIOMY BUKOHAHO
MiAPaXyHOK KiNBKOCTI Pe3yNbTYIOUHX 3HA4YEHb, IO
JOCSITITH 33JJAaHOT TOYHOCTI Ta THX, IO HE JTOCSTIIH.

Ha puc. 3-4 nmpeacraBneHO  pe3yibTaTu
€KCIIEpUMEHTIB.

LEWI-M13 FUNCTION

GA

- 5

& - IDE

o8 AW —— MODS-3
" == MODS4

—-— MODSS

02

oo 14 L0 TE 100 125 15.0 1
Meraticns

Puc. 3 — YmoBa 3ynunkn: 100 irepamii

LEVI-Ns13 FUNCTION

' - 5
4 -~ DE
L —— MOD5-3
=S~ MOD5-4
—— MOD55

firsctisa{s ] 52

ao 2% 540 15 oo ns 1540 ns
Ierations

Puc. 4 — YMoBa 3ynuHKH: 32 cepeaHiM 3HAYEHHIM
diTHec-pyHKLiH

Pesynpratn, mpencraBmeHi Ha puc. 3-4,
MEPEKOHJIMBO JIOBOJISATH IE€peBard 3acTOCYBaHHS
M/JI3.

4 MPAKTUYHE 3ACTOCYBAHHA
METOLNY OE®POPMOBAHUX 3IPOK
Y  poGori [7] Oymo po3B’s3aHO  3amady
ONTUMI3aLlii PO3MILIECHHS MOKEKHHUX CIIOBIIIYBaYiB

y CKJIaJICBKOMY NpUMileHH] METOAOM
ne@opMOBaHMUX 3ipOK JUIsA  MiHIMI3amis —dYacy
CTpAlfOBaHHS CHUCTEMHU IIOKEKHOI CHTrHaji3amii,

HACJIIIKOM YOTO € 3MEHIIEHHS JIIOACHKUX KEPTB Ta
MiHIMi3allisl MaTepialibHUX  BTpaT. PosrisHeMo
3actocyBaHHs M/I3 s po3B’si3aHHS 1i€i 3amaui Ta
HOro MOXKIMBI Bapiallii, a TakoX pi3HI mTpadHi
dyHkuii Ta MoxuQikauii MeToxy, 1€ OCHOBHUMH
€JIEMEHTaMH € He TOYKH Ha JJBOBUMIpPHIH IJIOINHI, a
BEKTOpH, LIO MO3HAYAIOTh MHOXKHHHU TOXKEKHHX
CTIOBIIIyBayiB.

AnroneBny M., Jliguk A., Cuutiok B., 2020
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Y nineoBift  QyHKINT 3amaui MarOTh  OyTH
BpaxOBaHUMH BiJICTaHI MiXK CIIOBillyBayamMu Ta
WMOBIpHUMHU JDKepelaMyd BUHUKHCHHS TIOXKEXi, a
TAKO HAAIMHICTh CUCTEMH ITOKEXKHOT CUrHaIi3aii.

[IpumycTriMo, 1m0 BCi CHOBimIyBadi MaroTh
OJTHAKOBY HWMOBIPHICTh MIPaBUIILHOTO
crpanboByBaHHA P, . EdexTuBHICTH (yHKLIOHY-
BaHHS CHCTEMH TOXKEKHOTO MOHlTOpI/IHFy, y Tmepliry
4yepry, BU3HAYAEThCS BiJICTAHHIO Bia | -TO JoKepena
HeOe3nekn abo0 TOYKM BHUHUKHEHHS TIIOXKEXi 0

TOPU3OHTAJBHOI ~ MPOEKIii  crHoBimyBada  abo
CTIOBINIyBayiB.

[IBumkicTh  PO3BHTKY  TOXEXi Ta  Hac
CIpAIllOBaHHS  CIOBINYyBa4yiB  3aJICKUTh  BiJ

MOKEKHOTO HABAHTAKEHHS MPHUMIIIEHHS, TOOTO
LIUTFHOCTI PO3MIIIEHHsI Ta TOPIOYOCTI MaTepialiB i
00’ €KTiB, SKi BIUIMBAIOTh HAa TUHAMIKY TTOXKEXKI.
PosrisHeMo BUIIAIOK MOCTIHHOTO HepiBHOMipHo—
ro MOXEKHOTO HABAHT@KCHHs NpHUMileHHS. [lo
NPUMIIICHb 3 NOCTIHHMM  HEPIBHOMIPHHM
HaBaHTa)KCHHSM HaJICKaTh CKJIaIW i3 BU3HAYCHUMU

MICIIIMH  Jisi  30epiraHHA TIEBHHUX  TOBAapiB,
010110TEeKH, )KUTIIOBI IPUMIIIICHHS TOIIIO.
BBaxxaeMO  BIZOMOIO  KUIBKICTH  ITOKEKHUX

cnoBimyBauiB N , siKi MatoTb OyTH BCTaHOBJICHUMU
y MPUMIIICHHI, BUXOSIYH i3 BITHOIICHHS MOXJIHBHUX
30UTKIB 10 BHUTpPaT Ha CTBOPEHHS CHCTEMH
MO’KEXHOI CUTHANi3amii, e BapTiCTh CIOBIIyBadiB
€ ocHOBHUM (akTopoM [7]. Taka KijbKicTh MOXE
OyTH SK OINBIIOIO (SK IMPABUIIO), TaK i MEHIIIOK BiJ
BU3HA4YCHOI HOPMATHBHUMM JOKymMeHTamu. Hexai
E— TOpHM3OHTaJbHA WPOEKIliS TMPHUMIIIEHHS, e
JOCTIKY€eThCsl  MOXJIMBICTh  ontumizanii  CIIC,

z:{(x,y)|xe[0,a],ye[0,b]}.

[MpunyctiMo, 1m0 yCi TOYKH TPUMIIIECHHS
HaJIEXKaTh 30HI BIAINOBIZAJIBHOCTI Xoua O OJIHOrO
CTOBilIyBaua, SKa € KOJOM. TakuM YHHOM,
TOPU3OHTAJBHI TPOEKIii 30H BiIIOBIJAIBHOCTI
MEPEeTHHAIOTHCS, YTBOPIOIOUM O0JIaCTi E; 3 pi3HOIO
KpaTHICTIO BIIITOBITAIBHOCTI CIIOBIIIlyBAaYiB,
i=1k. , ne k.— kimbKicTh Takux obnacTeil. 3Ha0un

KOODJIMHATA PO3MIIIEHHS KOXXHOTO CIIOBIlllyBaya
(Xj,yj), J=LN 1 pantyc
BiJIMOBITaJILHOCTI I' , MOYKHA OJIEPXKATH BiAMOBITHY

cXeMy.
[Ipunycrumo,

30HHU Horo

m ©=0,U6,u.u0,, xe
©,— AUIAHKA MPUMIMIEHHS, 10 XapaKTepHU3yeTbCs
piBHEM MOKEKHOTO HaBaHTAKEHHSI

S JE— n .
n',i=1n, N0, =Y. OueBuano, o AUSIHKE O,
i1

JIETKO 300pasurtu
KOOpPIAWHATHY

O, {(x y)|xe|:

JIISAHOK O, 1 =1, n € enemednramu matpuii G .

Y po6ori [10] 3ampomoHOBaHO pPO3B’sA3aHHS
3aj1a4i BU3HAYEHHSI piBHS MOKEKHOTO
HaBaHTAXCHHSI. JIJ'I?I IbOro0 BUKOPHUCTAHO TaKi
napaMmeTpy, Ik Z,— TUI MaTepiaiy, SKuil BU3Ha4dae

rpagivHo, 3IIHCHUTH
NpHUB 3Ky Ta  BBaXAaTH, IO

) we[i)

I'panumi

NOKeKHE HAaBaHTaXKEeHHsl, Z,— Horo 00’em Ha 1 cm?,
Z,— Z,~
MIBUJKICTh BUTOPaHHA, Z,— TOKCHYHICTb IPOIYKTIB

HOpMaJlbHa  IIBUIKICTb  TOPIHHS,

TOpPiHHS, S_ HeBanOBaHi napameTpH. OquI/mHo,
woTtoni 7' =h(Z),2Z},2},2Z;,2L, &),i
3ayBakuMo, 110 l'[OTy)KHlCTL Ta eﬂeMeHTHHﬁ
CKJIaZl KOXKHOTO &' —BCTAHOBJIOETECS OKPEMO Y
KOHKPETHOMY  BHIIQJIKY. Hns HO/IANBIINX
JOCHIPKEHb TOTpiOHO Oyno 0 Matu ineHTUdiKoBaHy
HaBEJCHY BHWIIE 3aJCKHICTh. AJe, BPaxOBYIOUH
YHIKaJIbHICTh KOKHOTO HPHUMIILIEHHS, 1i ofep:KaHHs
B AHAIITHYHOMY BHIJIAAI € HAATO TPYAOMICTKHM

IIPOLIECOM.
Baaxaroun, 1o piBeHb MOKEXHOTO
HaBaHTaXEHHs 7)' AUITHKH npuMinieHHs O, i=1n

BIIOMHIA, TEpexoAnuMO 10 (QOpPMyBaHHS MIITLOBOI

¢yHKLI, Hajaw4M pIiBHIO MOXEKHOrO HaBaHTa-
KEHHsA 7' 3MicTy BaroBoro koedirienra, 10
BHU3HAYa€  BAXKJIMBICTb  HAAIMHOCTI  CHUCTEMH

MOKEKHOTO MOHITOPUHTY Ta 4yacy ii crpaiioBaHHs
Linp0BY QYHKIIiFO TTOAAMO TAKHM YHHOM:

FW)= ZIH:177| -Zi’\il(zlj\lzll(dij <1)>0&(T eE,))x
1 .
Xl (1 )Z 20 <n&(Te%) .mjlndij)'l' P(W),

ne W — cTpyKTypa cucTeMu CIOBilyBadiB,

X = (X0 X X )y Y = (V1 Yareen Yo o (X0 Y1)

KOOpJAWHATH CIIOBIIyBayiB,

1 o . . .

P, — AMOBIpHICTH CIIpaIlbOBYBaHHS CHOBIIyBada
a0o CTIOBINYBayiB 3 ypaxyBaHHIM pe3epPBYBaHHS,
x(*) — bynkuis-ingukarop,
dij — BIJCTaHl BiJl TOYOK BHHUKHEHHS IIOXKEXI 10
MTO’KEXHUX CIOBIIIyBadiB,

iy .

T,=(X,Y,;) — TouKka BUHMKHEHHS MOXKEXKi,

P(W) — mtpadHa pyHKIIis.

[oOynyemo nBa Tunu wTpaQHUX QYHKILH:
cratTmyHy Ta JuHamiyHy. CrarnmyHa 1mnTpadHa
(YHKILIS € TAKOIO:

SW) =Y - 2O 2((d <) & (T, €E,)) =0)x
X mjin d;-
JunamivHa mrpadHa GYHKIlIS Ma€e BUTIIS;
DW)=4(t)- SW)*,
t
C-e, mpuld<i,
4 npu A=A,

max !
ne C — mouarkoBe 3HAYEHHS MHOXKHUKA HITPAPHOT
ynxuii,

V — IBHIKICTH 3pOCTaHHS,

A =

Anax — MAKCHMAJIbHE 3HAYEHHS MHOYKHHKA,
t — Homep iTeparii.

Amntonesny M., [iguk A., Cautiok B., 2020
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[Mapamerpu C,V, 4.
EKCIIEPUMEHTIB.

Ockinpku  kjmacwaamid MJI3  mpamoe i3
PO3B’SI3KOM-TOUYKOI0, @ y JaHill 3a1adi po3B’s30K €
CYKYITHICTIO TOYOK (BEKTOpPOM), aaroput™M OyJio
MonudikoBano. IloTpiOHO 3HAWTH  PO3B’S30K-
BEKTOp, IO Mae HalKpalie 3HAYeHHS IIHOBOT
GyHKIII.

PosrisiHemo mpukiiaj, 1m0 nokasaHud Ha puc. 5.
Jano tpu Bexktopu - A, B i C, mo cknanarorses i3

BHU3HAYaIOThCA B pe3ynLTaTi

cemn ook (X;Y;),i=1..7.

Best vector A

(xLyD) | (x2y2) | (x3y3)  (xdyd) (x5y5) (x6y6) (x7.y7)

(xS.y;‘) (xﬁ7} (x7.¥7)
/
JI‘I

(x5.y5) | (x6,y6) | (x7.y7)

B (xLyl) | (x2.¥2) | (x3.9})  (xd.yh

C (xLyl) | (x2,¥2) | (x3.¥3) | (x4.y4)

Puc. 5 — Ilpukaag po3s’a3kiB

[Mpunyctumo, 1o Haiikpamum € Bektop A Toxi
HaM HeOOXiTHO TMOKPANINTA 3HAYeHHS MiJIFOBOI
¢ynkuii Bexktopis B i C. Jlns BCcix TOYOK BEKTOpIB
napajieilbHO pPOOMMO OJHAKOBI IEPETBOPEHHS 13
OJHAKOBUMHM BXIJHMMH [apamerpamu. Touku

(% ¥1)s Ta (X;Yy)e 3cyBaemo nio Touku (X;;Y) -

VY 3ajgeKHOCTI Big TOro, SKdUA BHIALOK
BUKOPUCTOBYETHCS (TpI/IBI/IMlpHI/II/I ‘IOTI/IpI/IBI/IMlpHI/II/I
Yd M'ITUBUMIPHUIA), BHUKOPUCTOBYIOTH BiJIOBIIHI
OOYHCIICHHS.

Taki gii BUKOHYyeMO Haj yciMa KOMIOHEHTaMH
BekTopiB. ToOTO, Jaii BHUKOHYEMO TMEPETBOPEHHS
Ha (X,;Y,)s Ta (X3 Y,)c, scyBaroun ix 10 (X5 Y,) .,

*

i T Omepxumo mosi Bektopn B i C
MOKa3aHo Ha pHC. 6.

Taxi mapanesbHi TepeTBOPEHHS 3AIHCHIOEMO IS
CTHUCHEHHS, IEPEHECEHHS, TOBOPOTY TOIIO.

SIK

b

Best vector A

(xLyl) | (x2y2) | (x3y3)  (xdyd)  (x5y5) (x6y6) (x7.y7)

B* (XLy1)* | (x2,v2)* | (x3.¥3)* (x4, y4)* | (x5,y5)* (x6,y6)* | (XxTyT)*

c* Ly 1)* [(x2y2)* | 3.y3)* | (cdyd)* | (X5.¥5)% (660" | (xT.y7)*

Puc. 6 — Pe3yabpTaT neperBopeHb

5. PE3YJIbTATU EKCMNEPUMEHTIB
MoenroBaHHS MMPOBEJICHO 33 TAKUX MMOYATKOBUX
YMOB:
— p03M1p npumitieHss 10x10;
— KIUTBKICTB TOKEXHUX CHOBIIHYBaqlB =30;
— paziyc peakiii CrioBilyBayda JOPiBHIOE 2,
—  WMOBIpHICTh  CHpaIfOBaHHsS  CIOBIlIyBaya
nopisHtoe 0.9;
— 3 30HHM MMOXKEKHOTO HABAHTAKEHHS,

_C=01v=14, =1.

Kpurepii 3aBepmenns amroputMmy (nam K3Al,

K3A2, K3A3):
1. 3a kinbkicTro itepaniii (200 nporoHis);
2. 3a 30DLKHICTIO PI3HHIL CEPEOHIX 3HAYCHb

¢diTHec-QyHKIIH 11 ABOX — TOMYJIALIN
(Tounicts 0.000001);

3. 3a 30DKHICTIO pI3HHLIb MaKCUMaJbHHX
3Ha4eHb  (QiTHec-QyHKUIA  UIsT  ABOX
nomyssii (Touricts 0.000001).

Beenemo HACTYIHI MO3HAYCHHS TUIst

BiT0OpaskeHHS pe3yNbTaTiB Ha PUCYHKAX:
— OPSAMOKYTHI 30HM — 30HH PIi3HOTO MOXKEKHOTO
HaBaHTAXKCHHS;
— TOYKH — KOOPJIUHATH BUHUKHEHHS TOXKEXKI,
— KOJla — I TOXKEeXKHI CIOBINIyBadi, AKi MarTh
MIeBHUH pafiyc Aii.

[Tpu BukopuctanHi crarnynoi mrpaduoi GpyHKIil
JaHUM METOJOM JUIS I SITHKYTHHKAa OTPHMY€EMO
pe3ysbTaTH, 300paxeHi Ha puc. 7-8.

THE PLACEMENT OF SENSORS

Puc. 7 — Po3aminienns cnoBimyBauis: 100 iTepauiii

THE FITNESS-FUNCTION

&

-6 MODS.5

& [ & £

Fitness-function(x1,x2)

]

39

0 0 a0 60 80
Iterations

Puc. 8 — Ilunamika 3minu nisiLoBoi ¢pynkuii: 100
iTepaniii
JTUHAMIYHOT

Pesynpratn mnpu  BHUKOpPUCTaHHI

mrpaduoi QyHkuii 300paxkeni Ha puc. 9-10.

AnroneBny M., Jliguk A., Cuutiok B., 2020
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THE PLACEMENT OF SENSORS

G oo
Q @ _@)(_%Q :
(D05

Puc. 9 — Po3mimienns cnopimysauis: 100 irepauiii

u THE FITNESS-FUNCTION

=~ MODS-5

2

a8

%

Fitness-function(x1,x2)

&

0 20 a0 &0 80
Iterations

Puc. 10 — Iunamika 3minn uinboBoi ¢pynkuii: 100
iTepauii

Hwxkye B T1abnm. 1 Ta Tabnm. 2 HaBexmeHi
y3aranbHeHi pe3ynbraTa s 10 3amyckiB mporpaMu.

Tabéauus 1. Y3aransHeHu# pe3yJibTaT nmpu
BUKOPHCTAHHI cTaTHYHOI ITpadgHoi PyHKILIT

o (g\] en

= = =

= = =

= 5] [5) 9

S = = =

= = = =

D (=" (=" (="

= <z <z <z
M3-3 | 27.979 30.54 38.604
M3-4 | 19.406 21.193 45.856
MJ3-5 | 38.457 38.703 35.023

Tabauus 2. Y3araapHeHu#d pe3yJIbTaT Npu
BUKOPHCTAHHI IMHAMi4yHOl uTpadHoi pyHKuii

— (o] e
= = =
= = =
= ) ) )
< = = =
S ) 2 2
= = = =
M/J3-3 24.346 28.11 21.053
M/3-4 15.443 14.686 18.103
MJ3-5 33.176 29.097 26.16
6. BUCHOBOK
Meton  neopMOBaHMX — 3IpOK  JIEMOHCTPYE
MEPEeKOHIIMBI  pe3ynbTaTH CBOEI  e(PEeKTUBHOCTI.
TonoBHa iioro isest — OLTBIN TIHOOKE JOCIHIKEHHS
obuacTi 3MiHU apryMeHTiB, BpaxyBaHHS

B3aEMOBIUTHBY MTOTCHITIHHUX PO3B’sI3KiB,
CIPSIMOBAHICTh TIOIIYKY Ta JIETKICTh peami3alii.
Meton € mapaMeTpUYHHM 1 JOIyCKaE 3HAYHY
KUIBKICTh ~ HaJaINTyBaHHS, [0 MOXE 3HAYHO
MiJBUIIYBAaTH SIK INBHAKICTH 30DKHOCTI, Tak 1
TOYHICTh PO3B’sI3aHHS ONTUMI3AI[iTHUX 33134,

I[Ipu  po3B’si3aHHI  aKkTyanbHOI  MpoOJIeMHU
ONTHMI3alii PO3MIMIEHHS MOKEKHHUX CIIOBIIIYBadiB
3a JOMOMOTOK MeToay JeOpMOBAHHX 3ipOK
HaWKpamli pe3ylbTaTH I[I0Ka3aB YOTHPUBUMIPHUN
BUIIAJI0OK JAaHOTO MeToay. MiHiManbHe 3HAYCHHS
miapoBOi  (DYHKIIT CKJamo, B cepemHbomy, 22.4.
[HImIMMU ~ €BOJIOIIHUMH ~ METOAAMH  OJICPIKAIIU
3HaueHHs IimpoBoi ¢yHkmii 28.4 Tta 33.4 mo
JO3BOJISIE CTBEPKYBATH MPO €(EeKTUBHICT METOMY
nehOpMOBaHUX 3iPOK MPHU PO3B’SI3aHHI MPAKTHUYHUX
3a/ad.
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AHoTaunis: Y crarti npoBeaeHo anamui3 B3aemonii DSP-SSP cucrem wepe3s Ad
Exchange. 3a pe3ynpTaTamMu NpoBeIEHOTO aHANI3y c(hOPMOBAHO METY HAyKOBOTO
JOCIIKCHHSI, SIKE TMOJATae B TOMY, IO HAa OCHOBI yJOCKOHAJICHOI METOIHUKH
3actocyBaHHA 00’ekTHOI Mozenmi B3aemoxii cuctem DSP-SSP  mposectn
MOJICTIIOBaHHS Ta OOIPYHTYBaTH JOLUIBHICTh BHUKOPHCTaHHS pEalli30BaHUX
wiaThopM Ui aBTOMaru3alii KymiBii Ta MPOJAXy Melia KOHTEHTY Ha
CBiTOBOMY pUHKY. [lJIsl JOCSTHEHHS mocTaBiieHol MeTu Oyio 3’sicoBaHo, mo Ad
Exchange € mocepenunkom mMixk DSP Ta SSP muatdopmamu 1 peanizye MOayIib
onuH 10 OaraTbox. Bu3HaueHo, 10 Taka cHCTEMa Ja€ MOKIMBICTH MPallOBaTH
Ha IU(PPOBOMY PHUHKY, ¢ BUAABIIl Ta PEKIAMOABIN 30UPAIOTHCA Pa3oM IS
TOpPriBii UHQPOBHUMHU PEKIAMHUMHU pecypcamu. 3po0JieHO BHCHOBOK, 1o Ad
Exchange — aBroHoMHa miaTdopma, sIKa MOJIETIIYE i CIPOILIYE NPOrPaMHY
MIOKYTIKY OTOJIOIICHb. ABTOpaMH IPEACTaBICHO MOAENb podotm cuctemu Ad
Exchange, BkazaHi 1i mepeBarm Ta HEOONIKH. 3pOOJICHO BUCHOBOK, IO
HalBaXXJIMBILIOIO CKJIAJOBOIO Ii€l MOAEINI € BIIEpIIE 3aIIPOIIOHOBAHUHA aBTOpaMu
6nok Validator, sxuii BUCTaBIsIE peKiaMy JIMIIE U1 BCTAHOBJICHOTO IEBHOTO
KOHTHHTEHTY Ttofiei. PeanizoBanuii B Moneni Validator € OCHOBHOIO TIepeBaroro
MPEJCTABICHOI B CTATTi CHCTEMH HAJ| IHIIUMH. 3alpPOIOHOBAHO YIOCKOHAJICHY
METOJIMKY BUKOpHCTaHHS 00’exTHOI Mozeni B3aemozii DSP-SSP cucrem uepes
Ad Exchange. BuznaueHo, 1o Ba)JIMBOIO CKJIaJOBOIO ISl peaiizauii JaHoi
METOJIMKH € AHaJTHKa, sika Oyna peanizoBaHa Ha DSP mmatdopwmi, ne kiieHT
MOXeE CJIJIKyBaTH 3a Ba)JIMBUMH Koe(il[leHTaMH BUTpamly, KJKiB Tomio. 3a
paxyHOK BKJIroueHHs 010Ky Validator yiockoHaJI€HO BIIOMUIT alnroput™ podoTu
DSP, SSP. Ha ocHOBi 3amporoHOBaHOI MOAENi 3MIHCHEHO MOJICIIOBAaHHSI, ¢
peanmizoBano ©Onok Validator. 3po6meno BucHoBok, mo Ad Exchange €
IHCTpyMEHTOM JUI aBTOMaTu3alii Mpolecy KymiBii Ta mpomaxy IHTepHeT
KOHTEHTY 3 MOXIIUBICTIO OTPHMYBATH OLTBIIHIA 3apOOITOK Ta EKOHOMHUTH 4Yac Ha
3nificHeHHs omepaniid. Po3poOneHi aBropamum peKOMEHIAIi BiICTEXKYIOTH
HESIKICHI ITPOIo3uii i O0PIOTHCS 3 PUBUKAMH.

Abstract: In the article analyzed the interaction of DSP-SSP systems through
Ad Exchange. According to the results of the analysis, the purpose of scientific
research is formed, which is that for automate process of the buying and selling
of media content, to carry out simulations and to prove the feasibility of using
the implemented platforms on the basis of the advanced method of application of
the object model of interaction of DSP-SSP systems. The authors found that Ad
Exchange is an intermediary between DSP and SSP platforms and implements
the module one to many. Has been identified that this system enables the digital
marketplace where publishers and advertisers come together to trade digital
inventory. It is concluded that Ad Exchange is a standalone platform that
facilitates and simplifies programmatic ads buying. The authors presented the
model of the Ad Exchange system, presents advantages and disadvantages are
indicated. It is concluded that the Validator block, which advertises only for a
specific contingent of people, was first proposed by the authors as the most
important component of this model. The Validator block is the main advantage
of the system presented in the article over others. An advanced technique for

Koportin ., Koporiu C., ITonepemmnsx C., 2020
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the Validator block, the well-known DSP and SSP algorithm is improved. Based
on the proposed model, a simulation was performed where the Validator block
was implemented. It is concluded that Ad Exchange is a tool for automating the
process of buying and selling Internet content. This allows you to earn more
money and save time on transactions. The recommendations developed by the
authors track poor quality proposals and deal with risks.

1. BCTYN

Ha cworomuimmwiit nens mopsyg 3 DSP Ta SSP
miatpopMaMi Ha CyYaCHOMY DPHHKY peajli30BaHO
Ad Exchange cucremy. Ad Exchange €
mocepennukoM Mixk DSP Ta SSP mnardopmamu i
peaitizye MOAYJb OJIMH 10 0araTboX.

Ad Exchange — me mudpoBi puHKH, Ha SIKHX
BHJABIll Ta PEKIAMOJIABIIl 30MPAIOTHCS Pa3oM IS
TOpriBii  IU(QPOBUMH pEKIaMHUMH PECypcaMu,
TaKMMH SK JUCIUIeH, pigHi, BiZA€0, MOOUIBHI
npuctpoi Ta mporpamu. KymiBmg Ta mpomax
BiIOyBalOTbCS B  ayKIiOHAX peaJbHOTO yYacy,
YIOBHOBaXEHUMH TexHosorieto RTB (Ttopru B
peanpHoMy yaci). Ad Exchange kepye aykmionHum
MEXaHi3MOM  JUIS  TOCEPEJHMITBA, SKHH  HE
o0CITyroBye HI MOKYMNIs, HI MpojAaBLs; Ie
aBTOHOMHa TuaTdopma, siKa MOJETIIye i CIPOILye
porpamMHy HOKYIIKY Oorojomens [1].

Orxe, mibxk DSP Ta SSP icHye 3B’530K “OJuH 110
OJHOTO”, ajie iCHye CHCTeMa, SiKa aBTOMAaTH3YE Ta
3’€IHYE I1i IBa MPOIECH 1 pOOUTH 3B’SI30K “OIHH 10
Garathox”, Taka cucrema HasuBaeThess Ad Exchange
[1].

BrnacHuku BeO-caliTiB, OHJANHOBUX JKypHAIIB
abo 010118, BIZIOMHUX SIK “BumaBii’”,
BUKOpUCTOBYIOTh SSP  (Tuiatdopma Ha  CTOpOHI
nocradanus) Ad Exchange 1 pobGnste  cBiit
m(poBMil  peKIaAMHUIA TPOCTIP JOCTYITHHM JUIS
MTOKYIIIIIB.

HesanexHi MapKeTOJIOTH, PeKJIaMHi areHTCTBa Ta
pEeKIaMHI MepeXi Ha3UBaIOThCS “‘peKIaMOJaBIsIMuU”,
sIKi BUKOPUCTOBYIOTh DSP (mumardopmy Ha cToponi
nonuty), mo6 miakmountucs no Ad Exchange i
npundaTu pekiaMHui mpoctip. Peknmamui Mepexi
TaKOX KYMyIOTh PEKIAaMHHUHA TPOCTip 3 OOMIHIB

00'sB, TMO3HAYalOTh HOro Ta TNPOJAIOTH IS
otpumanHs npuOyTky. ATDS (arentctBo Trading
Desk) BuxopucroByrorp Ad Exchange, mo6

KyIyBaTH BENMKI pEKJIaMHI 3amacd 1 NpoJaBaTH
OITOM OKPEMHUM PEKIaMOIaBIsIM [2].

[Iponiec mporpaMyBaHHSI KyMiBJi OTOJIOIICHb B
NPOBiAHMX  KpaiHaX CBITY 3HIHCHIOETBCS 32
JOTIOMOTOI0  HPOTPaMHOTO  3a0e3NeueHHs  Ta
ITOPUTMIB, IO JO03BOJISIE BHIABISIM OTPUMYBATH
HalKpallly WiHy Ui CBOTO PEKJIAMHOTO IPOCTOPY Ta
pEeKJIaMOJIaBIIiB, 1100 BOHU MOTJIHM 3BEPHYTHCS JIO

LIJTHOBOI ayAUTOPIi B MOTPIOHMUI Yac i B KOHTEKCTI.

B Toif xe dac, icHye HarampHa TOTpeba Ha
YKpaiHCBKOMY PHHKY Y PO3BHTKY Cy4YacHHX
IHTepHET-TIaTGOopM.

Merta mociigKeHHs] — Ha OCHOBI YIOCKOHAJIEHOT
METOAMKH  3aCTOCYyBaHHS 00 €KTHOI  Mozedni
B3a€EMOJI1 cucTeM DSP-SSP MPOBECTU
MOJIETIIOBaHHS Ta OOTPYHTYBaTH JIOIIBHICTH
BUKODHCTAaHHS ~ pealli3oBaHUX  ImiaatgopMm s
aBTOMATH3allil KYIIiBIi Ta TPOJAXy Melia KOHTCHTY
Ha CBITOBOMY PHHKY.

Jlis1 mocATHEHHS MOCTABJIEHOI METH Y TIPOIIeci
JIOCTIIDKEHHS BUPIIICHI HACTYITHI 3aBAaHHS:

npoBesieHO aHaii3 B3aemoaii DSP-SSP cucrtem
gyepe3 Ad Exchange;

MpeJCTaBIeHO Moneab pobotu cuctemu Ad
Exchange, ii nepeBaru Ta Hemoiky,

3alPOIIOHOBAHO  yJOCKOHAJIEHYy  METOAMKY
BHKOPHUCTaHHS 00’e€kTHOT Moxenmi B3aemoxii DSP-
SSP cucrem yepe3 Ad Exchange;

Ha OCHOBI 3aIllPONIOHOBAHOI MOJEI 3HIMCHEHO
MOJICTTFOBaHHS;

OOIPpyHTOBAaHO  JOLJIBHICTH  BHUKOPHCTAHHS
peaizoBaHuX IIATGOPM I aBTOMATH3AIlll KYITiBJIi
Ta MPOJAXY MeJia KOHTEHTY Ha YKpailHCBKOMY
PHHKY.

Pesynbratu mociipkeHHs BipoBajkeHo B DSP,
SSP ta Exchange cucrem kommnanii EPOM.

2. AHANI3 OCTAHHIX AOCIIAXEHD |
NYBNIKALUIN

AHai3 pUHKY MIOJI0 aBTOMATH3aIlil MpPOIECy
KYHiBIIi Ta TPOJNAXKY pEKIaMH Ja€ MOXIUBICTb
BCTAHOBHTH, IO TMPOIEC TONIYKy 1 KYyIiBIi
PEKIIaMHHUX MICIlb, & TaKOX KYIBISl iHBEHTApIO Ha
Oyab-IKIX Oiprkax Oymna BUTPaTHUM i
Hee(EeKTHBHUM MPOLIECOM: HE OyIo
CTaHIApTH30BaHOro iHTepdeiicy HaJamTyBaHHS
KaMITagii, JUIS KOKHOI IUTIOMIAAKHM 1i TOBOIHIOCS
HaJIAlITOBYBaTU “3 HyIA”; pexiama
JEeMOHCTpyBaJlacsi OJHOMY 1 TOMY K LiJIbOBOMY
KOPHCTYBady Killbka pa3iB 4epe3 pi3HI KaHAHU, a
IIaTta cTaryBayiacsi 6araTopa3oBo; Takui CTaH CIIpaB
YCKIIQJHIOBAIO BEJICHHS 3arajibHOl aHamiTuku [3, 4,
5, 6].

VYV [7] Busnaueno, mo me y 2018 pori obcsr

Koportin J., Koporin C., Ilonepemmnsik C., 2020
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IUCIUIEHHOI 1 BieopekinaMu, MPOJaHOi  3a
JOTIOMOTOI0 TIpOrpaMatuky, ckimaB $ 14,2 mupn
(+ 49% vy mnopiBusaHI 3 2017). Le OGimpme 30%
3arajbHUX BUTpAT Ha OaHepHy i Bimeopekiamy [8].
Tinekun Ha mpoBigHomMy punky, B CIIA, vy
HaOmK4IMil mepios OUikyBaHi BUTPATH Ha pEKIaMy
3a JOTIOMOTOI0 ITPOTPAaMAaTHKH-TEXHOJIOT1H CKIaayTh
$ 7,7 mupn, 79% 3 sikux — Butpatu B RTB. Jlo kinHs
2019 poky riob6aibHi BUTPaTH Ha MPOTPaMaTHKH B
cBiTi ckmamyth Omu3pko $ 37 mupa [8]. PiBenn
MIPOHWKHEHHS TpPOrpaMaTHKHd B KpaiHax 3aximHol
€Bponu CTaHOBUTSH, B cepeanbomy, 10-30%.

Hespaxatoun Ha TeBHI TpPyOHONII B OIUHII
yKpaiHChKoro puHKY pexiiamu B RTB, 3romom RTB
Ha YKpaiHCBKOMY pHHKY 3aiiMe CBO€ Micle 3a
aHajori€el0 3 IHMKMMU KpaiHamMu. € miacTaBH
NPUITYCTUTH, IO BXE 3a MiJICYMKaMH MOTOYHOTO
poky, dyactka RTB B Vkpaini y HaiiOmmxaomy
Maii0yTHpOMy Moxe ckiactu Oinbme 10% puHKY
Mmeniiitaol pexiaamu [9].

BpaxoByioun BUIIEBHKIACHE, & TAKOX 3 METOIO
ONaHYBaHHS YKpPaiHCHKOTO MeZia PUHKY, aBTOpaMH
cTarti Oylno TPWHHATO pIMIEHHS  PO3IOYaTH
peamizoByBaTH  JaHMH TPOGKT 3a  pPaxyHOK
yIIOCKOHAJICHOT METOJIMKH 3aCTOCYBaHHSI 00’ €KTHOI
Mozeni B3aemoii cucrem DSP-SSP.

3. BUKNAQl1 OCHOBHOI'O MATEPIANY

Ad Exchange namae pi3HOMaHITHI MexaHi3MH
KOHTPOJTIO BHJIABITIO, TaKi SIK:

1) BcraHoBneHHs MiHiMadbHUX CPM  mus
OJMHHMIb 3amaciB; (inbTpyBaHHS Ta OJOKYBaHHS
OTOIIOMIEHb 13 KOH(IACHIIHHUM BMicTOM abo
OTOJIOIICHHSIMH KOHKYPEHTIB;

2) BH3HAYeHHS THIIIB OrOJIONIEHh Ha BeO-
CTOpiHIN, 3 oOpaHHsIM Qopmary O0O0'sSB 1 CTHIIO
OTOJIOIICHHS;

3) CTBOpeHHsS IHIUBIAyalbHHX KOMOIHAIliH
mpUPTIB, KOJIBOPIB 1 KYTOBOIO CTHIIO Ta iX
3aCTOCYBaHHS UIsl KUTBKOX TpadidHUX OTOJIONICHb
OJTHOYACHO;

4) BuOIp Miclsl po3TamryBaHHS OTrOJONICHb Ha
BeO-CTOpIHIII.

PeknamonaBiii  otpumyroTh mepeBaru Bix Ad
Exchange 3 MmoxJHBicTIO:

1) BcTaHOBUTH mNapaMeTpH OIOPKETHOTO XOIY;
o0paTH BapiaHTH OpIEHTYBAaHHS, MOJJIMBOCTI
BCTAHOBJICHHSI CTABOK, IMOBEJ[IHKOBE MPOQLITIOBAHHS,
HaJIAIITyBaHHSI 11iH;

2) BU3HAUEHHA YOPHOTO CIHCKY IEBHHUX BEO-
CalTIB 1 ayAUTOPIH;

3) Bu3HaueHHS OOMEXeHb Ha KUIBKICTh Da3iB,

KOJM OJIHAKOBI  OTOJIONICHHS  BiJOOpaXkaroThCs
OJTHOMY KOPUCTYBa4eBi;
4) mepeHaIJICHHS Ha  KUIBKOX  OOMiHax

00’ aBamu.

3.1. MOPAOOK POBOTU AD EXCHANGE.

Bupmasenp Hamae cBOi pexiamui pecypcu Ha Ad
Exchange 3a momomororo SSP. Bin Hamae moBHy
iHpopMaLlil0o TPO pEeKIaMHI pecypcH, Taki SK
po3ramryBanHa cTtopinku, URL-ampeca, aymuropis,
TEMH TOIIIO.

Komn kopuctyBau BBOAWTH BeO-callT abo
MOOUIBHMH HOJAaTOK BHIABI, IIOKa3 OIOJIOLIEHb
ABTOMAaTUYHO BiOOpaxkaeTbcs Ha aykmioHi. Jlami
PO KOpUCTyBaua 30MpaIOTbCs, HAACUIAIOTHCS Ha
cepBep BHAABI, a MOTIM nepenaroTbess Ha Ad
Exchange. ITotim Ad Exchange mancumae 3amuT Ha
HaJIXOJPKEHHS cTaBoK 10 DSP Ta pexnaMHUX Mepex.
Koxen DSP mepeBipse 3amuT cTaBKM Ta BCIO
iH(opMartito, oB's3aHy 3 Hero (memorpadidHi maHi,
ineHTH(diKaTop KOPHCTyBada, T'EOMO3UIIIIOBaHHS,
OOMEXCHHS 4YacCTOTH IIOKa3iB, PO3/iJ Ha JIEHb Ta
iHII  mapaMeTpw  HammoBaHHA —Tomio). Ilichs
mepeBipkn  Tuatpopma  BUPINTE, YH  Oyne
BpaXXCHHSI I[IKaBUM JUIs peKIamMoaaBlisl. Skmio 1e
tak, DSP mancuinarume Bignosiai Ha Ad Exchange 3
MaKCHMaJIbHOIO CYMOIO CTaBKM Ta  MiCIeM
po3TanryBaHHS ~pekiJamMHOl  Komii, sAka  Oyne
po3MillleHa Ha JOCTYIMHOMY PEKIaMHOMY HpOCTOpi
[10]. Ad Exchange mepeBipsie pekiaMoOmaBIliB, sKi
HAaJalOTh CTAaBKM HA IIOKa3 Ta  BHKIIOYAE
pEKIaMOJaBIliB, SKI HE BIiJIOBIalOTh BHMOTaM
BU/IABIIL.

Hampuknan, pekimamMHe Micle IOCTYyIHE Ha
KHTalicbkOMy BeO0-caiiTi, a BHIaBElb BCTaHOBIIOE
OOMEXEHHS ISl TT0KAa3y JIUIIEC Ha KUTAWChKIi MOBI.
Takum umnom, Ad Exchange ckacyBaB Ou Bci He-
KUTaiichKi oroJomenHs 3 aykuiony [11]. 3i6pasiuun
Bci mani, Ad Exchange amamizye ctaBku Ta Tpojae
JIOT HAMBHUIIOIO IIHOIO.

Burpamrna pexiramMHa KoTis 3'SBISEThCS HA CAWTi
BUJIaBLsL  mepes;  KopucTyBadeM.  KopuctyBau
Intepuery He 3Hae mpo mnpouec RTB, ockinbku
ayKI[IOHW TPHUBAIOTH HE OiIbIe KUTHKOX MUTICEKYH]I,
OpUOJIM3HO Ha 4Yac 3aBaHTAKEHHS BEO-CTOPIHKH.
[Iponiec He 3aBakae KOPUCTYBAayeBi 1 HE 3MEHIIYE
MIBU/IKICTh 3aBaHTA)KEHHS CTOPIHKH.

3.2. TUM OBMIHY Ol OJIOWEHHAMW.

Open Ad Exchange / Public Marketplace /
Binkputuii aykmioH — 1e BiAKpUTHH [UGPOBHIA
PUHOK 3 BEJIMKAM IHBEHTapeM BiJl JEKUIbKOX
BHU/IABIIIB, JOCTYIHUX JJIs BCiX MOKYMIB [12].

Open Ad Exchange npononye mmpoxuii nepemik
BUIABIIB. [IpoTe MOKYyIIli HE MawTh JACTaIbHOI
iHpopmanii mTpo BHUOaBUA, SK Yy BUOAIKY 3
npuBaTHUM pUHKOM. [lokymmi, siKi NIyKaroTh OibLI
HIUPOKY TMyONiYHICTh, 00MparTh Biakputry Ad
Exchange.

Private Ad Exchange / Private Marketplace

Koportin J., Koporin C., ITonepemmnsk C., 2020
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(PMP) — me sakpura miardopma, SKa I03BOJISE
BHU/IABIIIO KEPYBATH III€I0 TIPOrPaMoIo.

[Tpu oOMmiHi 00'siBAMU THCSAYi BUAABLIB MOXYTb
3po0UTH peKJIaMHi Micls, (ki Hepeai3oBaHi),
JTOCTYITHUMH JUISl PEKJIAMOJIABIIIB, 1100 BOHW MOTJIN
MIPOTIOHYBATH CTaBKy aBTOMAaTHYHO — Ha BiIMiHY BiJl
TpPaJULiHHUX TEePEeroBOpiB MPO NPOJaK OAWH-HA-
omuH. KymiBns Ta  mpomax  BimOyBaeThCs
IPOTpaMHO, IO B OCHOBHOMY € BHTaJIIBUM
TEPMIHOM [JIsI aBTOMAaTWYHOI (IEpPEeBipKM HAIIOTO
MPOTPaMHOr0 3a0e3MedYeHHs), MK MPOrpaMHUMH
miatdopmamu [13]. PekmamMonaaBIli Ta areHTCTBa, 5K
MpaBuiIo, M1 IKIIF0YaI0THCS bi o) 00MiHy
OTOJIOIICHHSIMH, BHKOPHUCTOBYIOUM TaK 3BaHy
wiatpopmy Ha croponi DSP — MediaMath, Turn,
DataXu ta AppNexus € aesikumu 3 Beaukux DSP.
PexnamHi Mepexi TakoX 4YacTO KYNYIOTh MOKa3H
00OMiHY OTOJOIICHHSAMH, a TOTIM MOMIYaloTh iX 1
MEepenpoialoTh MOKa3h IMOKYMISIM Yy Mepexkax.
3a3Buyaii BHJABIII HAJAIOTh JOCTYI J0 IIOKa3iB
obMminy yepes iathopmy mocradanus (SSP).

Ha Oipxax o00'sB pexiaMomaBlli MOXYTh
OpieHTyBaTHCS Ha ayamropii, TOOTO rpymH
KOPHUCTYBauiB, sIKi JEMOHCTPYIOTh MIEBHY MOBEIHKY
BeO-mieperismaya  abo  BIANOBIAAIOTH  TEBHUM
iHTEepecaM CBOIX KII€HTIB — Yy BENUKIA KUTBKOCTI
BUABIIB. Y MOMEHT, KOJIU KOPUCTYBaU MEPEXOIUTh
Ha CTOpiHKY Ha BeO-caliTi abo B J0AATOK, MOKa3
00's’B Ha CTOpIHIII MOXe 3'IBUTHCS Ha ayKI[IOHI Ha
Oipxi. Ilmatdopma TOpriB mOKymus  MOXKe
aHaNi3yBaTH NaHi 3 JEKUIbKOX JuKepend — Cookies
KoprcTyBada abo MOOUTBHUI ineHTH(]IKaTOp, HaHI
Bill BHWAABIA, JAeMorpadiuHe Ta KyIiBelbHE
MOBE/IHKA BIJl CTOPOHHIX MMOCTAYaJIbHUKIB JaHUX
abo BiIacHI JaHi MOKynms — 100 3'scyBaTH, YU
MPOMOHYBATH CTABKH Ha MMOKa3 i sik 6araro [14].

3.3. BIAKPUTI BIPXI TA NMPUBATHI
PUHKW.

ChorofHi  JIOCUTh YacTO BHUKOPUCTOBYETHCS
TepMiH “Biakpuruii oomin”. Ile mpocro o3Hauae, mo
MPakKTUYHO Oy/Ab-sIKa CHUCTeMa [MOKYIKH MOXe
OTpHMaTH JIOCTYN JO TPOMO3MIil, HAsBHAX Ha
Oipxi. Bona BigkpuTa st Beix mokynmiB. BimkpuTi
Oipxi BiJIPi3HAIOTHCS BiJl PEKIAMHHUX MEPEX TaKUM
YHHOM. A Tmpolec OOMiHY OrOJIOUICHHSMH, SIK
MPaBUIIO, € OUIBII TPO30PUM, HIK PEKJIAMHI MEpexi,
OCKIUIBKM TIOKYII MOXYTb OayUTH PUHKOBY LIiHY
mokasy [15]. B Toit wac, sk BigkpuTi Oipxi
3a0e3MedyroTh OUIBIIY MPO30PICTh IS CEPEIOBHIIA
TOPriB, HIK 3alpONOHOBaHI pPEKJIaMHI Mepexi, a
TAaKOX KOHTPOJb HAJ THUM, XTO € TIOKYNISIMH Ta
npoaaBisiMu. [IpWBaTHI pPHHKH € CBOTO PpOJIY
riopuoM Mpo30pocTi 000X MPOTO3UILIH,

Pexnamonasiii Ta areHriii, ki “HEpBYIOTH” depe3
maxpalicTBo y BIIKpUTHUX Oipkax (3 MOBaXKHOIO

MPUYNHOI0),  YacTO0  XO04yTh  OyTh  OUIBII
NPUXWIGHAMHA 10 TOTO, J€ 3'IBIATHCS  iXHI
oroyomieHHs. KpiM TOro, BHAaBIi 4YacTO XOYYTh
MaTH OiNbIIMHA KOHTPONIb HAJ TUM, fKi MOKYIII
OTPHUMYIOTh JIOCTYIT JIO CBOiX 3amaciB. Takum
YUHOM, OUTBIITICTH BITKPUTHX OipXK Temep MpPOIOHYE
TE, 10 HA3WBAIOTh IPUBATHUMU pPUHKAMH abo
npuBaTHUME Oipxkamu [16]. [IpuBaTHI pHHKH BCe IIe

€ aBTOMATU30BAaHUMH YMOBaMH [PH3HAYCHHS
CTaBOK, aJe BHAABII MOXYTh 3alpOIIyBaTh
OakaHWX pEKIaMoJaBliB abo areHTCTBO [0

MIPUBATHOTO MYy MOKa3iB. BUaBIli TakoX MOXYTh
BCTAQHOBIIIOBATA I[iHM JUIs 1HBEHTapu3allii, Mo
MIPOJIAIOTHCS HA IPUBATHUX PUHKAX.

Sk mpaBmIlO, iHBEHTapH3alis, SKa JOCTyIHA Ha
MPUBATHUX pPHHKAX, TaKOX BBAKAETbCS OUIBII
SIKICHOK, HIK Te, II0 BHJAAaBIll HAJaBaTUMYTh Ha
BiaKpuTHX Oipxkax [17].

Bunasii  BHKOpPHCTOBYIOTH IniarpopMm  Ha
cTopoHi mocrauanbHuka (SSP), 3okpema, s
3a0e3MeUeHHs] JOCTYMTHOCTI 3amaciB UIsl IPOrpaMHOL
KYTIBJi, 1 KUTbKa BHUIABIIB MOXYTh ITiIKITIOYATHACS

1o SSP.
Jlimii Mk SSP  po3MHBaIOTBCS, OCKUIBKH
TEXHOJIOTisI  TmpocyHynacs, 1 SSP  3amyuwmnm

KpUTHYHY Macy BumasmiB. Ha mgomatok, SSP
MpU3HAYCHI JUIS MIIKIIOYCHHS 10 KUTbKOX OOMIHIB
o0'siBamMu, peKIaMHUX Mepex abo  Oynb-sKoi
KoMOiHamii BigkpuThX Oip’k 1 IPUBAaTHUX PHUHKIB, a
TaKOX TPOIMOHYIOTH I1HCTPYMEHTH, pPO3pOOIIeHi
CIIELIAIBHO I BUAABLIB IS ONTHUMI3amil CBOIX
MIPOJIAXKIB 1 MOKPAIIEHHS CTaBOK (TOJIOBHE 3aBIaHHS
— mpojaTH OlIbIIe OTOJOIIeHb) Ha HaiiBumux CPM
[18].

CroroHi Bce Oibllie KOMIIAHIM KEPYIOThCS THM,
oo €, 1Mo CyTi, oOMiHHUME TriOpumamm SSP. |
Hajalli, 3pOCTAa€  KUIBKICTh  KOMIIAHIH,  sKi
MPOIOHYIOTh “MOBHUN cTek” peKIaMHUX
TEXHOJIOTIH 3 MPOIYKTaMH, BKIFOUAOUH MPOJIABIIIB,
sKi 37iiicHIOTh aykmiond. PyOikon Ilpoekr,
DoubleClick i ONE Bix AOL € oguuM 3 TpuKITaziB
KOMIIaHil, SKi TPOMOHYIOTh TPOAYKTH s 000X
cropiu [19].

3.4. NEPCIEKTUBN PO3BNTKY
IHTEPHET-MJIAT®OPM HA
YKPAIHCbKOMY PUHKY.

Google DoubleClick Ad Exchange (AdX)
BBaXXaloThCs HakBigomimmmu [20]. Verizon, 1o
Hanexuts AOL, kepye riOpumamu SSP s
BitoOpaskeHHs Bifeo, ski HazuBaroTbes ONE AQOL
Display Ta ONE AOL Video. Rubicon Project,
AppNexus, PubMatic i OpenX € oxHumMH 3
HaHOUTBIINX He3anexxHuX Oipk. Takok ofHier 3
HAWIIUPIINX ~Ta HAWMEPCHEKTHBHINIMX CHCTEM
ykpaincekoro puHky € DSP, SSP ta Ad Exchange

Koportiu ., Koporin C., Ilonepemmnsk C., 2020
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miatpopmu Komnanii Epom, Ha mnpukmagi sSKux
PO3TIIIHEMO CHUCTEMHHMH aHali3 3aKkymiBii Ta
MPOJAKy PEKIIaMH Y BUTJIISIII 00’ €KTHOI MOJIETI.

Sx Bxe Oyno Bu3HadeHo Bumie — Ad Exchange €
nocepeaarkoM Mix SSP ta DSP mnardopmamu.

3Bifcu BUTikae BUCHOBOK, 1o Ad Exchange €
IHCTPYMEHTOM JJIsI aBTOMATH3AIlii TTPOIIECY KYMiBIi

Ta  mpomaxy  lHTepHer KOHTEHTY B
ABTOMaTHYHOMY pexumi 3 MOYJIUBICTIO
OTPUMYBATH OUTBIINIA 3apOOITOK i €KOHOMHTH dHac
Ha 3ICHeHHS omeparliii. PosrisiHeMo Taky cuctemy
Ha mpuknani mpoaykty Ad Exchange xommnanii
Epom. Ha puc. 1 mpencrasierna Moaeinb poOOTH
poro pimenas. HaiOimpm BaknmBi QyHKMii i€l
MO/IEJTi BBRKAIOTHCSI TAKUMU:

— Ha Ad Opportunities pO3MOBCIOAKYIOTHCS
3anuTH Big SSP mMix ycima migkmoueanmu DSP;

— MepexpecHO MK JBOMA IrpyNaMH BUIIE;

> SSP

A 4

bid request

— Ha Ad Opportunities pO3MOBCIOAKYIOTHCS
3amuTH Big ycix kiieHTiB Ad Server Mix ycima
kiieatamu Ad Server 3 miakirouenoro DSP;

— Optimizer perymroe po3momin Tpadixy Mix
DSP, Ha oOCHOBI CTaTUCTHYHHX JaHUX JUIS
JNOCSTHEHHSI ~MaKCHUMaJBHOTO  Wwin rate  mpwu
konuiHix QPS;

— Bid Probe Hamaraerbcs 3HAMTH HUKHIN TOPIT
1 Bummi nopir bid mpu npuitHATHOMY Win rate;

— Filters poOute ¢iIbTpaIif0 3amUTIB IS
ONITUMATBHOTO po3mnoiny Mixk DSP;

— Analytics 30upae Bcio iHoOpMaLilo 010
MOMiM 1 TOBHI 3alWTH JJIs ONTHUMI3allii TOPTiB,
[UIIXOM BU3HAYCHHS HAHKpaIuX B3a€EMO3B'A3KiB.

win notification

bid response

SSP

Bid Probe A
Bidding
,i’ Agent
HTTP-204
+no bid

* HTTP-200
+tracking pixel
7

no bids have bids

Optimizer

v |

Endpoint

v
i Validator

r Lvalid

A
i Augmentor

Endpoint
Menedger

all events

HTTP-400

not valid

3-rd party
libraries

\/—\

Cookie DB

DSP

Connector

Endpoint
Menedger

A

Bid Probe

bid response

A 4

DSP

bid request

Puc. 1 — Moaean podotu cuctemu Ad Exchange

A HaWBaXJHMBINIOK CKJIAJOBOIO Ili€l Mozeni €
BIEpINIC 3arporoHoBanuii aBropamu Validator (B
MOJIEJIi TIO3HAYEHO JKOBTHUM KOJBOPOM), SIKHH
BUCTABIISIE PEKJIaMy JIMIIE JUIsi BCTaHOBJICHOTO
MEBHOTO KOHTWUHTEHTY Jrojieii. PeamizoBanuii B
momeni  Validator e ocHOBHOIO  mepeBarow
MPECTaBICHO CUCTEMH HaJI iHIIMMHU.

HaiiniinHimowo # HaiBaXX40I0 CKIAZOBOIO IS
peauizaliii Haloro NPoAyKTy € AHaNITHKa, sika Oyna
aBTopamu peanizoBana Ha DSP miardopwmi (puc. 5).
e enuHMii pecypc y BCbOMY IOIATKY, A€ KIi€HT
MOXK€ CJIJIKYBaTH 3a BaXKJIMBUMHU KoeQilli€eHTaMu
Burpamry, kiaikiB Ttomo. Ad Exchange Hanae
MO>KJIMBICTh KOHTPOJIIOBATH BHIABLIIO:

Koportin J., Koporin C., ITonepemmnsk C., 2020
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1) BcranomieHHs MiHiMaTbHEX CPM  mus
OJMHUIL 3amaciB; (iIbTpyBaHHS Ta OJOKYBaHHS
OTOJIONIEHb 13 KOH(IACHIIHHUM BMicTOM abo
OTOJIONIEHHSIMY KOHKYPEHTIB;

2) BHW3HAYCHHSI THUIIIB OTOJIONICHHL Ha BeO-
cTOpiHI, 3 oOpaHHsIM Qopmary 00'sSB 1 CTHIIO
OTOJIOIIICHHSI,

3) CTBOpeHHS IHIWBIAyalbHHX KOMOIHAIii
mpudTiB, KOMBOPIB 1 KyTOBOIO CTHIIIO Ta ix
3aCTOCYBaHHS JUIsl KUIBKOX TpadivyHUX OTOJIONICHb
OJTHOYACHO;

4) Bubip Micusg po3TalIyBaHHS OTOJOMIEHH Ha
Be0-CTOPIHIII.

Ad Exchange e nocepenaukom mixkx SSP ta DSP
miarpopmamMu. 3a paxyHOK BKJIIOYEHHS OJOKY
Validator ymockonaneHo BiioMuii aIroputM poOOTH
DSP, SSP.

3Bimcu Burikae BucHOBOK, mo Ad Exchange e
IHCTPYMEHTOM MJIS aBTOMATH3aIlii Iporecy KymiBii

impression: Click

86 0

pE

Ta Tpomaxy IHTepHET KOHTEHTY 3 MOXIIHBICTIO
OTPUMYBATH OUTBIIAN 3apOOITOK Ta EKOHOMHUTH Yac
Ha 3JiICHCHHS OTIepallii.

Posrasaemo DSP-SSP cucremu kommanii EPOM,
SK 1HCTPYMEHT pO3B’S3aHHS 3ajadi BU3HAYCHHS
00CSTIB KyITiBIIi Ta MPOJAXY ME/ia-KOHTEHTY.

Jlyis BUpIIIICHHS TaKO1 33/1a4i B CTAaTTi MIPOBEIACHO
MoeMoBaHHsA Ha ocHOBI DSP mmardopmu.

3.5. MOEJTFOBAHHA HA OCHOBI DSP
MNATOOPMW.

Bxix 10 cucTteMH MOYMHAETHCS 3 KOHTPOJIBHOT
maHemi, Jie peKiIaMoJaBellb MOXKE KOHTDPOIIOBATH
IHTEHCHUBHICTh HATHCKIB 1O HOro pekiami; sKa
KOHBEpPCisl Ta CKiJIBKM rpomeil Oyno 3HATO 3 HOro
paxyHKy Tomo (puc 2).

dﬂ

ersion eCPM Spes
0 $10.53 $0.91

Puc. 2 — KontpoabHa naneas DSP cucremn

Jami #ime cTopiHKa KamIaHiid, J€¢ KOpPHUCTyBad
MOXe€ J0/1aBaTh KpeaTuBH (THIIH pEeKJIaMH: OaHEepH,
BiJI€O TOIIO), puc. 3-4.

Campaigns

3 puc. 4 BuaHO, 10 y O/Hi€T KamIaHii Moxke OyTH
0araTo KpeaTHBiB, Pi3HUX PI3HOBHIIB Ta PO3MIpiB.

Puc. 3 — Cnincox kamMnaHiii 3 KpeaTuBaMu

Bcenin 3a cropiHKOIO yNpaBiIiHHSA KaMIaHisIMHU Ta
KpeaTuBaMH Hae oOJHa 3 HaWTOJIOBHIIMX Ta

HalicknagHimux obOnacreit DSP
aHaJIiTHKa, puc. 5.

CUCTEMHU — 1€
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i

BANNER POPUP VIDEO NATIVE

Puc. 4 — Tunu xpeaTuBy

Bcemin 3a cropiHKOIO YIpaBiliHHS KaMIaHisIMHU Ta Ha pwuc. 6 300pakeHO TaONWIIO aHATITHKH
KpeaTuBaMH HAe OJHa 3 HaWromoBHIMX Ta mnpoaykty DSP kxomnanii EPOM.
Halckiaguimux obmacrer DSP  cuctemu — 1e

aHAIITHKA, pUC. 5.

GROUP BY: DATE ~ ADD FILTER - EXPORT TO €5V m
W Clicks Conversions eCPM Spend

54
w
10
3
o o
.

- — —— = —— = — —

2019-02-11 12,720 3 o 0% $0.00 o 0% $0.00 $10.00 $0.03

20198-02-12 106 o} o 0% $0.00 o 0% $0.00 $0.00 $0.00

2019-02-13 54 54 o 0% $0.00 o] 0% $0.00 $10.00 $0.54

2019-02-14 10 10 o 0% $0.00 o] 0% $0.00 $10.00 $0.10

2019-02-15 25 18 o 0% $0.00 8] 0% $0.00 $10.00 $0.18

.
Puc. 5 — Ananiruka DSP naatdopmu

1 2 3 4 5 6 7 8 9 10 11
2018-05-28 3,908,055 1,454,309 0 0% 0.00 0 0% 0.00 $0.08 $119.71
2018-05-29 3,866,707 1,507,460 0 0% 0.00 0 0% 0.00 $0.08 $124.74
2018-05-30 6,136,218 2,061,448 0 0% 0.00 0 0% 0.00 $0.08 $165.92
2018-05-31 7,090,107 2,550,861 0 0% 0.00 0 0% 0.00 $0.07 $178.69
2018-06-01 7,064,578 2,682,524 0 0% 0.00 0 0% 0.00 $0.06 $168.47

Puc. 6 — PesynbTatn anauizy po6oru DSP naardopmu

Ha puc. 6 croBoui 3a Ne 1-11 mno3nadeHo

HACTYTIHE: imp _count+imp_ nurl _count; (1)

1) ) Group By value (nary, 4) Clicks — KinpKicTh OTpPUMaHHX KIIKIB 3a
Kammanito, OC Tomo). JonoMororo mikcens nokasis (click_count).

2) ' Bids - K'iHI)Ki('JTL 00'eKTiB 5) CTR - %, kuikie / nokasis, o
TIOKa3iB HAJICUIIAETHCS y BiNOBIb HA CTABKY PO3PAXOBYETHCS 32 HOPMYIIOIO:
(bid_imps_count).

3) Impressions ~ —  KiIbKicTh
OTPHMaHHX MOKas3iB, IO PO3PAXOBYETHCS 3a
hopmyioro:

Koportin J., Koporin C., ITonepemmnsk C., 2020
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click_count
imp_count
imp_nurl_count

6) CPC — Burpatu / KJIIKH:

-100%;
2

dsp_adv_price_sum
dsp_adv_price_sum

-1000; (3)

7) Conversions — KIUIBKICTh OTPUMAHHUX i
(action_count);
8) CR — %, koHBepcil / KITiKH:

(4)

(action_count

: -100%;
click_count

Transaction history

66a70a132208 06.08.2018 12:00:30 Debit

0b167edf28d4 06.08.2018 11:59:59 Debit g

©2077dc38bd1 06.08.2018 11:59:22

9bfeda2ceada 20072018 13:12:43 Debit

Debit 3453

dvdfg

45

dasdasda

9) eCPA - BuTpath / nepexoau:
dsp_adv_price_sum

1000 - action_count ’ ©)
10) eCPM:
dsp_afjv_price_sum ] ©)
win _ count
11) Spend — cyma 1iH npono3uIii pekiiaMu
(dsp _adv_ price_sum). (7

Y miit cuctemi 00OB’SI3KOBO BEICTHCS iCTOpIs

yCiX TpaH3aKIlif, MPUKPIIUIEHUX 32 ITUM aKKayHTOM,
SIKy 0YJ10 po3p0o0JIeHO MHOIO (pHC. 7).

3300 COMPLETED Payhal

$55.00 COMPLETED

COMPLETED

COMPLETED

Puc. 7 — IcTopis Tpan3akuii

3.6. OBI'PYHTYBAHHS OOLINBHOCTI
BUKOPUCTAHHA PEANTI3OBAHNX
MNAT®OPM A1 ABTOMATUSALLIT

KYNIBJI TA MPOOAXY MELIA
KOHTEHTY.

Buxonsuu 3 OTPUMAHUX pe3yibTaTiB,

JOIUTBHICTh BUKOPUCTAHHS PO3TISIHYTHX TUIATGOPM
MOJIATAE Y HACTYITHOMY:

1.

3HauHa eKoHOMis Orokery. Y
TOW dac, sIK OUIBIICTh pEKIaMHUX MEPEK
NPOJOBXKYIOTH CTATYBAaTH IUIATy 3a THCAYI
MOKa3iB HeBiZOMil ayauTopii — rurardgopmu DSP
JIO3BOJISIIOTH KYNHUTH TOKa3u Ha riardgopmax 3
3alliKaBJICHOID ayAWUTOPi€l0, TOMY TMOKYII He
MePeTIavyIoTh 3a TIOPOXKHiK Tpadik.

€ noctyn mo mkepen tpadiky
mo BchoMy cBiTy. [Iporpamui mmardopmu
MPOAAIOTH iHBEHTap, KM  HAAXOIUTH
Oe3nocepeIHbO Bij MocTadanbHUKIB. OCTaHHI, B
CBOIO 4Yepry, MpaiiolTh 3  pPEKIaAMHUMH

n :

4.

5.

MalgaHYuKaMu, caiitaMd 1  MOOUIBHUMH
nonatkamu. B pesymbrari, micns peectparii
peKIaMoJiaBenlb OTPUMY€E JOCTYI JO SIKICHHX
JoKepet Tpadiky 1o BCbOMY CBITY.

MoxIuBIiCTD 3aCTOCYBaHHS
ToyHoro tapretuHry. DSP  mokpamrye cBoi
(yHKIIOHAJBHI MOJMJIMBOCTI 32  JOMOMOTOIO
JaHUX KOPHCTYBAiB, 100 JOMOMOITH MOKYIIISIM
MEJIifHOI Mepeki OpieHTYBaTHUCS Ha TeBHI
ayuTopil 1 3ajydyaTH MOTCHINMHUX KJIIEHTIB 3a
JOMIOMOT'0I0  TIEPCOHATI30BAaHUX  IOBIJOMJIEHB
[21].

MOXIUBICTB
npaBuII O1TUHTY.

Jnst 3pydHOCTI BUKOPHCTaHHS
RTB  marpopm  MOXKHa  BCTAHOBJIIOBATH
NpaBwWia, 3a SKAMH TIEBHUHA KpeaTuB OyJe
MPUITUHATA CBOIO Ppo0O0Ty, HANpUKIAL, SKIIO
KOHBEPCisl HIKYE 2 YMOBHHX OJJMHUIIB (pHC. 8).

3aCTOCYBaHHS

222
Tl oresson: - EEE oo
THEN AUSE Creative
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Puc. 8 — Bigunr npaBuia 1Jisi KpeaTuBy

1) MOXJIHBICTh 3MICHEHHS SKICHOrO aHami3y i
CTaTUCTHKH.

Pexknama DSP migmaerscs aHamizy nOpsMO Ha
miathopmax. Le  no3Bomsge  MOMIMIIYBAaTH
pe3yIbTaTH 1 HE BUTPAYaTH OFO/DKET TAPEMHO.

2) TIpo3opicTh 31ifiCHEHHS MOKYIIOK.

Po3pobseni  aBropamu mpaBwiaa  (puc. 8)
BIJICTEXXYIOTh HESKICHI mporo3uiii i OoproTbes 3
PHU3UKAMH.

4. BUCHOBKU

ABTOpamu 00TpyHTOBaHO JOTTUTBHICTD
BukopuctanHsi RTB mmatdopm mis aBromarusanii
KyHiBIIi Ta MpoAaxy Mendia KOHTEHTY, MOKa3aHO
MPaKTHIHE 3aCTOCYBaHHS DSP CHUCTEMH,
PO3TIISIHYTO aHAJITHKY CHUCTEMH, Bapialii pekjamu,
MaHemb, fKa TOKa3y€ KIIEHTOBI BCIO aHAIITHYHY
iH(opMaIiito Mo HOro pekiami, a TaKoX JOBEICHO,
9UM I CHCTeMa OUTBII JOCKOHAlA BiJl TPSIMHX
HOpOJax.

3’sicoBaHO, IO TPEACTABICHUNA B CTATTI IIiIXiJl
Jla€ 3MOTY TIOBHICTIO 3aMiHHUTH JIOACBKY poOOTY i
PO3MIIIYBaTH peKjIaMy JIMIIE U BY3bKO 33JaHOTO
HarpaBJICHHA KOHTUHI'CHTY.
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JHI] TepareproBOTO [iama3oHY;
PO3IIOAINCHNH CYITyTHHK;
HU3BKOOPOITAlBHI  CYIyTHHUKOBI
CHCTEMH,

InTepHeT peuelit;

XMapHi TeXHOJIOTIT,

TyMaHi 00YHCIICHHS,

IpaHUYHI OOYUCIICHHS

AHoTamnis: 3anponoOHOBaHO IHHOBAIIMHE PIIEHHS A MPAKTHIHOI peamizarii y
LEO- cucremi 3 apXiTeKTypor «pO3MOIINICHOTO CYNMYTHHKA», SIKE MOXXE OyTH
BUKOPHCTaHO Ui 3a0e3NedeHHs 3B'A3KYy HHM3bKOOPOITATBHUX KOCMIYHHX
amapaTiB 3 HA3eMHUMH CTaHLIIMH Ta KOPHUCTYyBa4aMH CYMYTHHKOBHX IOCIYT
5G/IoT. Cyth 3ampOomoOHOBaHOiI PO3POOKH B CHCTEMi HH3BKOOPOITAILHOTO
CYINYTHHKOBOTO 3B’s3Ky i3 FC-apxitekTyporo, mojsrac B TOMY, LIO IS
3MEHILICHHS 3aTPUMKHU TPH Nepeadl CUTHANIB CIIOKMBayaM Ta WMOBIPHOCTI
NepEeBaHTAKEHHS! MEpeXi B MEPCIEKTHBHY CHUCTEMY HHU3bKOOPOITAIEHOTO
CYIYTHHKOBOTO 3B’SI3KY, SIKa MICTHTh LITYYHI CyMyTHHKH 3€MJIi, KOXKEH 3 SKHX
(YHKIIOHYEe HAa  HABKOJIO3EMHIH  opOiTi 1  OCHamleHWH  OOpTOBHMH
PETPAHCIATOPAaMH, MDKCYIMYTHHKOBHH 3B'A30K, MEpEXy Ha3eMHHX CTaHIIN
3B'A3KYy 1 YNpaBIiHHA IOTYYHUMH CYIYTHHKaMH 3eMJli, YrpyIOBaHHS
HU3bKOOpOiTambHUX KocMigHMX amapariB  (LEO-cuctema), skxe BKiIOYae
YTPYITyBaHHS KOPCHEBUX (BEQy4HX) CYITyTHUKIB Ta CYIyTHHKIB-PETPAHCIATOPIB
(BeneHMX), HABKOJIO KOXXHOTO KOPEHEBOTO CYNyTHHKA (OPMYETHCS MiKpO-
yrpyIyBaHHs CYIyTHHKIB-PETPAHCIATOPIB, a (PYHKIIT KOPEHEBOTO CYMyTHHKA B
00paHiii (a3oBiil TOUII OpOITAIBLHOT IUIOHIMHI POOOY0T OPOITH BUKOHYIOTH MiHi-
a00 MIKpO-CYIyTHHUKH, SIKi IOB'sI3aHI B KIUJIBIIEBY MEPEXY JIHISMH 3B'SI3KY MiXK
CYINYTHHKaMH, a - (QYHKLII CyIMyTHHKIB-PETPAHCIATOPIB — KyOCaTH, HOBHM €
BBEZICHHS 0araTopiBHEBOi CHCTEMH T'paHHYHHX XMap, sKa MpPEeACTaBisie cOO0I0
TeTEePOreHHY PO3MOJIJIEeHy OOUYHUCIIOBaJbHY XMapHy CTpyKTypy. Ilpm mpomy
rpaHUYHI XMapu OaraTopiBHEBOi CHCTEMH 3'€qHaHI 3a  JIOTIOMOTOIO
HA/IBUCOKOIIBUIKICHUX O€3IPOTOBHX JiHIH pagio3B’s3Ky TepareproBOro
Jiama3oHy Ta Oe3IpOTOBMX ONTHYHMX CHUCTEM 3B's3Ky. HaBemena meroamka
OLIIHKH Yacy JOCTYILy B 3allpOIIOHOBAHIl CTPYKTYpi «TyMaHHUX OOUYMCIICHHSIX)
Ha OCHOBI MOJEJI JOCTYIly B «TYMaHHUX OOYHCICHHSX» 3 JIO3BOJIOM KOJIi3ii
JDKEpel TaHHX, 1110 PEeai3yI0Th PEXKUM ONUTYBAaHHS.

Abstract: An innovative solution for practical implementation in a LEO
system with a "distributed satellite™ architecture that can be used to provide low-
orbital spacecraft communications with ground stations and users of 5G / loT
satellite services is proposed. The essence of the proposed development in the
system of low-orbital satellite communication with FC-architecture is that to
reduce the delay in signaling to consumers and the probability of overloading the
network into a prospective system of low-orbital satellite communication, which
contains artificial Earth satellites, each of which functions in Earth orbit and
equipped with onboard repeaters, inter-satellite communications, a network of
ground-based communication and control systems for artificial satellites of the
Earth, a grouping of low-orbiting space their devices (LEO-system), which
includes the grouping of root (leading) satellites and satellites-repeaters (slave),
around each root satellite is formed micro-grouping of satellites-repeaters, and
functions of the root satellite in the selected orbital phase of the orbital -or
micro-satellites that are connected to the annular network by communication
lines between satellites, and - functions of satellites-repeaters - kubsat, new is the
introduction of a multilevel boundary cloud system, which is a heterogeneity

Caiiko B., Haputauk T., I'magkux B., Cuskosa H., 2020
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well distributed computing cloud structure. At the same time, the boundary
clouds of the multilevel system are connected by ultra-high-speed wireless
terahertz radio lines and wireless optical communication systems. The technique
of estimation of access time in the proposed structure of "fog computing” on the
basis of the model of access in "fog computing” with the resolution of collisions
of data sources implementing the survey mode is presented.

1. BCTYN

BypxnuBwii po3BUTOK 1 CTaHIAPTH3AIISI HA3EMHOT
gacTuHU Mepek SG/IMT-2020, a Takok 0OMeKCHHS
IUIT  TJIOO0QJIBHOTO  TIOKPHUTTA  O€3ApOTOBHUMH
CTUTPHUKOBUMH MEpeXaMH TIpM BHKOPHCTaHHI
MUTIMETPOBOTO Ta CyOTeparepLoBOro [iama3oHiB
XBUJIb 3MYILIYIOTh PO3pOOHHKIB Mepex
CYNYTHHKOBUX TeJCKOMYHiKaliii 3BepTaTu yBary i
Ha Ll CerMeHT PHUHKY MOOITBHOTO CYMyTHHKOBOTO
3B'SI3KY [1-2]. Konnemnis 3aCTOCYBaHHS
CYNMYTHHKOBOrO cerMeHTa 5G, MO PO3IISAaeThCs
CHOTOJTHI, 32CHOBaHA HA TaKUX MepeayMoBax [3]:

* CYITyTHUKOBUH CEerMeHT Oyne iHTerpyBaTHcs 3
IHIIMMHA MepekaMH MOOUTBHOTO Ta (iKCOBaHOTO
3BSI3Ky, a HE OyIyTh aBTOHOMHOI MEpEkero i
iHTeTpaIlisi CyImyTHHKOBOTO 1 Ha3eMHOTO CETMEHTa
5G € aapoM LBOro;

. CHCTEMH KOCMIYHOTO 3B'SI3KY €
(dbyHIaMEHTaTbHUMU KOMIOHEHTaMH IJIsl HAJAiHHOTO
HajaHHS mocnyr 5G He TiNbKH Ha TEPUTOpii BCi€l
€Bpony, a I y BCiX perioHax cBiTy, Bech 4ac 1 3a
JOCTYITHOIO I[IHOIO;

* CYNYTHUKOBHH CerMeHT OyJe CIpHUATH
XapaKTePUCTUKaM  TJI00aJIbHOCTI,  30UIBIICHHS
MoJuBocTed mocayr S5G 1 BUpPIHNICHHS MPoOJeM,
TMOB'SI3aHUX 3 MiATPUMKOIO 3pOCTaHHS
MYJIETUMENIHHOTO TpadiKy, MOBCIOAHOTO TTOKPUTTS,
MDK MAIIMHHOTO 3B'I3KYy 1 KPHTHYHO Ba)KIIMBUX
TEJICKOMYHIKAIliHHUX  MICii TpW  omTuMizarii
BapTOCTI TOCIIYT JUIA KiHIIEBUX KOPUCTYBaYiB;

* KOCMIYHHMH CErMEHT MOXKE CTaTH YacTHHOIO
riopuaHO1 KOHbITyparnii Mepexi, 10 CKIaTaeThCs 3
MOETHAHHS MIMPOKOMOBHOI 1  IIMPOKOCMYTOBOI
1HQPACTPYKTYp, KEPOBaHHMX TAKHM YHUHOM, 11100
BOHHM 3a0e3neuyBanm Oe3nepebiliHy 1 HeraiHy
KOHBEpreHiito mociuyr S5G s BCiX KIHIIEBUX

KOPHUCTYBaUiB.
BuMoru 10 CymyTHHKOBOIO CETMEHTY Mepexi
'ITOTO MOKOJIHHS OynyTh BU3HAYATHCS

HacaMmIiepe/i CYKYIHICTIO TOCHYT, MO0 HaJaloThCs
Mepexamu 5G, ki 00'€qHaHI TPbOMa OCHOBHUMH
0i3HEC-MOIETISIMU: PO3IIUpeHHA MOOLTHHUIHA
mmpokocmyrosuit  noctyn  (Enhanced  mobile
broadband - eMBB), macoBe 3'eqHaHHsS TPUCTPOIB
mammuaHOro Ttunmy (Massive Machine - Type
Communications - mMTC) 1 Bkpail HamilHUI
3B'A30K 3 HU3bKUM piBHeM 3arpuMmku (URLLC -
ultra-Reliable Low Latency Communications) [4-5].
CylnyTHUKOBI CHCTEMH 3B'SI3KY BIJIOMI CBOEO
HAJIMHICTIO 1 MOYJIMBICTIO 3a0e3MeyyBaTd BUMOTH
MO0 3aTPMMOK CHUTHAJIIB B MEPEeXKi. 3aTpUMKa
CUTHAIIB TIPM BUKOPHUCTaHHI TeOCTalliOHAPHUX
kocmiuHux amnapariB (KA) Oynme nmpuiHSTHOIO JUIs

OaraThox nonaTkiB mMepexxk 5G. bimbm wyTimei 10
3aTPUMOK MPOrpaMH MOXYTh MiATPUMYBaTHUCS 32
JIOTIOMOT'OF0 HOBHX HU3BKOOPOiTAEHIX
CYIyTHUKOBHX MepexX, AKi OyayTh pO3TOpHYTi B
MaiOyTHBOMY.

AHaJi3 TPOMO3UIlH 1 TEXHOJOTIYHUX IPOCKTIB
MPOBIAHMX  BUPOOHUKIB 10  BHUKOPHCTAHHIO
CYIYyTHUKOBHUX Mepex TSt PO3MINpPEHHS
MOXXITUBOCTeH Mepex 5G mokasye [5-6], mo 6arato
TEJIEeKOMYHIKAI[IMHIX KOMMaHI BXe 3po0min
CpoOH Mpe3eHTalii CBOIX MPOEKTiB, NPUAATHHUX IS
pO3TOpPTaHHS ~ CYIMyTHHUKOBOTO  CerMeHTra. Aule
HEJIOJIKOM Bi1IOMHUX TEXHIYHUX PIIICHb €:

e CKIQJHICTh pealizamii pecypcy pi3HHUX

CYIYTHUKOBUX CHCTEM;

e CyTTEBE MIiJBUIICHHS BapTOCTi 332 PaxyHOK
BUKOPHUCTaHHS 3HAYHOI KUTBKOCTI
CYIyTHHKIB;

® TIOCTIHOI MOTpeOM y BH3HAYCHHI B3a€MHOI
JTUCITOKAI] CYMYTHUKIB HU3bKOOPOITATFHIX
KOCMIYHHX aIaparis.

IMpu bOMY PO3MINpPEHHS TepUTOPIi
o0CTyroByBaHHS i3 TPUHHATHOIO IMOBIPHICTIO
HEOOX1THOT SIKOCTI TepeAadi CyTTEBO 3MEHIIYETHCS
OCKINTBKM B KaHalml Tmepeqavyi BUKOPHUCTOBYIOTH
CYIIyTHHUKH, $Ki TIOCTIHHO pPYXarThCS BiTHOCHO
TEOCTAIlIOHAPHOTO  CYNYyTHHKAa 13  3HAYHOIO
IIBUJAKICTIO 1 HAa 3HAYHMUX BIJPI3Kax TEPHUTOPII.
TakuM yrHOM, Ha JaHWH Yac icHye 6araTo MpOEKTiB,
i7Ield, IaHiB Mo peajizaimii i BIPOBAKEHHIO HOBUX
CHCTEM, aje 3apa3 BOHU «Malloe(heKTUBHI» TOMY HE
iCHy€ TOYHOI BIIEBHEHOCTI B MPaKTHYHIN peamizaii i
JOBroBiYHOCTI poboTu cucreMm. Hampuknan, y LEO-
HTS Bxe 3apa3 iCHYIOTh CEpiHO3HI MOOOIOBaHHS
[IOI0  CHUIBHOTO  BUKOPHUCTAHHS  CHEKTpa 3
ICHyFOUMMH MepeKaMW 1 BHACIHIJOK BHHUKHEHHS
YaCTOTHHUX 3aBaJl.

2. NOCTAHOBKA MNPOBJIEMU

3 naHo1 TOYKH 30py JUIsl peatizallii HOBUX MOCITYT
CTaHOBUTH IHTEPEC PO3pPOOJICHE aBTOpaMHU TEXHIUHE
piurenHi [7], B SKOMy cUcTeMa HU3bKOOPOITAIBHOTO
CYIYTHHKOBOTO 3B’SI3KY, NPEJCTABISE YIPYIOBaHHS
HU3BKOOPOiTaNbHUX KocMiyHuX amapatiB  (LEO-
cucteMa) 3 apXiTeKTypow  "pO3MOAiJIEHOro
CynyTHHKa", Ta $Ka BKIIOYa€e YyrpylyBaHHA
KOPEHEBHUX (BEAyYMX) CYIYTHUKIB Ta CYINYTHHKIiB-
perpaHcasTopiB  (BemeHux). HaBkojdo KOXHOTO
KOPEHEBOTO  CYIyTHUKa  (OPMYETBCS  MIKpO-
yIPYIyBaHHS  CYIYTHHKIB-PETpacisITOpiB,  SKe
HA3UBAETHCS «PO3MOJAICHUN CyMyTHUKY». DyHKIii
KOPEHEBOI'0 CYyNyTHHKAa B oOpaHiii (a30Biit TOUIIi
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opbitanbHOI MomKHI pob6ouoi OpOITH BUKOHYIOTH
MiHi-a00 MIKpO-CyIyTHUKH, a (YHKLIl CYMyTHHUKIB-
perpancisTopiB — Kybcatn. KopeHeBi cymyTHHKH

MoB'A3aHI MDK cO000I0 B  KUIBLEBY MEPEKy
BUCOKOIIBUKICHUMH  JIHIAMH  3BSI3KY  MiXK
CYMyTHHKaMH. I'eomerpuunnit PO3Mip

«PO3IOJIIIEHOTO CYIyTHUKa» - 0O0JacTb HAaBKOJIO
KOPEHEBOTO CYNMyTHHUKA PafiycoM MPUOIU3HO 1 KM.
Lle o3nawae, mo KyOcaTH 3iHCHIOIOTH TPYHOBHN
TIOJIIT Ha BifmcTaHi He OuTbIe 1 KM Big KOPEHEBOTO
cymyrauka. Kocwmiunuit cermentr LEO-cucremun
CKIIAZAETHCS 3 JEKUTBKOX OpOITATbHUX IIONIHH, IO
MaloTh  OJHAKOBY  KUIBKICTh  PO3MOMAITIEHHUX
CYIIyTHHKIB, OJHAKOBHH CITOCIO, 1 BiIPi3HSAIOTHCS
JIOBFOTOI0  BHCXIJIHOTO  BY3Ia. YV  KOXHINA
opOiTalbHIll TUIOIMHI  PO3MOAITICHI CYMyTHUKU
PIBHOMIpHO pO3MIlIEHI 3 OJHAKOBOIO BiJHOCHOIO
ICTHHHOI ~ aHOMAaNi€l0 NpU  LBOMY  KOXCEH
pO3MOMITICHNIT CyNMyTHUK TIOB'I3aHUA 3 JABOMA
CYCIIHIMH PO3MOMIIEHUMH CYINYTHHKaMH B CBOiH
OpOiTaNBHIN IJIONMHI 1 3 JBOMa HaHOIMKYNMHU
PO3MOMAITICHUMH CYIIyTHUKaMH B JIBOX CYCIAHIX
OpOITaTPHUX TUIOIMIHWHAX - TI0 OJJHOMY B KOXHIH.
ApXiTeKTypa  «pO3IMOAUIEHOTO  CYIMyTHUKa»
JO3BOJISIE TIPOBOJWTH BHUMIPIOBAaHHS TapaMeTpiB
opOiTampHOTO pyXy KyOcara Ha 0a3i BUMIpOBaHb ix
B3a€MHOTO PO3TallyBaHHA. B pe3ynbTaTi MOXXIHBO
MiIBUIIATH e(PEKTUBHICTh BUKOPUCTAHHSA KyOCaTiB,
BIJIKJTIOYMBINY YacTUHY OOJaJAHAHHS, HEOOXiTHOTO

Ui BuMipoBaHHS — mapameTpiB.  Jo  ckmany
KOPHCHOTO HaBaHTAKCHHS CYIyTHHKIB-
PETPaHCIIATOPIB BKITIOUYCHI SDR-moxymi

(mporpamHO-KOH(ITYpOBaHi MOIYJi), TpPU3HAYCHI
s QyHKIIOHYBaHHS 1 OOpOOKHM TpaHCIOPTHUX
MOTOKIB yisl Tiepeaadi 1 npuiioMy iHpopmarii. Jns
3a0e3MeUeHHs] 3B'A3KY BCEPEUHI «PO3IOAIJICHOTO
CYITyTHHKA BUKOPHCTOBYETHCS 0e3apoToBa
MepexKa.

Henomnikom BimoMoro pimieHHs € Te, M0 Y HOMY
HE BH3HAUY€HAa apXiTeKTypa MIiKCYITyTHHKOBOTO
KaHaly 3B’S3Ky, IO HE JI03BOJIIE OLIHUTH HOTO
TEeXHIYHI XapaKTepUCTHKH Ta BiAMOBIAHO TEXHIYHI
MOJKITUBOCTI CHUCTEMHU HU3BKOOPOITATEHOTO
CYIyTHUKOBOI'O Pajli03B’sI3Ky JJIs HAJaHHS SKICHUX
MOCHYT B iIHTErpOBaHUX Mepexax 3B s3Ky 5G ta [oT.
Kpim Toro, ans peanizamii B KOCMiYHOMY CErMEHTI
LEO- cucremu  FC-apxiTekTypu B  CKJIaj
«PO3MOIIICHOTO CYINYTHUKAa» BKJIFOYCHUH OKpeMHUH
CYNYTHHK-OOYHCIIIOBAY, 3aBJaHHSM  SIKOTO €
BUKOHAHHS HEOOX1IHUX 004YHCIIEHD st
3a0e3nedeHHs (YHKIIOHYBaHHA OOCITyrOBYBaHHS
npuctpois loT B Mexax 30HH 0O0CIyroByBaHHS
"posnonineHoro cymyrHuka'. Take pilieHHS He
3a0e3redye THYYKICTP Ta BHCOKY HAJIHICTh
CUCTEeMH TIpU TEPEBAHTAKCHHAX MEPEkKi Ta TIpU
BUXO/i 3 JIay OKPEMOIo CyMyTHHKa-0O4YHCIIOBaya.
3amadero  3ampoNOHOBAHOIO HOBOTO pIlIEHHA €
YIOCKOHAJIEHHSI ~ CHUCTEMH  HHU3bKOOPOITaJIBHOTO
CYIYTHHKOBOTO 3B’SI3KY IUIIXOM:

1. Peanizamii MiKCYIYTHHKOBOTO 3B’SI3Ky Ha
OCHOBI pajioKaHally, CTBOPEHOTO B TeparepLoBOMY
140 I'T niana3oHi.

2. 3MeHIIEeHHs 3aTPUMKH TIPH Tiepeiadi CUTHATIB
CTIO’KHBAYaM.

3. BUKNNAOQ OCHOBHOI'O
MATEPIANY

3.1 TEXHIYHI ACTEKTU
IHHOBALINHOIO PILLEHHA

[TocraBnena 3agada BHpINIYEThCS THM, IO B
CHUCTEMY  HH3BKOOPOITAILHOTO  CYIyTHUKOBOTO
3B’SI3Ky IOIaTKOBO BBEACHO OaraTOpiBHEBY CHCTEMY
TpaHUYHUX  XMap, IO MpPEACTaBIs€  CcOOO0r0
reTepOreHHy PO3MOJiJIeHy O0YHCIIOBATIbHY XMapHY
CTpyKTypy. IIpn oMy, aBTOpH BUXOIWIH 3 TOTO,
OI0 TaKy 3ampollOHOBaHy CHUCTEMY  MOKHA
pO3TIAAATH SIK TPUIIAPOBY CHUCTEMY, 3aCHOBAaHY Ha
cTpyktypi Mepexxi 5G/IMT2020, 3ampomonoBaHOi
NGMN [8]. V uiit ctpykTypi po3misieHi anapartHe i
mporpaMHe 3a0e3MeUYeH s, a A CyMICHOCTI ITOCITyT
Ha piBHI JOJATKiB BHKOPHCTOBYIOTHCA iHTEpdeiicu
MIPUKJIaTHOTO TIporpamyBaHHs (API).

Imes  woBOro  mWigxomy M0  MOOYAOBH
OaraTopiBHEBOI XMapHOI CHUCTEMH TUTS
HU3BKOOPOITAIBHUX CYIMyTHHUKOBHX MEPEK 3B'I3KY
MOJIATA€ B TOMY, III0 30HU OOCITyTOBYBAaHHS OKPEMHX
CYIYTHHKIB-PETPAHCIISATOPIB  3'€MHYIOTBCS 3 TIKO
XMapaMmH 3 JIOCUTh HEBEITUKUMH OOYHCIIIOBATEHUMH
MOJIMBOCTSIMH ISl  BUKOHAaHHS  TPaHUYHUX
obunciens. Lli miko XMapu 3'€THAIOTBCS 3 Makpo
XMapaMmd, SIKi B CBOIO 4epry, MOETHYIOTbCS 3
OKpEeMHMH CYMyTHHKaMU-PETPAHCISATOPIB 1 MaroTh
BEJIMKI OOYHMCIIOBAIBHI MoOiuBocTi. Kpim Toro,
KOXKEH CYIYTHHUK-DETPaHCIATOP 3'€IHYEThCS 32
JIOTIOMOTOI0 PTIONIHIM TeparepoBoro JianazoHy 3
MIKpO XMapor0 3 MOXIJIMBOCTI SKHX oOMexeHi. Smpo
«PO3MO/IIEHOTO CYIyTHUKa» (kopeHeBHit
CYIIyTHHUK) 3a0e3ledye B3aEMOIII0 MIKpO XMap B
cucTeMi B IIoMy. 3amponoHOBaHa CHCTEMa
3MEHIIye 3aTPUMKy TpU [epefadi  CHTHAIIB
CIOKMBa4aM 1 HMOBIPHICTh  TI€peBaHTaKEHHS
MepeXi, OJHOYACHO 30UIBIIYIOYM THYYKICTH i
MoOy/I0BH 1 TIOCTYITHICTb.

CyTHICTB 3apONIOHOBAHOTO pilIeHHs
MOSICHIOETBCSL OJIOK CXEMOIo, Jie 300pa’keHa cxema
peanizairii 3aMpOIIOHOBAHOT CUCTEMH
HU3BKOOPOITAIbHOT ~ CHUCTEMH  CYMyTHHKOBOTO
3B s13Ky Mepexi SG/IoT (puc.1).

Ha HpOMY mO3HaYeHi:

1 — KopeneBuii CynyTHUK.

2,3,4,5 — CynyTHUKH-PETPAHCISATOPH.

6 — ®inepni miHii.

7 — 30Ha 00CITyTOBYBaHHSI CUCTEMH CYIIyTHHKOBOTO
3B’SI3KY.

8 — Iliko xMapa XMapHOi CTPYKTYpH.

9 — Mikpo xMapa XMapHOI CTPYKTYpH.

10 — Makpo xmMapa XMapHOi CTPYKTYpPH.

11 — T'omoBHA XMapa XMapHOi CTPYKTYPH.
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12 — MixkcynyTHUKOBA JiHiA Iepeaadi.

Puc. 1 - Baok-cxema peasizauii 3anponoHoBaHol
CHCTeMHU HU3bKOOPOITAJBLHOI CCTEeMH CYyMyTHHKOBOTO
3B’s3Ky Mepexi SG/IoT

Cxema (YHKLIOHYBaHHS «PO3MOJIiIIEHOTO
CYIyTHHKa» B CKJIaJi HU3bKOOPOITAIEHOI CHCTEMHU
CyImyTHHKOBOTO 3B’s13ky Mepexi S5G/IoT mpartoe
HACTYITHAM YHHOM.

[HpopmamiitauM Ta IHTENEKTyalbHUM SIPOM
PO3MOIIEHOTO CYITyTHUKA € KOPEHEBUH CYITyTHHK |
(muB. Onok-cxemy). CyNmyTHHKH-PETPAHCIATOPH
2,3,4,5 pO3MONIIEHOTO CYIyTHUKA (POPMYIOTh
MPOMiHb / TIPOMEHI KOPHUCTYBadiB 3 OOMEXKEHOIO
30HOI0 00cimyroByBaHHs. CyKyITHICTh IPOMEHIB, SKi
(hopMyIOThCSI CYITyTHUKaMH-PETPAHCIIATOPAMH,
CKJIaIaloTh 30HY obciyroByBanHus 7 LEO-cucremu.
Bumorn mono inTerpanbHOi 30HH 0OCITyrOBYBaHHS
LEO-cucremu (reorpagivyna 30Ha 00CITyroByBaHHS)
BHU3HAYAIOTh BHUMOTH J0 KUIBKOCTI PO3MOALICHUX
CYMYTHHKIB B CUCTEMI B IIIJIOMY.

Oigepri minHii 6 3a0e3mMeUyrOTh  3'€THAHHS
KOPEHEBOT'0 CYIyTHHKA 3 CYIyTHUKaMH-
peTpaHCIsITOpaMH Ta NpPU3HAYEHI Ui Iepenadi
TPAHCIIOPTHOTO U POBOTO TOTOKY BiJIMTOBITHOTO
opmary 10 KiHIEBUX KOpHCTYBadiB. DinepHa minis
6 MK KOPEHEBHM CYIyTHHKOM i CYNYTHUKOM -
PETPaHCIISTOPOM € BHyTplmHLOIo JHIIO 3B'SI3Ky MiX
CYMyTHHKAMH B cKiaji posnomneHoro CYITyTHHKA.
L5 minis - KOMOIHOBaHa pajioiHis, sKa 3a6e3neqye
JyIUIeKCHY Tepeaady iHpopMalii, BUMIp MOXHIOT
JABHOCTI 1 B3a€MHOTO KYTOBOTO IOJIOXKCHHSI MiXK

KOPCHEBMM  CYNYTHHKOM 1 1  CyImyTHHKamHu-
perpanciaropamu 2,3,4,5.
Posnoaineni CYNyTHUKH B LEO-cucremi

NOB'A3aHI MK c00010 MI)KCYHYTHI/IKOBI/IMI/I TiHISIMU
12 TeparepuoBoro 3B’s3Ky, SKi  (QOPMYIOTbH
MmarictpanbHy Mepexy LEO - cucremn. Koxen
pO3MONITCHUI CyNyTHUK TIOB'I3aHUA 3 JABOMa
CYCIIHIMH PO3MOMAIIEHUMH CYNYTHHKaMH B CBOIH
opOiTanpHIN IMIONMHI 1 3 JBOMa HAWOIMXKYUMHU
PO3MOMITIEHUMH CYIIyTHUKaMd B JIBOX CYCIAHIX
OpOITaIbHUX IIJIOUIMHAX - 10 OAHOMY B KOXKHIH 3
HUX. Y CKIaJli PO3MOJiIIEHOro CynyTHHKa (QyHKIIiT
MIATPUMKH ~ JiHIT 3BSI3Ky MIDK  CyNyTHUKaAMH
MOKIIJIeHI Ha KOPEHEBUH CymyTHUK |  SKuii
OCHAIEHWH MOAYJsMH  (igepHUX JiHIH 6 Ta

BIJIMOBIIHUMHA BHCOKOYACTOTHUMH MPUHMAIIEHO-
nepelaBalbHIMU CYITyTHUKaMH-PETPAHCIIATOPaAMH.

3anporoHoBaHa OaraTopiBHEBa CHCTeMa IS
HU3BbKOOPOIiTATBHOT CYITyTHHKOBOT CHUCTEMH
pamio3B’ssky  Mepexi SG/loT  saBmse cobotro
POSBHTOK CHCTEM XMApHIX O0YHCIIEHD JUTS MEpPEexK
3B'SI3KYy  BiJ I_ICHTpaJ'IBOBaHOl CHUCTEMH  JI0
reTepPOreHHOT PO3MOIITICHOT CUCTEMI.

OcCOoOJIUBICTIO  3alPOITIOHOBAHOI CHUCTEMH, SKa
MICTHTh YOTHPH piBHI XxMap 8-11, € Te, mo xmapu
3'€eqHaHI 32 JJOIIOMOTOIO HaILBI/ICOKOHIBI/IILKiCHI/IX
6e3)1p0TOBHx JHIA  pajio3B’ 3Ky TEpareproBoro

mianmazony. Taka moOymoBa  mepembadae i
BHKOPHCTAHHA 663I[p0TOBI/IX ONTHYHUX CHUCTEM
3B'I3Ky, SKi € OHI€I0 3  HAWBAXIUBIIINX

ocobnmBoctedl MaiiOyTHix Mepexx 5G. Ilpu upomy
BIICTaHb MK TMpHU3HAYEHUM JUIS KOPHCTyBaya
oONagHaHHAM 1 HAHOIMKYOI XMaporw B MeEpeki
CTaHOBUTH BCHOTO ONWH Oe3mporoBuil mepexin. Lle
N03BOJIA€  3a0€3MEeYMTH  3MEHIIEHHS  3aTPUMKa
repenavi JaHNX Ta WMOBIPHICTH MEPEBAHTAXCHHS B
Mepexi, 30UIBIINTH JOCTYNHICTE Mepexi Ta
TIOJIIMIITATH O€3MeKy, OCKUTBKU JOJATKH HAJal0ThCs
KOpHCTyBadyaM BCEPEIUHI MEPEKi.

3.2 MeTtoamka OUiHKM 4Yacy [JocTyny y
3arponoHOBaHIN CTPYKTYpPi B «TYMaHHWUX
0BYMCNEHHAXY.

BuBaHTa)XCHHS JaHUX BiJl KOPHCTyBavya Ha
piBeHb XMapu y 3alpOIIOHOBAaHOMY pilleHHI
BKIIIOYae B cebc TPU CKIAJOBUX 3aTPUMKH:
3aTPUMKY TIO BHCXIIHMM 1 CHaJHAM JHIfX,
3aTPUMKYy TIOIIMPEHHS 1 3aTPUMKYy OOpOOKH
iH(opMarrii.

Jis  OIiHKKM dYacy JOCTYNy B «TyMaHHHX
OOYHCIIEHHSIX» TPOMOHYEThCA MOJIENb JIOCTYMy B
HUX 3 JI0O3BOJIOM KOJI3id JDKEpena JaHuX, o
peani3yloTh pEeXHM OINUTyBaHHA. B cucremi 3
PSKMMOM ONMTYBaHHS € IICHTPAJIBHUN BY30II
(MapmipyTH3aTop, UDI03 abo cepBep) 1 jeska
KUIBKICTB JDKEpENl JaHWX, SIKa B CHUJIY JUHAMIYHUX
3MIH 3a3JajIeTiflb «HEBiOMO» By3iy. Jhxepena
JaHUX T[IOYMHAIOTh Tepefady JaHUX TIIbKU 32
3alUTOM [EHTPAJIBHOTO By3na. SIKII0 y JpKepen
JAHUX HEMA€ MiJArOTOBICHOTO YIS Mepeiadi makera
JAHWX, TO CHEIiaIbHUH JIOTTYHUN MEXaHi3M JKepel
maHnx Qopmye igeHTHdIKAMIMHUNA TakeT, 10
MICTUTh YHIKQIGHUU ineHTU(IKAIIfHA  HOMeEp
JoKepen JaHuX. 3aBIaHHA LEHTPAIbHOIO By3ia
ineHTudikyBaTh  BCi  JpKepella  JaHUX,  SKi
3HAXOAATHCS B 30HI HOTO OOCITYyTrOBYBaHHS 1 SIKIIO Y
JoKepeNl jJaHux € iHdopMallis Jas Iepenadi, To
MPUAHSATH 1X.

[Iporiec onmuTyBaHHS - YaCOBUH IHTEpBa, KUK
po3aiyicHUI Ha OJIOKH - BikHA. BikHa - HedikcoBaHi
BIJPI3KK  4Yacy, pO3MIp SKHUX BH3HAYAETHCS
KUTBKICTIO CIIOTIB, Ha SIKi BiH JAUIHTHCSA. Po3Mip
cioTa - (pikcoBaHa BEIMYMHA JIJIS KOXKHOTO JKepena
nmaHux. Tak SK CIOT - 1€ TEeX YacCOBHH IHTEpBA,
HOTO PO3Mip BHU3HAYAETHCSA MIBUJAKICTIO Tepenadi
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JMaHWX BiJ JDKEpeN NaHuX 10 By3sa, ToOTO #oro
BHU3HAUYa€ OOJIaHAHHS, M0 BHKOPHCTOBYETHCS B
cHCTEMI.

Toni 3aranpHa 3aTpyMKa Ha Tepenady 1o
BUCXiTHUM 1 HE3XigHuM miHisx (Tv,Tn) moxe 6ytn
o0umcIIeHa Ha OCHOBI HacTymHUX piBHsHb [9,10]:

Tv = (1+Vbo)(Db/Vb),
Tn = (1+Vno)(Dn/Vn),

ne Vbo,VNo - mBuakocti nepenayi s BUCXigHOI i
HU3XIIHOI JHIA BIANOBINHO, TPH SKUX HACTaE
BigMoBa B oOcayroysauni, Db, Dn- s3aramsue
YUCIIO TIEpelaHuXx OIT M0 BUCXIMHIA 1 HU3XITHIN
Ainisgx Bigmosizuo i, mapemi, VD,VN - mBuakocti
rmepenadi JaHUX TSI BUCXIMHOI 1 HU3XITHOI JiHIN
BiJIMIOBITHO.

3aTpuMKa MOMMpeHHst |1 € GyHKIiEro BifcTaHi i
MOJKe OyTH OOYHMCIICHA B TaKHii CIOCiO:

Tr = Rob/Vr,

ne RODb - Bixcranb Mik MOGLTBHMM KOPUCTYBAa4eM i
XMapor, a VI - NIBUIKICTh TOMIMPEHHS. 3aTpUMKa
gepe3 OOpoOKy IaHUX TIPYHTYEThCS Ha YHCII
HEOOXiMHWX omepamid 1 MIBUAKOCTI 0OpOOKH
iHpopMalii mpolecopoM B XMapi. 3aTpuMKa uepes
00poOKy naHux TODIr 0GYHCITIOETHCS TAKAM YHHOM:

Tobr = N /Vproc

ne N - 3arampHe YMCIIO HEOOXiTHMX orepariil i
Vproc - mBuaKicTh mporecopa xmapu. Pesromyroun
BCE BHIIIECKA3aHE, 3arajbHa 3aTpUMKa MOXe OyTH
o04HnciieHa K CyMmMa 3a3Ha4eHUX TPHOX 3aTPHUMOK.
Toni 3aranbHa 3aTpUMKa BUBaHTa)XEGHHS JaHUX B
xMapy TZag 0GYMCIIOETHCS TAKAM YHHOM:

Tzag =Ty +Tn +Tr +Tobc,

BiamosiaHo mosauii Mk B3aemonii M mkepen
JAHUX i [IEHTPAILHOTO By371a
cranosuth | = MTzag .

SIKIO KOKHE JDKEPENIO JaHHX B CEPENHBOMY A
MakeTiB B CEKyHIY, TO TPH HAIBHOCTI B CHCTEMI
M Jokepen naHux, 3arajibHa iHTEHCHBHICTH MOTOKY
nanux ckinagatumMe AM  makeTiB B CeKyHIy, a
cepenHiil iHrepan Mix ix Hamxomkenns 1/ AM.
Otxe, MO0 YHUKHYTH HEOOMEKEHOI'O 3pPOCTaHHS
yepr, uac OOCIyroByBaHHsS 1ZaJ  MOBHHHO

BiJNIOBiZIATH YMOBI:

Tzag <1/ AM,

Bupimyroun (6) npu ymosi Vb=Vn mono
HEOOXIZHOT IIBUAKOCTI mepemayi JaHuX s

BUCX1IHOI 1 HHU3X1IHOT pamiomiHii
V =Vb +Vn, orpumacmo  yMOBY  rapaHTyBaHHS
BIJICYTHOCTI Yepru Juisi KOXHOTO JDKepelia JNaHuX i
BIANOBITHO MOXHa C(HOPMYIIOBATH BHUMOTH JI0
MIPOITYCKHOI CITPOMOYHOCTI pajlioKaHamy.

[pyHTYIOUMCh HA OCTAHHBOMY BHPa3i, MOXHA
CKa3aTH, M0 3arajbHa 3aTPHMKa, B OCHOBHOMY,
3QJICKATh Bim Binctadi. TakuM dYmHOM, B pasi
BBEJICHHS MAakpo XMap 3aTpUMKa MEHIIa, HiXK
3aTpUMKa IPU BUKOPUCTAaHHI PECYpCiB siApa MEpexi.

BBeneHHs1 piBHSI Makpo XMapu Ha CyMyTHHKax-
peTpaHcisTopax 1 3a0e3leyYeHHs B3a€MO3B'SI3KY

Makpo XMapu 3a JIOIOMOTOK  0e3IPOTOBHX
BUCOKOIIBUAKICHUX pazaiocucTem nepenayvi
TEpareplioBOro  Jiama3oHy  JO3BOJSE  TaKOK

BHKOPHCTOBYBATH HOBHH CIOCIO BHWBaHTa)KEHHS
Tpadiky, MmO TpH CHOIIPHOMY 3acCTOCYBaHHI 3
TEXHOJIOTi€l0 B3aemofii mpuctpiii-ipuctpiit D2D
(Developer-to-Developer) 3HAYHO MOKpaIIye
XapaKTePUCTUKHA SKOCTI OOCIYyTOBYBaHHS MeEpPEexKi
5G/loT.

PesynpTatm = HONEPEAHBOTO  MOJENIOBAHHS
Mokasaiy, MI0 B TOPIBHAHHI 3 TpaguliiHUM
pimenHsM 3 o0y 0BH simpa mepexi Evolved Packet
Core, 3acHoBammM Ha Bepcii 15 3GPP,
3allpONIOHOBaHE PIillICHHsI 3a0e3neuye 3MEHIICHHS
KpYyroBoi 3aTpuUMKHU B cepeqHpoMy Ha 30-40%.

JificHUM TeXHIYHHM DIILICHHSM JJIs1 3MEHIICHHS
B3a€EMHUX 3aBaJl MK YIpYyNyBaHHSIM KOPEHEBUX
(Bemyunx) CYITyTHHKIB Ta CyITyTHHKIB-
peTpaHCIATOpiB  (BEIACHHX), SKI 3HAXOMATHCA B
paaiyci mpubmuzHo 1 KM, Ta BiAMOBIAHO MiHIMi3amii
CIIOTBOpEHb  iH(opMalifHOTO  CHTHAly  TpHU
peaizamii MIKCYITyTHHKOBOTO 3B’S3Ky JIaHy JIHIIO
CTBOpeHO B TepareproBomy 128-134 I'T'n miama3oHi
[11-13].

Iloganpiia mepcrnekTHBa BUKOPHUCTAHHS JAHOTO
pitieHHst BOA4a€eThesl B HACTYITHOMY. J1Jisi CTBOpEHHSI
IHHOBAI[IIfHOT ~ apXiTeKTypu  HH3BKOOPOITAIBHOI
iHDOKOMYHIKAIIfHOT CHUCTeMH 3B'I3KY CHOTOJIHI
AKTHUBHO TPOBOJATHCS HAYKOBO-TEXHIYHI PO3POOKH.
Pesynbratu TaKuX JIOCIIIDKEHD 3HANUYTh
3aCTOCYBaHHs B peanizaiii koumemniii [HTepHeT-
pedeli, B cuctemMax JOCHIKEHHsT 3eMii 3 KOCMOCY
JUI HAYKOBUX 1 €KOHOMIYHHMX 3aBJaHb 30HyBaHHS
MOBEPXHI 3emi, JUISL iH(popMaLitHOTO
3a0e3leUeHHs CHJIOBUX CTPYKTyp 1 T.a. Y
BITYM3HSHUX HAYKOBO-IOCIHIAHMX poOoTax, Ha
BiIMIHy  Bi  CBITOBUX,  pO3poOnseTbcs 1
JOCTIDKYEThCS. KOMIUIEKC MOJEJIeH 1 METOMIB s

HU3BKOOPOITATBHIX CYIYyTHHUKOBHUX MEpEeX,
moOymoBaHUX Ha OCHOBI apxiTeKTypH
«PO3MOAITIEHOTO  CYNyTHHKa».  3alpoloHOBaHA

aBTOPChbKAa PO3pOOKA J03BOJISIE BUPIIIMTH  PSJI
HAYKOBO-TEXHIYHUX 3aj7ia4 JJIsl CTBOPEHHS HOBOTO
BHIYy MEpeX - HHU3bKOOPOITANBHHUX CYMYTHHKOBHX
Mepex, SKi, SK TPaBUIO, € YACTHHOI KOMIUIEKCY
B3aEMOJIIIOUMX MEPEXK  EIEKTPO3B'SI3KY  CHCTEM
3B’s3Ky  3aranbHOrO  KopucrtyBanHs (C33K) i
MpU3HAYEHi JJsS HaJaHHA HOBHUX IIOCIYr SIK
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kopuctyBauam C33K, Tak i IpuCTpOSAM LUX MEpEex
nmpu MibKMamuHHIA B3aemonii M2M (Machine-to-
Machine) mpum peanizamii konmemnmii I[aTepHETY
peuen.

Cepen  HayKOBO-TIDAaKTUYHHMX  3aBJaHb, SKi
HEOOXiTHO BUINIYBATH JUIA IHOTO, OCHOBHUMH €
HACTYITHI:

* aHaJTi3 KOHIeNii [HTepHeTy pede i cydacHHX
TEXHOJOTIM TEeJIeKOMYHIKaIiii Ta OoOrpyHTYBaHHS

HEOOXIHOCTI CTBOpPEHHS HOBOTO BHAY MeEpex
3B'A3KY 3arajJibHOTO KOPUCTYBaHHS -
HU3BKOOPOITATBHUX CYIMYTHHKOBHUX MEpEeK,
o0y 0BaHUX Ha OCHOBI apxiTeKTypH
«PO3IOIIIEHOTO CYMyTHHKA;

* BH3HAYCHHS TEOPETHYHHX 1 MPAKTUYHUX
HaIpsIMKiB JTOCITPKEHb B obmacTi
HU3BKOOPOITAIEHUX CYIMYTHHKOBHUX MEpEeK,
moOymoBaHMX Ha OCHOBI apXITEKTypu

«PO3MO/IIIIEHOTO CYITyTHUKAY;
* po3pobka Mopenedl i crmocoOiB TiABHUINEHHS

3aBaIOCTIHKOCTI KaHaJiB pamiosB’ 3Ky
HU3BbKOOPOITATEHUX CYITyTHUKOBUX MEpEeK,
moOymoBaHUX Ha OCHOBI apXITEKTypU
«PO3MO/IIIIEHOTO CYITyTHUKAY;

. po3pobka METO/IiB BUKOPHCTAHHS
HU3BKOOPOITAILHOTO ~ CHUCTEMH  CYIyTHHKOBOTO
3B'I3KYy 3 apXiTEeKTypoIo «PO3IOJIIIIEHOTO

CYIIyTHHKa» JUIsl O€3APOTOBUX CECHCOPHUX MEPEK 3
METO 30UIBIIEHHS 1X 3B'SI3HOCTI.

4. BUCHOBKWU
3anmpornoHoBaHO OaraTopiBHEBY CUCTEMY
TYMaHHUX 00YHCIIEHD JUIS 1 IBULIEHHS

e eKTUBHOCTI (PYHKIIOHYBaHHS HU3bKOOPOITATHHIX
CYNMYTHUKOBUX CHCTEM 3B’A3Ky MNpH 3a0e3medeHi
BUMOT MEPEX 1 CUCTeM I'ATOro MokojiHHS 5G, 1mo
MpeCcTaBiIsie COOOK0 PO3BUTOK CUCTEM XMapHHX
o0YmMciIeHb AT MEpPeX  Padio3B'A3Ky  Bif
HEHTPali30BaHOI ~ CHCTEMH  JI0  TeTepPOreHHOT
po3nojineHoi cucreMi. HaBenena MeTOIMKa OLIHKH
Yyacy JOCTYIy B 3alpoOINOHOBaHIA CTPYKTypi Ha
OCHOBI MOl  JOCTymy B  «TYMaHHHUX
OOYHCIIEHHSX) 3 JI03BOJIOM KOJITi3il JKepell TaHuX.
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XTIOY0BE CHIOBO (Cnora no 10).

1. POPMATYBAHHA
1.1 SArOJIOBOK

Hazea cratti Mae 6yTn 1HHOPMATHBHOIO B MEXKax
PO3YMHOI KUIBKOCTI CIiB, allé HE MOXE MiCTHTH
6impme 90 cumBomiB. Byas mnacka, yHmkaiire
CKOPOUYCHB 1 HOpMyII, IC L6 MOXKIIHBO.

1.2 ABTOP MYBIIKAUII | A®ITIALLIA

Tam, ne mpi3Bume Moxe OyTH HEOTHO3HATHUM
(Hanpukian, moABiliHe iM'd), MPOXaHHA BKAa3aTH IS
sBHO. Braxits adimianiro aBropis (ae Oyna 3pobnena
(hakTaHOi poboTa) HKYe iMECH. BKaXiTh IOBHY
TOIITOBY a/PECy KOXHOIO YJaCHMKa, BKIIOYA0HH
Ha3By KpaiHH i aJipecy eIeKTPOHHOI IOLITA KOXKHOTO
aBTopa. Byzap macka, Bii3HaUTE BIIOBIIHOTO aBTOpA.

1.3 AHOTALIA

IToTpiOHe kOpoTKE i (axTONOridHE pe3rome. Y
aHoTaIli KOPOTKO BUKIIAJal0THCSA META IOCTTi JDKCHEHS,
OCHOBHI PE3yJIGTaTH i OCHOBHI BUCHOBKH. AHOTAIIisI
9acTO BHAAETHECA OKPEMO BiJ CTaTTi, TOMY BOHA Mae
PO3KpMBATH 3MICT CTarTi. 3 miel TMPUIMHM CHiJ
YHUKATH IOCIIaHb, ajie¢ SKIO L€ HeoOXigHo, TO
nocwiIaTucs Ha aBropa(aBropiB) i pik(poxm). Kpim
TOTO, CHIiA  yHHKAaTH  HecTaHAapTHUX  abo
He3BMUaiiHNX abpesiatyp, ane B pasi HEOOXiTHOCTI
BOHH IOBHHHI OyTH BU3HAY€HI NIpH iX mepIii 3raami
B caMmiif aHoTamii. AHOTaNis ITOBUHHA IIiICYMyBaTH
3micT ctarTi i Mmatu 1800 3HaKiB.

1.4 KINO4YOBI CJITOBA

Bigpasy micis aHoTarii BkaxkiTh MakcumyM 10
KIIOYOBHX CIIiB, BHKOPHCTOBYIOUM aMEpPHKAHCBHKY
opdorpadiio Ta YHUKAIOYH 3aTaTbHAX 1 MHOKUHHUX
TEPMIHIB i IeKIIbKOX HOHATh (YHHKalTe, HAPUKIA,
"1", "3"). BynpTe obepexHi 3 abpeBiaTypaMu: TLUIBKHA
a6pe131aTypn 9iTKO BCTAaHOBJEHI B mi o6macrti,
MOXyTh Oytu Bukopucrtani. L[i kmodoBi croBa
OyAyThH BUKOPHUCTOBYBATHCS JJIS ITUTEH 1HAEeKCaITil.

1.5 BCTYT

HeobxigHO MaTH aJcKBaTHE pe3lOMe AN OIHUCY
HHUHINTHBOTO CTaHy CIpaB abo pe3y/bTaTiB.

1.6 Martepianu i meToau

IIpoxaHHs NOpPEACTaBUTH JAOCHUTHh JICTAILHY
irdopManiro, 3 THM o6 MoxkHa 6YII0 BITTBOPHTH IO
poboty. Meroau, Bxe omy6iikoBaHi, HOBHHHI OyTH
MO3HA4YCHI IIOCWIAHHAM: NOBHHHI OyTH ommMcaHi
TUILKY BIATIOBIAHI 3MIHH.

1.7 PE3YIIbTATA

Pesynbrati moBHHHI OYTH YITKIMHA i KODOTKAMH.

1.8 BUCHOBKA

OCHOBHI BHUCHOBKH JIOCIHIi/DKCHHS MOXYTh OyTH
MPEICTaBICHI B KOPOTKOMY PO3JLI1 BUCHOBKIB, SIKHH
Moxe Oyt camocriiiHuM abo sBIATH Cc00OI0
migpo3ain o6roBopeHHs abo po3miTy pe3yibTaTiB i
0OrOBOpEHHSL.

1.9 MAPO34ITA

Pozginite pobory Ha dWiTKO BH3HA4eHI i
mpoHyMepoBaHi po3aimd. [1ipo3aiau moBUHHI OyTH
nporymepoBani 1.1, 1.2, i T. xn. (AHoTramis He
BKJIFOYCHA B HyMepalilo po3aitiB). Bukopuctosyiite
III0 HyMEPaMiio TaK0X AJIs BHYTPIIIHIX MEPEXPECHUX
mocunans. Byap-sxoMy mimpo3airy Moxe OyTH JaHO
KODOTKHI 3arojoBok. KoXeH 3arojoBOK IOBHHEH
BioOpaxkaTHCsa B OKPEMOMY PAIKY.

1.10 ®POPMYIIN

MaremarudHi BEpa3H i rpenbKi a0 iHIm cHMBOIH
MOBHHHI OyTH HamWcaHi SICHO 3 [JOCTaTHEOIO
BIJICTAHHIO.

1.11 O QMHKLI

JoTtpuMyiiTech MiXKHapOAHO BU3HAHWX IPAaBHII i
YMOBHOCTEH: BHUKOPHCTOBYIOTH MDKHAPOIHY
cucreMy omuHHIOb (CI). Sxmo 3ragyrorscs iHI
onuHMIN, Oy acka, gaiite ix exsiBanent B CL

1.12 BUHOCKA

BUHOCKH CIii BHUKOPHCTOBYBaTH €KOHOMHO.
KimsKicTh iX TIOCIIOBHO IO BCi# CTATTi HyMEPYETHCH
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apaObcbkuMu T()paMM HIDKHBOTO iHJeKkCy. Bararto
wordprocessors OyAyIOTH BHHOCKH B TEKCTi, 1 I
({yHKIIiT MOXKe OyTH BHKOpPHCTaHA. SIKIIO Iie He Tak,
BK2XXITh TOJIOXEHHS BUHOCOK B TEKCTI i MPEACTABTES
caMi BUHOCKM OKpeMO B KiHIIi ¢TaTTi. He BKiIo9aiiTe
BHUHOCKH B CITICOK ITOCHJIaHb.

1.13 NOCUNTAHHA

IlocmnaHHA MOBMHHI BimoOpa)kaTHCA Yy BHIVIANI
okpeMmoi 6i6miorpacii B kKiHIi CTaTTi, IPOHyMEpOBaHi
u¢paMy B KBaJJpaTHUX JTyXKKaX.

ITocwnanHA B TEKCTi HABOAATHCA B KBaJPaTHUX
nyxkax. Haszeu xypHaimiB OBHHHI OyTH CKOPOYEHi.

HpoxaHHs[ Bkazatn Toma mypHaniB, HOMEPH
BHITYCKIB (HOMCPiB) i HOMGDH CTOPIHOK.
Kimpkicte mocmnans Haridye Oimpme  20.

BincoTok BnacHuX ITyGuikanii MOBUHEH 6yTH MEHIIIe
20%.

1.14 OII'YPU

Emextporna Bepcin B EPS  (Encapsulated
Postscript) HaiiOimem OpuiiHaTHa. Lmoctpamii
moBHHHI Oyt uwitTkmmu, Oe3 myMy i rapHOO
KOHTpPaCTHICTIO.

1.15 bBYb-JIACKA HE:

- BuxopucroByiite aitmm, onTHMi3oBaHI JUIA
BUKOpUCTAaHHA Ha ekpani (Hampukiazn, GIF, BMP,
PICT, WPQG) pospilieHHS 3aHaATO HU3BKE;

- BuxopucroByiite (aitmyi, siki MalOTh 3aHAATO
HU3bKE PO3PIIICHHSM;

- BuxopucroByiite prCYHKH, SIKi HEIPOIOPIIIHO
BEJIMKi JJI1 BMICTY.

2. POPMATYBAHHA

ABTOpH  TOBMHHI  IPEICTaBUTH  T[OTOBHH
JokyMeHT y (opmati MS Word mo enexTpoHHi#
nomrri. BukopucroByiite dpopmar nmanepy A4 (210 x
297 mm). 3ammre nomns 20 MM Bropi, BHU3Y, 37iBa i
cnpaBa. Po3Mip roroBoi [0 ApyKy craTrTi Mae
CKIajaTH HE OUIBINIE BOCEMH CTOPIHOK Oe3
aBTopchkux ¢ororpadili i pesrome. ABTOpaMm
PEKOMEHAYETHCS 3AMUIATA Ha OCTAHHIM CTOPIHIL
Mmicrie amst ¢otorpadili i KOPOTKHX aBTOPCHKHX

pestome. byas macka, HE  BHKOPHCTOBYMHTE
HyMepalilo CTOPiHOK y CBOiX pofoTax.
3. MAKET

Texcr moBuHeH Oyt HabpaHwii depe3 OIUH
inTepBan. BukopuctoByiite Times New Roman
mpudT JUIT 3BHYAHHOTO TEKCTY.

Ilentp 3aromoBka (mpuepT Arial, 14 myHKTIB,
HamiBXUpPHUI), iM' aBTopa (aBTopiB) (pudT Arial,
12 nyskTiB, HamiBXupHWI) — opranizamii(i),
aapecy(aapecn), agpecy eIeKTPOHHOI IIONITH Ta BeO-
agpecy (Times New Roman, po3mip 10 myHxTiB,
3BUYAIHMH). 3aldIiTe OOWH MOPOXHIN PANOK mif
3aroJIOBKOM 1 IPHHAIEKHOCTI.

ITotiMm BcTaBTe KOPOTKY aHOTANiI0 Ha mMamepi
KypcuBoM (He Oinmbine 150 cnis). s cnoBa aHOTAMIS
BUKOPHCTOBYIiTe HamiBxupHuii mpudT. ITicns nporo
BCTaBT€ OJVH IIOPOXKHIH PIAIOK.

Huxge BcTaBTe CmucOK (3 OMHMM 1 JBOMa

nopokHiMu psakamu) a0 10 KIIOYOBMX CIiB.
Kumro4oBi ciioBa BUALIATH KUPHUM.

Beenits Tekct crarti (11 nyHKTIB, 3BU9aiHUIN) B
MBI KONOHKM ImupuHOIO 8,25 ™M, posaineni
MPOITYCKOM 5 MM. 36aJIaHCyHTe AOBXKHHY CTOBIILIB,
0coOJIMBO Ha OCTaHHIA cropiHmi crarri. Ilepmmi
PAOK KOXKHOTO ab3ally TIOBUHEH MaTH BIJICTYI 5 MM.
3aroloBKM IOBHHHI OyTH 1poHyMepoBaHi. He
BUKOPUCTOBYHTE pUMCBLKi HOMEpH. BukopuctoByiite
TUIBKHA OIHH PiBeHb 3aroyoBKiB (Arial, 12 IyHKTIB,
HaNiBXUPHUIL) 1 TepeAydTe KOXXHOMY 3 HUX OJHHM
MOPOXKHIM PpsAAKOM. BHKOpHCTOByiTe iHTEpBaI 6
IYHKTIB ITicns ab3ary.

IoMicTiTh NOBHMH CHMCOK JITEpaTypd B KiHIIi
JIOKyMeHTa. Byap Jacka, pO3MICTITP IOCHJIAHHSA
BiJINIOBIIHO JIO MTOPAAKY iX MOSBH B TEKCTi. YKIaJIiTh
YHUCIIa B KBaJIPaTHI Ay XKKH.

4. POPMYINU

PiBrsaHHES NOBUHHI OyTH IOMIIIEHI B OKPEMi PAAKH i
MPOHYMepoBaHi. BUKOPHCTOBYHTE OKpeMi KIIITHHKH
Tabnur Ui po3MIIIEHHS PiBHAHHA i 10r0 HOMEpH.
He BukopucToByliTe pIBHSHHA BCEpEIUHI ab3alry.
IMu¢dpu noBuHHi OyTH YKIaneH]I B KBaJPATHI JTyXKKH i
BHpPIBHSHI MO mnpaBoMy kpaw. bynp macka, mist
tdopmyn BukopucroByiiTe Microsoft Equation 3
TakuM mpupTOM: 3BHUAMHWA — 12 0T, BenHKHI
iHOexkc — 7 nr, npiOHWii iHOEKC — 5 NT, BEIHKHH
cumBon — 18 nr, npibamii cumBon — 12 nr. 3amamrre
OJIMH TIOPOXKHIH PAIOK HAZ i i KOXHAM PiBHIHHSIM.
Hampuxnaz, Bupas

y=a*x+b, (1)

ne a - koedilienr, X - apryMenT, b - 3MilIeHns.

5. PUCYHKM | TABNULI

Pucynku i TabIuni  MOBHWHHI Oyt
OPOHYMEPOBaHi, MaTH CaMOCTIHHHH 3aroJIOBOK.
[Migmucn 10 pHCYHKIB TOBHHHI OyTH HWDKYE
PHCYHKIB; MiJIIMCH 10 TabmuITh MOBMHHI 6yTH BHUINE
Tabmume. KpiM  Toro, yHHKaliTe pO3MIIIEHHS
PHCYHKIB i Tabnwis 10 iX mepmroi 3rafku B TEKCTI.

Tekcr miamucy o pucyHaka nosuHeH Oytu 10 or i
XHpHUM mpHdTOM. BukoprcToByiiTe iHTEpBal 61T
;O i micis. 3alMIITe OXMH PSIOK Hicis TabuHip,
SKOIO 3aroJIOBOK pO3IULy He CliA. 3arolOBKH
TaONMMIh 1 MATIOHKIB IOBHHHI OyTH IEHTpPOBaHI.
Bemmki mudpu 1 Tabmimi MOXYTh OXOILTIOBATH
obuBa CTOBNIH. 3aMMmiTe OJUH IOPOXHIN PAIOK
mepen 3aroyioBkom Tabmumi. He Bimcrymaiite Bix
mignucis. He BukopucroByiite cumBomu MeHme 10
IT HA PUCYHKaX.

Bci pucyskwu, rpadiku Ta dortorpadii moBMHHI
6yTH IpOHYMEpOBaHi i BKa3aHi B OCHOBHOMY TEKCTi.
Abcnucy 1 opauHATH BeiX TpadikiB TOBHHHI OyTH
MO3HAYEHI CUMBOJIaMH i OTMHUIIAMH, SIK Ha puc.1.

BuxopucroByiite ckopodeHHs «PuHc.» HaBiTh Ha
nogarky ab3amy. Texcr Ha MamoHkax Mae OyTH
Times New Roman.

He BuxopucToByiiTe CKOpOUEHHS B Ha3BaX, AKIIO
BOHU HE € HEMHHYIHMU.
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Puc. 1 - Ilpakaag rpa‘(bran.dénepnin yBary, siK
NEHTPOBaHMIl migmmc

Bci pucynkwy, rpadiku i portorpadii noBuaHi 6yTH
4opHO-06inumu (abo BiATIHKIB CipoOro).

Poamipn mpu@TIB, SIK1 OyayTh
BHUKOPHCTOBYBAaTHCSA B PI3HUX 4aCTWHAX JOKYMCHTA
HaBeneHi B Tabmmmi 1.

Ta6auns 1. Po3mipn mpudTin
Po3nin noxkymenTa Po3mip mpudTy i cTHIL

Hasba 14, Arial, HamiBXUPHIH

Im's aBTOpa 12, Arial, HamiBXupHUK

Anpeca 10, Times New Roman,
Regular

Amnorarris 10, Times New Roman,
KypPCHB

Kirouosi cioBa 10, Times New Roman,
KYPCHB

3aronoBku 12, Arial, yci Benmki
JIITEpH, HAIIBXKUPHAN

ITix3aromoBku 12, Arial, yci Bemuki
nitepu, Regular

TEKCT Tina 11, Times New Roman,

Regular

10, Times New Roman,
MDKpSIKOBHI iHTEpBan 6
JIO 1 IIiCIIs, HAIIBXKUPHMIHA
10, Times New Roman,
MDKpSAKOBME iHTEpRAN 6
MyHKTIB A0 1  Icis,
HaTiBXUPHUH

6. BACHOBOK

Mu 3aspamerigp JAKyeMO BaM 33 HaJaHHA
PETENBHO MATOTOBIEHNX AOKYMEHTIB, fKi MOXYTh
OyTH BimpaBieHi i myOmikaril 6e3 3Min.

7. CMIUCOK BUKOPUCTAHOI
JIITEPATYPU
Cmunp nocunannsn

ITigmvcu go Tabaue

ITigmucu 1o pUCyHKIB

TekcT: BKa3aTH IOCWIAHHS 32 HOMEPOM (HOMEpaMH)
y KBaJpaTHHX JYyXKaX BiANOBIAHO IO TEKCTY.
MoxHa mochiIatucsad Ha ()aKTHIHMX aBTODIB, aje
3aBXU MOBHHEH OYTH BKa3aHWIT HOMEP MOCHIAHHA
(m).

3pa3ok."..... K IOKa3aHo B poboTax [3,6]. bapHabi i
JxoHc [8] orpuManu iHmIuit pe3ynbrar ...."

Crucok: TPOHYMEpPYBAaTH MOCHIaHHA (mudpy B
KB3JIpaTHHX Jy)XKaxX) B CIIUCKYy B TOMY MOPSIKY, B
SIKOMY BOHH BKa3aHi B TEKCTi.

Ipuxnao:

Tlocunanns na nybnixayio sjcyprany:

[1] J. van der Geer, J.A.J. Hanraads, R.A. Lupton,
“The art of writing a scientific article,” Journal
of Science Communication, Vol. 16, Issue 3, pp.
51-59, 2000.

Hocunauns na xnuey abo sgim:
[2] W.Strunk Jr., E.B. White, The Elements of Style,
third ed., Macmillan, New York, 1979, 350 p.

Iocunannsa na enagy 6 8i0pedazo6anoI0 KHu3i.

[3] G.R. Mettam, L.B. Adams, How to prepare an
electronic version of your article, in: B.S. Jones,
R.Z. Smith (Eds.), Introduction to the Electronic
Age, E-Publishing Inc., New York, 1999, pp.
281-304.

Hocunanns na xonghepenyiio:

[4] Chu-Hsing Lin, Jung-Chun Liu and Chun-Wei
Liao, “Energy analysis of multimedia video
decoding on mobile handheld devices,” in
Proceedings of the International Conference on
Multimedia and Ubiquitous Engineering, Seoul,
Korea, April 26-28, 2007, pp. 120-125.

Inmepuem sudanus:

[5] M. Shell, The IEEEtran.cls Package, 2007,
[Online]. Available: http://www.ctan.org/tex-
archive/macros/latex/contrib/IEEEtran/

Byns nacka, ITosHe iM's asmopa, Kopomke
mocrasre TyT  pesiome asmopa (10-20 psidkis),
BiACKaHOBaHy 8 MOMY 4ucni: ocsima, Micye

dotorpadiro aeropa pobomu i obnacmb Haykosux
3x4cm. iHmepecie, sidckaHosaHe chomo.
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