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MOJAE/Ib CTPYKTYPHO-TEXHOJIOITYHUX
B3AEMO3B'AA3KIB ONEPAL|IN

3 AAMIHICTPYBAHHSA TA BIAHOBJIEHHSA

POBOTU NPOrPAMHOIO 3ABE3MNEYEHHS

I1i0 uac excniyamayii npospammnozo 3abesneuents Cymmesoo npoonemoio € eusHayents nepeniky onepayiu, AKi
He0OXiOHi 0Nl CMEOPEHHA HANEICHUX YMOE POOOMU 3A2aANbHOCUCEMHO20, NPUKIAOHO20 NPOZPAMHO20 3a0e3neqeHHsl, d
came NPUHAYEHHS ONepayiti/npoeedeHHs 3ax00i6 3 AOMIHICMPY8AHHS NPOSPAMHO20 3a0e3neyenHs i WeUOK020 1020
BIOHOBIEHHA NIC/IA ABAPILL MA YPANCEHB/NOUKOONCEHb KOMN TOMEPHUM 8IDYCOM.

Posenanymo numanns 3acmocy8arHs 102iKoO-MameMamuyHo20 anapamy wooo gopmanizayii npoyecie 06C1y208y8aH-
Hsl, AOMIHICMPYBAHHA MA GIOHOBIEHHS POOOMU NPOSPAMHO20 3a0e3neyenHs N0 4ac eKCnayamayii aemomamu308aHux
inghopmayiiino-menekomyHiKayiiHux cucmem i komnaexcis. Ilokaszano, wjo 0ocaionuKu nio wac posensioy npooiem eKcniy-
amayii npoepamnozo 3abe3neuenHs 6 OCHOGHOMY 3YRUHAIOMbCA HA NUMAHHAX YOOCKOHANEHHS 00CY208Y8AHHSA, CYNPOBO-
0diceHHs ma peindicenepii npoepamnozo 3abesneyenis, 30Kpema i Ha Onuci NOCIi006HOCMI BUKOHAHHA 63AEMON0G SI3AHUX
npoyecis, Memooi6 i 3acobi6 00CIY208y6aHHA NPOSPAMHO20 3aDe3neUeHH s, NUMAHHAX eKCHLyamayii npoespamnozo 3abes-
newennst y pospizi 020 Haoditnocmi, nompedu y memooax i 3acobax ioenmugikayii Oeghexmie NPOEKMYSaHHsL, A MAKONC
NPOCHO3YBAHHA KIIbKOCMI NOMUIOK HA emani excniayamayii inghopmayivinux cucmem mowo. Hagedeno nociuny cxemy
npoyecy 00Cy208Y8aHHsL NPOSPAMHO20 3A0e3NeyerH s, AKa 8i000paicae N02iKy po3s a3aHHs 3a0ay i, y 80ill 0CHO8I, npeo-
CMAGIAE CYKYNHICMb J02IUHUX YROPAOKOBAHUX NPOEKMHUX NPOYEOYDP Y 8UHA0L CUCIEM MHOJICUH | BIOHOWIEHD.

s ghopmanvrozo npedcmasnents mexHon02i4HO20 Npoyecy 00CHY208Y8aAHHL NPOSPAMHO20 3abe3nedeHHs asmo-
Mamu308aHux HGOPMaYiUHO-MeNeKOMYHIKAYIUHUX CUCmeM | KOMNIEKCI8 BUKOPUCMOBYEMbCA U020 OeKOMHO3UYSL.
IIpockmyeanns mexnon02iuHo20 npoyecy CynpoBOOICEHHA NPOSPAMHOZ0 3abe3neueHHs BUPaICAcmbCs yepes Mop@oio-
eiuny, inghopmayitiny ma mamemamuuny mooeni. Cehopmynbo8ano iOHOUWEHHS CI0Y8AHHS, eKBIBANIeHMHOCHI, CYMIicC-
Hocmi ma 63aemodii, AKi 003607410Mb YCIMAHOBUMU MA QOPMATIZY8AMU B3AEMO36 A3KU MIdC MEXHOLOTUHUMU
06 ’ekmamu, sIKi 6epymyb y4acmo y npoyeci NPUsHaueHts (NPOEKMYSAanHs,) MeXHOL02IUHUX Onepayitl 3 AOMIHICMpPY8aAnHS
NpOCPamMHO20 3A0e3NeYeHHsl A8MOMAMU308AHUX THPOPMAYIUHO-MENEKOMYHIKAYIUHUX cucmem [ CMmeopioloms ne-
pedymosu wooo po3pobieHtss GOpManiz08anux ymMo8 Cunmesy NPOEKMHUX piuieHb. 3a 00NOMO2010 MAMeMaAmuyHo20
anapamy na 6a3i 102iKu NPeOUKamié HA8eOeHO NPUKIAOU PI3HUX NPOEKMHUX DiuleHb, SKI 00380JsH0Mb 30IUCHIO8AMU
NPOEKMYBAHHsL ONepayiil 3 00CIY208Y8AHHA NPOZPAMHO20 3a6e3ne4eHHs 3ac00amu KOMN 10MepHOT MEeXHIKU.

Kniouosi cnosa: peinocenepis 113; asmomamusayis obciyeogysanns 113; 0exomnosuyis mexnonio2iunoz2o npoyecy.

1. BCTYII pamiii 3 aaMIiHICTpyBaHHS, IO 3aCTOCOBYIOTHCS Ha
Mmicisax poootu AIC, Ta BUKOHaHHS 3aXOMiB i3 Bij-
HOBJIFOBaHHSI pOOOTH MPOTPaMHOTO 3a0e3IMEUCHHS B
paszi Horo MOIIKOHKEHHS a00 BUXOIY 3 JIaIy.

© Mo6pumun 0. €., Liapionos O. €., Copoka II. M., 2021
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ExcruiyaTariiiss aBTOMaTH30BaHKMX 1H(OpMAIIiHHO-
TEJICKOMYHIKAI[iIHHUX CHUCTEM 1 KOMIUIEKCIB (maui
AIC) nepenbayae mpoBelleHHS TEXHOJOTTYHUX OTIe-
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CyTTeBo0 TpOOIEMOIO MiJ HYac eKCIuTyaTamii
MporpaMHOro 3a0e3neueHHs € BU3HAYECHHS MEePEeITiKy
oTiepalrii, siKki HeoOXiTHi I TOJaNbIIoro 3abdesme-
YEeHHS! HAJIC)KHUX YMOB POOOTH 3aralbHOCHUCTEMHO-
ro, TMPHUKIAJHOTO TPOTPAMHOTO 3a0e3MeucHHs, a
caMme IpU3HAYEHHsI OMepaLiil/IpoBeJeHHs 3aX0/iB 3
aJMIHICTpYBaHHS TPOTPaMHOTO 3a0e3MeyYeHHs 1
IIBUIKOTO MOTO BiIHOBIIEHHS ICIS aBapiil Ta ypa-
YKEHB/TIOIIKO/[KEHb KOMIT FOTEPHUM BipyCOM.

[IpakTika po3poOiieHHs i eKcIuTyaTarii mporpa-
MHOTO 3a0€3MeUYCHHS CKJIaa€ OCHOBY METOJOJOTl
0OCITyTOBYBaHHSI Ta TOJAJBIIOTO CYMPOBOIKEHHS
MPOTpaMHOro 3abe3nedyeHHs], Ha 0a3i K01 MOKIINBO
po3pobutn (opMai3oBaHi METOIUKH PO3B’sI3aHHS
OKpeMHX 33a4 II0J0 MPU3HAUYECHHS TEXHOJIOTIYHUX
orepariiii 3 aJMiHICTpYBaHHS MPOTPAMHUX KOMIIO-
HEHTIB aBTOMAaTHU30BaHUX iH(OpMaIiiHO-TEIEKOMY-
HIKa[ifHUX CHUCTEM, a TAaKOK BHU3HAYMTH IXHE BHYT-
pilllHE HAITOBHEHHSI Ta B3a€MO3B’SI3KH MIiX HHUMHU.
Po3B’s3aHHs Takoro TUIy 3aaa4 nmotpedye moOyao-
BU MaTeMaTUYHOT MOJIENI y BUTJISIII CUCTEM MHOKHUH
1 BigHOmEeHb. Taka MOJENb MO3BOJIUTH KIACH(DIKY-
BaTH Ta MPOAHANI3yBaTH BIACTUBOCTI Ta BiTHOIICH-
HS MDK TEXHOJIOTIYHHUMH OIEpaIlisiMA 3 00CITyTOBY-
BaHHS mporpamHoro 3abesneueHHs AIC, 3moxe
BUSIBUTH SIKICHI 3B’SI3KM MDXK OmepallisMu ta Gopma-
Ji3yBaTH TEXHOJIOTIIO IXHBOTO MPU3HAYCHHSI.

MareMaTHuHul anapar MOBUHEH BKIIIOYATH PO3-
poOJieHHsT MaTeMaTHYHHUX BHUPA3iB, IO OIHUCYIOThH
MIPOEKTHI pIillIeHHs, TIpaBUjla IXHBIO BHBEIICHHS BiJI-
MOBITHO 3 TOJIOKEHHSAMH, NMPUUHATHMUA B MaTeMa-
TUYHIH Joriri. ToO0To, mijx Yac Npu3HAYCHHS TEXHO-
JIOTIYHMX OTIepalliii 3 00CIyroByBaHHS IPOrPaMHOIO
3abe3neueHHss AIC HeoOximHO AOOHMTHCS 3aMiHH
CIIOBECHOT'O BUBEJICHHS MAaTEMaTHYHUM BHPA3OM.

2. AHAJII3 OCTAHHIX JOCJI’KEHD
I IYBJIKAIIA

BiTumsHsHi Ta 3apyOiKHI TOCIIAHUKY T[] 4ac po3-
sy TIpo0iieM eKcInTyaralii mporpaMHoOro 3adesre-
YeHHsI 3yIMHSIIOTHCS B OCHOBHOMY Ha MUTAHHSX YJIO-
CKOHAJICHHSI 0OCIIyrOBYyBaHHs, CYNPOBO/DKEHHS Ta
peimkeHepii mporpaMHoOro 3abe3nedenss [ 1-14].

VY nHaykoBux mparsx [1, 2] HamaHO omuc Mojeni
CYNPOBOJ/DKEHHS iHPOpMAIiHHUX CHUCTEM Ha eTarax
Horo urTeBoro nukity. Ha mymky aBropiB, iHdop-
MalilfHa CHCTeMa BHCTYINAE ITaCHBHOIO KaTETOpi€lo,
SK y TIpoLeci A0CTI/DKEHb, TaK 1 y MpOoLeci MPOEKTY-
BaHHA. DYHKIIOHYBaHHS iH(GOPMALIHHOI CHCTEMH
OITUCYEThCS MOJICISIMU  PO3POOJICHHS, (YHKIIOHY-
BaHHS Ta PO3BHUTKY. ABTOPH BU3HAYAIOTh, 10 MOJICTIh
CYNPOBO/UKEHHSI HPOTPaMHOTO  3a0e3MedeHHs, SK
YacTHHA KHUTTEBOrO LMKy iH(OpMaLiiiHOi cucTeMu,
CKJIQIAETBCSI 3 TOCIHIZOBHOCTI BHKOHAHHS B3a€EMO-

TTOB’sI3aHUX TIPOIIECIB, il 1 3aBIaHb, OMHC SKHX MO-
JKHA TIOJ]ATH Y BUTIISAII CHCTEM MHOXKHH 1 BiTHOIIICHB.

IaTepec npencrapnsaoTh HayKoBi podotn [3-5], B
SIKMX aBTOP Ha IMiACTaBi PO3TILY BEITUKUX PO3IOII-
JICHUX KOMIT IOTEPU30BaHMX iH(QOpMaLiifHUX CUCTEM
OIHCYy€ METOAM Ta 3aco0M OOCITYrOBYBaHHS IIPO-
IpaMHOTO 3a0e3MeUeHHS.

Oxpemumu aBTOpamu [6—8] mUTaHHS eKCIUTyaTa-
1ii mporpaMHoro 3abe3neveHHs po3risHyTO y po3pi-
31 #ioro HamlWHOCTI. Y HHUX HAYKOBHUX MPAIAX OIH-
CaHO OCHOBHI MiTXOAH JI0 aHAJTI3y HaIIWHOCTI MPO-
rpaMHOTO 3a0e3MedeHHs Ta O0IPYHTOBAHOTO BUOOPY
HeoOXiTHOT MOJieNi, M0 JA03BOJIAE B YMOBAaX peaib-
HO1 ekcIutyaranii iHpopMaliifHUX CUCTEM TpaBUIIb-
HO BH3HAYUTH OMepallii 3 IXHbOTO CYITPOBOKEHHS.

ABtopu poOiT [9—11] cTBEpKYIOTh, IO VIS aB-
TOMATH3aIlii POIIECiB 00CITyrOBYBaHHS MIPOTPAMHOIO
3abe3neuenHs AIC moTpibHI mMeTomu i 3aco0u ieH-
TUdikamii 7edeKTiB TPOEKTYBaHHSI, a TAKOXK MPOTHO-
3yBaHHS KITBKOCTI TTOMWJIOK Ha €Tami eKCILTyaTarlii
iHpopMamiiHUX cucTeM. Y IUX e MyOiKaIisax pos-
[JITHYTO THTaHHS MIOAO aHamizy AedekTiB y poborti
MIPOTPAMHOTO 3a0e3MeYeHHs, IXHBOI Kiacudikariii,
3aKOHOMIPHOCTI MOSIBU Ta IUISIXH YCYHEHHSI.

TeopernuHi AoCHiKEHHS] cTpaTerii 0OCIyroBy-
BaHHA Ta CYNPOBOJKCHHS IporpamHoro 3abesre-
uyeHHs1 AIC BinoOpaxaroTscs B podorax [12-14].

Takum 4yuHOM, mpoOiieMa aBTOMAaTH3AIlil TEXHO-
JIOTIYHHMX TPOIECIB OOCIYrOBYBaHHS IPOrPaAMHOIO
3a0e3MeUeHHs 3aJIUIIAETHCS AKTYalbHOI0 Ta HOTpe-
Oy€e MoJaNIbIIOT0 BUBYCHHS Ta JIOCIIIKEHHS.

[leBHOIO 6a3010, 31aTHOIO BUpIIIyBaTH aBTOMa-
TH3aIli}0 3a3HAYEHUX IPOILIECIB, a caMe, IPU3HAYCH-
HsI TEXHOJIOTIYHHX OTepalliii 3 aJMiHICTpyBaHHS Ta
BiJIHOBJIGHHS POOOTH TIPOTPaAMHOTO 3a0e3NeUYeHHs
mig yac obcmyroyBanHs AIC, Moxe BHCTynaTu
(hopmaizoBana Teopis, ska nepenadavae onuc mpe-
MeTHOT 007acTi [UISAXOM BU3HAUCHHS MHOXHWHH
TEXHOJIOTIYHUX OO0 €KTIB 1 3HAXOKEHHS 3B’SI3KIB
MiXK HUMH 3 TOAaIbIIMM (POPMyBaHHSIM TIEBHOTO
MaTeMaTHYHOTO arapary.

ABTOMaTH3aIlis TEXHOJIOTTYHHX TPOIIECiB 00CITYTO-
ByBaHHs mporpamHoro 3abesneuenHss AIC y momanb-
LIOMY MOXeE CIIyXHTH 0a3010 Uil CTBOPEHHSI CUCTEM
ABTOMATH30BAHOIO YIPABJIHHS MPOLIECAMHU aIMIHICT-
PYBaHHS Ta BiJHOBJIEHHS IPOrPaMHOrO 3a0e3MeUeHHS
PI3HMX aBTOMATU30BaHMX CUCTEM i KOMIUIEKCIB.

3. META JOCJ/IIIZKEHHSA

Mertoro 1€l poOOTH € PO3pOONCHHS MO
CTPYKTYpPHO-TEXHOJIOTIYHHAX B32€EMO3B’S3KIiB oOIepa-
Ui 3 anMiHICTpyBaHHA Ta BiTHOBJEHHS pPOOOTH
MpoTpamMHOTO 3a0e3MeUeHHs, SIKi 3aCTOCOBYIOTH IIif
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4ac TEXHOJIOTIYHOTO OOCITyTOBYBaHHS aBTOMATH30-
BaHUX iH(POPMaIIHHO-TEIEKOMYHIKAI[ITHIX CHCTEM.

4. BUKJVIA/I OCHOBHOI'O MATEPIATTY

MaremaTuyHe MOAETIOBAHHS 0a3yeTbcs Ha CHC-
TEMHOMY MiJIXOJli, SKWi € KOHIENTYaJIbHUM BiJHOC-
HO CTPYKTYPH IIPOEKTYBAHHS IIPOLECY OOCIIyroBY-
BaHHs nporpamuoro 3adesneueHns AIC Ta Bu3Hauae
METOAMKY HOro po3poOJieHHs B LiIOMYy Ta B Oara-
THOX 3B’SI3KaX.

[Tig cTpyKTypOIO MPOEKTYBaHHS MpoLecy 00Cty-
TOBYBaHHS TPOTPAMHOTO 3a0e3MedeHHsI PO3YyMIIOTh
YCTaHOBJICHI TEBHI PO3MOALUICHI pillleHHS, BH3HA-
YeHHS SKHX PEai3YEThCS 32 PaxyHOK BiAIIOBITHHIX
B32€MO3B’SI3KIB TPEAMETIB, MO OepyTh yd4acTtb y
JIOTYHIM cXemi MpU3HAYCHHs Omepamiil 3 aaMiHicT-
PYBaHHS Ta BiTHOBJIEHHs POTPaMHOro 3a0e3rmeyueH-
Hs. Llg joriuHa cxema BigoOpaskae JOTIKY po3B’si-
3aHHA 33724 1 y CBOIH OCHOBI IPEICTaBISE CYKYTI-
HICTh JIOTIYHUX YMOPSIKOBAHUX MPOEKTHHUX MpOIIe-
nyp, (QopMalli3oBaHUIl OIMUC SKUX CIPOIIYE IXHE
MaTeMaTHYHe OOpOOJICHHs Ta JO3BOJISE 31MCHIOBA-
TH TIPOEKTYBAHHS oOIlepaiiii 3 oOCIyroByBaHHS Ta
CYNPOBODKEHHSI IPOTrpaMHOro 3abe3nedyeHHs 3a
JIOTIOMOTO0 KOMIT I0TEPHOT TEXHIKH.

Jnst hopManbHOTO TpeICTaBIeHHS TEXHOJIOTIYHO-
ro Tpolecy OOCIIyroByBaHHSA IPOrpaMHOro 3abesre-
yeHHs AIC HeoOXiHO BUKOHATH OO JEKOMIIO3HUIIIO.

Taka ykpynHeHa AEKOMIO3MLIS 3 ypaxyBaHHAM
orepalii 3 agMiHICTPyBaHHS Ta BiAHOBJIEHHS IIO-
Ka3zaHa Ha puc. 1. 3a ii pe3ynpraraMu MOKHa BH-
3HAYUTH JEKUIbKa OKpPEMHUX DIBHIB 13 BiAMOBIAHU-
MU 3a1a4yamu Zi.

VBenemMo BIIHOLIEHHS, Kl MAalOTh MICIE MDXK 3a-
JadyaMH PIi3HUX PIiBHIB 1 3aJa4aMu OJHOTO piBHS,
MMO3HAYMBIIK iX Bigmosimno HiBj. Po3p’s3anus ox-
Hi€l 3aj1a4i HEMOKJIMBO BUKOHATH 0€3 IOIMePeIHbO-
ro po3B’si3aHHA iHIOI 3azavi. OAHOYACHO KOXHA
3aJlaya pPiBHIB JCKOMITO3UIIT MOXKe OyTH TIPeICTaB-
JIEHa CCTEMOIO MHOKWH

Z_i={Vi;, Cij, Rij, Kij, Tij, Mij}, (1)
ne Vij — BxinHi naxi; Cij — 0OMeKeHHS Ha BUKOHAHHS
TEXHOJIOTIYHUX onepauiif; Rjj — MPOeKTHI pillIeHHS;
Kij — OILIIHKM TPOEKTHUX pillieHb; Tij — Tpoleaypa
po3B’s3aHHs 3a1a4i; Mij — Mozens 3aaui.

Takum 4yMHOM, OTPUMaHi B PE3yJIbTAaTi MPOEKTY-

BaHHS PO3B’sA3aHHSA KOXKHOI KOHKPETHOI 3ajaui Mo-
XKyTh OyTH OIMCaHI y BUIJIS1 TAKOTO BUPA3Y:

M
Tij = {Aij, Cij, Kij} — R;j . 2

Ha piBHSIX AEKOMITO3UIIT JIOTIYHOI CXEMHU aBTO-
MAaTH30BaHOTO TPOEKTYBAHHS OIepaIiii 3 agMiHICT-

pyBaHHsI Ta BiHOBIICHHS YacTHHA 3afady MOXKE BH-
KOHYBATHCS IapaiesIbHO a00 y IEBHOMY HOPSIIKY.

BuanauenHs
KinbKOCTI NpoaykTie
NporpaMHoro
zabeaneueHHA

Oujiska TNy
nporpamMHoro

Ananiz 3abeaneyeHHA

NponpamMHoro
3abe3neueHHA

Axaniz
XapaKTepuCTHE
NporpamMHoro
3abe3nsueHHA

Bubip onepauii 3
aaMisicTpyEaHHA

ApanTauia
onepauiit 3
agMiHiCTpyBaHHA

—— ApMiHiCTpyBaHHA A0 TUMTy nporpam

nporpaMHoro
3abesneueHHA BuanaueHHs
Mpouec nocnigosHoCT
obcnyroeysaxHA onepaujii 3
NporpaMHoro agMiHiCTpyBaHHA

aabeaneuenHr AIC

BurRsneHHA
MOMWUMOK Ta
AedpexTie

Bigxoenexua

poBaTi Bubip onepauii
nporpamHoro toao
23BeINBYESHHA YCYHEHHA MOMUMNOK
Pozpo6ka
—— MapupyTy
BigHOENEHHA
MpoekTyBaHHA
MapLUPYTHOT
MpoekTyBaHHA L  rtexHonorii
npouecy
o6CnyroByBaHHs
Ta CynpOBO/KEHHS
YNpOBO/A MpoekTyBaHHs
nporpamHoro iiHOT
onepavjiiiHoi

3abe3neyeHHs
TexHonorii Ha

BiZAHOBNIOBAsbHi
onepauii

Puc. 1. [lekoMnosuuist TEXHONOrYHOro npowecy
obcnyroByBaHHSA nporpamHoro 3abeaneyeHHs AlIC

[Mprdomy mix yac mpu3HAYEHHs 3a3HAYCHUX OIe-
pauiif HeoOXiTHO BUOpATH TEXHOJIOTT4HI 00’ €KTH, SIKi €
[IPEZIMETOM BHBUYCHHS Ta SKI MArOTh TIEBHI MMapamMeTpu
(BmacTBOCTI).

OueBUIHO, [0 MDK TEXHOIOTTYHUMH 00’ €KTaMH
Ta BJIACTHBOCTSMH ICHYIOThH II€BHI BiJHOIIEHHS, SKi
BU3HAYAIOTECS mpeaukatoMm Pt(x), me X € obmactio
3MIHH TEXHOJIOIYHHUX 00’ €KTIB.

[IpoexTyBaHHS TEXHOJOTIYHOTO MPOIIECY CYIIPO-
BOJDKEHHSI TPOTPAMHOTO 3a0e3MeueHHsS MOXe OyTH
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BHpaXXEHO uepe3 Mopdoioriuny, iHGopMamiiHy Ta
MaTeMaTHYHY MOJIENI.

Mopdoonoriuaa moaens L1 OyayeTbest MIIsIXOM
JEKOMITO3UIi1 3a7adi MPOEKTYBaHHS 3 YpaxyBaH-
HSM TOTO, IO PO3B’S3aHHS MEBHOTO KoJia 3ajad
MOXJIMBE HUISIXOM BHKOPHCTAHHS MaTeMaTHYHHUX
MOJIeNieH, SKi aJeKBaTHO BiJOOpPaXarTh MPOIIEC
MpU3HauYeHHS Oneparii.

Indopmaniiina momens Lo BimoGpaskae mporec
IUPKyAIii  iHdopmamii Mixk 3agauamu. Macusu
iHpopMalii, mo OOpOOIAIOTHCS, CKIANAIOTHC 3
noctiiiHoi Ta 3MiHHOI 4YacTHH. [HQopmamiiini
3B’SI3KH BKAa3yIOTh HAaNpsIMOK MepedaBaHHs iHGpOp-
Mamii MK OKpeMUMH OJOKaMH TEXHOJOTIYHOTO
MpoIiecy CYMPOBOKECHHS.

Koxna 3amada mij 9ac MpOEKTYBAaHHS TEXHOJO-
TIYHOTO TMpoIecy CYNPOBOKEHHS MPOTPAMHOTO
3a0e3MeUeHHs] PO3B’A3YETHCS 3a JIONOMOTOI0 MaTe-
MaTUYHOT MOJEI.

MaremaTinyHa MoJenb MOKe OyTH TO3HAa4YeHA SIK
Ls. IIpiyomMy OCHOBHHM MOMEHTOM € T€, WO IS
KOXHOI 3a7adi OOMpPaeThCS MAaTEMaTHUYHUH METOJ,
mo 3abe3nedye po3B’sA3aHHS 3a1adi, i HA OCHOBI
SAKOTO OTPHMYEMO AaJTOPUTMIYHE MPEICTABICHHS
iH(opMarrii.

Takum ywHOM, TIpOIENypy MOOYIAOBH JOTIYHOI
CXeMH CYIIPOBOKEHHS IIPOrPaMHOro 3a0e3neyeHHs
MOKHA MIPEACTABUTH TaKOKO MOCIIIIOBHICTIO:

Ly > L, - Ls. 3)

VY mporeci CTBOPEHHSI TEXHOJIOTIYHOTO TPOIIECY
CYIIPOBOJIKEHHS TPOTrPaMHOTO 3a0e3MEeUCHHS T'0JI0-
BHUMH TEXHOJOTIYHHMH O0’€KTaMH TMPOEKTYBAHHS
BUCTYIA€ 3arajiLHOCUCTEMHE IpOorpaMHe 3a0e3re-
4yeHHs (omepaiiiiHa cuctema), IpUKIagHe Iporpam-
He 3a0e3neueHHs (0a3a JaHWX), CIEliali30BaHe
nporpamMHe 3a0e3nedeHHs (MPUKIAIHI JJTOJATKH,
NpaiiBepu, ciayk00Bi Mmporpamu, mporpamHe 3a0e3-
MEYCHHS MEpPEeXi TOII0), JACPEKTH MPOrpaMHOIro
3a0e3MevYeH s Ta CIoco0M IXHPOTO YCYHEHHS.

3 ypaxyBaHHIM LBOTO MPEIMETOM JOCIIIKEHHS
Ha pIiBHI JIOT1YHOI CXeMH OyAyThb BiJHOIIECHHS MiX
3a3HaUYEHUMH TEXHOJOTIYHUMHU 00’ €KTaMu (MHOXKH-
HaMU) Ta BHSBIECHHS aHAIITUYHUX B3aEMO3B’S3KiB,
SIKi TTITAI0THCS MaTeMaTHYHIH 1HTepIpeTaltii.

Posrnsmatourn MHOKWMHY MOMJIMBHX —B3a€EMO-
MOB’SI3aHUX EJIEMEHTIB JIOTIYHOI CXEMH CYIpPOBO-
JOKEHHSI TIPOTPAMHOTO 3a0e3Me4YeHHsT CPOPMYITHOEMO
Taxl BIIHOIIEHHS:

Ilpaguno 1. Bionowenna cnioysanna

Bci TexHosoriyHi 00’€KTH MOXYTh OYTH YIIO-
PSAIKOBAaHI il YaC BUKOHAHHS OTIepaIliid 3 aJMiHiCT-
pyBaHHsI mporpaMHoro 3abesmnedeHHs. Hampuknarn,
JIBA TEXHOJIOTIYHUX 00’ €KTH CIiIyIOTh OJUH 3a OJI-

HUM TIiJ1 Yac MPU3HAYCHHS TEXHOJIOTTYHHUX OIeparii
3 aJMIHICTPYBaHHS, SKIIO iXHI BIACTUBOCTI PO3TJIs-
JaOThCsl B TIEBHIH MOCHiJOBHOCTI. 30Kpema, mep-
MU OTIEPALlisIMHU 3 aJIMIHICTPYBAaHHS BHCTYMAIOTh
omepalii 3 MOHITOPUHTY pOOOTH CHCTEMHHX >KypHa-
JiB omepauiiHOi CUCTEMH, 3aBaHTaXEHOCTI olepa-
TUBHOI HaM’SITi, MEPEBIPKU CHUCTEMHHX >KypHAJIB i
KypHamiB Tpanzakuiid. Ilin wac aamMiHiCTpyBaHHS
MPUKIIAJHOTO TporpaMHoro 3abesneueHHs (0a3 nga-
HUX) CIOYaTKy BUKOHYIOTH Ofepauii 3 MepeBipKH
BUTRHOTO TIPOCTOPY Y (Qaitax gaHux (BIIFHOTO Mic-
O y TaONHIAX) 1 TUTBKH TICIS IIHOTO oOrepamii 3
pEe3epBHOTO KOMIIOBaHHS Ta KOIIIOBAaHHS apXiBHHUX
JKypHAITiB TPaH3aKIIii.

BinHomrenHs ciigyBaHHs OyneMo MO3HAYaTH CH-
MBOJIOM = . Y MaTeMaTHYHOMY BHIJISI 3a3HaucHe
BIZTHOIIICHHS MOYKHA 3aITUCATH TaK:

VO, VA, VA; VA, 8S; 4S; 4S; AP
{(AilS:1~45185]) A(4;[Si]~Af[Se])} =
(AilSi] ~Ar[Sf]), “)

ne O; — o6’ext cynposomkenns; A;, A;, Af — one-
parii 3 aAMiHICTpYBaHHS MPOTPAMHOTO 3abe3meucH-
wr S, S, S f — BJIACTHBOCTI omeparlii 3 ajMiHicT-
PYBaHHS POTPAMHOTO 3a0€3II€YEHHS.

Ilpasuno 2. Bionowenns exgiganenmuocmi

ITix BigHOLIEHHSAM EKBIBAJIEHTHOCTI MAacThCA Ha
yBa3i CUMBOJIIYHE BUPAKEHHS TEXHOJOTIYHHX MOXK-
JIMBOCTEH 1 BIACTHMBOCTEN TEXHOJIOTIYHUX 00’ €KTIB.
Hampuxitag, sxmo icHyrOTh N1Bi a00 JEKibKa ore-
pamiii 3 agMiHICTpyBaHHA IPOTPAMHOTO 3a0e3re-
YeHHsI, SKi MOXYTh OYyTH 3aCTOCOBaHi, TO MOXHa
CTBEp/KYBaTH, II0 BOHHM EKBIBaJGHTHI IO CBOiX
TEXHOJIOTTYHHX MOYKIUBOCTIX.

BinHOmIEHHS €KBIBAJIEHTHOCTI MOXe OyTH 3aCTO-
COBAHO JI0 PI3HOTO MPOTPAMHOTO 3a0e3MedeHHSs, s
SIKOTO TIPU3HAYAIOTHCS OTHAKOBI OMeparlii 3 aamiHic-
TpyBaHHS a00 3aCTOCOBYIOTHCS OJTHOTHITHI CIIOCOOU
BIJIHOBJICHHS POOOTH IPOrpaMHOI0 3a0e3MeUYCHHS.
Hanpukmnan, ne omepamii 3 MOHITOPUHTY pPOOOTH
MIPOrPaMHOro 3a0e3MeUYeHHs, onepalii 3 00CIyroBy-
BaHHs IHJCKCIB 1 TaOiauip 0a3u JAaHHMX, CTBOPECHHS
apxiBiB KypHAJIB TpaH3aKIlii 6a3u TaHUX TOIIIO.

BinHomeHHs €KBIBAJIEHTHOCTI MO3HAYNMO CHM-
BosioM =. Tomi y CHMBOJIYHOMY BHUTJISII BKazaHe
BIJIHOILIEHHS OMUCYETHCS BUPA30M

VP,VPs VA;VA; 4S; 4S; 4P
{(ailsd = 4[] ARLST = B[S} =
(4ilsi] = 4ls)]). ®)
ne P;, P; — nporpamue 3a0e3neveHHs;
Aj, Aj, Ay — onepanii 3 aIMiHiCTpyBaHHs NpOrpam-
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HOro 3a0e3neyeHus; S;, S j S f — BIACTHBOCTI OTEpa-
Ii{ 3 aIMiIHICTPYBaHHS MPOTPAMHOTO 320€3TeUeHHS.

Ilpaguno 3. Bionowenna cymicnocmi

SIKIO MeKiabKa TEXHOJIOTIYHUX 00’ €KTIB MOXKYTh
OyTH BH3HAYEHI OJHAKOBUMH BIIACTUBOCTSIMH IIEB-
HOTO CKJIaAy, TO Ii TEXHOJOTiYHI 00’€KTH MaloTh
BiJTHOIIEHHS CyMiCHOCTi. TOOTO, JUIT KOXHOTO TeX-
HOJIOTIYHOTO 00’€KTa 3HAWNEThCS 1HIIWMN, KU Cy-
MicHuH 13 mepmuM. [lo3HaunMo Take BiJHOIICHHS
CHMBOJIOM .

BinHomreHnHs cymicHOCTI MoXke OyTH 3acTOCOBa-
HE 10 Pi3HUX ITap TEXHOJOTIYHUX 00’ €KTiB, a came:
oreparliiina crucrtemMa — 0asza naHuX; oOlepariiHa
cucreMa — MpUKIagHEe MpOorpaMHe 3a0e3NCUCHHS;
omepalliiiHa cucteMa — CIieliaii3oBaHe MporpaMmHe
3a0e3MeyeHH s, mo 3abe3mnedyye poOOTy ApaiiBepis,
JOTIOMDKHOTO 0OJamHaHHS; JePEeKT MPOrpaMHOro
3a0e3I1eueHHs — CII0Ci0 BiHOBIEHHS, TOIIIO.

Y cHMBONIYHOMY BUTIISZI 3a3HAa4YeHE BiTHOIICH-
HSI CYMICHOCTI 3aIACYIOTh K

VO; VP, VA; S, 4S; 4S; 3P {(0,[S] =

= B[S D AP [Sf] = 4[]} =
(Oi[si] « Aj[Sj]); (6)
ne O; — 06’ekt cynpoBo/kenHs; Pr — nporpamue
3a0e3nedenns; A; — oneparis 3 aJMiHICTpyBaHHS

nporpamHoro 3abesnevenus; S;, Sy, Sj — BuacTu-

BOCTI 00’€KTa CYNPOBO/DKEHHS, MPOTPAMHOTO 3a-
Oe3nedueHHs, onepariii 3 aJIMiHICTpyBaHHS.

Ilpasuno 4. Bionowenns 63aemooii

SIxkmo nBa a0o OUIBIIE TEXHOJIOTIYHUX OO0’ €KTIB
JIOTh CYMICHO, ajie MalOTh OJIHAKOBI BIIACTUBOCTI TTiJ
Yac peaizallii ornepariii 3 aAMiHICTpyBaHHS, TO BOHH
€ y B3aemomii. [lo3HaunMo Bka3aHe BiTHOIICHHS B3a-
emomii uepe3 ——. JlilicHO, Oiibllla YacTHHA TEXHO-
JIOTTYHUX 00’€KTIB B3a€MOJIIOTH OAWMH 3 OJHHUM IIiJI
4yac BUKOHAHHS CBOiX (ynkiii. Hampukian, nporpa-
MHe 3a0e3nedeHHs 0a3u aHuX 1 MPUKIagHe Mporpa-
MHe 3a0e3nedeHHs nepeOyBaloTh y B3a€MOJIT mif] yac
BUOOpY onepatiii 3 aAMiHiCTpyBaHHSI.

BigHomeHnHs B3acMOil MOXHA 3aIIMCATH TaK:

YO; VP, VA; 4S; 4S 4S; 3P {(0,[S] =
Pr[Se] = 4[]} =
(OS] ——=PelSp| == Ajlsi])- (@
OTKe, HaBeEH] BHINE BiIHOIIEHHS JO3BOJISIOTH
YCTaHOBUTH Ta (hOpMalli3yBaTu B3a€MO3B’SI3KH MiX
TEXHOJIOTIYHUMH 00 €KTaMu, sIKi OepyTb y4acTb y

npoleci Mpu3Ha4eHHs (MPOEKTYBAHHSA) TEXHOJOT1Y-
HUX omepauii 3 aIMiHICTpyBaHHS IPOrPaMHOTO

3a0e3MeyUeHHsT aBTOMATH30BaHUX iH(pOpMaLiiHO-
TENEKOMYHIKAIIHHAX CUCTEM 1 CTBOPIOIOTH MEPETyMO-
BH IOJ0 PO3poOeHHsT (opMaTi3oBaHUX YMOB CHH-
TEe3y MPOEKTHUX PIlICHb.

5. BUCHOBKH

AHaTI3y0un TEXHOJIOTII0 3aCTOCYBAaHHS IMPOTpa-
mHOro 3a0e3nedeHHss AIC y yacTHHI BU3HAYEHHS
orepariiii 3 axMiHICTpyBaHHs, HEOOXiTHO 3a3HAYHTH,
o iXHe MpU3HAYeHHS MOXe OyTH 37ificCHEeHO muis-
XOM PO3pOOJICHHS JIOTIYHOI CXeMH Mpolecy o0ciy-
TOBYBaHHS POTPAMHOTO 3a0e3MeUeHHS.

VY pesynprari AEKOMITO3UII] 3a7a4i TeXHOIOTid-
HOTO TIpoIecy OOCIYroBYBaHHS MPOTPAMHOIO 3a-
Oe3MeyeHHs CTajJ0 MOYKJIMBHM TaKe.

1. Po3poOutn MmaTeMaTHYHy MOJIENb CTPYKTYPHO-
TEXHOJIOTIYHUX B3a€MO3B’SI3KIB €JIEMEHTIB MPOTpaM-
HOro 3a0e3leyeHHsl, SKa JO3BOJIMIIA BHOKPEMHTH
OCHOBHI  BIJHONIEHHS MDK  TEXHOJIOTIYHUMU
00’€KTaMH Ta PO3KPUTH IXHIO (hOpMAIEHY CTPYKTYPY
3 BUKOPHCTAHHSIM JIOT1KO-MaTeMaTHIHOTO arapary.

2. ChopmyrroBaTH BiIHOIIEHHS  CIIiTyBaHHS,
€KBIBAJIEHTHOCTI, CyMICHOCTI Ta B3a€MOJIii MK TeX-
HOJIOTIYHUMH 00’€KTaMH, sIKi OepyTh ydacTh B 00-
CIIyrOBYBaHHI MPOTPaMHOro 3a0e3MeueHHs, M0 JI0-
3BOJISIE CTBOPUTH (hOpMaiIi3oBaHi yMOBU aBTOMAaTH-
30BaHOTO TMPOEKTYBAHHS PI3HUX MPOEKTHHUX PIlICHb
ITiJ] 9ac po3po0IIeHHS oTeparliid 3 aAMiHICTpYBaHHSI.

VY mnopanpLIOMy aBTOpU IUIAHYIOTH PO3POOUTH
METOJIMKY TPOEKTYBAaHHS OKPEMHX MPOEKTHHX IPO-
Leayp, 10 HAIEXAaTh J0 CKIAJ0BUX TEXHOIOTIYHOTO
mporecy OOCIyrOBYBaHHsS, Ta MNpPEACTaBUTH iX 3a
JIOTIOMOT'O0 JIOT1KO-MaTeMaTHYHOro arnapaTry 3 Me-
TOIO  MOJANBIIOr0  3aCTOCYyBaHHA  3aco0amu
KOMIT FOTEPHOT TEXHIKH.
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Model of structural and technological
interrelationships of software administration
and recovery operations

During the operation of the software, a significant problem is to determine the list of operations that are necessary
to ensure proper operating conditions of system-wide, application software, namely the appointment of opera-
tions/measures for software administration and rapid recovery after accidents and damage/damage by computer virus.

The article considers the application of the logical-mathematical apparatus for the formalization of maintenance, admin-
istration and restoration of software during the operation of automated information and telecommunications systems and
complexes. It is shown that researchers when considering the problems of software operation mainly focus on improving the
maintenance, maintenance and reengineering of software, in particular on the description of the sequence of interconnected
processes, methods and tools of software maintenance, software operation in terms of its reliability, the need for methods and
means of identifying design defects, as well as forecasting the number of errors during operation of information systems The
paper presents a logical scheme of the software maintenance process, which reflects the logic of solving problems and, in its
basis, represents a set of logically ordered design procedures in the form of systems of sets and relations.

For the formal presentation of the technological process of software maintenance of automated information and tel-
ecommunication systems and complexes, its decomposition is used. The design of the technological process of software
support is expressed through morphological, informational and mathematical models. The paper formulates the rela-
tionship of following, equivalence, compatibility and interaction, which allow to establish and formalize the relation-
ship between technological objects involved in the process of appointment (design) of

technological operations for the administration of software for automated information and telecommunications sys-
tems and create prerequisites for development of formalized conditions for the synthesis of design solutions. With the
help of a mathematical apparatus based on the logic of predicates, examples of various design solutions are given,
which allow to design software maintenance operations by means of computer equipment.

Keywords: software reengineering; software maintenance automation; decomposition of the technological process.
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PO3POBJIEHHA MOAEJNEW YMNPABJIIHHSA
PU3SUKAMM Y NMPOEKTAX KIBEPBE3IEKH
3 BUKOPUCTAHHSAM HEUYITKOI JIOI'IKM

Cmammrio npucesyeHo aHanizy ymMo8 peanizayii cmapman-npoekmis y eanysi Kibepoesnexu, sKi cb0200HI peanizy-
ombCs ma QIHAHCYIOMbCA 0epI*HCABOI0 3a OONOMO20K0 CYYACHUX THQOPMAYIHUX meXHo02il. V yil eanysi 3’ 619embcs
6azamo pi3HOMAHIMHUX CIMAPMAN-NPOEKMIB, NO8 S3AHUX [3 OYPXIUSUM PO3GUMKOM IHQOPMAYIUHUX MEXHONI02IU | mex-
Honoeill 3axucmy ingopmayii. OOHAK MOHNCIUBOCT OePIHCABHO20 DIHAHCYBAHHA A 3ATYYEH020 NPUBAIMHO20 PiHAHCY-
8AHHA MAKUX NPOEKMIB € 0OMENCEHUMU, WO NeBHUM YUHOM CIMPUMYE MONCIUBOCMI NOOANbLULIO20 po3sumKy. Omoice,
nocmace 3aoaya i06opy 0 peanizayii Kpawux cmapman-npoekmie y 2any3i kibepoesnexu, uwjo y coio uepey eumazac
PO3POONEHHS HeOOXIOHUX MoOenell | Memooie MoOent08anHs. Jocnioxiceno ma npoeedeno ananis inpopmayitiHux odice-
pel, AKi nOKA3ylomb, wo numanHs oyinoeanus egpexmusnocmi 1T-cmapmanie onpayvosane HedOCMAamHub0, 0CoOIUBO
01 BUKOPUCIMAHHA NPOOYKMIE MAKUX NPOEKMIE Y NumanHaAx kibepboesnexu. Lle naxnaoae 0ooamxosi eumozu i ooMme-
orcenns na IT-npodykmu makux npoexmie i Ha cami npoyecu Ynpasninisa exazanumu npoekmamu. Kpim mozo, maii6ym-
He cmapmanie i3 kibepbesneku nos a3aHo 3 bazamvma napamempami, AKi Ha NOYAMKOBUX CMAOIAX PO32NA0Y NPOEKMY
€ 8eIbMU YMOBHUMYU MA MAIOMb NPO2HO308aHUll Xapakmep. Tomy 0na npuliHamms npoEKmy 00 po32iady OOYibHO GU-
KOPUCMOBY8Amu Memoou Heuimko20 MoO0ento8ants. 3a 00nomoz0i0 Memooy He4imKux MHONICUH € MOJICIUBICb BUKO-
PUCOBYBAMU HEYIMKI 3MIHHI, SIKI 8I000PANCAIOMb HEBU3HAYEHICIb OEsKUX NaApamMempie makux npoekmis. 3anponoHo-
6aHA MemOOUKA OO0CHIONCEeHb OA3YEMbCS HA AHANI3 eheKMUEHOCMI NPOEKMIE | SBUKOPUCTNAHHI MemoOi6 HedimKux
MHOdCUH. TIp0800AYYU O0CNiONHCEeHH 05l OYIHIOBAHHA NOKASHUKIE NPOEKMY, KOPUCMYBAIUCS HEUIMKUMU NAPAMEMPAMU.
s ybo2o noby0osano QYHKYil HaANEHCHOCMI, SKi 6CMAHOBNIIOIOMb CMYNIHb HANEHCHOCTI HeUimKol MHOMCUHU. K mun
@ynxyii obpano modenv mpaneyii ma 3a0aHo napamempu, sAKi 8i0N08i0aOMy NeCUMICMUYHOMY, OA3080MY U ONMUMI-
cmuunomy cyenapiam. Hoeusnowo pobomu € 8u3HaueHHs NOKA3HUKA CMYNEHA PUUKY CIApman-npoexmy, aKuil 3aie-
arcums 6i0 Kpumepiio egpexmugnocmi npoekmy. JJosedeno 3anedxicHicms NOKA3HUKA CMYNeHs. PUSUKY NpoEKmy 3 Kibep-
be3neku 6i0 3HAUeHHs Kpumepiio epekmugnocmi npoexmy. 3anponornosanutl nioxio NoKaA3ae c80K OOYLIbHICMb I MOJice
Oymu gukopucmanuil 08 AHALIZY CIMAPMAan-nPocKmie HAYKOSYIMU, NPOEKMHUMU MEHeOHCepamu, NiONPUEMysmMy ma
iHeecmopamu, axigyamu 3 Kibepoesnexu.

Knwouoei cnosa: cmapman, xibepnpocmip, npockmu 3 kibepbesnexu, ingpopmayitini mexronoeii, pusuxu, IT-npooyxkmu,
HeYimKi MHONCUHU.

1. BCTYII Typy (TpaHCHOPT, €HEepreTHKa, 3B'I30K Ta iH.) 3

CyuacHuii po3BUTOK iH(opMamiitnux cucrem METOIO caborascy [1] Tommo.

IPYHTYETbCS Ha IOJAJbIIOMY BHKODUCTaHHI Ta 3 ornsny Ha ue, Kibeparaku Ha IH‘I’OPM?HIHHY
BJIOCKOHAJEHH] MeTOiB KibepOesmekn Ta saxucry —HPPACTPYKTYPY CTAH PEALHOIO 3arpo3ol0 i € o11-
indopmarii. Aunanis Tennennuiit kibepsnounnnocri, HI€IO 3 TPIOPUTCTHUX npoieM HALlOHANBHOT Oe3-
0 € 3arpo3olo iHopmaniinii Oesmeni kpaimm, TEKH M YUPABIIHHA PHIHKAMH. Takum unHOM, 3
yKasye Ha HOBi pyHHIBHI NpaKTHKH, MO po3BMBa-  HAYKOBOI TOUKH 30pY CIiJl NIPHIUIATH 3HAYHY yBary
I0ThCS B KiOEpIPOCTOpi, BKIIOYAIOYHM 3/10YMHHE PO3BHTKY METOIB YIPABIiHHS PH3MKAaMH, SKi JO-
BUKODHCTAHHS  iHTepHETY (KiOep3IOuMHHICTB), 3BOJIAIOTH MOJEIIOBATH MaliOyTHIO TOBEAIHKY CKIia-
IINUTYHCTBO 3 MOJNITHYHOK a00 EKOHOMIYHOK JAHUX iH(QOPMALIHHUX CHCTEM y pasi Pi3HOro pomy
METOI0, a TAKOK HallaJu Ha KPUTHYHY iH(pacTpyk-  aTak i BinmoB [2].

© Mopo3sos B. B., Kogomieun A. C., 2021
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Pasom i3 TuM, JOCTaTHHO €PEKTHBHMM Yy AOCIHi-
JPKEHHSIX TaKoTo CIPSIMYBaHHS € BAKOPHCTaHHS METO-
miB 1 TexHonoriit ynpasninns IT-npoekramu [3]. bi-
JIBIIIE TOTO, YIPABIIHHS PU3UKAMH € OJHI€IO 31 CKIIa-
JIOBUX Taly3eii 3HaHb B yIPABIIiHHI IpoeKTamu [4].

OpHak mocTaTHS KOHCTPYKTHBHA 1 TEXHOJIOTidHA
CKJIaIHICTh MOOYIOBU Mporpam po3poOJIeHHS CKIa-
naux [T-pomyKTiB BUMarae BUKOPUCTAHHS HE Tijb-
KM TIPOEKTHOTO Miaxoay [5], a mie cremiaabHOro
amapary, sSIKUi 3JaTHUN KepyBaTH PU3UKAMHU B YMO-
BaX HEAOCTAaTHHOI iH(pOpMAIi Ta HEBH3HAYCHOCTI.
Haii6inpim npugaTHIM y OMX YMOBax € amapar He-
YITKMX MHOKHH 1 HEIITKOT JIOTIKH [6].

JocBin mokasye, MO Ui aHAJIITHYHOTO 00p00-
JIeHHS 3HaYHUX 00csATIB iH(pOpMaIii po B3aeMOIi0
kiieHTiB 3 IT-cUCTeMOI0, BUKOPUCTaHHS iHHOBAITiH-
HUX MIIXOAIB 1 HEYITKOI JIOTIKM MaTHMe 3Ha4YHHI
BIUTMB Ha ¢()eKTUBHICTh CTBOPEHHS MPOTPaM PO3BH-
TKy (IIPOEKTIB) y Taimy3i KibepOesreku.

2. AHAJII3 IHQOPMAHIFIEIHX
JUKEPEJI TA ITYBJIIKAIIIN

[MuTaHHsIMH TOCHTIHKEHHS IHHOBAIITHOTO PO3BH-
TKy Yepe3 MPOEKTH 3aliManuch Taki BueHi: CTiBeH
bnanxk [7], bpen ®enn, dxeticon Menaenscon [8].
Cepen yKpaiHCBKHX y4YEHHX y Taly3i YHpaBIiHHI
MPOEKTaMH, JOCIIKEHHs, TIOB’13aHi 3 BUKOPUCTaH-
HSIM LIHHICHOTO TIIXOMy JUIsl iHHOBaIliHUX TPOEK-
TiB, npoBoawin: Bunencekwii I1. JI. [9], Bymyes C. /1.,
SApomenko @. A. [10], Hunec I'. JI. [11] ta in. [Ipu-
4oMy e(DeKTHBHICTH MPOEKTIB BUBYAIACS B MyOITiKa-
IisSX YKpaiHCHKUX 1 3apyOiKHUX YUYCHHX, TaKHUX SIK
KonecuikoBa K.B. [12], Kononenxo 1. B. [13],
Moposzoe B.B. [14], binommmskuii A. O. [15],
Timincekuii O. I'. [16], Ta i1HO3eMHUMH BYCHUMH —
Homnaka 1., Takeyum X. [17], Tepmep P. [18],
Minomesuu /1. [19], Tom JeMapxko [20] Ta iH.

Amnani3 iHpopMaIliiHUX JPKEpesT MoKa3as, 10 HUHI
MUTAHHS OIIHIOBaHHs e()eKTUBHOCTI CTapTaIliB y ra-
nmy3i KiOepOe3rekn omparbOBaHe HEIOCTaTHRO, He
3B MOXKHA BUKOPHCTOBYBATH KJIACUYHI aHATITHY-
HI METOIH, OCOOIMBO I 3aa4 13 HEBU3HAYEHICTIO.

Takox mpobnemu pearizauii iHHOBALIHHOTO CITiB-
POOITHUIITBA 3 TOUKH 30py MaKCHMizallii MPHOYTKY BCix
3aIliKaBJICHUX CTOPIH MO0 30UTBIIEHHS IXHBOI IIHHIC-
HOI 3alKaBJIEHOCTI € III€ HEIOCTATHLO JOCIIDKEH] I
MOTPEOYIOTH HOBUX PO3POOJIEHB 1 yJIOCKOHAIICHB.

Mema cmammi. MeToro cTatTi € po3po0iIeHHs Me-
TOJIMKY OIIHFOBaHHS Oe3nekoBux pusukiB B IT-mpoexk-
Tax pO3pOOJIEHHSI CHCTeM 13 KibepOesrieku y Qopmi
cTapTariiB Ha OCHOBI TeOPii HEYITKUX MHOMHH.

3. BAITPOITIOHOBAHA MO/IEJIb
IMETOA MOAEJKOBAHHSA

Sk 3a3HaYCHO BUIIE, HAYKOBI JOCITIHKEHHS 3 PO3-
POOJICHHSI EKOHOMIKO-MaTeMaTHYHUX MOZEJIeH aHa-
73y eheKTUBHOCTI cTapramiB i3 KibepOe3neku Mmot-

13

peOyIOTh TIeBHOTO BAOCKOHANICHHS. OMHAK Taki Mo-
Jeri ¥ BIATIOBiAHE MOJENIOBaHHS 4acTo IOB’SI3aHi 3
BiACYTHiCTIO HeoOXigHoi iHpopmanii. Ile meBHUM
YMHOM BIUTMBATHME Ha PU3WKOBI TOMIl, SIKI MOXYTh
TPaNUTUCS Y MaOyTHROMY 3 TaKHMH TPOEKTAMH 1
OyAyTb BIUIMBATH HE TUIBKM Ha YCHIX peaiizamii
MPOEKTY, aJlic ¥ Ha Oe3MeKy He JUIIE 3aMOBHUKIB 1
BHKOHABIIIB MTPOEKTY, a il Ha HOTo OoTOoYeHHS. ToMy B
LbOMY BHUIAJKY JOLIIBHO BUKOPHCTOBYBATU HEUIT-
K€ MOJIENIOBAaHHA. 3a JOMOMOI0I0 METOIY HEWiTKUX
MHOXHH OyAyIOThCS HEUITKi 3MiHHI, sIKi BimoOpa-
JKaroTh HEBU3HAYCHICTS [8, 21, 22].

OcHOBHa i/1es1 3aCTOCYBaHHS I[HOTO amapary Io-
JSITa€ B TOMY, IO OyAb-SKWH €KOHOMIUHHUH MOKa3-
HUK TpPakKTYeTbCA SK IHTEpBalIbHUH, 3aa€ThCS HE
KOHKPETHHM YHUCIIOM, a OESIKUM IPOMIXKOM, y BH-
sl HediTkol MHOXKHHU. Lle BimmoBimae curyarii,
KOJUA JOCUTH TOYHO BIZOMI JIAIIE MEX1 3HAYEHb
[IOKa3HHKA, B SKHX BIH MOXKE 3MIHIOBaTHCS, aje
BiJICYTHsI Oy/b-fiKa KibKicHa a0o sikicHa iH(opma-
i PO MOXKIWUBOCTI ab0 WMOBIPHOCTI peamizartii
pi3HUX HOTrO 3Ha4YeHb yCepeAMHi 3aJaHOro iHTepBa-
ay. MogensM, moOymoBaHMM Ha HEYITKIH JIOrili,
BIIACTHBA MOJIMBICTH aJialTallil 0 MiHINBAX yMOB
3aCTOCYBaHHS 1H(POPMAIITHUX CHUCTEM, K MPOIYK-
TiB O€3MEKOBUX CTapTaN-NPOEKTIB [22, 23].

Peamizamito MareMaTH4HOT MOJAETI PO3TITHEMO
Ha KOHKpEeTHOMY Tpukiaji. Hexait moyarkoBi iHBec-
taiii Juist neBHoro IT-crapramy 3 kiGepOesneku
CTaHOBIATH Onm3bko 7—10 muH TpH. ocmimkeHHs
MIPOEKTY NMPOBEJEMO Ha OCHOBI NPHUBEICHOT BApTOCTI
i BHyTpilmHBOI mpuOyTKOBOCTI [23]. Bu3Haummo
LiHHICTH cTapTan-npoekTy 3 Kidepoesneku (CIIKB)
sIK P — pi3HUIS MK TPOLIOBUMH J0XO/IaMH i BeJU-
YHHOIO ITOYaTKOBUX BUTPAT:

n V
* I
kK=L(1+Tr)
ne Ip— o0cCsr MepBUHHUX THBECTHIIIN JIISI CTBOPECHHS
crapraity; V,— HaJXOJ/UKEHHs Ta TuiaTexi (mpuoy-

1)

lo

TOK) y k-My mepioni; m — 4ucio nepioais; r — cTas-
Ka JUCKOHTYBaHHS B K-My mepiozi.

3amaemo nokazuuku CIIKDB, sik HewiTki mapamMer-
pu. Jus nporo mobOyryemMo Uit HUX QyHKINT Haex-
HOCTI, SIKi BCTaHOBJIIOIOTh CTYIIiHb HaJEKHOCTI He-
YiTKiii MHOXMHI. 3 ypaxyBaHHsAM Bupa3zy (1) BuzHa-
YUMO 3MiHHI, SKi TPEJACTaBUMO B HEUITKIH (Hopmi.
e nouarkoBa iaBectuiis y peanizamito CIIKB — I,
npubyTok — V, cTaBka IMCKOHTYBaHHS — T

BubepeMo Mexi 3MiH JTOCHTIDKYBaHHX MOKA3HHKIB.
3agamo Uit HUX (YHKIIIT HAJIGKHOCTI y BUIIISII Tpa-
neuieBuiHOT QyHKIil. CTBOPEMO MHOKHHH Q-PiBHS.
Bynyroun MHOKMHM @-DiBHSI, OTPUMYEMO HaOJIKEHE
PO3KIIaIaHHs HEYITKOI MHOKHHH (prc. 1).

BukopuctoByroun onepauii Hag — @-piBHSAMH,
3HaieMo P i oTpuMaeMo HaONMWKEHE PO3KIIaJaHHS
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HediTkoi MHOXHHU P, 3a piBHAMH 0. DakTH4HO
noOyayemo QyHKIi0 HajgexHOCTI anst Py, , siKy Oy-
JIEMO JOCIi[KYBaTH.

TpanemieBuaHEe HEUITKE YUCIO 3aIHCYETHCST Yy
BUTTIAIL A= (Anin,32,33,0max)- EIEMEHTH MHOXUHH
A OIHO3HAYHO MICTATHCA Y TIaMa3oHI [dmin>Tmax > @
niamaszoH [ap,a;] — 1me BIAPI30K TOJEPAHTHOCTI
(iaTepBan cTiKKOCTi), TOOTO €NEMEHTH MHOKUHU A
NpUOIU3HO TOPIBHIOIOTH OYAb-IKOMY YHCIY 3 LbO-
ro Bimpi3Ka.

APTYMEHTH dpyin,d2,03,dmax HA3UBAIOTH 3HAYYIH-
MH TOYKaMH HewiTkoro uncia A. Onucyroun matema-
TUYHY MOJIEJb 32 JIONIOMOTOI0 TpAaleLieBUAHUX Hedi-
TKAX YUCETI, 3HAYYIIl TOYKH MOXKHA IHTEPIPETYyBaTh
SK TIECUMICTUYHUM, HAMOUIBII IMOBIpHUI Ha Biapi3-
Ky, 1 OITUMICTUYHUI ClIeHapil PO3BUTKY CUTYaIlii.

[lepenbadaeThes, MO TOYATKOBA IHBECTHINS Y
CIIKb cranoButh 7—10 MIIH TpH., 33/1aEMO MHOXXH-
Hy Iy uncnoBumu napamerpamu Iy= (7; 8; 9; 10).

1

0.9
08 +
0,7
06
05
04
03
0.2

0.1

2 amin amax

Puc. 1. I'padik dyHKLUiN HanexHOCTi TpanewiesngHoi hopmu

3aaeM0 MHOKHHY TPUOYTKY YHCIOBUMH Tapa-
metpamu V = (4; 4.5; 5.5; 6). J{ns cTaBoK JTUCKOH-
TyBaHHS 1 < 21,5 % peanizanis CIIKb € npubyTtko-
BUM, OCKIJIBKH HOro mpuOyTKoBa BapTicts P>0. J{ns
CTaBKM IUCKOHTYBaHHSA 1= 21,5 %, noxonm Big pea-
mizanii CIIKb n0piBHIOIOTH 1HBECTHLIHHUM BHTpa-
tam. lle MakcCHMaJbHO MOXKJIMBA CTaBKa JIUCKOHTY,
npu sSKi MOXKHA IHBECTYBaTW KOIITH 0€3 BTpaT.
Bubepemo cTaBKy AMCKOHTYBAaHHSI Ty MeXax Bix
12% no 21 % i3 BiporizHuM 3HaueHHsSM 17 %.
3ajaeM0  MHOXWHY  YHCJIOBUMH  IapaMeTpamu
r=1(0.12; 0.14; 0.18; 0.21). TpanenieBunHa QyHKIIis
HAJIC)KHOCTI B 3araibHOMY BHUIAJIKy MOXe OyTH 3a-
JlaHa aHATITUIHO BUPa3oM (2).

Amnanoriyno mnoOyznoBaHo (GYHKUIT HaJIeXKHOCTI
s Iy, R. Jdani OymyeMo HaOJMMKEHE PO3KJIaJaHHs
HewiTkuX MHOxHH Iy, V , 7 o a-piBHsx. Po3spaxo-
ByeMo Mexi MHOXuH Iy, V , r npu 3ananomy 3Ha-
YeHHI 0 — IHTEepBaIH JOCTOBIPHOCTI.

Ob6upaemo 10 piBHiB @ Ha Bigpi3ky [0,1]:
a<{0,1,0,2,0,3,04;0,5;0,6;07;08;09; 1 }.
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fT(X;amin;aZ;aB;armx):

0, X < Ay,

X—a,

—m . a, <x<a,
a; — Qi

=41 a, 2 X=a, N )

Qpax — X

e , a; <X<ap,
Aax — 3

0, Aoy <X

J€ Qs Ao Qg Ay ay— ACAKI YMCIIOBI TAPAMETPH, K1

Ha0yBalOTh JOBUIbHI NiHCHI 3HAYCHHSI.

Jly1s po3paxyHKy iHTEpBaJIiB JOCTOBIPHOCTI MIPH
3aJaHOMY 3HAYCHHI ¢; 1 PO3B'S3yIOTHCS PIBHAHHS
BUTJISTY

1(X); =, V(X) =4, 1(X), =

IHTepBanM JOCTOBIPHOCTI MPENCTABISIOTHCA Y
BUTJISA/II MATPHIIb 3 €IIEMEHTaMH

Vay, Va,, Re,(i=1..10; j=12).

j?
BuxopucTtoByroun MaTpwuil iHTEpBaNiB JIOCTOBI-
puocri le Va ,ra |, suaiinemo pyukuio

Iaij,

Pa(laVa,ra) 3a popmynoro (3):
n
Va
o (l+ra)
Pe3ynbTaT po3paxyHKiB 3alMCYEMO Y TaOJIHIIIO.
®ynkuis P mae Tpaneuiesnmuuii BUrISAA, npu-
somy P, = 0571, P = 0958, P,, = 009.

P, = P, — necumictuunmii cuenapiit, P, — onrumi-

Pa(la,Va,ra)=—la+

cruunuil cuenapiii. P,, P,— 6asose 3nauenns. Otpu-

MaHi po3paxyHKH 3HaueHb P, mokasano Ha puc. 2.

HeuiTki uncna € 10cuTh 3py4HAM CIIOCOOOM MO-
JIENIIOBAaHHsI CTApTAIN-TIPOEKTIB 13 HEOJAHO3ZHAYHHMHU,
IMOBIpHICHUMHU XapakTepucTukamu. Ilin gac BHKO-
PHUCTaHHSI HEUYITKMX MHOXHH (OpMYJia PO3paxyHKy
P tpancopMyeThCS TAKMM YHHOM:

[P PZ’PS’Pmax]:_[Imin’I I5,1

min ! 21 737 "max
[Vain sV Vs Vi )
@+[Ruins RoRey R )
VYHacHiiok po3paxyHKIB MU OTPUMYEMO Tpa-
IICH1€EBUIHEC HCUYITKEC 3HAYCHHA IIOKA3HUKa
P=(Fun PP P)-

[Ipoextr CIIKb mMae mo3WTHUBHY LiHHICTH, SIKILO

]+

n

+>

k=1

(4)

min ?

P Gyne Ginbme 3amanoro iHBecTOpamu KpHUTEpirO

W. e W — ouiHioBaHHS pPU3MKY IHBECTHLIH —
BU3HAYCHHS KPUTEPIiB, 3a SIKUX pPE3yJbTylOue 3Ha-

4eHHs iHBecTULiiiHOro mpomecy P Oyne mmkue

BCTAHOBJICHOI'O T'PaHUYHOT'O piBHH.
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Tabnuuys
Matpuui laVea,ra
rL IR VL VR rL rR
0 4 10 4 6 0,12 0,21
1 4,15 9,85 4,1 59 0,125 0,206
2 7,3 9,7 4,2 58 0,13 0,202
3 7,45 9,55 4.3 57 0,135 0,198
4 7,6 94 44 5,6 0,14 0,194
5 7,75 9,25 45 55 0,145 0,19
6 7,9 9,1 4,6 54 0,15 0,186
7 8,05 | 895 | 47 53 | 0,155 | 0,182
8 8,2 8,8 4,8 52 0,16 0,178
9 835 | 865 | 49 51 | 0,165 | 0,174
10 8,5 8,5 5 5 0,17 0,17

Hexait W— BubOpane rpannyHe 3HaueHHS. Y il
3a7a4i 3 HEUITKUMH 3MIHHUMH OL[IHUMO MOKIHABICTH

noxii P <W , mo Bu3Havyae pusuk TOro, Mo npoexT
BHUSBUTHCS HE€(DEKTUBHUM.
OCKUJIbKM pe3ynbTaToM po3paxyHKy P e meuir-

K€ 4HCJI0, TO MOKJIMBI Taki BapiaHTH HOTo CIiBBij-
HOIICHHS 3 KpuTepieM epekruBHocti W (puc. 3).

C

1
09
08
0,7
0,6
05
04
03
0,2
01

0,7

0,719264069
0,737931034
0,81426146
0,83392555
0,85311973
0,871848739

0,571428571
0,594444444
0,616814159
0,638546256
0,659649123
0,680131004
0,756008584
0,773504274
0,773504274
0,890117253
0,907929883
0,942205638
0,958677686

Puc. 2. Mpadvik dyHkuinn P

3azHaveHi miomi Qiryp MOXXyTh OyTH 3HAMIEH pi3-
HUMH TUIIXaMu. Y Hal3arajibHIIIOMY BUIIIS ILIOIIA
dirypu ua inrepsani [a,,,, W] sBuste coboro nesunii
iHTerpan Big QyHKIii, o ooMexye hirypy 3Bepxy:

w
S(az,':-lmin) = I Hies dX’ (5)
8nmin
ne Wy g~ (GYHKIS, 10 JTA€ OTUC J1i80I YacmuHu
(GYHKIT HaJEKHOCTI TparnenieBUIHOr0 HeUiTKO-
ro umcia P.

v W R W B

d

Puc. 3. Bu3HayeHHs1 CTyneHs pu3mnKy nNpoekTy 3 kibepbesneku

Ockinbku rpadikoM QyHKIIT HAJISKHOCTI Tpare-
IIEBUAHOTO HEYITKOTO YHUCIA € Tpameris, TO s

OTpUMaHHs piBHAHHA (yHKIi /s cKOpuCTaEMOCS

(hopMyIoro mpsAMoi, 10 MPOXOAUTH Yepe3 AB1 TOUKH:
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Het —Ha _
Hy = Hiin
3uaroun, wo L4y =0 B TOU X = 8 1 e =1

X—a,
a, —ay,

npu X =a,, MH MOXKEMO OTPUMATH TaKe PiBHIHHA
rpadika QyHKIIT L4 :
X—a,
a, —ay,
Tenep, 3Har0un (GyHKIIFO, MU MOXEMO OOYUCITH-
T TUIoIy (irypu:

Hieg = (6)

(VV _amin)

2(a2 - amin) .

w
S(amin wy = I Lyt AX = (7

Amin

[Tnomy Bci€i 00nacTi MOXKIMBHUX 3Ha4YeHb P 00-

YHUCIIMMO 3HAYHO MPOCTIIlIe, SIKIIO 3TrajilaTH, IO Tpa-
¢ik QyHKIIT BTaCHOCTI € Tpamnenis:

a, —ady,)t(a3—a
S g = 2B %) g

OTxe Tenmep MOXXEMO OTPUMATH PO3PaxXyHKOBY

(bopmyity mokasHUKa pU3HKY IpH i, <W < a, -
(\N — 8nmin )
= -9
(aZ — 8nin )(amax —8nmin )(az - az)
V Bunagky a, <W < aj crynminb pusuky R Oy-

JI¢ BU3HAUATHUCS I10 aHAJIOTII 3 IOIEPEIHIM BHUIIAJ-
KoM (puc. 3, ¢):

R - S@wa) *Saw
Se,a.)
i€ R — NOKA3HUK CTYIEHS PU3KKY IPOEKTY,
S(a a,) T S(a,w)— Tioma obnacti HeedekTHBHHX
IHBECTHIIIH,
S(a, a_ )~ IUIOLIA OGJIACTI MOMKIIMBUX 3HAYEHD P.
) =y (10)
dopmyna nokasHuKa pu3uKy a1d a, <W < aj :
R = (ZW)—az ~ 8nin (11)

(amax _amin) + (3-3 _az)
Axmo az <W <a

OyJie BU3HAUYATHCS IO aHAJIOTI] 3 MONEepeHIM BHIIA-
akoM (puc. 3, d):

maxs TO CTYIiHb PHM3UKY R

S(am ) T S(a,,85) T S(a, W)

R= , (12)
S(amin vamax) '

ne R — nokasHuk cTyneHs pusuky npoexTy,

S(a

KTUBHHUX 1HBECTHULIIH,

Sa

a) T S(a, a,) t S(a,w) — Ioma obnacti neede-

min ¥

a_ )~ IUIOIIA O0JIACTI MOXIINBHX 3HAYCHB P.
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<
max —

30H 3HaueHb P OJIHO3HAYHO MEHINE OIIHHOTO KPH-
tepito W , Lie TOBOpUTHL TIPO T€, IO PU3MK TAKOIO
npoekTy ctaHoButh 100 %, T06TO R=1.

Y migcymMKy s BCiX OINUCAHWX BUMAJKIB MU
MOJKEMO 3aIHCATH TaKy CHCTEMY PillleHb, sika 3Had-
HOIO MIpPOIO CTIPOIIy€ MEXaHI3M pPO3pPaxyHKYy PH3H-
KiB iHBECTHLIIHHHUX CTapTal-IPOEKTIB:

VY Bunmaznky a W, yBech oTpumMaHnuii aiama-

0, W<a,,,
2
(W_amin) ' amin <WS8.3,
(aZ - amin)((amax - amin) + (as - az))
—a - 13
R: (ZW) az amin ' az <W Sas, ( )
(amax - amin) + (aa _aQ)
2

1- (B W) : a,<W<a,,

(amax - as)((amax —ay, ) + (a3 - az))
! a <W,

Ie @i, — HWKHSI MeXa IHTepBaJly 3HaueHs P,

a, — KpaiiHs J1iBa MeKa iHTepBally CTIHKOCTI (ToJe-
paHTHOCTI) 3Ha4eHb P,

a3 — KpaiiHs mpaBa MeKa iHTepBaily CTilKocTi (To-
JIEPaHTHOCTI) 3HaYeHb P,

Q.2 — BEPXHS MeKa IHTepBajly 3Ha4eHs P,

W — kpurepiii epextuBHOCTI peanizauii craprarmn-
MIPOEKTY.

TakuM YMHOM, OTPEMYEMO MOJIENb, 32 JIOTIOMO-
TOI0 SIKOi MOXKHA PO3paxyBaTH PU3HMKH 1HBECTOPIB
Ml 9ac BKJIQJICHHS KOIITIB Y CTapTan-TIPOEKTH 3
kibepbesneku. Bapro 3a3HaumTH, MO I MOJEINb
pO3paxoBy€ OIIIHKA PHU3UKY IHBECTYBaHHS B CTa-
PTan-TpOEKTH JUIA 1HBECTOpa (JepXaBh) 3aJEKHO
BiJl KpuTepito eeKTUBHOCTI cTapramny (puc. 4).

0,9

0,7
0,6
0,5
04
03
0,2
0,1

0,113897281
0,224596957
0,332141289
0,436571792

0,53792926
0,636253776
0,731584729
0,429962153
0,523326081
0,613684918
0,613684918

0,67024203
0,715142735
0,758970455
0,801736011
0,843450076
0,884123184

0,96238796

Puc. 4. PospaxyHok edpektuBHocTi CMKB ans iHBecTopiB

Po3paxoBaHo mMOKa3HUK e()EKTHBHOCTI PH3HKY,
Sxuio 3HaueHHsT eEeKTHBHOCTI PU3HKY,0y/ie HUKUE
3a 3HAYCHHS bOTO MOKAa3HUKA, TO TPOEKT BBAXKATHU-
METBhCSl HEBUTITHUM s (iHaHCyBaHHS (iHBeCTOpa
abo neprkaBm).
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4. BUCHOBKH

Y poGorti po3po0eH0 MaTeMaTHYHY MOJCTb PO3-
paxyHKy O€3MeKOBHX PH3UKIB CTAPTAN-TIPOEKTY Ha
OCHOBI T€OPil HEUITKIX MHOKHH.

JloBenieHo, 110 Teopis HEUITKUX MHOXXUH € OJIHi-
€10 3 HalleeKTHBHIMNX MaTEeMaTHYHHX TEOPiH,
CIIPSMOBaHUX Ha 0OpOOICHHS HeBU3HAYCHOI iH(OP-
Marlii, ika IHTerpye BiIOMI MiXOH i METOIH.
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Development of risk management models
in projects cyber security using fuzzy logic

This article is devoted to the analysis of the conditions for the implementation of startup projects in the field of cy-
bersecurity, which are currently implemented and funded by the state through the use of modern information technolo-
gy. There are many different startup projects in this field, related to the rapid development of information technology
and information security technology. However, the opportunities for public funding and attracted private funding for
such projects are limited, which in some way hinders opportunities for further development. Thus, there is a task of
selecting the best startup projects in the field of cybersecurity, which in turn requires the development of the necessary
models and modeling methods. This paper investigates and analyzes information sources that show that the issue of
evaluating the effectiveness of IT startups is not sufficiently addressed, especially for the use of products of such pro-
jects in cybersecurity. This imposes additional requirements and restrictions on the IT products of such projects and on
the management processes of such projects. In addition, the future of cybersecurity startups is associated with many
parameters that are highly conditional and predictable in the early stages of project review. Therefore, to accept the
project for consideration, it is advisable to use fuzzy modeling methods. By using the fuzzy set method, it is possible to
use fuzzy variables that reflect the uncertainty of some parameters of such projects. The proposed research methodolo-
gy is based on the analysis of project efficiency and the use of fuzzy set methods. For this purpose, membership func-
tions are constructed, which establish the degree of belonging of a fuzzy set. The trapezoid model is chosen as the func-
tion type and the parameters corresponding to the pessimistic, basic and optimistic scenarios are set. The novelty of the
work is to determine the degree of risk of a startup project, which depends on the criterion of project effectiveness. The
paper proves the dependence of the cybersecurity project risk indicator on the value of the project effectiveness criteri-
on. The proposed approach has shown its feasibility and can be used to analyze startup projects by scientists, project
managers, entrepreneurs and investors, cybersecurity professionals.

Keywords: startup, cyberspace, cybersecurity projects, information technology, risks, IT products, fuzzy sets.
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METOAUN BUABJIEHHA BTOPITHEHDb
Y CYHACHUX CUCTEMAX IDS

Huni 2ocmpo cmoimv npobaema 3axucmy iHghopmayiHo-KOMYHIKAYIUHUX cucmeMm i pecypcié KibepHemuyHo2o npo-
cmopy. Llsuokui pozeumok inghopmayiiinoi cpepu npugodums i 00 MoOepHi3ayii ma YCKIaOHeHHs. Memoodie NPoBeoeH-
HA amak Ha 06’ckmu Kibepnemuunozo npocmopy. Koowcnozo poxy spocmae cmamucmuka danux amax Ha
KOMN 1omepu308aHi cucmemu pPisHUX Op2anizayiu, 8KI04aArOYU i 0epicasui ycmanosu. I3 ybo2o ModxicHa 3pobumu u-
CHOBOK, WO HABIMb HAUHAOIUHIWI cCUCMeMU 3aXUcmy He 0ams cmogiocomkoeoi eapanmii 3axucmy. OOHIEN 3 MONCIU-
BUX NPUYUH MAKO20 CINARY peyeli Modce OYymu came SUKOPUCIANHA Oinbuicmio cucmem 6e3nexy cmaHOapmuux mexa-
Hi3Mi6 © cnocobis 3axucmy. J[o makux Mexawizmie Hanedcamv — po3MedHCy8anHs 00CMyny, sKe 0a3yemuvcs Ha NPasax
¢y ’exma docmyny, wugpysanns U ioenmuixayis, i aymenmugpikayis. Tpaouyitini cnocobu He MOXNCYymMb 3axXucmu 6io
GIIACHUX KOPUCMYBaUis, SAKI Maromov 3104unni Hamipu. Kpiv moeo, yeu nioxio ne supiwye npobiemu 4imko2o nooiy
HAsAGHUX €YD €KMi8 cucmemu Ha npeomMem a8Mopu3068aH020 BUKOPUCMAHHI 2100ANI308AHUX PECYPCIB, MOICIUBOCH
niobopy napouig i3 3aCMoCcy8aHHAM CReYianizo8ano20 NPoPAMHO20 3a0e3NeUents, a MAKod’C 3ATUUAEMbC NPodaemMd
0OMediceHHsL 0ocmyny 00 pecypcig IHPOPMayitiHoL cucmemu, wo Moxjce Mamu K HACIIOOK 3MEeHUWeHH ST NPOOYKMUBHOC-
mi Ui YCKNAOHEHHS NPOXOOINCEHHS MPAH3AKYITL MIdIC KOMNOHEHMAMU 6KA3aHOi cucmemu. Bunukae nompeba 3acmocogy-
eamu Mexanizmu, siKi 0 He 8IOKUOANU nepesazu mpaouyiiHux, aie i 0onogniosanu O ix. A came, wob yi mexaHizmu
BUABIANU CNPOOU HEABMOPU30BAHO20, HECAHKYIOHO8AHO20 OOCTHYNY, HAOAsAnU iHGopMayito npo maxi cnpobu, i Kpim
mozo, moenu peazysamu y 6i0nogiob. OOHUM i3 KIIOUO0BUX DAKMOPIE BUKOPUCTNANHA TAKUX CUCTEM 3aXUCMY € iXHA
30amuicms 3anodicamu amaxkam 3108MUCHUKIG, AKI 0yau aymenmugikosaui 1l asmopus08ami 3 000EPICAHHAM YCix
npoyeoyp i npasui OOCMyny i Ompuman HeoOXioHi npasa Ha nesHi Oii. 36UUALIHO HEMONCIUBO Nepedda umu NOGHUL
Habip cyeHapiie noOill y cucmemi 3 AGMOPUI0BAHUM KOPUCMYBAYEM, KU MAE 3T0SMUCHI HAMIPU, ale He0OXIOHO 3pPo-
bumu demanvHull onuc Modicaudux "3noemucrux' cyenapiis, abo nimu 8i0 360pomMHO20 1l onucamu max 36awui ""Hopma-
avui" cyenapii. Onuc "Hopmanvhux cyenapiis" oacme ModcIugicms guAgUMYU Hebe3NeUHy aKMUGHICMb, addice Ysi aKmu-
6Hicmb OyOe mamu GIOXULEHHs 8I0 MAK 36AH020 ""HOPMANLHO20" CYEeHapilo NOBeJIHKU 6 CUCeMI HABIMb a8mMopU306a-
Hum Kopucmyeavem. Omoice 00CTIONCEHHST MONCIUBOCTNEU SUKOPUCTIAHHI MEXAHIZMIB, AKI CNpAMOBAHI HA BUABNIEHHS
anomanii y cucmemi abo Ha NOWLYK 3108CUBAHL, MOJICYMb 00NOMO2IMU Peanizyeamu eqreKmuGHi pituenHsa Ons Cucmem
BUABNIEHHS MA NONEPEOIHCEHHS BMOPSHEHD.

Kniouosi cnosa: cucmema susignenms mopeHeHs, GUAGLEHHS CIAMUCMUYHUX AHOMALI, BUSABNIEHHS HA OCHOBI CU2-
Hamyp, 6e3nexa iHpopMayitiHux mexHoa02ii.

1. BCTYII snmosxkuBanb [1]. V mepeBakHi#t OimbIIOCTI crcTEM
MOTIEPEPKCHHS Ta BHUSBICHHS BTOPTHEHb BUKOPH-
CTOBYIOTh MOEJJHAHHS PI3HHX pillleHb HA 0a3i CHH-
Te3y BiANMOBigHUX MeToniB. lle 3ymMoOBiIeHO TuUM,
10 JIBa 3a3HAYCHI HANPSIMKH MAalOTh 5K IEepeBart,
TaK 1 HEAOMIKH.

Y cydacHUX cUCTeMax BHSIBJICHHsS Ta IOIepe-
JOKEHHSI BTOPTHEHb SIK MPaBHJIO BUKOPHUCTOBYIOTH
METOJU, SIKi 30pPi€HTOBaHI Ha JiBa HANPAMKH, a
came: MepUIMi HAMNpsSMOK CIPSIMOBAaHUM Ha BUSB-
JIEHHS! aHOMaJIid y CHCTEMI, a IHIIMH — Ha TOLIYK

© JlykoBa-Yyiiko H. B., Toxwmna C. B., [lapxomenko L. 1., 2021
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Meroau, sIKi BHKOPHCTOBYIOTH JUISl BHSIBICHHS
aHoMaJlii, iIeHTH(IKYIOTh MpOoIeC, U0 BUKIMKAB ITi-
JIO3piJTi BIIXWJICHHS YH 3MiHHA B POOOTi cucteMu. Pea-
Jmi3aris miei imel 703BoJIsge BUSABIIATH il 3JJOBMHCHHKA,
110 Ma€ aBTOPU30BaHi MpaBa AOCTYILY B CHCTEMI.

VY 1bOMYy KOHTEKCTI iCHYIOTb JBi TPy METOIB,
a came: METOIHU 3 KOHTPOJIbOBAHUM HaBYAHHSIM Ta 3
HEKOHTPOJIbOBAHUM  HAaBUAHHSM.  XapaKTEPHOIO
03HAKOI0 METOJIB KOHTPOJILOBAHOTO HABYAHHSA € TE,
IO BKa3aHi METOJM BUKOPHCTOBYIOTH (hiKCOBaHMIA
Halip mapaMeTpiB OMIHKY 1 ampiopHi BiJOMOCTI PO
3HAYCHHS MapaMeTpiB OLIHKH, a TAKOXK (iKCOBaHMMA
Yac HaBYaHHS.

[Io crocyeTbcsi HEKOHTPOJIBLOBAHOTO HABYAHHS,
TO B IIbOMY BUIIaJKy BCi MapaMeTpHu OLIHKU MOXYTb
3MIHIOBaTHCA 13 YacOM, KpiM TOTO, caM MpOIeC HaB-
YaHHS BiJI0YBa€THCS HEIIEPEPBHO.

Mertosy, sIKi HajeXaTh JI0 1HIIIOTO HAMPSIMKY, a ca-
M€ BUSIBJICHHS 37I0BKHBaHb, BUKOPHCTOBYIOTh MEXaHi-
3MH TIOIIYKY TIEBHUX MOCHIJOBHOCTEH IMOMIIH, 10 BU-
3HAYAIOTHCS K €Tl peanizalii BTOpraHeHsb. | B pomy
BUIAJIKY 3aCTOCOBYIOTh KOHTPOJILOBAaHE HABYAHHSI.

Mertonn, sKi peanizoBaHi B CUCTEMaX BHUSBICHHS
Ta TOMNepeHKEHHS BTOPTHEHb, 3aCHOBAaHI Ha 3araib-
HUX YSBICHHSX Teopil posmi3HaBaHHs o0pasiB. Y
LbOMY BHUIAJKY JUI BUSBJICHHS aHOMAIIIH (OPMY€ETh-
csi 00pa3 HOPMAJBHOTO (PYHKIIIOHYBAaHHS CHCTEMH,
SKUH 0a3yeTbcs Ha EKCIEPTHUX OIlHKaX. YKa3aHWii
o0pa3 € TEBHOI CYKYIHICTIO 3HAYCHb IMapaMeTpiB
omiHky. | sKII0 BimOyBaeThes 3MiHa BOTO 00pasy, TO
1€ TPAKTYETHCS SIK aHOMAITBHUHN CTaH CUCTEMH.

Konu anomarii BUsIBJICHI 1 IPOBECHA OIliHKA, TO
BU3HAYAETHCS NPUPOJAA IMX 3MiH, a caMme: 4d Ie
MPOCTO JIONYCTUME BIAXWIIEHHS, YU 1I€ PE3yJIbTar
BTOpPTHEHHS. 3a3HauyeHi BHIIEC (QYHKIi BUKOHYIOThH
CHCTEMH BUSIBJICHHS Ta MONEPEKCHHS BTOPTHEHb.

2. CTAH TPOBJIEMH

Sxmio araky Ha iHpOpMaIliifHy CHCTEMY peati3ye
3MIOBMUCHHK BUCOKOi KBaumi(ikariiii, To 1e Oyzae sk
npaBwiIo 0araTOKpOKOBU mporiec. ToMy OJHUM i3
HANMpOCTIMUX cHOCO0IB 3110My CHCTEMH a00 BHBe-
JeHHsI ii 3 J1€31aTHOTO CTaHy € BUKOPUCTAHHS C(o-
PMOBaHHX MOJYIIB, AKi peasizyloTh yCi eTanu ara-
ku. Taki Momyni MarOTh Ha3By "‘eKCIUTOWTH" 1 iX
MOJKHA JIETKO 3aBaHTAXHUTHU Yepe3 iIHTepPHET.

Sk BimOMO, cHUCTeMH BHABJIECHHS Ta TMoOIEpe-
moxeHHst BroprHeHb (Intrusion Detection System —
IDS) MmaroTh nBa THNHM — 1€ CHCTEMH BUSIBICHHS
snoBxuBanb (Misuse Detection Systems — MDS) ta
cucteMu BusBiIeHHs aHomaniii (Anomaly Detection
Systems — ADS).

Iloxo cucrem MDS, To iXxHs pobOTa IPYHTYETh-
cs Ha (hopMyBaHHI mabIoHIB artak. PiBeHs abcTpak-
Iii KX 11a0JIOHIB aTak MOXKe OYTH JOCTaTHbO MPOC-
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THUM, SIKIIO ONEpYIOTh iH(opMalieo Ipo MeBHi 3Ha-
YEHHS 3ar0JIOBKiB MEPEKHOI0 MakeTa abo MocIigo-
BHOCTI ITEBHUX KOMaHJ y ¢aiini ayauty, abo gocta-
THBO CKJIaJHUM. SIKIIO BpaxoBYBAaTH TPAEKTOPIi
CUCTEMH y TIPOCTOPi CTaHIB MiJ 4ac MPOXOKEHHS
MeBHUX HeOe3MeyHNX CTaHiB, TO B IbOMY pasi cuc-
TeMa 3aXHCTy MOKE MaTH JIOCHTHh BUCOKY e€(eKTHB-
HICTh B TOMY BHIAJKy, KOJXH OyIe BilloMa cxema
aTak. AJe Ko BKa3zaHa cxema He Oyne Bimoma, abo
aTaku OyAyTh MaTu HemepeAOavyBaHi BiAXUICHHS
BiJ 1€l cCXeMH, TONI BHHUKAIOTH Mpodimemu. Tomy
3BHYAHO B IIbOMY BHUIAAKy HEOOXIJIHO MOCTIHHO
aKTyaJli3yBaTH 0a3y JaHUX KOXKHOI aTaku Ta il MOX-
JIUBUX Bapiarliii.

MoskHa 3a3HaunTH, 10 B cucteMax ADS nesHi
i, SIKi € BiIMIHHUMH BiJl TIOBEJ[IHKA B HOPMAaJIbHO-
My CTaHi, iIeHTU(IKYIOTbCS SIK aHOMaNbHi. | e mae
MOJXKITUBICTh PEECTPYBAaTH HEBIJIOMi aTaKd B aTaKo-
BaHill cucremi.

Cuctemun ADS mepen moyarkoM BUKOPHUCTAHHS
MaroTh HAKOMMYUTH HEOOXIMHY iH(popMaIlito i cKia-
CTH TIEBHY KOHIIETIIIII0 HOPMAJIbHO{ aKTUBHOCTI CHC-
TEMH, Y1 OKPEMHUX KOPHCTyBadiB, abo mporecis. Ls
KOHIICTII[iSl CTa€ €TaJOHOM JUIS OLIHIOBAaHHS HACTY-
MHUX JAid 1 JaHux. Y 1bOMYy BHIQJKy Ma€ OyTH BU-
3HaYeHa ONTHMAalbHA CYKYIHICTh (DaKTOpiB ISt
CIOCTEpEKEHHA. 3 OHOrO OOKY IXHS KUIBKICTH HE
MOBHHHA 3HU3UTH 3aralibHy MPOJYKTUBHICTH CHCTe-
MH, a 3 IHIIOTO — I TOOYI0BU MPOQiII0 HOpMaITb-
HOT TIOBe[iIHKY Tpeba MaTH BUYEPITHI XapaKTepUCTH-
KH 1[i€1 CYKynmHOCTI (haKkTOpiB.

3uyaitHo cuctemu ADS He 3actpaxoBaHi Bix
IIOMUJIOK, SIK1 € IBOX BHJIIB:

a) KOPHCTYyBay IMOMUIIKOBO NMPUHAMAETHCS 3a 3110-
BMHUCHHKa, a00 HOpMallbHa TIOBEIHKA CIIPUHMAETh-
cs1 sk 3moBMucHi it (auri. false positives);

0) 32 HOpMaJIbHY aKTHBHICTh MPUHAMAIOTHCS 3J10-
BMHCHI [Iii 91 cripo0a 3T0BMHCHOTO MTPOHUKHEHHS B
cuctemy (aurJ. false negatives).

Jpyra noMmuiika € HeOe3MeyHima 3a nepiy, i To-
My HEOOXiJHO BHU3HAYaTH YMOBH, 3a SIKUX CHUTYyallis
MOXe CIIpUAMATHCS SIK aHOMaJbHa [2, 17].

Binbmricts cripod nodymosu ADS € koHIenTyab-
HUMH MOJICJISIMH, 1110 TIEPEBIPSIOTh MOXKIIMBICTH 3a-
CTOCYBaHHsI MaTeMaTH4HOi MOJENi. A OT pealbHHX
mpoaykTiB peanizamii IDS maino i 3a3Buuaii e MDS.

3 JiTepaTypHUX IKEpeN MOKHA BU3HAYUTH THITH
METOIB BUSBJICHHS aHOMAJii, a came:

a) 4YaCTOTHI,

0) HelipoMepexHi,

B) Ha 0a3i CKIHYEeHHUX aBTOMATIB,

r) Ha 0a3i 30epiraHHs NPUKIAIIB TOBEIiHKH,

JT) CIIeIiaIbHI.

Orxke SK OCHOBHE 3aBJaHHS MOJKHA BH3HAYHUTH
MOIITYK HAaHONTUMANIBHIIIHNX MeToAIB mooynoBu ADS.
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3. BUKJVIAJl OCHOBHOI'O MATEPIAJIY

®opmyBaHHsT 00pa3y HOpPMaIbHOTO (DYHKITIOHY-
BaHHS Ha 0a3i CYKymHOCTI IIEBHUX MapaMeTpiB s
cucreM IDS xapakTepHO M METOIIB BHSBICHHS
aHoMalli, siki caMe i chpsMOBaHI Ha 3amoOiraHHs
HEBiIOMHUM aTakaM i BTOPTHEHHSIM.

Icaye nexinbka crmocobiB QopmyBaHHS 00pasy
HOPMaJIbHOTO (PYHKIIOHYBaHHS, a caMme:

" U1 KOXKHOTO MapaMeTpa OLIHKH aKyMYyJIo-
I0Th XapaKTepHy CTATUCTUYHY iH(OpMaIlilo;

" HEHpOHHI MepeXi HaBYAIOTHCS 3HAYCHHSM
napameTpiB OL[iHKH;

" 33aCTOCOBYIOTH ITOJIi€BE MOJAHHSI.

VY npoMy BHMAJKY, K BUAHO 3 MEPEINiKy, y Ipo-
1eci BHABJICHHS CYKYIHICTh IMapaMeTpiB Biairpae
KITFOYOBY poiib. OTKe, TOJIOBHUM 3aBJaHHSIM Y I(bO-
My € BH3HAUCHHS ONTHMaJIbHOI MHOXHHH, a TaKOX
(hopMyBaHHS 3arabHOTO MMOKA3HUKA aHOMAaJILHOCTI.

Jus cuctemu, sika MUISITAE 3aXUCTY, Yy 3aaadi
BHOOPY ONTHUMAIBHOI CYKYITHOCTI O3HAaK MOJXKHA
BUKOPHUCTATH €BPUCTUYHUN BUOIp CYKYIHOCTI Tma-
pameTpiB BUMIpIOBaHb CHCTEMH. 3aCTOCOBYIOUH el
METOA, MOJKHAa JOCSITH JOCTAaTHbO E(PEKTHBHOTO i
TOYHOTO PO3Mi3HABaHHS BTOPTHEHb. Ase Tpeba Opa-
T 0 yBaru Tou (hakT, MO CKJIAIOBI MiAMHOXHHH
3aleXaTh BiJl THUINB BUSBICHUX aTak, TOMY IS
BCHOTO PI3HOBHJY aTak MEeBHHH HaOip mapamerpiB
HE IIXOIUTh.

KoxHa cructema mae cBilf YHIKQJILHUIA KOMIDIEKC
armapaTHO-TIPOTrpaMHUX 3ac00iB 1 TOMY iCHY€E Bipori-
nHicTh, o IDS mpomyckae crienudiyi s JaHoi
CHCTEMH BTOPTHEHHS, SIKi 3aCTOCOBYIOTH 1IE€HTHY-
HUH HaOIp mapaMeTpis.

OTmxe, BU3HAUaTH HEOOXiNHI MapaMeTpu OIHKH
JOLIJIBHO y Tiporieci poOoTu. 3BUYAMHO ICHYIOTH
TPY/AHOILI 32 AWHAMIYHOTO ()OPMYBaHHS IapaMeTpiB
ominku. Lli TpyaHOII MOB’sI3aHi 3 THUM, IO 00JIACTI
MOIIYKY IO €KCIIOHEHTI 3alleXaTh BiJ MOTYXHOCTI
MMOYaTKOBOTO HA0OPY MapaMeTpiB.

Bizpmemo meBHMI TOuaTkOBUHM crmmcok 3 N
napameTpiB, SIKi € aKkTyaJbHUMH IpU TependadeHHi
BTOpPrHEeHb. 3 ypaxyBaHHIM LBOTO KUIBKICTH IiJMHO-
’KMH JIAHOTO crucKy Oyze cranoutu 2N, Mu 6auumo,
0 B IbOMY BHIIAJKy HE € MOXJIMBUM I 3HAXO-
JDKEHHS ONTHMAIbHOI MHOXXUHHM BHKOPHCTOBYBATH
anroput™u niepedopy. ToMy omHHM i3 pillleHb MOXe
OyTH BUKOPHCTAHHS TCHETHYHHUX anroputmiB [3].

Tpeba 3a3HauNTH, IO OL[IHKA AHOMAJIBHOCTI Ma€e
BU3HAYATHCA 3 PO3paxyHKYy MHOXKUHH ii mapameTpis.
Jnst popmyBaHHS Ii€i 3arajbHOT OI[IHKK MOJJIUBO
BUKOPUCTOBYBATH METOJI, SIKHH 0a3yeThCsl HA CTAaTH-
crunli baeca, abo MeToJ|, 3aCHOBaHWI Ha BUKOPHC-
TaHHI KOBapiaHTHUX MaTPHIIb.

BukopucroBytoun metonu cratuctuku baeca 3a-
3Ha49aeMo, MO Aj ... Ay — 11e n BumipiB. Lli Bumipu
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BUKOPUCTOBYIOTh [UI BHM3HAa4E€HHS B OyIb-SIKHi
MOMEHT d4acy (akTy BTOprHeHHA. OIiHKY Ppi3HHX
ACTIeKTIB CHCTEMH, TaKUX AK KUIBKICTh IOPYIIEHB
mam’sITi 94 MOAi# BBOAY-BUBOLY, TO3HAYUMO Aj.

Ilo3Hauumo, mo Aj MOXe MaTu 3HA4YeHHSI 1 —
aHoMmanbHe BuMiptoBaHHsS, ) — HeaHOMalbHE BUMI-
proBaHHA. Y 1IbOMY BHIIAAKY I Oepemo K rimoTe3y
TOTO, 1[0 B CUCTEMI € NIPOLIEC BTOPTHEHHSI.

[Toka3HWKH AOCTOBIPHOCTI ¥ YyTJIMBOCTI KOXHO-
r0 BUMipy BU3HAYAIOTh TAKUM YHHOM:

P(A;=1|DuP(4; =1]|=I). (1)

Hani 3a Teopemoto baeca iiMoBipHiCTH 00UnCITIO-
€ThCA AK
P(I | AllAZI ---rAn) =

P(I
= P(A1,A2, ""An | I) P(Al.A(z,)---,An)' (2)

Jns Oyap-fkoi KoMOiHAIil MHOXWHU BHUMIpPIiB
Tpeba 00UHCaNTH YMOBHY WMOBIPHICTB s IO .

[IpunyckaemMo, 1O KOXHE 3 BUMIPIOBaHb A
3aJIC)KUTh TUTBKU Bif | 1 TakoX yMOBHO BiJ| IHIIIMX
BUMIpiB HE 3aJIe)KUTh, a came Aj, 1e | #J.

BpaxoByroun 3a3HauyceHE BHINE, HAIHUIIEMO TaKi
CITiBBIIHOIIIEHHS:

P(A1, Ay, ., A | D = [I'= P4 D) (3)
i
P(AI'AZ' "-'An | _I) = H?: 1P(AL' | _'I)' (4)
TOMY

P(A1, Az o Ak | 1) _ POTTY., P(Ai | )
P(A1, 4y, ..., A | ) PP, P(A;|I)

(®)

Jnst BU3Ha4YeHHS WMOBIpHOCTEH BTOpPTHEHb BU-
KOPHCTOBYIOTh 3HAuU€HHS BUMIpPIOBaHb aHOMAIii, a
TaKOXX 3HAUCHHA HMOBIPHOCTI MOSIBU KOXXHOTO 3
BHMIipiB aHOMAaJBHOCTI, 110 Oynu 3aikcoBaHi paHi-
11e, Ta MMOBIPHICTh BTOPTHEHHSI.

Tpeba 3a3HaunTH, MO IS ORI peaNiCTUIHOT
ouinku P (I]A1 ... An) TpeOa BpaxyBaTH BIUIUB IIEB-
HUX BUMIPIOBaHb Aj OJIFIH Ha OJTHOTO.

Ille oxuH i3 METOIB, KM JOIIOMOYXE BPaxoOBY-
BaTH 3B’SI3KM MK BUMipaMH, € KOBapiaHTHI MaTpu-

mi. Y UOpOMYy BHIIQJKY, SIKIIO BHMIpH At An
SIBIITFOTH COOOK0 BEKTOP A, TO
ATC™1A. (6)

VY uiit popmyni C € KOBapiaHTHOIO MAaTpHLEIO,
sKa TIPEJICTABIISIE 3aJE€XKHICTh MK KOXKHOIO Maporo
BUMIpiB aHOMAJTiH.

Jani posristHeMO Tak 3BaHI Mepexi JOBIpH YU
Mepexi baeca. 3a3HaunMo, O BKa3aHi Mepexki — 1e
rpadoBi  Moaeni  HMOBIPHICHHX 1 MPUYMHHO-
HACIIIKOBUX 3B'A3KIB MDK 3MIHHUMH B CTATUCTHY-
HOMY iH(pOpMAIifHOMy MOJEIIOBaHHI. Y IBOMY
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BUIAJIKy MAa€ MICIe IO€AHAHHS €MIIPUYHUX YacTOT
MOSIBM PI3HUX 3HAYCHb 3MIHHHX, CYO'€KTHBHHX OIli-
HOK "OuikyBaHb 1 TEOPETUYHHX YSBIIEHb IIPO
MaTeMaTHYHI WMOBIPHOCTI IHIMMX HACHIJKIB 3
anpiopHoi iHdopmarii [4].

VY 1poMy pa3i HAKONWYCHI B MEBHINA CIEIliaIbHIN
CTPYKTYpi BUMIPIOBaHHS 3Ha4YeHb IMapaMeTpiB OILiH-
Ki GOpPMYIOTH 00pa3 HOPMaIbHOI MOBEIIHKH CHCTe-
Mmu. CaMme 15l CTpYKTypa i Ha3uBaeThes Mpodaiiom.
Ho ctpykrypu npodaiina € psix BUMoOr. J{o roIoBHIX
MO’KHa BIJIHECTH BHUMOI'Y MiHIMaJIbHOTO KiHIICBOTO
po3Mipy Ta BUMOTY JIO OIeparlii OHOBJIEHHS, SKa
MOBHHHA BUKOHYBATHCS SIK MOYKHA ILIBU/ILIE.

3a3Bu4ail 3aCTOCOBYIOTH CTATUCTHYHI METOIU
OIIIHIOBaHHS Y pa3i BHUSIBIIEHHS MOKJIMBUX aHOMAIIii
13 BUKOPHCTaHHSM Mpodaiiia. Y mboMy BHUIAIKy B
Mpolieci BUSIBICHHS BiJOyBAa€ThCS TOPIBHSIHHS IIO-
TOYHMX 3HAYCHb BUMIpIOBaHb Ipodaiiia i3 30epe-
’KEHNMH 3HAUCHHSAMH. TakuM YMHOM BU3HAYAETHCS
MOKa3HUK aHOMAJILHOCTI IPH BUMIPIOBaHHI.

Crin 3a3HAYMTH, MO 3arajbHUI MOKa3HUK aHO-
MaJIBHOCTI B JESKOMY IIPOCTOMY BHUIAIKy MOXE
00YHCITIOBATUCS 3 BUKOPUCTAHHAM 3arajibHOi (DyHK-
11ii, BpaXOBYIOYM 3HAYEHHS IMOKAa3HWKA aHOMAaii B
KO)KHOMY 3 BHMIpIOBaHb mnpodaiina. Sk mpuxiazg
MokeMo BuKopuctatd Mi, Mz ... My, — BuMiproBan-
Hs mpodaiina, a Si, Sy .... Sy BIANOBITHO — 3HAYEHHS
aHOMaJIil KOXKHOTO 3 BUMIipIoBaHb. | Tpeba Bpaxysa-
TH T€, 1[0 YAM OUIbIIE YHUCIO Si, TUM OlJbIlIE aHO-
Maltiit B I-My MOKa3HHKY.

OTxe B IbOMY BHNAAKY 00'€qHYBaibHa (QYHKIIS
MOKe OyTH Baroro CyM IXHIX KBaJpariB:

21512 + @52+ ... +ansn>>0,

(7)

7ie 8i TOKa3ye BiJHOCHY Bary MeTpuku M.

A SIKITIO TIPUITYCTHTH, 110 Tlapametpu My, My ... M,
3ajekaTb OAWH BiJl OJHOTO, TO B IOMY BHIAAKY
JUIA TXHBOro 00'€IHAHHS MOYKE 3HAIOOUTHCS CKJIal-
Himma GyHKIs.

OcHOBHa IepeBara Takoro HiXOAy IPYHTYETbCS
Ha 3aCTOCYBaHHI BIJOMUX CTaTUCTUIHHUX METO/IIB.

e ogun crnoci® ¢opmyBaHHs 00pazy HOpMalib-
HOT TIOBEIIHKM — 116 BUKOPHCTaHHS HEHMPOHHUX Me-
PEX 7151 HABYAaHHS 3HAYCHHSIM [1apaMeTPiB OLIIHKH.

o crocyeThcsi HABYaHHST HEHPOHHOI MEpEexi, TO
B I[IbOMY BHIIAJKy 3aCTOCOBYIOTh TMOCIIiJOBHICTb
KOMaH, i Oynb-siKa i3 mUX KOMaHJ MOXke OyTH Ha
OUTBII aOCTPAaKTHOMY PiBHI, HK BHKOPHUCTOBYBaHi
napamMeTpH OLHKH.

HetiponHowo Mepexero o0po0IsoTh BXiHI JaHi,
SK1 CKJIQIAIOTHCS 3 MOTOYHUX KOMaHA 1 MUHYIUX W
KOMaHJ, fIKi Illeé MalTh Ha3By po3Mipy BikHa. Me-
pexa SBIATEME co0010 00pa3 HOpPMAaILHOI TIOBEMiH-
KM, TUTBKH TICISl TOTO, AK JaHa HEHpOHHA Mepexka
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OyZe HaBueHa MHOXXHHOIO TIOCHTIIOBHHX KOMAaHI
cucTemu abo xo4a O OJIHIET 3 11 miICUCTEM.

DaKTUIHO BUSBISETHCS BIIMIHHICTD y TIOBEIIHII
o0'ekTa 1 mependavaeTbcss BH3HAUYCHHS TOKa3HHMKA
HETNpaBUIILHO TepeadadeHnx komanz. | came 1e €
MIPOIIECOM BHUSIBIICHHS aHOMATIH.

Ha pucyHky cTpinku Ha piBHI perentopa THOKa-
3yIOTh BXiAHI AaHi ocTaHHiXx W KoMaH/, SKi BUKOHA-
Hi KOPHCTyBa4yeM.

PeuenTopmn Pearytounii wap
Lis Nel
MponoHoBaHa
HacTynHa ais
Lis Ne2

PucyHok. KoHuenTtyanbHa cxema HempoHux mepex IDS

VY mpoMy BUMAIKy KijlbKa 3Ha4eHb ab0 piBHIB 3a-
Jla€ BXIJHUN mapaMeTp. Y CBOKO YEepry KOXKEH i3 X
PIBHIB 4M 3HAYE€Hb YHIKAIIFHO BH3HAYAE€ KOMaHIy. A
BUXITHUH pearyrounii OaraTopiBHEBHH IIap nependa-
Yyae HaCTYITHY MOXJIUBY KOMaHIy KOopHUcTyBaya [5].

[1lono mepeBar ykazaHOro METOJY, TO CIiJl 3aHAYH-
TH, 110 HEHPOHHI MepeXi JOCTaTHBO JIETKO CHpaBIIs-
I0TBbCSl 3 BUKPHUBJICHUMH JJAHUMH 1 KpIM TOTO, Bpaxo-
BYIOTh 3B’SI3KH MDK PI3HUMH BHUMIPIOBAaHHSMH, IO
BIUTMBAIOTh HA PE3YJIbTAaT OLIHIOBAHHS, IIPHYOMY POO-
JATh 1Ie aBroMatH4HO. [TimkpecimMo, o ycmix mporo
ITTXO/Ty HE 3aJISKUTD BiJl PUPOIN BUXITHUX JaHHX.

3BHUaNHO, KPIM MepeBar METO/] Ma€ i HEJIOJIKH, a
caMe: BeJIMYe3HE 3HAYCHHS Ma€ BEIWYMHA PO3MIpY
BikHa |DS Ta BH3HAYEHHsI TOIOJIOTIi MEpPexi 1 Baru
BY3JiB, IO PEaNi3ylOThCS MICIS BEIUKOI KiTBKOCTI
crpo6 i TOMHUIIOK.

Jani po3riisiHeMo TeHepariito maTtepHiB. Y 1boMy
BUIAJIKy TPEJCTaBICHHs 00pa3y 0a3yeThcsi Ha MEB-
HOMY TIPHUITYIIEHHI MPO Te, IO MOXXHA TIOB’SI3aTH 3
MOTOYHUM CTaHOM CHCTEMH IIOTOYHI MapaMeTpH
OLIIHIOBAaHHS. 3 ypaxyBaHHSAM ILIbOTO NPHUITYLICHHS
(YHKIIOHYBaHHST MOXHA TOJIATH y BUTIISL TTOCTI-
JIOBHOCTI MO/l 1 CTaHiB.

Y pobGoti [6] 3ampornoHOBaHO TEBHI TUMYACOBI
MpaBmIIa, IKi XapaKTepU3yIOTh CYKYITHOCTI 3HaYeHb
naTepHy (mapaMeTpiB OLHIOBaHHS) HOPMalIbHOL
po6otu. KpiM Toro, 11i nipaBuiia MOKYTh JTUHAMIYHO
3MIHIOBaTHCS Ha Kpalli MpaBuia y MpoLeci HaB4aH-
HS 1 ixHe (popMyBaHHS BinOyBaeThCsl iHAYKTHBHO.
[Ilo cTocyeThcsl Kpamux MpaBujl, ad0 Tak 3BaHUX
"XOpoIKX MpaBui , TO TyT MOXKHA PO3YMITH Taki
npaBuja, SKi MalOTh OUIBITY WMOBIPHICTH iXHBOI
TIOSIBH 1 KPIM TOTO MarOTh BEJUKHI PIBEHb YHIKAJb-
HOCTI JUISI CHCTEMH 3aXHCTY.
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I3 ckazaHoro BuIIEe MOXEMO IS IMMpUKJIaay 3aru-
CaTu Take€ IpaBUIIO:

Ei>E,>Es => (B4 = 95%,Es=5%), (8)

ne Ei... Es — monis 3 6e3mexu.

3 ypaxyBaHHSM 3a3HAYEHOT'O TBEP/PKEHHS J0XO-
JIMMO BUCHOBKY, 1110 BCTAHOBWJIACS TICBHA 3aJIC)KHICTh
JUTS. TIOCJIIOBHOCTI NMATEPHIB, a came: SIKIIO MaeMO
E1, a mani E> ta Es, To micis 1iporo BiporigHICTh Tpo-
sBy E4 BinnosinHo mae 95 % , a Es ycboro 5 %.

VkazaHi mnpaBwia WA Yac CIOCTEPEKEHHS
POOOTH KOPUCTYBada CTBOPIOIOTHCS iHAYKTHUBHO.

SIKII0 MaeMo TaKy CHUTYyaIlifo, IO CHOCTEPEKY-
BaHa ITOCIIJOBHICTH MO/iN BiAMIOBiAA€ MBIl YacTHHI
MpaBuJia, BUBEJICHOI'O PaHillle, a MoIii, ki BiIOYIu-
CsS B CHCTEMI TiCISl [bOTO, 3HAYHO BigPi3HSIIOTHCS
BiJl THX, SIKi MaJIM HACTATH 3a MPaBUJIIOM, TO B TaKO-
MY BHIIQJIKy aHOMaJlisi PEECTPYETHCS.

OTxe CTOCOBHO IepeBar IbOTO METOAY, MOXKHA
3a3HAYNTH, M0 BiH MOXe e()eKTHBHO BH3HAYATH BTO-
PTHEHHS 3 YpaxyBaHHSIM 3aJIeKHOCTI MK TIOAISIMH Ta
iXHBOIO TIOCITIIOBHICTIO. KpiM Toro, ypaxoByrouu, 110
MpaBWiIa y BKa3aHOMY METOJIi MICTATh y 001 ceMaH-
THUKY TIPOIECiB, TO BiH Ma€ Kpally YyTJIUBICTH O
BHSBJICHHS NOpYILIEHb. Takox LEeH METOJl Mae Kpaly
00pOOKY KOPHCTYBadYiB, SIKi MAIOTh YiTKY HOCIIiJIOB-
HICTh TIATEPHIB, X04a MOXXYTh MICTHTH BEIHKI KOJH-
BaHHS MOBEIIHKU. | Ge3yMOBHO TIEPEBaror TAaKOTO
METOJIY € Te, 10 BiH aKIICHTYE yBary He Ha BCIO MiJI0-
3piiy ceciro, a Ha TIeBHI BayKJIMBI TOJII1.

Tpeba 3BU4aliHO 3a3HAYUTH 1 HEJOIIK YKa3aHOTO
MiIX0Ay, SIKWUH TIOB’s3aHUN 13 THUM, IO MEBHI
HEBITI3HAHI TIATEPHH TOBEIiHKA MOXYTh OYyTH He
MPUAHATI 32 aHOMAJbHI TOMY, II0 BOHM HE MAaroTh
BIJIMTOBITHOCTI OJHOMY 3 NPaBUIL

3BUYaiiHO BHWKOPUCTaHHS METOMIB BHSIBJICHHS
aHoMmallii He Jae aOCONIOTHOI rapaHTii 3 BUSBICHHS
BCiX BTOPTHEHb, TOMY cHCTeMH [DS BUKOPHCTOBYIOTH
OKpIM TEXHOJIOTi1 BUSBICHHS aHOMAITIH 1 TEXHOJIOT1O
pO3Mi3HaBaHHS 37I0BXHMBaHb. Y Wil TEXHOJIOTII Tpo-
LleC BHSIBICHHS BTOPTHEHb 0a3ye€ThCsl Ha MPOTHO3i 3
BU3HAYEHHS MOXIIMBUX arak, 1 Jaji BiaOyBaeThCs
CIIOCTEpEXKEHHs 3a iXHbOI TosBoro [1, 13].

[1ix yac 3acTocyBaHHS TEXHOJIOTI pO3Mi3HABAHHS
3JIOBKMBAaHb Ha BIAMIHY BiJ TEXHOJIOTIi BUSBJICHHS
aHoMmaltiii 00pa3 € HeOOX1IHUM IS TIOJIAaHHS HeCaH-
KI[IOHOBaHMX JIii 3JIOBMHUCHHKA 1 BiH He Oyme Mo-
JIeJUTI0 HOPMaJIbHOI MOBEiHKH cucteMu. OTxe Ta-
Kkuii 00pa3 Mae Ha3By CHUTHATypa BTOPTHEHb. | 11
curHarypa (OpMyeTbCs Ha 3HAYCHHSX IapaMeTpiB
OIIHIOBaHHs, a caMe Ha OCHOBI THUX JX€ BXIJHHX
JaHKX, 0 1 B pa3i BUSBJICHHS aHOMAJIH.

Crmig 3a3HaYUTH, MO I CUTHATYPH BTOPTHEHB
BU3HAYAIOTh YMOBH Ta CIIOPIJHEHICTh MK MOMISIMHU,
SKi MOXYThb TPH3BECTH JIO TEBHUX 3JOBXHBAHb.
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Kpim Toro, mani curHaTypu € KOPUCHHMHU Y BUSB-
JIEHHI crIpo0 BUMHEHHS HE3aKOHHWX Mii. Bakausuii
aCIICKT IIOJISTa€ B TOMY, IIIO 33 HASIBHOCTI YaCTOYKO-
BOT0 30iry CHUTHAaTyp MOXHa ieHTU(IKYBaTH CIIPO-
Oy BTOpPTHEHHSI.

Otrxe, Ul BU3HAUYCHHS MOJKJIMBHUX 3JIOB)KHBAHb
HEOOXiZJHO po3paxyBaTH yYMOBHY WMOBipHIcTb. [103-
Ha4YMMO TaK: P (Bmopenenns | llamepu nooiti).

Y 1pOMy BUNAIKy BHKOPHCTOBYEMO (HOpPMYITY
Baeca nnst BU3HaYeHHS IMOBIPHICTI TOTO, IO SKACh
MHOYHHA TIOZiH € JisIMH 3JTOBMUCHHUKA!

P(l ]| Ay, Ay, ..., Ap) =

P(I)

= P(A1, A, ... P(Ay Az An)

A | 1) )
ne | — BropraenHs, a A; ... An — TIOCITIIOBHICTB TTOTiH.

Came CyKyNHICTh MapaMeTpiB CUCTEMH 1 € TeB-
HOIO TOJIEIO.

Js po3B'si3aHHS 3a7a4 i3 BUABIEHHS BTOPTHEHB
TaKOX 3aCTOCOBYIOTh NMPOAYKIIHHI CHCTEMH, Iepe-
Baroo SIKWX € MOXKJIMBICTh MOy IPUYUH 1 pillleHb
BHHUKITUX TIPOOIIEM.

s cucrema, BUKOpUCTOBYrOUM mpaBuina if (sk-
o), npuuuHa then (To), pimenHs koxye iHpopma-
1if0 TTPO BTOPTrHEHHS. A came y dactuHi (if) mpaBmia
KOJYIOTb YMOBH (IIPHYUHM), HEOOXIiTHI UIA aTakwy, 1
KOJIM BCi YMOBH BUKOHAHO, TO BUKOHYEThCS sl (pi-
ICHHS), 33/1aHa y TIpaBiii yactuHi [7, 12].

o crocyerbest mpobieM, siKi MOXKYTh BUHUKATH
il 9ac BUKOPHCTAHHS MEBHUX JOAATKIB, sIKi IPYH-
TYHOThCSI Ha BKa3aHOMY METOJIi, TO CJiJi 3a3HAYUTHU
iXHIO HEAOCTaTHIO e(eKTHUBHICTH Yy POOOTI 3 BeH-
KUMH 00CATaMH JaHWX 1 CKJIAJHICTh Y BpaxyBaHHI
3aJIeKHOI MIPUPOIN JJAHUX MapaMeTpiB OmiHKKA. Kpim
TOro, € mpobieMu 3 TUM, IO BiJICYTHS BOyJOBaHa
a6o npupoaHa 06poOKa MOPSAAKY TOCTiTOBHOCTEH B
aHAJII30BaHUX JaHHUX. TakoX MPUHHATHICTH BOYIO-
BaHOI €KCIIEPTU3H 3aJICKUTh BiJl TOTO, YU MEBHI MO-
JIeNbOBaHI HABUYKH agMiHICTpaTopa Oe3neKu He €
CyTepeSINBHMH.

Caii TaKOXK 3a3HAYMTH, IO IIiJ YaC BUKOPHCTaH-
HSl IPOOYKUIHHUX cHCTeM 00'€THAHHS Pi3HUX BUMi-
piB BTOpPTHEHb 1 CTBOPEHHS IOB'SI3aHOT KapTHHHU
BTOPTHEHHS MPU3BOJUTH JIO TOTO, IO JIESKI TPUYH-
HU CTalOTh HEBH3HAYECHUMH. AJie BCE-TaKH 3a JIOTO-
MOTOI0 HasBHUX JAHUX MOXKHA BCTAHOBHTH CHMBO-
JIYHUI MPOSB BTOPTHEHHs. X04Y y BKa3aHUX CHUCTe-
Max BUSIBJISTFOTBCS JIMIIIE BiJIOMI BPa3JIMBOCTI.

Ille oguH MeToxd, a caMe METOJ aHalli3y CTaHiB,
OyB omucanuil y myOmikanii [8] i Horo peamizauis
HaBeJeHa B myOmikamii [9]. YV oMy BUIIAJIKY CHT-
HaTypa BTOPTHEHb MPECTABISIETHCS TOCIJOBHICTIO
MEPEeXo/iB MK CTAHAMH CUCTEMH. A TaKOX MaTepHU
aTaky IOB’sI3aHi 3 MIEBHUM CTaHOM CHCTEMH 1 3BH-
YalHO NOB’sA3aH1 13 UM CTAHOM II€BHOIO JIOTT1YHOIO
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¢byskIiero. Mo)kHa BBaXKaTH, IO CHCTEMa BXKE TIe-
peOyBae B IIEBHOMY CTaHi, SKIIO (YHKIiS BUKOHY-
eTbcst. HeoOXiqHUMU MTOAISIMU TSI HACTYITHUX TIepe-
XOJIB € MEBHI CTaHH, SIK1 3'€MHaHI 3 TOTOYHUM JIiHI-
MU 1 MIPH LBOMY TEBHI THUMH MO, SIKI MOXYTb
BigOyTHCS, € BOYAOBAaHMMH B MOJEIb 1 SIK TPaBHIIO
BIJIMTOBIIalOTH 32 MPUHIMIIOM OJWH IO OJHOTO 3Ha-
YEHHSIM TTapaMeTpiB OITIHKH.

Ane cmij 3a3HaYyWTH, 10 TEBHI MATEPHU aTak
TUTBKY 33/1al0Th MMOCIIIOBHICT MOIH 1 TOMY CKJIaj-
HIII ciocoOn BU3HAYEHHS MO He MOxuBi. OTxe
B IIbOMY BHITaJKy BUKOPHUCTOBYETHCA MPOCTa BOY/I0-
BaHAa JIOTi9HA (PYHKIS.

Ille omHa TEXHOIOTISA, SIKA BHUKOPHCTOBYETHCS
JUISL BUSIBJICHHSI BTOPTHEHb — TEXHOJIOTISl CIIOCTEpe-
JKEHHS 3a HATUCKAHHAM KiaBiml. Y 1M TEXHOIOrII
BiJOYBa€THCSI MOHITOPHHT HATHCKaHb Ha KiIaBiaTypi
MEBHUM KOPHCTyBadeM I TOro, mo0 imeHTH]IKY-
Batu araku. OTKe B I[bOMY BHITQJKy ITOCIIiOBHICTH
TaKWX HATHCKaHb KOPHUCTYBayeM € MaTEePHOM ATaKH.

[Ipore Ha »amp Wix Yac BUKOPHCTAHHS TaKOTO
MiIX0ay € mpodieMa 3 HaAIHHICTIO MEXaHi3My Iepe-
XOIUICHHS pOOOTH 3 KJIaBiaTyporo, OCOOJIMBO KOJIU
BIICYTHA TiITpUMKa omepaiiiiHoi cucteMu. Kpim
TOTO, MOXKEe OYTH BEeNMKa KiJbKICTh BapiaHTIB Tpe-
CTaBJICHHS 1ICHTUYHHX aTakK.

Ille oguuM caaOKuUM MicLeM Ii€i TEXHOJOTII €
Te, M0 Pi3HOTO POy ICEBAOHIMH KOMaHH 0e3 BHU-
KOPUCTaHHS CEMaHTHUYHOI'O aHajIi3aTopa HaTHCKaHb
MPOCTO 3PYHHYIOTh JaHy TeXHOJOTiio. [Ipuyomy
JIOCUTh CKJaJAHO Oyje BUSBUTU aBTOMATH30BaHi
aTakd, SKi € pe3ylbTaTOM BHKOHAHHS MPOrpaM
3noBMucHUKA [10, 14].

llle omHy TpyIy METOMIB JAJsl BUSBJICHHS BTOPT-
HEHb, fKi 3aCTOCOBYIOThCA B IDS-cucremax, 3acHo-
BAHO HA MOJEIIOBAHHI MOBEAIHKHU 3JIOBMUCHHUKA. Y
1IbOMY BHITIAJIKy JIJIsl BUSIBJICHHS 3JI0BKMBaHb MOXKHA
BUKOPUCTOBYBAaTH METOJ O0'€THAHHS MOJEII 3JI0B-
JKUBAHHS 3 OUYEBUIAHUMU MPUINHAMU, SKUH BUKOPH-
CTOBY€E 0a3y JaHUX IEBHUX CIICHApIiB aTak i3 MocCii-
JIOBHICTIO TIOBEJIIHOK, 1[I0 XapaKTEPHi JJIs aTaKH.

3BHYAHO iCHYE MOKJIMBICTb, 110 KOXKHA 3 MiIM-
HOJKHH y CIICHapil aTak MO)Ke OYTH IIPUCYTHS B CHC-
Temi. Pesynprarom momyky neBHoi iH(opmarii B
3anucax ayauTy PO HAsABHICThH IIUX CIICHAPIIB aTak
€ TMEeBHA KUIBbKICTh (akTiB, sika ab0 MiATBEPIKYE,
a0 CIIpOCTOBYE TiNOTE3U.

[Ipomec, B KOMy BHUKOHYEThCS TEpEBipKa, Mae
Ha3By aHTHUCENATOp, i BKa3aHWHl mporec ¢dopmye
[IEBHY MHOXHHY TIOBEIIHOK, 0a3ylOUMCh Ha aKTUB-
Hill Mozeni, sika (YHKLIOHYE B NMOTOYHMHA MOMEHT
yacy. llg HacTymHa MOXIIMBA MHOXHHA TMOBEIIHOK
Mae OyTH IMepeBipeHa y 3amucax ayauTy 1 TUIbKU
micIs mhoro OyJe Iepemaana IuTaHyBanbHUKY. Came
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IUIAHYBAJbHUK Ma€ BHU3HAYNTH, SKUM YHHOM Mae
BiI0OOpa3UTHCh y 3amucax ayIauTy I mepeadaveHa
MHOXHHA TOBEIIHOK 1 cOpMyBaTy MEBHUH CHCTeE-
MHUH BUpa3, IKUI 3aJIeXKUTh Bil ayauTy. JlaHi Bupa-
3M TIOBMHHI MaTH JOCTaTHbO BHCOKY HMOBIPHICTb
TOrO, IO BOHM 3’SBHJIMCSA O y 3amucax ayauTy, i
KpIM TOTO, TaKi CTPYKTYpH, MAalOTh IaBaTH MOKJIH-
BICTB JIETKOTO 1X 3HAXO/KECHHS.

OTxe, SKMIO y NEAKHX CIEHapiiB MiJACTaBH TIi-
JI03p 30UTBIIYIOTHCS, @ B IHIIUX CIICHAPIIB 3MCH-
IIyIOTBCA, TO B IBOMY BHMAIKy Hae MiHIMizallis
CIHCKY Mojenel akTuBHOcTel. Kpim Toro, y Takomy
CIICKY MO BiI0OyBaTHCS OHOBIIEHHS HMOBipHOC-
TEH MOSBYU CIICHAPIiB aTak 3a paXyHOK yOyJIOBaHOTO
B cucTeMy oOuncieHHs npuyuH [11, 16].

o crocyeThbest mepeBar mbOro METOAY, TO BapTO
3a3HAYUTH, IO U1 OJHOTO 3AIHCY ayIHUTy € MOX-
JUBICTh MiHIMI3yBaTH KIIBKiCTh 0OpOOOK, TOOTO
OLITBIN SBHI TOAIT CHIOYATKY CHOCTEPIrarOThCS MacH-
BHO, a Jaji BiOyBaeThCs iXHE YTOUHEHHS y pasi
mi103pH Ha 3arpo3y. TakoX BayKIIMBHM MOMEHTOM €
TE€, 10 MPUCYTHS HE3aJCKHICTh y TMOJAHHI JaHUX
ayauTy B TIeBHIN (opMi, 1 11 MOKIHBICTH 3a0e3re-
9y€ThCS TUIAHYBATbHUKOM.

BinHOCHO HEMOMIKIB yKa3aHOTO METOAY, 3BUYali-
HO HEOOXiTHO PO3POOHUKY (OPMYBAaTH TOUHI KilTb-
KICHI XapaKTepHCTHUKH JUIS PI3HUX 4YacTHH Tpadiu-
HOTO TNPEJICTaBICHHS MOJIENI, 1 IIe € CYTTEBE J0aT-
KOBE HABaHTAKEHHS. 3ayBaXUMO, IO OE3yMOBHO
Led MiAXia TIIBKU JIOTIOBHIOE MiJICUCTEMY BHUSBJICH-
Hs aHOMaJliid, a He 3MiHIoe ii. Kpim Toro, He icHye
NPOrPaMHOTO TPOTOTHITY, KU OM JIEMOHCTPYBaB
e()eKTUBHICTH IIHOTO MiIXOTY.

4. BUCHOBKUA

CydacHi cucCTeMH BUSBIICHHS Ta 3aroOiraHHs
BTOPTHEHb MAIOTh [[BI TPYIIM HEMONIKiB, a caMe:
HEJIONIIKK, SIKI MOB’s13aHi 31 CTPYKTYPOIO CHCTEM, i
HEJOJIKW, sKi TIOB’sA3aHi peayi30BaHUM METOAOM
BUSIBIICHHS BTOPTHEHb.

[Ilo crocyeThcss HENOMIKIB, sIKi TOB’s3aHI 3i
CTPYKTYPOIO CHCTEMH BHUSBJCHHS BTOPrHEHb Ta
3aro0iraHisa M, TO MOJKHA 3a3HAYNUTH AESKI 3 HUX:

® 3arayibHa METOIOJIOTIS TOOYIOBH BiICYTHS [26];

® TIpUB’s3Ka JI0O KOHKPETHOTO OOJIaJHAHHS CHUC-
teM IDS;

e ckiaaHicTh ycTaHoBkH IDS;

e CcKjIagHICTh oHOBIIEHHS IDS HOBHUMU TEXHOIIO-
TisIMHA BUSBJIEHHS

® BUSBJICHHS METOJaMU CHUCTEMH 3PO3yMLTUX
aTaKk MOXKE MPHU3BOAUTH JO POy HE3aI0BIILHUX
HACJIIKIB;

® OIlHIOBaHHS NPOAYKTUBHOCTI B pealbHUX
ymoBax U1 IDS e ckimagHoro 3a7auero.
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Takox MOXHa 3a3HAYUTH HENIOJIKM METOJIiB BU-
SIBJICHHS, SIKI € B CHCTEMax BHSBJICHHS BTOPTHEHb Ta
3amo0iranHs iM:

® HasSBHICTh TMPOIYCKiB aTrak 1 TMOMHIKOBUX
CTIPaILlbOBYBAaHb;

e CKIafgHOCTI B imeHTH(IKalil aTaKkyro4yoro Ta
LiJeH aTaku;

® CKJIAQHICTh BHSBJICHHS BTOPTHEHb Y pealb-
HOMY 9aci;

® CKJIAJHOCTI y BUSBIICHHI HOBHX aTaK;

® HU3BKHUI piBEHb BUSIBJICHHS BTOPTHEHb HA T0-
YaTKOBHUX €Tarax;

® BIiJICYTHICTh KpUTEPIiB €PEeKTHUBHOCTI pe3yib-
TaTiB poOOTH;

® BiJICYTHICTh MOMJIMBOCTI BUSIBJITH BXKE BiJOMi
aTaku 3 MOAM(IKOBAaHUMHU 200 HOBUMH CTPATETISIMH;

® CKIIQ/IHICTh B aBTOMAaTHYHOMY BHUSBJIICHHI KO-
OpIMHOBAHMX CKJIAIHUX aTak;

® TICPEBAHTAXKEHHS CUCTEMHU.

OTxe MOXHA JIIHTH BHCHOBKY, IIO ISl BJIOCKO-
HaneHHs cucteM [DS HeoOXiTHO aKIeHTyBaTH yBary
Ha HampsIMKaX, SIKi TOB’s3aHI 3 BUKOPUCTAHHIM
METOMIB Teopii aHami3y Ta CHHTE3y iHQOpMAaIiHNX
CHCTEM Ta arapary Teopii po3mi3HaBaHHsS 00pas3iB.
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Intrusion detection methods
in modern IDS systems

Currently, the problem of protection of information and communication systems and resources of cyberspace is
acute. The rapid development of the information sphere also leads to the modernization and complexity of methods of
attacking cyberspace objects. The statistics of successful attacks on computer systems of various organizations, includ-
ing government agencies, are growing every year. From this we can conclude that even the most reliable protection
systems do not give a 100% guarantee of protection. One of the possible reasons for this state of affairs may be the use
of standard security mechanisms and methods by most security systems. Such mechanisms include access delimitation
based on the rights of the access subject, encryption and identification and authentication. Traditional methods cannot
protect against their own users who have criminal intent. In addition, this approach does not solve the problem of clear
division of existing system entities for authorized use of globalized resources, the ability to select passwords using spe-
cialized software, and the problem of limiting access to information system resources, which can result in reduced per-
formance and complexity passing transactions between components of this system. Thus, there is a need to use mecha-
nisms that would not reject the advantages of traditional ones, but also complement them. Namely, that these mecha-
nisms detect attempts at unauthorized, unauthorized access, provide information about these attempts, and also be able
to respond. One of the key factors in the use of such protection systems is their ability to prevent attacks by attackers
who have been authenticated and authorized in accordance with all procedures and access rules and have obtained the
necessary rights to certain actions. Of course, it is impossible to predict a complete set of event scenarios in a system
with an authorized user who has malicious intent, but it is necessary to make a detailed description of possible "mali-
cious" scenarios, or go back and describe the so-called "normal™ scenarios. The description of normal scenarios will
make it possible to detect dangerous activity, because this activity will deviate from the so-called "normal” scenario of
behavior in the system, even by an authorized user. Thus, exploring the possibility of using mechanisms that are aimed
at detecting anomalies in the system, or to search for abuses can help implement effective solutions for intrusion detec-
tion and prevention systems.

Keywords: startup, cyberspace, cybersecurity projects, information technology, risks, IT products, fuzzy sets.
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RESEARCH OF CYBER SECURITY MECHANISMS
IN MODERN 5G CELLULAR NETWORKS

The main feature of the 5G network is Network slicing. This concept enables network resource efficiency, deploy-
ment flexibility, and support for rapid growth in over the top (OTT) applications and services. Network Slicing involves
splitting the 5G physical architecture into multiple virtual networks or layers. Each network layer (slice) includes con-
trol layer functions, user traffic level functions, and a radio access network.

Slice isolation is an important requirement that allows the basic concept of Network slicing to be applied to the sim-
ultaneous coexistence of multiple fragments in a single infrastructure. This property is achieved by the fact that the
performance of each slice should not affect the performance of the other. The architecture of network fragments ex-
pands in two main aspects: slice protection (cyber attacks or malfunctions affect only the target slice and have a limited
impact on the life cycle of other existing ones) and slice privacy (private information about each slice, such as user
statistics) does not exchange between other slices).

In 5G, the interaction of the user's equipment with the data networks is established using PDU sessions. Multiple
PDU sessions can be active at the same time to connect to different networks. In this case, different sessions can be
created using different network functions following the concept of Network Slicing.

The concept of "network architecture™, which is developed on hardware solutions, is losing its relevance. It will be
more appropriate to call 5G a system, or a platform because it is implemented using software solutions.

5G functions are implemented in VNF virtual software functions running in the network virtualization infrastruc-
ture, which, in turn, is implemented in the physical infrastructure of data centers, based on standard commercial COTS
equipment, which includes only three types of standard devices - server, switch and a storage system.

For the correct operation of a network, it is necessary to provide constant monitoring of parameters which are de-
scribed above. Monitoring is a specially organized, periodic observation of the state of objects, phenomena, processes
for their assessment, control, or forecasting. The monitoring system collects and processes information that can be used
to improve the work process, as well as to inform about the presence of deviations.

There is a lot of network monitoring software available today, but given that 5G is implemented on virtual elements,
it is advisable to use the System Center Operations Manager component to monitor network settings and performance
and to resolve deviations on time.

The Operations Manager reports which objects are out of order sends alerts when problems are detected and pro-
vides information to help determine the cause of the problem and possible solutions.

So, for the 5G network, it is extremely important to constantly monitor its parameters for the timely elimination of
deviations, as it can impair the performance and interaction of smart devices, as well as the quality of communication
and services provided. System Center Operations Manager provides many opportunities for this.

The purpose and objectives of the work. The work aims to analyze the main mechanisms of cybersecurity in 5G cel-
lular networks.

Keywords: 5G; network; monitoring; virtual software.

1. INTRODUCTION opment of information technology, the needs of users

The modern world is impossible to imagine without ~ &€ growing rapidly, which cannot always meet the 4th
the Internet, smartphones, and other gadgets that have generation mobile networks. That is why it is necessary

become an integral part of our lives. With the devel-  t© develop and implementa 5G network.
© Odarchenko R. S., Dakov S. Y., Dakova L. V., 2021
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5G will allow the active development of loT
technologies, which will ensure the emergence of
smart cities, smart vehicles, and other 10T technolo-
gies. Base stations will be able to communicate with
objects that move at high speeds, up to 500 km / h.

5G is a qualitative development of technologies,
not just an increase in network bandwidth. Enhanced
security, increased connection stability, increased
number of devices connected to the network at the
same time, the ability to work with 10T in real-time -
these are the opportunities that can provide 5G.

In general, the 5G network absorbs not only mo-
bile but also fixed communication services, high-
speed low-speed Internet access, and specialized
corporate networks for industries.

The 5G network platform provides operators with
significant benefits, primarily in terms of functional-
ity, increased network bandwidth, and increased user
satisfaction.

5G network security features

The security concept of mobile communication
networks of the fifth generation is based on the reuse
of the corresponding technologies adopted in the
4G-LTE standard [26]. Figure 1 shows the general
architecture for building the core of a 5G network.
Functional objects that implement security mecha-
nisms are highlighted in dark color [27]:

Security Anchor Function (SEAF) - security an-
chor function.

Authentication Server Function (AUSF) is an au-
thentication server function.

Authentication Credential Repository and Pro-
cessing Function (ARPF) is a function of storing and
processing authentication credentials.

Security Context Management Function (SCMF)
is a security context management function.

Security Policy Control Function (SPCF) is a se-
curity policy management function.

Subscription Identifier De-concealing Function
(SIDF) - a function to retrieve user ID Fig. 1.

Fig. 1. 5G backbone architecture
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During the first phase, the SEAF, SCMF, and
SPCF are expected to be combined with the Access
and Mobility Management (AMF) module of the
ARPF and SIDF with the Unified Database (UDM).

Safety anchor function (SEAF). In cooperation
with the AUSF, it provides authentication of the user
of the terminal (UE) upon registration in the network
(attach) for any access technology.

Authentication function (AUSF.). Acts as an au-
thentication server, terminating requests from
SEAF and translating them into ARPF. Can be
combined with the Authentication Credentials Re-
pository (ARPF).

Authentication Credential Repository (ARPF).
Provides storage of personal secret keys (KI) and
parameters of cryptographic algorithms, as well as
generation of authentication vectors following 5G-
AKA or EAP-AKA algorithms. It is in a home net-
work protected from external physical influences of
the data center and, as a rule, is integrated with a
unified database (UDM).

Security Context Management Function (SCMF).
Provides 5G security context lifecycle management.

Security Policy Management Module (SPCF).
Ensures the negotiation and enforcement of security
policies for specific user terminals (UE). This con-
siders network capabilities, UE capabilities, and
specific service requirements. Application of securi-
ty policies includes a selection of AUSF, selection of
authentication algorithm, selection of data encryp-
tion and integrity control algorithms, determination
of the length and life cycle of keys.

User ID Delete Function (SIDF). Provides extrac-
tion of the permanent subscriber subscription identi-
fier (5G SUPI) from the hidden identifier (SUCI)
obtained as part of the "Auth Info Req" authentica-
tion procedure request.

Overall, the 5G network security concept includes:

User authentication from the network.

User side authentication of the network.

Negotiation of cryptographic keys between the
network and the user terminal.

RRC signaling traffic encryption and integrity
control (between UE and gNb).

Encryption and integrity control of signaling traf-
fic at the NAS layer (between UE and AMF).

Encryption and integrity control of user traffic
(between UE and gNb).

User ID protection.

Protection of interfaces between different net-
work elements following the concept of a network
security domain described in the recommendation
3GPP TS 33.310, incl. protection of interfaces N2,
N3, and Xn.
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Isolating the different layers of the Network slic-
ing architecture and defining its security levels for
each layer.

Protection of signaling and user traffic between
4G-LTE eNb and 5G gNb in the "Option 3" 4G to
5G migration scenario, including cryptographic key
negotiation, encryption, and integrity control.

User authentication and traffic protection at the
end service level (IMS, V2X — Vehicle to Every-
thing, loT).

Authentication and Key Agreement Procedure

The purpose of the Authentication and Key
Agreement (AKA) procedure is to perform mutual
authentication between the user terminal and the
network, as well as generate the security function
key KSEAF (see Fig. 2). Once generated, the
KSEAF key can be used to form several security
contexts, incl. for 3GPP and non-3GPP access.

Release 15 3GPP defines two mandatory meth-
ods for authentication and key agreement - EPS-
AKA "and 5G-AKA, which will be discussed below.

Within both methods, a derivation function
(KDF) is called, which, based on the control charac-
ter string, converts the cryptographic key. The con-
trol character string may include the name of the
serving subscriber of the guest network (Serving
Network Name - SN-name). In particular, SN-name
is used when calculating:
security function key KSEAF;

Authentication revocation (RES * XRES *)
intermediate keys CK "and IK".

The SN-name is constructed by combining a ser-
vice code (service code = "5G") and a guest network
identifier, user authentication (network identifier or
SN Id). SN Id is calculated based on Mobile Country
Code (MCC) and Mobile Network Code (MNC) —
see Fig. 2.

706 | 5|43 2]1]0
1 MCC digit 2 MCC digit 1
2 MNC digit 3 MCC digit 3
3 MNC digit 2 MNC digit 1

Fig. 2. Network identifier or SN Id

Using the name of the serving network (SN-name)
allows you to unambiguously bind the results of cryp-
tographic algorithms in a specific guest network.

Initiation and selection of authentication method

In accordance with the operator's security policy,
SEAF can initiate user authentication of the terminal
(UE) in any procedure involving the establishment
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of a signaling connection with the UE, for example,
when registering with the network (attach) or updat-
ing the tracking area (tracking area update). To "go
on the air", the UE must use either the hidden SUCI
code (when first registering with the network) or
5G-GUTI (otherwise).

To authenticate the terminal user, SEAF uses a pre-
viously created and not yet used authentication vector,
or sends an "Authentication Initiation Request” (5G-
AIR) to the AUSF, setting the user ID to SUCI (upon
initial registration in the network) or SUPI (upon re-
ceipt from the UE valid 5G-GUT]I). The authentication
request (5G-AIR), in addition to the user ID, must also
include the access type (3GPP or non-3GPP), as well
as the serving network name (SN-name).

Next, the AUSF verifies the legality of using the
serving network name (SN-name) and, upon suc-
cessful verification, translates the received request to
the unified database (UDM) block, where (if neces-
sary) the user identifier retrieval functional module
(SIDF) decrypts the hidden user identifier (SUCI ),
after which the Authentication Credential Repository
(ARPF) selects the appropriate authentication algo-
rithm - 5G-AKA, or EAP-AKA. "

EAP-AKA Authentication Method '

The EAP-AKA authentication method is a further
development of the EAP-AKA and introduces a new
derivation function that binds cryptographic keys to
the access network name. The "EAP-AKA™ method
described in RFC 5448 is triggered by UDM / ARPF
when it receives a user authentication request from
AUSF (Authentication Information Request - Auth
Info-Req message) Fig. 3 shows a diagram including
the following steps.

NG-UE SEAF AUSF
<N1msg>

q 3 -
SUCI or 56 GUTI <N12 msg: 5G-AIR>

SUCler SUPL Shname <N13 msg: Auth Info-Reg>

SUChor SUPI, SN-name

<N13 msg: Auth Info-Resp>

“ | PRF function launch

<N1 msg: Auth-Reg>

Request/AKA'-Clallerge

Cryptographic foncti
lannch
Networl avthentication

<N1msg Auth-Resp>

EAPER

Resporse/ AKA'Challerge

<N1msg>

EAPSuocess

Fig. 3. EPS-AKA Authentication Method
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The user credential storage and processing mod-
ule (UDM / ARPF) generates an authentication vec-
tor including RAND, AUTN, XRES, CK, IK. To
calculate the authentication vector, five one-way
functions f1-f5 are used, implemented based on the
MILEAGE block cipher (following 3GPP TS 33.102
— see Fig. 4) with the AMF bit set to "1". When cal-
culating f1-f5, a 128-bit operator-variant algorithm
configuration field (OP) is used. OP allows you to
make a unique (secret) implementation of the algo-
rithm for each operator. The OP value (or OPC,
calculated from OP and Kl via the block cipher
function) must be stored in the ARPF and on the
user's USIM.

[

k.
SaN Generating RAND
AMF
f1
" AJ l

MAC AMF  SON  AK

l

SOM xor AK
48 bit

ing SQN ‘

Ki

xor

AUTN
128 bit

AMF
16 bit

MAC
64 bit

Fig. 4. Authentication vector

2. UDM / ARPF using the derivation function
and using the service network name (SN-name) cal-
culates the "bound" value CK ", IK 'and transmits
the vector (RAND, AUTN, XRES, CK", IK") of the
authentication server (AUSF) from which the re-
guest was received.

3. AUSF launches the cryptographic function
PRF of the EAP-AKA method "described in
RFC5448. The input parameters of the function are
the keys CK" and IK ", as well as the name of the
serving network (SN-name). The following fields
are obtained at the output of the function:

K_encr — key (128 bit) used to encrypt indi-
vidual attributes of EAP-AKA messages "(in ac-
cordance with the operator's security policy);

K _aut — key (256 bit) used to calculate the
message integrity control codes EAP-AKA "(MAC -
Message Authentication Code)

K_re —key (256 bits) used for re-authentication;
MSK (Master Session Key) —master key (512 bit)
EMSK (Extended Master Session Key) — ex-
tended master key (512 bits).
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4. The AUSF sends an EAP-Request / AKA'-
Challenge to the Security Anchor Function (SEAF),
which is then transparently broadcast to the terminal
user in the NAS message. EAP-Request / AKA'-
Challenge contains the following attributes:
AT_RAND (random number)

AT_AUTN (authentication token)

AT_KDF (identifier of the used derivation
function, where 1 corresponds to using the default
derivation function)

AT_KDF_INPUT (serving network name —
SN-name)

AT_MAC (Message Authentication Code).

5. User terminal:

calculates the value of XMAC, RES, CK "and IK
starts the cryptographic function PRF of the
EAP-AKA algorithm "(similar to the function per-
formed by the authentication server)

checks the correctness of the message integri-
ty control code (AT_MAC attribute)

checks if the AMF bit of the AT_AUTN at-
tribute is set to "1";

performs network authentication by compar-
ing the calculated and received AUTN values;

sends an EAP-Response / AKA'-Challenge
with the attributes AT_RES and AT_MAC to the
security anchor function (SEAF), which is then
transparently broadcast by the authentication server
(AUSF).

6. AUSF validates the message integrity check
code (AT_MAC attribute) and authenticates the
terminal user by comparing the RES and XRES
values received from the UE and ARPF / UDM,
respectively.

7. If successful, the AUSF sends an EAP-Success
Feedback to the UE via the Security Anchor Func-
tion (SEAF). If the operator's security policy pro-
vides for the transmission of an encrypted EAP-
Success — "protected successful result indications”,
notification messages are first exchanged. Also (if
necessary), through the SIDF function call, the hid-
den identifier (SUCI) decryption and 5G SUPI ex-
traction are performed.

8. At the final stage, ARPF / UDM generates an
authentication function key KAUSF, which is used
as the first 256 bits of the extended master key
(EMSK). Further, based on KAUSF, encryption and
integrity control keys are calculated according to the
hierarchy of cryptographic keys shown in Fig. 7.

2. 5G-AKA AUTHENTICATION METHOD

The 5G-AKA authentication method is a further
development of the EPS-AKA described in 3GPP TS
33.401 and is applied on 4G-LTE networks. The
5G-AKA method is triggered by UDM / ARPF when it
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receives a user authentication request from AUSF (Au-
thentication Information Request message — Auth Info-
Req). In fig. 6 is a diagram that includes such steps.

NG-UE SEAF AUSF ARPF
<N1 msg>
<N12 msg: SG-AIR=
SUCI oy 5GGUT!
N1 : Auth Info-R
SUCI gr SUPI, SNname |2 Msg Auth Info-Req>
SUCI or SUPI, SN-name
Choosing authentication
method
- <N13 msg: Auth Info-Resp>
<N1 msg: Auth-Reg> <N12 msg: SG-AIA>
tworls anthentication
<N1msg: Auth-Resp>
UE asthentication
<N12 msg: 56-AC>

Fig. 5. 5G-AKA Authentication Method

1. By analogy with the EAP-AKA algorithm "the
user credentials repository and processing module
(UDM / ARPF), based on the MILENAGE block
cipher, generates an authentication vector that in-
cludes RAND, AUTN, XRES, CK, IK (the AMF bit
must be set to unit).

2. UDM / ARPF using the derivation function
and using the serving network name (SN-name)
calculates:

« the value of the expected response XRES * is
bound

. the key value of the authentication function
KAUSF,
generates the vector "5G not the AV" (Home
Environment Authentication Vector), including
RAND, AUTN, XRES * KAUSF and sends it to the
authentication server (AUSF).

3. AUSF calculates:
the HXRES * value, which is a hash truncated
to 128 bits from the concatenation of the expected
XRES * authentication response and a random num-
ber RAND: HXRES * num lower 128 bits from
SHA-256 [RAND || XRES *];
the value of the key of the security function
KSEAF.

The AUSF then generates 5G AV (5G Authenti-
cation Vector) including RAND, AUTN, HXRES *
KSEAF and sends it to the Security Anchor Func-
tion (SEAF) using a 5G-AlA (Authentication Initia-
tion Answer) message. If the authentication request
(5G-AIR) contained a hidden user code (SUCI), the
AUSF receives the 5G SUPI through the SIDF func-
tion call and adds it to the 5G-AlA.

4. SEAF monitors the received vector lifetime timer
and sends an Auth-Req message to the NAS terminal
user with the RAND and AUTN parameters enabled.
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5. User terminal:

calculates the value of RES, AUTN, CK, IK
by calling the corresponding functions of the USIM
module;

performs network authentication by compar-
ing the calculated and received AUTN values;
calculates the values of the keys KAUSF and
KSEAF;

computes the bound values of the RES * au-
thentication response;

sends an Auth-Resp message containing RES
* to the safety anchor function (SEAF).

6. SEAF calculates the hash HRES * (similar to
AUSF) and authenticates the terminal user by com-
paring HRES * and HXRES *.

7. Upon successful authentication, SEAF sends a
5G-AC (Authentication Confirmation) message to the
AUSF, including the RES * response values received
from the UE. This step is optional and may not be used
when registering a user on a home network.

8. AUSF checks the lifetime timer of the authen-
tication vector, compares the value of the calculated
(XRES *) and received (RES *) feedback, and then
completes the authentication procedure.

3GPP recommends that only one vector be gen-
erated and used per authentication procedure. This
will allow a confirmation message to complete each
authentication procedure.

Hierarchy of cryptographic keys

The following are the keys, variables, and cryp-
tographic functions that are used in 5G security pro-
cedures:

1. The user's secret key Kl — 128 (or 256) bits.
Stored in read-protected ARPF and USIM memory
of the module.

2. Random number RAND (RANDom challenge)
— 128 bits;

3. Rejection of authentication RES (authentica-
tion RESponse) — 128 bits. Generated by a user ter-
minal (UE) and used in the UE's network authentica-
tion procedure.

4. The expected revocation of XRES authentica-
tion (eXpected RESponse) is 128 bits. An ARPF is
generated and used in a terminal (UE) user authenti-
cation procedure by the network.

5. Pegged Authentication Revocation (pending au-
thentication revocation) (X) RES * — 128 bits. Repre-
sents (X) RES modified by the derivation function.

6. Shortened hash of the bound (expected bound)
authentication response and the random number
H (X) RES * — 128 bits.

7. Sequence number SQN (SeQuence Numbers)
— 48 bits.

8. Anonymous key AK (Anonymity Key) — 48
bits. Used to protect the sequence number (SQN).
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9. AMF (Authentication Management Field) — 16
bits. Specifies the type of authentication vector gen-
erated by ARPF (UMTS or EPS / 5G).

10. Message Authentication Code (MAC) — 64
bits. An ARPF is generated and used in the UE's
network authentication procedure.

11. The expected eXpected Message Authentica-
tion Code (XMAC) is 64 bits. Generated by a user
terminal (UE) and used in the UE's network authen-
tication procedure.

12. Authentication token AUTN (authentication to-
ken) — 128 bits. Includes an Authentication Message
Code (expected Authentication Message Code) — (X)
MAC and an Authentication Control Field (AMF).

13. Keys CK (Cipher Key) and IK (Key Integri-
ty) — 128 bits each. They are located at the top of the
tree of the hierarchy of cryptographic keys and un-
derlie the calculation of encryption keys and control
the integrity of signaling and user traffic.

14. Is the second ancestor of the KAUSF authen-
tication function key.

15. Key for authentication function KAUSF.

16. Security function key KSEAF.

17. KAMF access and mobility management
function key. When performing a handover with
changing the access and mobility control module to
the target Fig. 6.

Netwaork side UE side

ARPF usim

ARPF

NG-UE

NG-UE

NG-UE

NG-UE

]
<I Kyamwr Kpm, NH ‘

N3UWF  NG-UE

Fig. 6. Key hierarchy

Security contexts

One of the fundamental concepts of traffic pro-
tection in 5G networks is the concept of a security
context (5G security context) — a block of infor-
mation that includes keys, parameters, variables that
ensure the functioning of encryption and data integ-
rity control mechanisms. Symmetric copies of the
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"G security context™ are stored in the user terminal
and on the network elements. 3GPP defines three
types of "5G security context":

"full native" — a context created within the 5G
authentication and key agreement (EAP-AKA "or
5G-AKA) for which NAS traffic security mecha-
nisms (NAS-SMC) were successfully activated
"partial native" — a security context created
within the 5G authentication and key agreement (EAP-
AKA "or 5G-AKA) for which the NAS traffic security
mechanisms (NAS-SMC) have not yet been activated.
"mapped" — a security context created when a
user transitions from a network of one communica-
tion standard to a network of another, by converting
UMTS (or EPS) keys into a 5G key.

The security context can be in one of two possi-
ble states — "current” — the current (last activated
security context) and "non-current”. The "current"
state can be a context of the "full native™ or
"mapped" type, the "non-current” state — "fully na-
tive" or "partial native". At the same time, in the
"non-current” state, the context has no 5G AS data.

The 5G security context includes the following
sections:

1) 5G NAS security context — parameters and
variables to ensure the security of NAS alarm, in-
cluding:
the key of the KAMF access and mobility
management function,

a list of NAS security algorithms supported by
the user terminal (UE),

identifiers of selected algorithms for NAS en-
cryption and integrity control,

the value of NAS COUNT counters for down-
stream and upstream traffic,

keys for NAS encryption and KNASint and
KNASenc integrity control.

2) 5G AS security context — parameters and vari-
ables to ensure the security of RRC signaling and
user traffic, including:
base station key KgNB,

a list of security AS algorithms supported by
the user terminal (UE),

identifiers of selected algorithms for RRC /
UP encryption and integrity control,

the value of the RRC / COUNT UP counters
for downstream and upstream traffic,

key for RRC / UP encryption and integrity
control KRRCint, KRRCenc, KUPint, KUPenc,

NH (Next Hop parameter) and NCC (Next
Hop Chaining Counter parameter) parameters are
used for key derivation.

3) 5G AS security context for non-3GPP access -
parameters and variables to ensure user security and
signaling traffic for non-3GPP access (Wi-Fi, etc.).
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The mechanisms for using this context are not de-
fined at the time of this writing.

When the user turns off the terminal, the AMF and
UE store copies of the current NAS security context
(current 5G NAS security context) and all unused
authentication vectors, which allows the next time the
terminal is turned on, on the one hand, to minimize its
registration time, on the other hand, to ensure the
required level of security. On the UE side, a copy of
the current security context can be stored either by the
USIM (if the module contains the appropriate files for
storing the network connection parameters) or in the
non-volatile memory of the UE.

Securing NAS Traffic

Securing NAS traffic includes encryption param-
eters and integrity control of NAS signaling messag-
es transmitted between the user terminal (UE) and
the access and mobility control module (AMF) via
the N1 interface (see Fig. 1).

Security mechanisms for NAS traffic are activat-
ed as part of the NAS Security Mode Command -
NAS-SMC procedure (see Fig. 10). The choice of
encryption and integrity control algorithms is per-
formed by AMF based on the priorities set by the
operator, as well as following the priorities received
from the UE security capabilities. If the user termi-
nal (UE) does not have an up-to-date security con-
text, then the primary NAS message should be sent
in an open (unencrypted form and contain only the
user ID and "security capabilities". In this case, the
integrity of the NAS messages signaling is provided
starting with "NAS Security Mode Command en-
cryption — with" NAS Security Mode Complete. "If
the UE has an up-to-date security context, then the
attributes of the primary NAS message MUST be
encrypted except for the already mentioned user ID
and" security capabilities ".

Using a man-in-the-middle attack, an attacker can
change the value of the "security capabilities” field
of the primary unsecured NAS message and thereby
reduce the security level of the NAS conversation as
a whole. To detect this, the AMF sends a copy of
"security capabilities” to the UE and has integrity
protection to the "NAS Security Mode Command",
allowing the UE to detect an attack. For the same
purpose, the AMF, by setting the Request Initial
Message Flag, may invite the UE to send a copy of
the primary NAS message as part of the NAS Secu-
rity Mode Complete secure revocation.

Securing AS Traffic

Securing AS traffic includes parameter encryp-
tion and integrity control of RRC signaling messag-
es, as well as user data packets transmitted between
the UE and the base station (gNb) via the NG-NR
interface (Fig. 7).
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NG-UE

1. Initial Message (Subscription ldentifier, UE security capabilities)

2. Authentication

3. NAS Security Mode Command ([Request Initial Message Flag])

4. NAS Security Mode Complete ([Initial Message])

5. AMF respons e toinitial message

Fig. 7. NAS Security Mode Command Procedure

The activation of security mechanisms for AS
traffic is carried out as part of the AS Security Mode
Command (AS-CMS) procedure, which includes the
exchange of AS Security Mode Command and AS
Security Mode Complete messages (the integrity of
these messages must be protected). The choice of
encryption and integrity control algorithms is per-
formed by gNb based on the priorities set by the
operator, as well as following the security capabili-
ties received from the UE.

Integrity control is provided starting from the
RRC message "AS Security Mode Command", en-
cryption — from the "AS Security Mode Complete™.

When the handover is performed, the source base
station transmits encryption and integrity control al-
gorithms and capabilities for the terminal user in the
handover request message to the target base station.
Based on the received data, the target gNb, on the one
hand, can read the "RRCReestablishmentComplete"
message from the UE, and on the other hand, can
select and broadcast new algorithms to the UE.

As part of the handover procedure, a new KgNB
* key is generated at the target base station. The key
is generated either on the basis of the pre-key KgNB
(horizontal derivation) or on the basis of NH (verti-
cal derivation). This mechanism is called "AS key
refresh” in 3GPP terminology.

3. USER IDs

Many identifiers have been defined for 5G users,
detailed in 3GPP TS 23.003. Below is a brief de-
scription of them:

1. International permanent subscriber subscription
identifier — 5G SUPI (Subscription Permanent Identi-
fier). Assigned to each subscriber of the 5G network
and stored in the unified UDM and USIM database of
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user modules. The SUPI identifier can be an interna-
tional mobile subscriber identifier - IMSI (Interna-
tional Mobile Subscriber Identity), or a network ac-
cess identifier — NAI (Network Access Identifier), the
format of which is defined by RFC 4282.

2. Hidden user identifier — SUCI (Subscription
Concealed Identifier). It is an encrypted copy of the
international permanent subscriber subscription
identifier (5G SUPI) and avoids the transmission of
5G SUPI over the network in the clear, even when
the terminal user is initially registered in the network
(Initial attach).

SUPI is protected using an Elliptic Curve Inte-
grated Encryption Scheme (ECIES). The public key
used for SUPI encryption must be stored in the
secure memory of the USIM card,; the private key is
in the User ID Withdrawal Functional (SIDF). In
this case, the SUPI part containing the mobile
country code (MCC) and mobile network code
(MNC) and is used for routing signaling traffic is
not encrypted. 3GPP allows SUPI encryption in the
user terminal (default option) and USIM modules.
The operator's network and user terminal must also
support the so-called null-scheme, in which the
public user ID is not protected.

The 5G Globally Unique Temporary Identifier
(5G Globally Unique Temporary ldentifier) is as-
signed by the Access and Mobility Management
(AMF) module regardless of the type of access net-
work (3GPP, non-3GPP). When "going on the air",
the user terminal must use exactly 5G-GUTI (except
for initial registration in the network — initial attach,
as well as in other cases when there is no valid 5G-
GUTI) The 5G-GUTI format is shown in Fig. 8.

PLMN-Id

D —

/ A
\

McC

12bit

5G-3-TMS|
-~

[ |

AMF et ID
4t

MNC
&12bit

AMF Region ID
16 bit

AMF Pointer
4bit

M-TM3I
32bit

h

AMFI

GUAMI

Fig. 8. 5G-GUTI structure

here:

GUAMI (Globally Unique AMF Identifier) -
global (international) identifier of the AMF access
and mobility control module;

MCC - mobile country code;

MNC - mobile network code;

AMF Region ID — identifier of the region
served by the AMF module;
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AMEF Set ID — unique identifier of the group
of AMF modules within the region;

AMEF Pointer — unique identifier of the AMF
module within the AMF Set ID group;

AMFI — unique (within the network) AMF
identifier;

5G-TMSI (5G Temporary Mobile Subscrip-
tion Identifier) — a temporary identifier of a 5G mo-
bile subscriber (unique within AMF)

5G-S-TMSI — unique (within the region) tem-
porary identifier of a 5G mobile subscriber.

4. CONCLUSION

Explained to the public understanding of the
"monitoring of the fancy". It is centrally organized,
systematically changing over the camp of objects,
appearances, processes with the mark of evaluating,
monitoring or forecasting. Monitoring is a systemat-
ic collection and processing of information, as it can
be used for polishing the process of taking decisions,
as well as for informing loudness and or as a design
tool for a star star link tool for measuring. In the
Danish hour, the monitoring of the measurement
will be added to the number of additional subsys-
tems, for example:
intrusion detection system — follow the emer-
gence of threats (Intrusion detection system). The
whole system, which displays fancy traffic on the
subject of suspicion of activity and type of im-
provement, if such activity is detected. Other quality
of service is provided by the administrator or select-
ed centrally for additional systems and security and
management of pods. The SIEM system integrates
vyhodi with decilkoh dzherel and vikorista methods
of filtering trivia, allowing you to identify the mali-
cious activity of pompous trivia.

The intrusion memorization system is an excel-
lent degree to enable the use of the Intrusion Preven-
tion System. Bagato IPS can also react to the threat
of a threat, if you do not allow it to be damaged.
Smell the vicious methods of reacting, teach the IPS
the attack itself, reduce the middle of the bezpeka or
change the attack. The system for monitoring the
productivity of the net (Network Performance Moni-
toring, NPM) is a rewiring of the attachment / chan-
nel. With the monitoring of the hedgehog, the vison
is watching over the hedge in the jokes of the prob-
lems that are caused in the robots of the server sys-
tems, their attachments or the hedgehogs.

At the connection with the active, growing nature
of the development of information technologies, the
growth of the foldability of the scale of the systems
and the net, in its turn, a special acceleration of the
monitoring and forecasting of For such universities,
it is not necessary to throw viruses of increased and
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security, as well as toxicity.

Boolean view System Center Operations Manag-
er (SCOM). The product of the building consoles
information about the function of the new IT-
infrastructure components, which is secured in the
second consoles.

Vikoristannya Operational manager will lie be-
hind a great number of computers, annexes, services
and supplements. Console for dose management to
reconsider the rate, productivity, availability of all
advanced facilities in the middle, and

Agents view the dzherela on computers pick up
the views according to the configuration that con-
trols the server. When | change the status of the ob-
ject or the visibility of other minds, the agent can
change. Tse with the permission of the operator to
know, if vimagum ixHO1 respect. I will transfer the
data about the status of the post-hosted object to the
control server, the agent will send the picture of the
pre-delivery status of the annex and all the data

Bulo is proponent of the option of the system and
monitoring of parameters in the 5G grid. Merezhi of
the fifth generation are implemented on virtual ele-
ments, also on the secondary SCOM component for
controlling the parameters and correctness of the
hedge and the time-consuming operation.

5G functions are implemented in virtual pro-
grammable VNF functions, which are implemented
in the NFV infrastructure. In its own place, NFV is
implemented in the physical infrastructure of the
data center on the basis of the standard commercial
property of COTS.

The 5G skin element is used for monitoring
agents. A data modifier generates various data with
preceding variable icons that trigger the actions that
result from the action. Server for management of
configuration and extended agencies on state-of-the-
art computers. All agents send calls to the manage-
ment server in the group. The cei server is used as
the main control server of the agent.

A circuit has been installed in the maybutny can
of the vikoristan for the control of parameters in the
5G mesh.cellular networks.
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DocnipxeHHa MexaHi3MiB Kibepbe3neku
CTiIbHUKOBOI Mepexi 5G

OcHosHoro ocobugicmio mepedici 5SG € posoinenna mepedxci. 1]a konyenyis 3abesneuye eghekmugHicms 8UKOPUCINAHHS
MEPeNCHUX pecypcis, cHYYKICIb PO320pMAHHA md NIOMpUMKY weuoxkozo 3pocmanus monosux (OTT) npospam i ciyxco.
3pizysanns mepeoici nepedbauac nodin gizuunoi apximekmypu 5G Ha Kiibka sipmyanvhux mepedc abo wapis. Koowcen me-
pedrcrull pigeHs (3pi3) exntoyac QyHKyii pieHs KepysanHsa, (yHKyil pisHa mpaghixa Kopucmysaya ma mepesxicy padiooocmyny.
IBonayis pazmenmis € 8arCAUBOI0 BUMO20I0, KA O0360JIAE 3ACMOCYBAMU OCHOBHY KOHYENYilo 3pi3y mepedici 00 00HOUACHO-
20 CRIBICHYBAHHS KIILKOX (hpazmenmis 6 oOuill inghpacmpyxkmypi. Ll enacmusicms docseaemucsi mum, wjo npoOyKmMuGHICIb
KOJICHO20 3Di3y He NOBUHHA BNIUBAMIU HA NPOOYKMUBHICHIL THUO020. APXIMEKmYypa MepediCHux pasmeHmis posmupoenbcs
30 MAKUMU OCHOBHUMU ACNEeKMAamMU: 3axucm gpazmenmis (kibepamaxu abo 300i 6 pobomi 3auinarome auuie Yinbosuil ghpae-
MeHm [ Maromb 0OMeNCeHUN GNIIUE HA JHCUMMEBULL YUKIL THUUX ICHYIOYUX) I KOHQIOeHyliHicmb ()pacmenma (npusamua in-
gopmayis npo KodiceH hpazmenm, HaNPUKIAO, KOPUCMYSAYQ), CMAMUCIMUKA (He 0OMIHIOEMbCAL 3 THUUMU hpazmenmamu). Y
5G 63aemM00isi 0ONIAOHAHHA KOPUCMYBAYA 3 MEPEeXCaMi nepeoadi OaHUX 8CMAHOBTIOEMbCA 3 donomozorw ceancie PDU.
Hexinvka ceancie PDU mooicymo 6ymu akmugHuMu 0OHOUACHO OJist NIOKTIOYEHHsL 00 PI3HUX Mepedic. Y ybomy 6UNaoKy Modic-
Ha CMEOpUmu pisHi Ceancu 3a 00NOMO20I0 PI3HUX MEPENCHUX QYHKYIU 8I0n0siOH0 00 koHyenyii Network Slicing. I[Tonsmms
“apximexmypa mepedxci'', saKe po3pobneHo HA anapamHux piuieHHsX, empayae ceor akmyanvHicms. 5G OoyinvHiue Oyoe
Ha3ueamu CUCMeMoro, abo NAAM@OPMoI0, OCKIIbKU 60HA Peani3o8and 3a OONOMOZ0I0 NPOSPAMHUX plmeHb Dynxyii
5G peanizoeani y sipmyanvHux npoepamuux yuxyisx VNF, wo npayroioms 6 ingpacmpykmypi eipmyanizayii mepesici, sxa,
¥V €801 uepey, peanizoéana y (isuunil ingpacmpykmypi yeHmpie 00pooKu OaHUX, HA OCHOBI CIAHOAPIHO20 KOMEPYILIHO20
obnaonanns COTS, sixe sxmouae auuie mpu munu CMaHoOapmMHUX RPUCMPOI8 — cepeep, KOMymamop i cucmema 30epicanHs.

s npasunbhoi pobomu mepedxci HeoOXIOHO 3abe3neyumu NOCMILHULL MOHIMOPUHE Napamempie, SKi Onucaui euuje.
Monimopune — ye cneyianbHo OpeaHi308aHe NEpiOOUUHe CNOCMEPEHCEeHHS 3a CMAHOM 00 €Kmis, seuwy, npoyecie O ix
OYiHI08aHHS, KOHMPOMIO uu npoeHosysanns. Cucmema MOHIMopuHzy 36upac ma o6poonac ingopmayito, axa modice Oymu
suKopucmana onsA NoKpauwents pobo4o2o npoyecy, a maxkoxic ons ingopmyeanns npo naagricmo gioxunensb. Cb0200Hi icHye
8eIUKA KLILKICHb NPOSPAMHO20 3a6e3neuerts 0 MOHIMOPUHEY Mepedici, ane epaxosyouu me, wo 5G peanizoeano Ha 6ipmy-
QIbHUX  eleMeHmax, OoyinbHo euxopucmosgysamu komnonenm System Center Operations Manager Onsa MOHIMOPUHEY
HANQUWIMY6aHs i NPOOYKMUGHOCIE MEPENCL, a MAKOIC OIS G4ACHO20 YCYHeHHsL siOXuIeHb. Menedcep onepayiil nosiooMIsIE,
SKE 00 €Kmu GUULLTY 3 1A0Y, HAOCUIAE CROBIUWCHHSL NPU GUAGIECHHI NPOoOieM i HA0ae IHEPOPMAYIIo, sIKA OONOMONCE BUSHAYUMU
npuyuHy npobremu ma moxciugi piutenns. Omoice, 0nsa mepednci 5G HA036UUALIHO BANCTUBO NOCMILIHO KOHmMpoosamu i na-
pamempu 0Nl CBOEYACHO20 YCYHEHHsL GIOXUNEeHb, SIKI MOJICYMb NOSipuumu npoOYKMUGHICIb | 83AEMOOTI0 POZYMHUX NpU-
cmpois, a makoaic saKicms 38 3Ky ma Hadanux nociaye. System Center Operations Manager nadac 6a2amo moxciugocmeit Oist
yvoeo. Mema yiei pobomu — ananiz OCHOBHUX MexaHizmie Kibepbesneku 6 cminbHuxosux mepedxcax 5G.

Knrouosi cnosa: 5G; mepesica; monimopune, 8ipmyaivhe npocpamue 3a0e3neyeHHs..
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YAOCKOHANNIEHUN METO[
BU3HAYEHHS BUNAAKOBUX PAAIOCUIHAJIB
3A BIAXWEHHSAIM FOJIOBHUX
NAPAMETPIB CUrHAJIB

3anpononosano 600CcKOHANEHUL MEMOO BUSHAYEHHSA BUNAOKOBUX PAOIOCUSHATIB, SIKI MOJCYMb OYMU CUSHANAMU 3a-
cobis neenacrnozo ompumanna ingpopmayii. Hosusna memoody nonseac y 6usHauenni 6i0XUIEHHs 20108HUX NAPAMEmMpie
cuenanis 8i0 3a0anux napamempis. Memoo 06 ’€OHye mMemoou 8UHAYEeHHs GIOXUNEHHS AMNIIMYOU 8i0 AMAIIMYOU cue-
Hanig 3aco6i8, Wo 1e2arbHo NPAYIoIMs Y YboMy padiodianazoni, ma mMemoo SUHAYeHHs (a3 6UNAOKOBUX CUSHATIE.
Cuenanu 3aco0i6 He21acH020 OMPUMAaHH THPopMayii GU3HAYAIOMb 34 CePeOHbOKBAOPAMUYHUM BIOXUNIEHHAM (Oucnep-
ciero) amnnimyo ma ¢as cuenanie.

Jlna eusnauenns 3aco6ie He2iacHo20 OMPUMAHHA THPOPMAYIT NPONOHYEMBCA HA NEPUIOMY emani 8USHAYAMU 8i0XuU-
JICHHSL AMAIAIMYOU 610 AMNLIMYOU CUSHATILE 1e2dIbHO NPAYIOIOHUX NPUcmpois abo 8i0 amniimyou cueHanie gaina “'s3pa-
3ka", Ha Opyeomy emani — eusHauamu GioxunenHs (az cucnanie. Takum yurHom, 3a 080MaA NApPAMEMpPaMu GiOXULEHHs
AMAAITMYOU Mma Qasu MOHCIUBO 3 8ETUKOI0 UMOBIPHICIIO 8USHAUAMU CUSHATU 3ACO0I8 HE2NACHO20 OMPUMAHHA THpOP-
mayii. Hlnaxom sumiprosanms napamempis CUSHANi@ 1e2aIbHO NPAYIOIOYUX NPUCPOI8 Ma SUKOPUCTAHHA YUX napame-
mpie, K napamempis gaiina "“3paska’, cymmeeo 30ibULYEMbCA UMOSIPHICIb GUSHAYEHHS SUNAOKO8UX cucHanie. lle
00CA2AEMBCA CYMMEBUM CKOPOYEHHAM HACY 34 PAXYHOK BUKNIOUEHHS GIOOMUX CUSHANIG I3 000aMKOB020 NPOZPAMHO20
ananizy 3a0an020 padiodianazomny.

Jlna niomeepoicenHs 3anponoHOBAHO20 CYKYRHO20 Menoody Npo8edeH0 MOOeN08AHH Memo0dy BUSHAYEHHs BI0XU-
JIeHHA AMRATMYOU Ma Memooy 6UsHaA4eHHs a3 GUNAOKOBUX CUSHANIS, AKI MOJICIUBO I € CUSHANAMU 3AC00i8 He2NACHO20
ompumannus ingopmayii. Ompumano epagpiuni mamepianu, AKi YIIKOM NIOMEEPOICYIOMb MONCIUBICMb GUSHAYEHHS
CueHanig 3aco0i6 He2nacH020 OMPUMAHHA THGOPMAaYii 3anpoOnOHO8AHUM MEMOOOM.

Knrouoei cnosa: memoo, nopisusnms, USHAYEHHA CUSHANEG, OUCNEPCIs, AMNAImMYod, (hasa, MOOen0BaHHs.

1. BCTVYII JIHHOCTI JaHUX, M0 0OpOOJISIOTHCS 3apajd MHUPHO-

OcOONMBICTIO TeNepilHbOro yacy € mepexin Big 018 CTABUILHOTO THXOTO HKHTT.

iHTyCTpiaILHOrO CyCHiNbCTBA 10 iH(OpMaLiiiHOTO, Bapricts inpopmanii wacto B COTHI %60 THCSHL
B SKOMy {H(OPMALlisl CTae Ba)KIMBIIIAM pecypcom, —PAa3iB MEPEBHILYE BAPTICTh KOMITIOTEPHOT cHeTeMH,
Hi MaTepiabHi a0 eHepreTHuni pecypcu. Iudop- B AKiH BoHa 30epiraeTbesl. TCXHI‘IH?. possizKa oxo-
Mallisi cTana HaiIiHHIIIM pecypcoM y cydacHomy —IVIFO€ BCI cqjepn p.HHKOBo'f €KOHOMIKH. .36ITITOK B
cBiti. ITiff i BIUIHBOM HAIlE KHUTTS 3MiHIOEThCS M0- CKOHOMIYHOI PO3BIZIKM CTAHOBHTbH COTHI MiJbSPAIB
XBWIMHHU. BopoTh0a 3a iHpopMalliiiHi pecypcu craia nonapi Ha pik. Hampukman y Himedqdnni 36utok
nyxe 3anexior. [Hpopmauis acto crae daxropom OLIHIOKTBCS y 50 Mipa eBpo Ha pik, y CIIA Bxe y
BeJIMKOMACINTAOHUX KOH(IIKTIB, Tparexii i momitu- 150 MiIpA nonapis Ha pik. 3TiAHO 3 HOCHIKCHHAMH
YHEX MaHimyaanii. TakuM umHOM, icHye TIoTpe6a B 3apYODKHUX (ipM 76 % KOMIAHIH 1 AepKaBHHX
3a0e3reYeHHl KOH(IACHIIHHOCTI, MUTICHOCTI Ta Ha- YCTAHOB CTHKAJIHACA 3 IPOMHUCIOBOIO PO3BIJIKOIO.

© Jlanres O. A., JIantes C. O., JIantea T. O., 2021
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Tomy muransas iHdopmariiiHoi Oe3meku ChHOTOAHI
SIK HIKOJIM aKTyaJbHE.

Burik iHpopMalii 3 TEXHIYHOTO KaHATY O3HAUYa€
HEKOHTPOJILOBaHE MOMHMPEHHS iH(OpMaIlii Bi HOCIS
iH(OpMaIIii, IKUH 3aXUIIeHUH, yepe3 (Hi3mIHe cepeno-
BUINlE, 0 TEXHIYHUX 3acO00iB, SKi MEPEXOILTIOIOThH
iHpopmarito. TexHiuHi 3aco0u npUiitMaHHs Ta mepe-
nadi iHpopmalii € 3aco0aMu TPUXOBAHOTO OTPH-
MaHHs iH(opmarrii. ['apaHToBaHe BHUSABICHHS 1 Ha-
nifiHe po3Mi3HaBaHHS CUTHAJIB WX 1IHCTPYMEHTIB —
Iy’Ke BaXKJIMBE 3aBJaHHS.

[IpoGnema mossirae B TOMy, IO BaXKKO Binpi3-
HUTH JIETAIHUHN MPUCTPIH, M0 MPaLIOe 3a IPIMUM
NpPU3HAYCHHSM, BiJ TPUCTPOIO Ui HETJIACHOTO
OoTpuMaHHs iH(OpMaIllii, Mo poOUTH METOIN BHUSB-
JIeHHsI 3ac00iB HETJIAaCHOTO OTpUMaHHs iH(opmarii
aKTyaJbHIMH.

1.1. AHAJII3 JIITEPATYPH
TA IIOCTAHOBKA 3ATAUI

3Ha4yHy KiNBKICTh MyOJiKalii MpHUCBSYEHO IH-
TaHHSAM 3axHUCTy iHGOpMaIii, TONIyKy 1 JOKasi3amii
3ac00iB HETJIACHOTO OTPUMAaHHA iH(OpMAIlii.

Tak, y po6oTi [1] po3riIsHyTO MUTAHHS TONIYKY
3ac00iB HEIJIACHOI'0 OTPUMaHHs iH(popMarlli 3a Jo-
MOMOTOI0 TIOIIYKOBUX CHCTEM 1 JIOMOMIKHUX TpH-
cTpoiB. OmHaK Juis BHSABIEHHS CHTHAIIB 3aco0iB
HETJIACHOTO OTpuUMaHHs iH(opMalii BHKOPUCTOBY-
I0Th, B OCHOBHOMY, TUIbKH NPUHIUIN, BUKJIAJCH] Y
MPOrpaMHOMY TIAKeTi, 1 INUTaHHSI BUOKPEMIICHHS
CUTHAJIB JUIsS TOJAJIBIIOr0 PO3Ii3HABAHHS Ta 1JICH-
Tr(iKamii He PO3TIIAIAEThCS.

VY [2, 4] onucaHo MeTOAM MOLIYKY 3aco0iB He-
TJIACHOTO OTpHMaHHS iH(opmarii 3 BHKOpPHUCTaH-
HSM TIOIIYKOBOTO OONagHaHHA (Py4HI METOnu) i
MOIIYKOBHUX CUCTEM (HaIiBaBTOMATUYHI METO/IH), a
TaKOX TOIIYK Pajio3akiagku, 3a JOTOMOTOI0 MpH-
TaJiB JJIS BUMIPIOBaHHS BiJICTaHi, 10 3ac00iB He-
[JIaCHOT'O0 OTpUMaHHA iHpopmamii. Ane ui mMeroan
[2, 4] He MO3BONSIOTH MMOKAa3yBaTH CaM CHTHAI pa-
J103aKJIa] K1, TIONIYK IMPOBOJMTHCS 3 YpaxyBaHHSIM
MEPEeBaXHO MPAKTUYHOTO AOCBiAYy (haxiBIs Ta TeX-
HIKO-aKyCTUYHHX XapaKTEPUCTHK 00Ja HaHHSI.

VY poborti [3] HaBeIEeHO METOU BUSABJICHHS CHUT-
HaNiB 3ac00iB HETJIACHOTO OTPUMAaHHS iHQopmaIrii
Ta IXHE y3arajJbHEHHs, BXOJDKEHHs B 0a3y JaHHX i3
MOCTiAOBHUMHU CHEKTPAIbHUMHU W 1HIIMMU METO-
namu aHaizy. O HaK TUTaHHS aHATI3y CUTHAIIB i3
METOIO MOJITY PeaJbHHUX 1 CKIaJHUX PagiOCUTHAIIiB
He MiIHIMaeTbesa. Y pe3yibTaTi BUKOPHCTOBYIOTh
3HAaYHI MaTeMaTH4HI Ta TEXHIYHI pecypcH, 1o 30i-
JBIIYE Yac MOIIYKYy HeOe3MeYyHUX CHUTHAIIB, SIKi
MOXYTh OyTH CHTHalaMd 3aco0iB HErjJIacHOro
OTpUMaHHs iHpopMaIii.
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Y [5,7] pO3TISIHYTO METOAHM CHEKTPATHHOTO
aHaJi3y, 3aCHOBaHI Ha BUKOPUCTaHHI MaTeMaTHYHUX
MOJIeJIeH [yl OIIUCY CHUTHANY, aje Ipu IXHbOMY BH-
KOPHCTaHHI POOUTHCSI MPUITYIIEHHS MPO MOBEIIHKY
CHUTHaJIy 11032 IHTEPBAJIOM CIIOCTEPEKEHHS. 3aBIaH-
HS CIIEKTPAIBHOTO aHami3y abo OIHKH B I[bOMY
BUMAJIKYy — 3HAHTH TapamMeTpH CBO€i MOJENi, sKa
BHOHPAETHCS HA TIACTaBl HasIBHOI anpiopHOi iHOp-
Mallii mpo JociipKyBanuii nporiec. Lle Meron criek-
TPaJbHOIO aHaji3y, SAKUH BHKOPHUCTOBYE YacCTUHY
knacuyHoro merony Ilpowni. IlpononyeThcs BH3HA-
YaTW HE TIIBKW CTATHYHI MapaMeTpH, aje 1 IBHI-
KICTh 3MIHM [HX TMapameTpiB. [IBUAKICTS 3MiHH
rapaMmeTpiB J03BOJISIE OUIBII TOYHO BHU3HAYATH HE-
Oe3nedHuil pajiocurHaln nepenadi iHpopmarii. Ane
TaKuil METOJ Iy’Ke CKIaJHUK i BUMarae OaraTo 4a-
Cy, II0 MOX€E HE [O3BOJMUTH CBOEYACHO BUSBUTH
3aco0M HETJIacHOTO OTpPUMaHHA iHdopMarii, sKi
MPALIOIOTh B IMITYJIbCHOMY PEXUMI.

MaremaTuyHe MOJENIOBAaHHS y [8] pO3TIsHYTO
Ha MPUKIAAi MOJETI KOHKPETHHUX MapameTpiB. Ajie
JesiKi TapaMeTpH € iIMOBIpHHMH, ITUTAHHS B3a€MO3-
B'I3KY BXIJHHX MNapaMmeTpiB y pa3i MOAETIOBaHHS
MPOLIECiB, TIIMOMHH TXHBLOTO B3a€MO3B'SI3KY B MOJCII
HE po3rAfgaroThes. Lli YMHHUKKA B3a€MO3B'A3KY 1
B3a€EMOJIi MOXYTbh 3HAYHO CIIOTBOPUTH PE3YJbTaTH
MOJICIFOBAHHS 1 TIOCTABUTH ITiJ] CYMHIB aJICKBaTHICTh
MOJIETIi 1 OTpUMaHUX PE3yJIbTaTIB.

VY [9] mocnimkeHo po3paxyHOK OCHOBHHX Iapa-
METpiB BUIIaJKOBUX CUTHAIIB METOAOM, 3aCHOBAHIM
Ha MaTeMaTH4YHil Moneni audepeHmianpHuX Imepe-
TBOPEHb y MeXax Teopii Kopemslii. Aje HeMae JiT-
KO BH3HAUEHHUX MapaMeTpiB AJsl 3HAXOJUKEHHS CHI-
HaJIB 3aC00iB HETJIACHOTO OTpUMAaHHS 1H(OpMAaIIii.

VY poborax [10—13] npoananizoBaHO CKJIaAHICTb
Cy4acHOTO paJiOMOHITOPUHTY B iHTepecax 3abes-
TIeYeHHS BUSBIICHHS PaJiOCHUTHANIB 3ac00iB Herla-
cHOro oTpumanHs iH(popmarii. [Ipo6rema B TOMYy,
[0 Cy4YacHI 3aKJIajHi MPUCTPOI 3 mepeaadeto iHdo-
pMmariii mo pajiokaHady BCe 4YacTillle BHKOPHUCTO-
BYIOTh Ti X CTaHJApTH Tepeaadi iHpopmarii, mo i
MPUCTPOI, K1 MPAIIOITh Y JIO3BOJICHHUX JIEPIKABOIO
CMyrax 4acToT, Ta PO3TalloBaHi y MPUMIIIEHHSX,
Jie TIPOBOMSITH MOIIYKOBI PoOOTH. TakuM YHUHOM,
cTapi METOAU PaJIOMOHITOPUHIY HE J03BOJISIOTH
ineHTn(iKyBaTH 3aKIa/iHI IPUCTPOT, IO MPAIIOIOThH
] BUTJISIOM TIPUCTPOTB, 10 TPAIIOIOTH JIETAIBHO.
HeoOxigHo po3po0UTH HOBI HAyKOBO-METOIMYHI
METOJIU JIJIsl TIONTYKY NMPUXOBaHUX 3ac0o0iB HerJac-
HOrO OTpUMaHHs iHQoOpMawii, sKi MOpauTh B
JI03BOJICHHX JIEP’KaBOI0 CMYTax 4acToT.

[lepepaxoBani Buile ¢GaxTopu I03BOJSIOTH 3pO-
OWTH BHCHOBOK MO T€, II0 HAa Cy4acCHOMY eTari
PO3BHUTKY CYCIINbCTBA IMpOIEeC MOLIyKy HeOe3meu-
HUX CHTHAJIB MEPEXOAUTh Ha SKICHO iHIIMHA piBEHB.
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[IpobnemMa BIIMIHHOCTI JIETAIBHOTO TIPHUCTPOIO, IO
MPAIIOE 32 NPSIMUM MPU3HAYCHHSM, BLJI MPUCTPOIO,
0 BUKOPUCTOBYETHCS JIUISI HETJIACHOTO OTPHUMAHHSI
iH(opMariii, € CKIAAHOIO, IO CBIAYUTH MPO aKTya-
JBHICTh PO3POOJICHHS METOMIB BHUSBICHHS 3ac00iB
HETJIAaCHOTO OTpUMaHHSA iH(popMarrii.

1.2. META CTATTI

VY mpoueci 3axucty iHdopMalii BUHUKAE 3aBaa-
HHSI BUSIBIICHHS KPHUTHYHHX 3arpo3 BUTOKY iH(opma-
mii. 3aco0M HeryiacHOro oTpuMaHHA iHQopmarii —
OJlHA 3 HaWCepHO3HIMX 3arpo3 BUTOKY iH(popMarii.
Hapniiie BUSBIICHHS TPUXOBAHUX 3ac0O0IB OTPUMAHHS
iHpopMamii € Ayxe CKIagHUM 3aBAaHHAM. Tomy i
MMUTAHHS PO3POOJIEHHS HOBHX METOIIB 1 CrIocobiB
BUSIBIICHHSI 3aCO0IB HEIJIaCHOTO OTPUMaHHsS iHGOp-
Mallii Ty’e aKTyaJbHe.

MeToro OCHIIKeHHSI € BIOCKOHAJICHHS METOMY
BUSIBJICHHSI CUTHAIIIB 3acO0iB HETJACHOTO OTpH-
MaHHS 1HpopMarii.

2. BUKJIAZL OCHOBHOI'O MATEPIAJIY

Y mporeci momryky 3aco0iB HETJIACHOTO OTpPH-
MaHHS iH(popMallii MPOMOHYETHCSI BUKOPUCTOBYBATH
METOA  OI[iHIOBaHHS MapaMeTpiB  BHUIIaJKOBOTO
curHany. llpudomy y 3ampomoOHOBAaHOMY METOJI
3MiHAMHM TIapaMeTpiB BiIOMHX CHUTHAIIB pajio-
MOHITOPHHTY MOHAa 3HEXTyBaTH. TOUHIIIIE, TOCTIH-
HUMH 200 JeTaIbHUMU CUTHAJIAMH, SIKi MPaLIOIOTh y
OMY pajiojiama3oHi YacTOT, MOJKHa 3HEXTYBaTH
[13-15, 19]. V nepmiomy HaOIMKEHHI I CHTHAIH
cltij irHopyBaTH. TakuM YMHOM, 3aBJaHHS MOJIATAE
B TOMY, 100 OLIHUTH 3MIHHHI MapameTp, 3aCTOCO-
BYBaHWU il TpUHAMaHHS TOBHICTIO BIJIOMOTO
CUTHAy Ha TJi OuIoro mymy. 3aBAaHHS — BHSIB-
JICHHSI CUTHAIY, SIKHH KOJIMBAETHCS Ha TJII CUTHAIIB,
3aKOHHO IPALIOI0YNX Y 33aHOMY Jialla3oHi 4acToT.
Tomi Oymemo po3risAaTd TakWid BapiaHT Tpea-
CTaBJICHHS PaJ{iOCUTHAJIIB.

Hexait Ha BXijg HOpUAMAILHOTO MPHCTPOIO B
MOMEHT Yacy HaIXOJUTh JIOJIATKOBA CYMIIII:

X(t) = AoSo(t . 1o(t)) +b(t),
e S(t,1o(t)) = AoSolt . 10(t))

curnain, b(t)— curnan Ginoro uymy.

M)

— KOpHUCHHH

[Tix yac oNTUMAaNBEHOTO MPUHAHATTSI CUTHATY IIpU-
cTpiii Mae moOymyBaTu jorapudm QyHKIiT Biporia-
HOCTi (IIyKTyro4oro mapamerpa. TouHe po3B'si3aHHS
3amaui  moOymoBM  (YHKIIT  MpaBIOMOaiOHOCTI
(GIyKTyI04Oro mnapamerpa, y 3arajJbHOMY BHUIJIAML,
OTpUMATH JAyX€ CKJIaZHO 1 ILl€ BUMAara€ BeJIUKOi
KiJIBKOCTI ampiopHux Aanux [16, 17, 20]. 3 ¢yHna-
MEHTQJIHHOT TOYKH 30py aIocTepiopHa MIUIBHICT
IMOBIpPHOCTI MOke OYTH 3HalIcHa ¥ TBOX BUTIAJKAX.
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Hepumit Bunanox, |o(t) — mapamerp € mapkos-

CbKMM mponecoM. Jpyruii, Ko
|o(t) — HOpMmanbHuUii BuIaxKOBHI TIpOLEC.

napamerp

Jnst oTprMaHHS HaOMMKEHOTO BHPA3y arocTe-
piopHOT IIIIBPHOCTI WMOBIPHOCTI B ONTHMAIIEHOMY
MPUHAHATTI CHUTHATy Ha T OLIOrO IIymMy MOXKHA
BpaxyBaTd, IO HPOTATOM Yacy, KOTPHH IOPiBHIOE
yacy Kopemsmii mapamerpa (IyKTyawii, 3HaYeHHS
OLIIHIOBAHOTO MapaMeTpa 3aJIUILIA€THCS HE3MIHHUM.

VY peanbHUX YMOBaX OCTATOYHHUI 4ac iHTETpyBaHHS
BU3HAYAETHCS TOCTIHHOIO Yacy TPHCTPOIO IS
MOPIBHAHHSA CUTHATIB (UIyKTyauiii 13 MOCTIHHUMH
JOMYyCTHMHMH ~CHTHAJIAaMH  33/IaHOTO  YaCTOTHOTO
Jiana3oHy Ta TOCTIHHOI 4Yacy 3IIaKyBalbHHUX
(bIBTPIB, PO3TAIIOBAHKX ITICJIST JUCKPUMIHATOPIB.

Toxi orpumyemo

V(1,T) =}W(r —t)x(t)s(l,t)dt, (2

ne W(T —t) - Barosmii koediuienT xapaxTre-
PUCTHK TPHUCTPOIO Ui MOPIBHSAHHS CHUTHANIB
(baykryarlii 3 TOCTIHHUMH JOTYCTUMHUMU CUTHAIAMU
3aJJaHOTO YaCTOTHOTO Jiana3oHy i MOCTIHHOIO Yacy
3TTaKyBaJbHUX (DITBTPIB.

HasBHicte BaroBoro koeoilienta y Bupasi (2)
MOKHAQ IHTEpNpeTYBaTd TakuM YHHOM. OCKUIBKH
OIIIHKa (OPMYETbCS y KOHKPETHHH MOMEHT 4Yacy
4yepe3 KOJMBaHHS TlapaMeTpa OIiHKY, iH(opMallis mpo
ii 3Ha4YeHHs], ska Oyna BijoMa y BUpasi, IO HEpeaye
uacy T =1, nocrynoBo Brpayae cBoro Bary.

VY Bupasi (2) nepeadavyaeThes, M0 OLIBII MiKaBi
JUIE HAac 3HAYCHHs IapaMeTpa BHMIPIOIOTBECS B
T =1. Onnak noTpiOHO BpaXOByBaTH, IO B JEIKUX
BUIIAJKaX PEKOMEHAYEThCS BU3HAYATH  OLIHKY

BIpYTE, T=t. Le
XapaKTepHO Il CHTHAIIB HEMPSIMOKYTHOI (opm,

KouH i3 yacom | =1, 3HaYeHHs CUTHAIY Majae 1o
MiHiMyMYy 260 110 0.

W(T -t)=¢”0, 0<t<T,

HaIllpUuKJIag ITOJIOKCHHSA

3
abo

W(T —t)=e™  0<t<T, (4

ne [3 -mapaMeTp OGUHCIIOEThCS 0GEPHEHO MPOIIOp-
miiHO dacy Kopensmii (UIyKTyalii OI[iHFOBAaHOTO
rapamerpa.

Slkuio BMMOTra BHWIKOHAHA: 4Yac CIIOCTEPEKECHHS
Habarato OUTBIINKA, HIK Yac KOpeNsii QuyKTyarrii
OLIIHIOBAHOTO  MapameTrpa, TO HWKHA  Mexa
iHTerpyBaHHs MOXKke OyTH po3mupeHa 3 0 10 —oo .

Toni Bupa3 (2) nHabyne BUIALY

V(l,T)= }W(r —t)x(t)s(l,t)dt. (5
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Slkimo BaroBuil mapameTp 3aNekuTh Bifl MOTYIS o imrerpysanns Barosoi dymkuii W (T —1) me
pisHMIi B wYaci ‘tl_tz‘ i t; waGararo Oinbuie, 3MiHIO€ HiNiCHICTH CHTHATBHOI (YHKIT BUpaXkeHHS
T-t, HIX 9ac KOpeJsIil (uIyKTyamii, To/Ii OLiHI0- (8) B TOumi | = lo, MOXHa BHKOPHCTOBYBAaTH

€THCS BUPA3 (2) Ta Ha6yﬂe BUTIIATY BUpasu JIs BHUIIAJKOBOI OI[IHKH mapamMeTpa Ta
JIMCTIEPCl] BUIMAIKOBOI BETUYNHHU.

;
V. (,T)=[W(t —t.])x(t)s(l,t)dt. (6) Bupas U1l OLiHKH BHIIaIKOBUX apaMeTpiB:

JUtst po3paxyHKy CTATHYHUX XapaKTEPUCTHK OLIHKA EN )
— mucriepcii — ysSBIMO BHXIJTHHHA CHTHANl Y BHIIISII Al = dtz : (10)
CUTHAITY 1 IIyMy: S0,
V(AT =SAT+NIT). @ i,
e Bupas jy1s1 qucriepcii OmiHKY BUIAAKOBOT BEJIMUMHH:
T
SU,T)=[W(T =t)s(l,,t)s(l,t)dt, (8) 2
(LT)= W (T ~0)s(0s(11) NN
T D(I)=<Al*>=| ==z 5 N
N(@,T) = [W(T -tn®)s(l,tydt.  (©) (=<4l (D
0 2
[[{o6 BM3HAYNTH TTapaMEeTPH OLIHKH MaKCHMAaIlb- d l,
HOTO BHXIJTHOTO CHTHAJy MPHCTPOIO, BPaXOBYHOUH,
Hucniepcist OiHKHN (QIYKTYIOYOTO TapaMeTpa CUTHATy BU3HAYA€THCS BUPa30M
W (T -t 78 t,1.)S(t,l,)dt
., J (T )d dr. (tL1)S(EL)
D()=| N sen T . (12)
fw (T—t)S(t,Il)di(zy)dt
° d1 RN

Juis mapameTtpiB, 3akomoBaHMX y (a3l pamiocWrHaiy, 3 TOYHICTIO O HIBHIKO OCIMIIIOIYMX YIIEHIB,
CIIPaBEJIMBE PiBHIHHS:

d _| d
[dldlsﬂl)sal)m}h [d S(t1)S(L1.)

Toni Bupa3 (12) MokHA TIPEICTABUTH Y BUTIISAII

dl dl

dldl}| SGI& salo (13)

JmﬂO‘ osa|o sa|)dt

No 0
D(I) = - (14)
2 ZSGI)
TW(T-t)s (1) 9> 4
0
lo
Bupa3z (14) — ue Bupa3s ans BuUsABIEHHS OyAb- bnok-cxema BuMiprOBaua BiAXWJICHHS BUIAJ-
SKOT'0 BHUIAJKOBOTO BIJIXHIJIEHHS BiJl MapaMeTpiB  KOBOT'O CHTHAaIY 300pakeHaHa puc. 1.
pajiocUrHamiB, sIKi 3aKOHHO [ilOTh Y 3aJaHOMY Jns miaTBepKEHHS 3alpOIIOHOBAHOTO METOAY
niama3oHi  pamiodactor. ToOTo 1€  BHUpa3, BHKOHAEMO MaTeMaTHYHE MOJICIIOBAHHS IPOIIECY
peanizaris SIKOTO B ABTOMAaTU30BaHOMY  BHSBJICHHS TapaMeTpiB BHUIAJKOBUX cUrHamiB. J[is

MPOTPaMHOMY KOMIUIEKCI TIOIIYKY MPUXOBAaHWX  IIHOTO Bi3bMEMO CHTHAJ, KW OyJe iMiTyBaTH BUIIa-
3aco0iB  HErJacHOro OTpUMaHHA  iH(opMalii  JKOBHH CHI'HAN, BA3HAYUMO ''CHTHAIN TPUCTPOIB, SIKi
JIO3BOJINTH BUSBIISATH BUITAJKOBI CHUTHANHM, $Ki, 3aKOHHO IMPAIOITh Y IbOMY pajiomiana3oni”. Cwur-
MOXJIMBO, € CHTHajaMd 3aco0iB HETJIACHOTO  HaJH, IO 3aKOHHO IPAIOIOTh ¥ IEOMY paiiofiana-
OTpUMaHHs iHpopMarii. 30HI, BU3HAYA€MO MLUISIXOM CKaHYBaHHS BKa3aHOTO
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panioniana3ony. [lopiBHSEMO I1i CUTHAIM 1 BU3HAYM-
MO TTapaMeTpH BIIXWICHHS Bif "CHTHAIIB PUCTPOIB,
SIKi 3aKOHHO TPAIIOITh B IIBOMY pajiioiana3oHi'.

SWT-t) [ (s &D | [ dt
dl
\4
>/ |
_ ds?(t,l D(l)
LWT-0| Sdgl ) J| [t
S(l,t)

Puc. 1. Bniok-cxema BuMiptoBaya BiaAX1eHHs napameTpis
BMMNaZKOBOro CUrHany Bif "CurHanis NpucTpoiB, ki 3aKOHHO
npawoTb B LbOMY pagiodianasoHi”

Otpumani rpadidHi MarTepiaam MOIETIOBAHHSI
300pakeHo Ha puc. 2.

Graph of the display of the amplitude of the signal from the signal

500

-500

-1000

Amplitude deviation

Deviation by time parameter

Puc. 2. I'padik BU3Ha4YeHHS BigXUNeHHs amnniTyan BUNagakoBoro
curHany Big amnnityay BiJOMUX curHanis "curHanis NnpucTpois,
SIKi 3aKOHHO NPaLoOTb B LIbOMY pagiodianasoHi”

I'padix Ha puc. 2 BU3HAYA€E 3aJEKHICTD BigXu-
JICHHS aMIUTITyId BWITAJKOBOTO CHUTHAIY, SKHU
iMiTye CHTHaJI 3aco0y HEIrJIaCHOTO OTPHMAaHHS
iHdopMalii, Bil aMIUTITY]] CUTHaIIIB (aiina "3paska”
a0o (aiia mapaMeTpiB "CHUTHAIIB MPUCTPOIB, SIKI
3aKOHHO TPAIOITh Y IIbOMY pajiiojiana3oHi'.

BaurMo BiICYTHICTH BIIXWJICHHS aMIUIITY.
CUTHAIB, TOOTO BHWIAJKOBUU CUTHAN BIJICYTHIMH,
OpU JOBUIBHIM 3MiHI IHIIMX MapaMeTpiB Bif-
XWICHHS JIOPIBHIOE HYJIHOBOMY 3HAYCHHIO, II[0
BiAMOBiae  MiCHOCTI. Y pa3i BUHUKHEHHS
BIAXHWJICHHSI aMIUIITyI BUIAIKOBOTO CUTHAIY BiJ

41

aMIUTITyId BiJOMUX CUTHaNiB, pyHKLis mapameTpa
BiIXMJICHHSI Bifl 3MiHU MapaMeTpPiB CUTHAITY 3HAYHO
3poctae B aOCONMOTHOMY 3HaueHHI. Ilpudomy
3pOCTaHHS MPOXOAWUTH Y COTHI pa3iB IIBHIIIE HiX
BIIXWJICHHS aMIUTITYAu. Lle MOBOAWTH MOXIHBICTH
BH3HAYATH HE3HAYHI BIAXWICHHS aMIUTITYAW Bif
aMIUTITYO BIIOMHX CHTHadiB abo ‘'curHamiB
MNPHUCTPOiB, SIKi 3aKOHHO MpPALIOIOTh B LHOMY
pamiomiamaszoHi”. VYkazaHe CBIAYUTH MNpPO HaIiid-
HiCTh 3aIPOTIOHOBAHOTO METO.Y.

I'padiuni pesynpTaT, OTpUMaHi BHACTIIOK
MaTeMaTHYHOTO MOJENIOBaHHSA, MiATBEPIKYIOTH
MOXJTUBICTh BUSIBJICHHA BIIXWJIEHHS aMILTITYIN
BHIIAJIKOBOTO CHTHANy, IO IMITy€ CHTHall 3aco0y
HECaHKI[IOHOBAHOTO OTpWUMaHHS iH(opMarii, Bif
"CHTHAIIIB TPUCTPOIB, SAKi 3aKOHHO TPAIIOIOTH Y
npoMy pamiomiamazoni’. ToOTo, 3ampormoHOBaHUM
METOZAOM MOJJINBE BHSBJICHHS CUTHANIB 3aco0iB
HETJIaCHOT'O OTPUMAaHHSA iH(pOopMaIiii.

JInst O1IBII TOYHOTO BHUSIBJICHHS CHUTHAIIB 3aC00iB
HETJIACHOTO OTpUMaHHs iH(opmarii Ta BUKIFOUSHHS
MOMHUJIKOBOTO TIPUHHATTS PIllICHHS 110 BUSBICHOMY
CUTHAITy HEOOXiJHO aHalli3yBaTh OiNbINy KiJIbKiCTBH
napameTpiB curHany. ToMy TpPOMOHYETHCS MOJAlb-
e BAOCKOHAJICHHS METOAY WIISIXOM JOJATKOBOTO
aHaJli3y MapaMeTpiB CUTHATIB. YKa3aHUW METOJ
MPOTIOHYE aHANi3yBaTH TakKuil mapameTp, sK Qasza
CUTHAITy 1 JI03BOJISIE BU3HAUATH BiJIXWICHHS TaKOTO
napamerpa, ik ¢aza CUTHaIY.

i TosiCHEHHS  3ampOIIOHOBAHOrO
PO3IISAIATUMEMO CUTHAJ y BUTIISI

S(t @) = AU olt ) cos[aodt + (1) — @],
O0<t<T,

METOIY

(15)

ne Uyt )— oyskuis ammiityaHoi  Momyssuii,
w,(t)— dynkuis pasosoi mMomymamii, Ay— ammii-
TyJla CHTHaJIy, ¢, — I0YaTKOBa (hasa CHrHaiy.

KopucHuii curnan Ha BUXOJi mpuiiMada y pasi
npuiMaHHs Horo Ha (oHi "'CUTHANIB PUCTPOIB, SIKi
3aKOHHO MpPAaLIOIOTh y IOMY pajionianasoHi”, mMae
TaKWH BUTJIAM;

S(p—g0) = o5l — ) L[ ULDF O = ;¢

=Q,cos(¢—@,).
Tomi mucnepcis omiHku (asu 3 ypaxyBaHHAM
JOpyroro HaONMKEeHHS

1 1
D(p) =—(1+—),
(®) QO(+QO)

ne Q, — cmiBBiIHOIIEGHHS CHIHa/'CHUIHAN IIPH-

(17)

CTpOIB, sIKi 3aKOHHO TPAIIOIOTh y ILOMY paiio-
nmiana3oni'. ToOTO TOMBOEHO BiAHOIICHHS CHEPTii
CUTHAIy [0 MOTY>KHOCTI "CHUTHaIIB MPUCTPOIB, fKi
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3aKOHHO TMpAITh Yy IBOMY pajionmiana3oHi’, Ha
OJIMHUINIO €PEKTUBHOI YaCTOTH.

[MpoBeneMo MaTeMaTHYHE MOJEIIOBAHHS TpOIIe-
Cy BUSBJICHHS TMapaMETpPiB BUMNAJKOBUX CHUTHAIIB.
Jia poro Bi3bMEMO CHTHAJ, SKAW Oyne iMiTyBaTh
BHITAIKOBUI CHTHAJ, BU3HAYAMO ''CHTHAIN TIPH-
CTpOIB, sIKi 3aKOHHO TPAIIOIOTh y IOMY paiio-
nianasoni'. [lopiBHSEMO IIi CHUTHAIM 1 3HAWIEMO
BIIXWJICHHS TapaMeTpiB BiJ MapaMeTpiB ''CHTHAJIB

NPUCTPOIB, SKI 3aKOHHO TMPAIIOITh y [HOMY
pamioziama3oHi".
SIKImo, HANpWKIaA, MU Bi3bMEMO 3BAXKCHUI

CUTHaJ y BUTISAAL OUIOT0 MIyMy 31 CIIEKTPaIbHOIO
IIIIBHICTIO |\ o, TO OTPEMAEMO BHpa3

2
Q=2 =2E Uit
No 0
I3 mporo mpukIagy MM MOXKEMO OaduTH, IO
(YHKIISI CUTHAITY, a MIOTIM 1 JUcTiepeis omiHKh (aszu
HE 3aJeXaTh BiJl TUIY aMIUIiTyAHOI Ta (pazoBoi
MOZYJISLIT IPUIHATOTO CHTHAY.
HopwmarnizoBana (GyHKITiS CHTHATY Ma€ BUTIIS

(18)

1
Gl —coo)=Q—S(¢ -y (19)

0

s QyHKImiE 3MiHIOETBCS 332 TapMOHIHMHUM
3aKOHOM i3 mepiofioM 277 , To6TO y BHOOPi OIiHKK
da3u TMpUCYTHS HEOJHO3HAYHICTh BH3HAYCHHH,
kpaTHa 277 pajiaH.

Jnsi  TOSCHEHHSI  3alpOINOHOBAHOTO  METOAY,
PO3IIISTHEMO PO3B'sI3aHHS PIBHSIHHS
MPaBIOMOIiIOHOCTI:

dv.(p)) _
de

D,
= Aol XOF O sinfad +yo(t) o, Jdt =0. (20)

Po3B's3atn  1e  piBHAHHA TOTPIOHO, 1100
oTpuMaTH OIHKY (a3u CcurHaizy. Po3p's3yroun

piBHsHHsA (20) DI0/10 OUIHKK ) , OTPUMYEMO

T
[ X@®OF () sin[od+y (t)-¢,dt
0, = arctg_l(_) -(21)
[ X(®F (t) cos[awd+y (t)—¢,]dt
0
bnok-cxemy  BumMmiproBaua  geBiamii = Qasu

BUIIJIKOBOI'O CUTHAIY, BIAMOBIAHO 10 OTPUMAHOIO
Bupasy (21), 306paxeHo Ha puc. 3.

Jlis miaTBEp/HKCHHS 3alpOIIOHOBAHOTO METOMY
BUKOHAEMO MaTEeMaTHYHE MOJCITIOBAHHS TMPOIECY
BUSIBJICHHS MapaMeTPiB BHUITAJKOBUX CHUrHams. Jlis
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UBOTO BI3bMEMO CHTHaN, AKkuid Oynae iMiTyBaTH
BUIIQJKOBUM  CHUTHAJ,  BH3HAYMMO  'CHTHAJIU
MPUCTPOIB, SKI 3aKOHHO TPAIIOIOTh y  [OMY
paniomiama3oni’. CUTHaIH, sKi 3aKOHHO TIPAIOIOThH
y [bOMY pajiojiana3oHi, BU3HAYAEMO MUIIXOM
CKaHyBaHHS TaKoro pajaiofiama3ony. [lopiBHsIEMO 11i
CUTHAJIM 1 BHU3HAYUMO BimXwieHHS (a3u Bim ¢dazum
"CHTHANIIB TPUCTPOIB, SIKi 3aKOHHO TPAIIOIOTH Y
LOMY pajtioiana3oHi'.

> F(t)Sin(wot"_l//o(t)) —» fdt —‘Iv'
l 2 /o0
> % — [ dt
S(1,t)

Puc. 3. brniok-cxema BuMiptoBaya BiaxuneHHs dasu
BMNaAKOBOro curHany Big a3 “"curHanis npucTpois,
SIKi 3aKOHHO NPAaLoTh Y LIbOMY pagiofianasoHi”

Otpumani rpagivyHi MaTepiaqd MOJCTIOBaHHS
300pakeHo Ha pHuC. 4.

Graph for determining the phase deviation from known signals

50 -

=50 <

=100

Phase deviation

Deviation by time parameter

Puc. 4. I'padik BU3HaYeHHs BigxuneHHs ¢a3
Big da3 "curHaniB MpUCTPOIB, SIKi 3aKOHHO MPaLoOTh
y LbOMy pagiogianasoHi"

I'padixk Ha puc.4 BHU3HAYAE  3aJCHKHICTH
BifxmieHHs: (a3d BHIIQJIKOBOTO CHTHANY, SKUH
iMITye CHTHaln 3aco0y HErIacHOTO OTPHUMAaHHS
ingopMmartii, Bix ¢a3 '"cUrHaIiB TPUCTPOIB, SIKI
3aKOHHO TMpalOTh Yy [bOMY pajiomiana3zoHi”. 3
aHaJli3zy oTpuMaHoro rpadika 0auyumo, 1110 mpH 30i-
radHi (a3 BIAXUICHHS BIJICYTHE, TOOTO BUIIAJKOBHH
CUTHAJI BIIICYTHIHM, Y pa3i JOBUIbHOI 3MiHH I1HIIHAX
rmapaMeTpiB  BIIXWICHHS JOPIBHIOE HYJIHOBOMY
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3HAYE€HHIO, 10 BiAmnoBizae pgiicHocTi. Ilim wac
BUHHWKHEHHS BIAXWICHHI (a3  BUIAIKOBOTO
CUTHalNy Bin Ga3u BiIOMHUX CHUTHANIB (YHKILS
BIAXWJICHHS IMapaMeTpa Bil 3MiHH ITapaMeTpiB
CUTHAJIy 3HAYHO 3POCTa€ B aOCOMOTHOMY 3HAYEHHI.
[TpuaoMy 3pocTaHHS TIPOXOIUTH Yy JAECSITKH pas3iB
MBUIIE HDK BigxwieHHs ¢as3u. lle a0BOIUTH
MOXIMBICTh BH3HAYATH HE3HAYHI BiAXWIeHHS (a3u
Bix (a3 BIIOMHUX CHTHANIB, IO CBITYUTH TIPO
Ha/IiHHICTh 3aIIPOTMIOHOBAHOTO METOY.
3anponoHOBaHUI METOA BW3HAYAE BiJXUICHHS
(da3u BUMAIKOBOTO CHUTHANY, SIKUH MOXIJIHMBO, €
CHUTHAJIOM  3aco0y  HErjacHOro  OTpPUMAaHHA
iHpopmalii, Bin a3 CHUrHAIIB MPUCTPOIB, JIETATBHO
MPAIIOIYHX Y 3a/JaHOMY paioiana3oHi.

To0TO, MaeMO CYKYIMHHI METOJ, SKHH CKjaja-
€THCA 3 IBOX METOIIB:

METOAY BHU3HAYCHHS BIIXWICHHS aMIUTITYIH
BUIIAJIKOBUX CUTHAJIIB BiJl aMIUTITYAH CUTHAJIIB (haii-
na "3paska’;

METOJly BU3HAYEHHs BIAXWICHHS (a3 BUMAI-
KOBHX CHTHAJIIB BiJ| (pa3 curHauiB (haiina "3pa3ka’.

AHaii3 y)xe BUKOHYETHCS 3a JIBOMa ITapaMeTpaMu
BiJIXVJIEHHS CHTHAITIB: 32 aMILTITYI0I0 Ta (a30¥0, 110
3HaYHO  30UIbIIy€  IMOBIPHICTh  BUSBIICHHS
BHIIAJKOBUX CUTHAJIIB, IKi MOXKYTb OyTH CHTHAJIaMU
3ac00iB HETJIACHOTO OTPUMAaHHA iH(OopMaAIlii.

I'padiuni pesynmbpraTH, OTpUMaHI B pe3yNbTaTi
MaTeMaTHYHOTO MOICIOBAHHS, IIJIKOM IiATBEPIKY-
I0Th HAJIIHHICTh 3aIPOIIOHOBAHOTO CYKYITHOTO METOJLY
BU3HAYCHHS BIIXWICHHS aMIUTITYIU Ta (pa3 iMOBIpHHX
CHTHAJIB Bijl aMIDTTYAM Ta ()a3u BiJIOMHX CHUTHAJIB
(aiina "3pazka”.

OpnepxaHi  pe3yJabTaTH  MOJICIIOBAHHS  IILIKOM
MiITBEP/KYIOTh 3alPONIOHOBAaHY METOJIMKY BHSBIIC-
HHI BHIAJKOBUX CHUTHAJIB CUTHAJIIB 3aco0iB
HermacHoro  orpuMmanHs  iHpopmamii.  [padiuni
pe3yJIbTaTH 3a PaxXyHOK 30LIBIICHOTO 3POCTAHHS
GyHKOIT  BiXWICHHS TapamMeTpiB  MiATBEPKYIOTH
repeBary 3arporioHOBAaHOTO METONY Tepel IHIINMH

"KJIaCHMYHMMH' ~ METOJAMH BH3HAYEHHS CHTHAIIB
3aco0iB HETTIACHOTO OTPUMAaHHS 1HpOpMaIIil.
3.0bI'OBOPEHHAA
EKCIIEPUMEHTAJIBHUX
PE3YJIBTATIB

Po3pobiiennii MeTox BU3HAYEHHS BHIAIKOBHX
pajiocUrHamiB, CHTHaIiB, SIKi MOXYTb OyTH
CHUTHalIaMud  3aco0iB  HETJIACHOTO  OTPHUMAaHHS

iHpopMarii, JO3BOJSE BUSBISTH CUTHAIH IIpH-
CTpOiB 3 OiNbIIO0 edekTuBHicTIO. HOBHM3HA MeTOY
MOJIAITa€ 'y BHM3HAYCHHI BIIXWJICHHS TOJIOBHUX
IapaMeTpiB CHTHAJIB BiJ 3aJaHUX IapaMeTpiB.
Merton o0’eaHye METOOW BU3HAYCHHS BiIXUJICHHS
aMILTITYTd Ta METOJ] BU3HAYCHHs (a3 BUIMAJIKOBHX
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CHT'HAJIB BlJ CHUTHAJIIB 3aco0iB, IO JIETaJILHO
MPaIoI0Th Y MbOMY pamiomianazoHi. Cami meToan
€ KJIACHYHHMH, aJjie 3alpOIIOHOBAHO 3arajbHUI
METOA, SKUH ToeaHye oOuaBa MeETonH, Ta
JOAAaTKOBO BOHHM  BJOCKOHATIOIOTHECS — 3aCO00M
BU3HAYCHHS BIIXWJICHHS CHUTHAIIB CTOPOHHIX IIPH-
ctpoiB. IIponoHyeThCS BU3HAYATH CUTHAIN 3aC00iB
HETJIaCHOTO OTpHMaHHS iHdopMallii 3a cepeaHbo-
KBaJIpaTUIHUM BIIXWICHHAM (IHCTIEPCIE0) aMILTi-
Ty i a3 BUNAJAKOBUX CUTHAIIIB.

s BU3HAYEHHS 3ac00iB HETJIACHOTO OTPHUMAHHS
iH(pOpMaIIii MPONOHYETHCS HA TIEPIIOMY €Talli BH3HA-
YaTh BIAXWICHHS aMIUTITYJH BiJl aMIUIITYId CHTHA-
JIiB, MO JIETAILHO TIPAIIOIOTH Y 33JaHOMY pajiojia-
na3oHi abo BiJ| aMIUTITY[M CUTHAJIIB (aiina "3pa3ka”,
Ha JpyroMy eTami — BHU3HA4YaTH BiIXWieHHs ¢a3
curHaiiB. TakuM 4YMHOM, €()EKTHUBHICTH METOAY
JOCSATAEThCS BU3HAYEHHSIM JIBOX TMapaMeTpiB BiIXU-
JICHHS aMILTITYId Ta a3y, Ha BiIMIHY Bil KITAaCHIHAX
METOIB BUSBICHHS 3aCO0iB HETJIACHOTO OTPHUMAaHHS
iHpopmamii. Lle gae MOXIHMBICTH BHUSBISTH BUIA[-
KOBI CHUT'HJI1 3 BEJIUKOIO IMOBIPHICTIO.

[IngxoM BHUMIpIOBaHHS NapameTpiB CHUTHAIIB
MPUCTPOIB, MO JIETAILHO MPALIOIOTh y 3aJaHOMY
pamiofiama3oHi, Ta BUKOPUCTAHHS [IUX MapaMeTpiB,
SK TlapaMeTpiB (aiima "3paska’, CyTTEBO 3017b-
IIyE€ThCS HMOBIPHICT BH3HAYEHHS BHUITAIKOBUX
curHaniB. TakuM YHHOM JOCSTAEThCS CYTTEBE
CKOPOYEHHSI Yacy IUISXOM BHKIIOYEHHS BiJIOMHUX
CUTHAJIB 13 JIOJAaTKOBOTO MPOrPaMHOI0 aHalli3y
3aJlaHoro pajioniana3zony. Lle e oxHa BiAMIHHICTH
3aIPOIIOHOBAHOTO METOTY.

JIns miaTBEpPKEHHS 3alPOIIOHOBAHOTO PO3po0-
JIEHOTO METOAY TPOBEACHO MOJIEIIOBAaHHSI METOIY
BU3HAYCHHS BIJXWICHHS aMIUNITYAd Ta METOIY
BU3HAUeHHA (a3 BUMAJKOBHX CHUTHANIIB, SKI MOX-
JIMBO 1 € CUTHAJIaMH 3ac00iB HETJIACHOTO OTPUMAaHHS
iHpopmauii. Otpumani rpadiuHi mMaTepiaiy, HIIKOM
MiATBEPIUKYIOTh MOJIMBICTh BU3HAUYEHHSI CUTHAIIIB
3aco0iB  HErjJacHOro OTpuMaHHsA  iH(opmamii
3alPpONIOHOBAaHNUM METOJIOM, JIOBOJSTH IE€pPEeBaru
pPO3pOOJIEHOTO METONy HajJ METOAaMH Ta CIOCO-
0amu, 110 ICHYIOTh HUHI.

[Nopanei NUIXH BIOCKOHAJIEHHS METO/Iy MOYXHA
30IACHUTH IIUISIXOM YypaxyBaHHS IIyMiB HPHCTPOIB i
3aBaJ] i3 CUTHANIB MMONTYKOBOTO PaJIioiana3oHy.

4. BUCHOBKUA

3anpornoHOBaHUH METOJ] BU3HAYCHHS BHIIAJIKO-
BUX CHUTHAJIB, SKI MOXJIHMBO € CHIHajJaMH 3aco0OiB
HErJIACHOI'0 OTPUMaHHS iH(oOpMallii, CKIaJaEThCs 3
JIBOX METO/IIB.

BinxwieHHs BU3HAYa€ThCA BiJ aMIUNITyId Ta
¢a3u "curHaniB 3aKOHHO TPALIOIOYUX Y 3aJaHOMY
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pazmiomiama3oni'’ abo Bix Tak 3BaHUX CHUTHAJIB (paiina
"3pa3ka’.

Ileit meTom mO3BONISIE BU3HAYATH BUIIAJKOBI
CUTHaIM (CUTHAJIM 3acO0IB HETJIaCHOTO OTPHMAaHHS
iHpopmanii) 3 imoBipHicTiO Ha 11 % BHIIIH HiX
METOM "'KJIACMYHOTO" BW3HAYEHHA BHIIQJIKOBHUX
curHaiiB. lle MOXJIMBO 3a paxyHOK 3HAYHO
OUTBIIIOTO  3pPOCTaHHS  3allpPOMOHOBaHOI  (QYHKINT
BIIXWJIEHHS  TapaMeTpiB  NpH  HE3HAYHOMY
BIJIXWJIEHHI TMapaMeTpa BiIXWJIEHHS aMIUTITYIOu abo
(hazu curHamy.

3anpomoHOBaHUN METONl JO3BOJSE CKOPOTHTH
Yac aHaNl3y BCiX BHUSBJICHUX BUIAJKOBHX CHUTHAJIB
nig vac pazgiomonitopuHry Ha 12-15 % (3anexHo
BiJl 3aBaHTaKEHOCTI pajlioniala3oHy) MOPIBHIHO 3
icHyrounmMu Metomamu. lle 3a0e3medyerbcs 3a
paxyHOK BHKJIIOYEHHS 3 aHalli3y ''CHTHAJIB
MNPUCTPOIB  3aKOHHO TMPALIOIOYNX Yy 3aJaHOMY
pamiomiamazoni” (curHanmis ¢aiina "3paska’).

VYKa3zaHull 3allpONIOHOBAHUN CYKYITHHH METOJ

BUSBJICHHS  3aCO0IB  HEIJIaCHOTO  OTPHMAaHHS
inpopmanii  mo3Bonuth Ha 11 %  migBUIIMTH
HMOBIpHICT, ~ BHSBJICHHS  3ac00iB  HETJIACHOTO

oTpuMaHHs iHQopMalii MOPIBHSHO 3 ICHYIOUUMH
"KIIACHYHUMU METOAAMH .
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An improved method of determining
random radio signals by deviation of the main
parameters of the signals

The article proposes an improved method for determining random radio signals that can be signals of illegan means
of obtaining information. The novelty of the method is to determine the deviation of the main parameters of the signals
from the specified parameters. The method combines methods for determining the deviation of the amplitude from the
amplitude of signals of means legally operating in this radio range and a method for determining the phases of random
signals. The signals of the means of illegal obtaining information are determined by the standard deviation (variance)
of the amplitudes and phases of the signals.

To determine the means of illegal obtaining information, it is proposed in the first stage to determine the deviation
of the amplitude from the amplitude of the signals of legally operating devices or from the amplitude of the signals of
the file "sample", in the second stage to determine the deviation of signal phases. Thus,

the two parameters of the deviation of the amplitude and phase can with high probability determine the signals of
the means of covert receipt of information. By measuring the signal parameters of legally operating devices and using
these parameters as parameters of the "sample" file, the probability of determining random signals is significantly
increased. This is achieved by significantly reducing the time by excluding known signals from the additional software
analysis of a given radio range.

To confirm the proposed improved method, modeling of the method of determining the deviation of the amplitude
and the method of determining the phases of random signals, which are possible and are signals of the means of illegal
obtaing information. The obtained graphic materials, which fully confirm the possibility of determining the signal the
means of illegal obtaing of information by the proposed method.

Keywords: method, comparison, signal definition, variance, amplitude, phase, modeling.
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3ABE3MNEYEHHA KIBEPBE3NEKU ACY TN
LWJTIAXOM 3ACTOCYBAHHSA NNIC-TEXHOJIOINII

Y cyuacnux ymosax numanns xibepbesnexu nepexooams i3 pieHs 3axucmy iHgpopmayii Ha okpemomy o6 ekmi 06uu-
CI0BANILHOI MeXHIKU HA piBeHb CMBOPeHHs €OUHOI cucmemu Kibepbesneku oepacasu, K CKIA0080i YaCMUHU cCucmemu
iHGhopmayitinoi ma HayioHanbHoi Oe3nexu, wo 8i0N0BI0AE 3a 3aXUCm He MINbKU IHPopmayii, y 8y3bKOMY CEHCI Yb02o
cnosa, a il ycvozo Kibepnpocmopy. Y npoyeci ¢popmyeanns enobanibno2o Kibepnpocmopy 8i0bysacmucsa KOHeepeeHyis
BILICbKOBUX | YUBLILHUX KOMN TOMEPHUX MeXHOL02il, pO3p0OIaombCs HOBL 3aco0u i Memoou 8naugy Ha iHopmayiiny
IH(bpacmpykmypy nomeHyiiiH020 NPOMUSHUKA, CMEOPIOIOMbCS CREYIANI308aHl KIOEpHeMUYHI YeHmpu, K peanizyioms-
€A Ha 8UCOKomexHoao2iuHux niam@popmax. Huni npoyedypa xibepzaxucmy ne 6 nognomy obcasi 6idoopasxcac numanns,
noe’sizani 3 Kibepbe3nekoio asmoMamu3068aHux cucmem yYnpaeninus mexnonoeiynum npoyecom (ACY TII). ILle
nos’szano 3 mum, wo ACY TII cnowamxy po3pobrsnacs 3 ypaxy8anusam i0eonozii izuunoi i3onayii 6i0 3068HIWHIX Me-
pedic i cyBopo2o po3mMedNCy8ants OCMYNny 00Cay208y104020 NEPCOHANY, Y YbOMY NPOYeci 3aCmoCco8yEMbCs cneyugiyte
npozpamue 3abe3neuenus, oOMiH iHopmayielo 30IUCHIOEMbCA 34 NPOMUCTOSUMU KOMYHIKAYIUHUMU NPOTNOKOAAMU
Modbus, Profibus mowo, saxi wacmo npayrorome nosepx TCP/IP npomoxkony. Bionosiono ¢ ACY TII eunuxae 6e3niu
8pasiusocmell, IMOGIPHICMb BUKOPUCMAHHS AKUX Y pA3i PI3HUX KIOepiHYuOeHmie npsamo NPONnOpYiuHa 6aAMNCIUGOCHI |
s3Hauumocmi 06 ’ekma. 3 oenndy na mou gpaxm, wo ACY TII cmanu Hegio €MHOIO YaACMUHOK HAUWLO20 ICHYBAHHS, GIONO-
8I0HO npobiema Kibepbesneku cucmem, AKi po3enA0AOMbCsl, HUHI € AKMYATIbHUM [ CBOEYACHUM 3A80aHHAM. Y cmammi
PO32nAHYmo nioxio do 3abesneuenns kivepoesneku ACY TII winaxom cmeopenms inmeneKmyaibHux cucmem Kibepoes-
nexu (ICK6). Ilepedbaueno, wo 6 ocHogy nobyoosu 3anpoOnOHOBAHUX CUCHEM NOBUHHO OYMU NOKIAOEHO NOHAMMSL
“egontoyia (po3sumox)", mobmo 30amuicmv adanmayii cucmemu uepes 3MIHy napamempié nio 6NIUBOM 308HIUHIX |
6HYmpiwnix Kibepsacpos (Kibepamak), Wisnxom 3acmoco8y8aHHs MeXHON02i i3 npomudii Kibepamaxam npomseom
yevozo ocummesozo yukny. Texuiuno peanizyeamu ICK6 3anpononoeano 3a paxyHoK 3acmocy8aHHs eKCnepmHuoi cuc-
memu i kamacmpogocmiukux ingpopmayiinux cucmem (KAIC) xapaxmepnoio ocobaugicmio sikux, Ha iOMiHy 8i0 6I0-
MOBOCIIKUX cucmeM, € NPOOOBICEHHSL POOOMU 8 YMOBAX MACOBUX 1, MOJICIUBO, NOCAIOO0BHUX GIOMO8 cucmemu abo it
niocucmem y pe3ynomami npogedens kivepamax. Taxumu enacmusocmamu (Kamacmpo@pocmiukumu 61acmueocmamiL)
60100ir0mb npozpamosani noziuni inmezpanvii cxemu (ILIIC) — knac mMikponpoyecopHux cucmem, XapaKmepHo ocoo-
JIUBICIIO SAKUX € MOJICAUBICIY peanizayii bacamonpoyecoproi cmpykmypu, 30amHoi npomuoisimu 3068HIWHIM 6NIUGAM
(kibepamaxam). Cnio 3aznavumu, wo cyuacti IJIIC npedcmasnsiroms coborw iHmespanrbHy cxemy, HYMpIiuiHio KoHQi-
2ypayiio AKoI 3a0aH0 WIAXOM NPOSPAMYBAHHS 30 PAXYHOK 3ACMOCYBAHHI CREYiaIbHUX MO8 ONUCY anapamypu.

Knrwouogi cnoea: xibepbesnexa; agmomamu3o8ana cucmema YnpasiinHa, Kamacmpogocmilika cucmema; npoepa-
MOBAHA NO2TUHA THMESPANbHA CXeMd,; eKChepMHA cucmemd.

1. BCTYII

Hogi nmgposi TexHoorii i rmobansHi iHPopMa-
LiliHI Mepexi, SIKi BYMHWIN CHPABKHIO PEBOJIOLIIO
y cdepi HakonuyeHHs, 00MiHy 1 0OpoOsieHHs iH)oO-
pMariii, TocTaBWIM Hac mepea (GakToM KOPIHHOI
3MiHU 3aCTapUTUX NPUHIIMIIB 11 3aXUCTY B KOHTEKCTI
kibepOesneku [1].

VY cydacHuX ymoBax NMUTaHHS KibepOe3meku Ie-
PEXOAATH 3 PiBHSA 3aXUCTy iH(GOpPMAIIT HA OKPEMOMY

00’€KTi OOYHCITIOBATIbHOT TEXHIKM HAa PiBEHb CTBO-
PEHHSI €TMHOT CHCTeMHU KibepOesrneKku JiepKaBH, sIK
CKJIaJIOBOT YAaCTHMHM CHUCTeMH iH(opMaliiHoi Ta
HalllOHAJILHOI O€3MeKH, 1110 BIAIOBIAAE 3a 3aXUCT HE
TiNBbKH iHGOpMaLii, Y By3bKOMY CEHCi IIbOTO CJIOBa,
a ¥ ycboro kibeprpocropy.

Kibepmpoctip — cepenopuiiie (BipTyanbHUil mpo-
CTip), SIKE HaIa€ MOXKJIUBOCTI IS 3MIHCHEHHS KO-
MyHIKalliii Ta/abo peainizauii cycmiJbHUX BiIHOCHH,
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yTBOpEHE B pe3yNbTaTi (yHKLUIOHYBaHHS CYMiCHHX
(3’emHaHNX) KOMYHIKamiMHUX cucTeM, 1 3abesme-
YeHHSI eNIEKTPOHHUX KOMYHIKaIiii i3 BUKOPHUCTaH-
HSM iHTepHETy Ta/abo IHIWX TI0O0ATBFHUX MEpex
nepenadi 1aHux [2].

Crnin 3a3HaymTH, WO y Tnpoueci (opMyBaHHS
rII00aIBHOTO KiOepIpoCcTOpy BilOYBa€eThCS KOHBEP-
TCHINSI BIMCHKOBUX 1 IMBUILHUX KOMII FOTCPHHUX
TEXHOJIOT1H, PO3POOIIIIOTHCS HOBI 3aCO0M 1 METOIH
BIUTMBY Ha iH(opMamiiiHy iHPpacTpyKTypy MOTEH-
LiAHOTO MPOTHBHHKA, CTBOPIOIOThCA CIIELiaNi3oBaHi
kibepuetnuni mertpu (SOC — Security Operations
Center, CSOC — Cyber Security Operations Center),
SKi peanizyroThest Ha tuiardpopmax SIEM (Securitu
Information and Event Management — cucremu ym-
paBiiHHS iH(pOpMaIi€0 Tpo Oe3MeKy Ta MOMiISIMU
indopmaniitnoi 6e3meku), IRP (Incident Response
Platform — mnardopmu pearyBaHHsS Ha IHIUICHTH
inpopmartiiinoi  6esmexu),  SOAR  (Security
Orchestration, Automation and Response — cucremu
yTpaBIliHHs, aBTOMATHU3allil Ta pearyBaHHs Ha 1HIHU-
nentn), SGRC (Security Governance, Risk-
management and Compliance — cuctemu ynpasiiH-
Hs iHpOpMaLiiiHOIO Oe3MeKor0, pU3NKaMH 1 Bimo-
BiJTHICTIO 3aKOHOJABCTBY) (puc. 1).

KpiM 1poro, mBUIAKMMH TEMIIaMH IO BCHOMY
CBITY CTBOPIOIOTHCS MIPO3MINHN YIPaBIiHHA i Kibe-
promanayBanns (US Cybercom — CILA, NCSC —
BenukoOpurawnis, Cybercom — ®paniisi, KoMaHy-
BaHHs BIMCHK 3B’s3Ky Ta KiOepOesneku — Ykpaina),
a TaKOXX KiOepBilicbka, OCHOBHMM 3aBIaHHSIM SKHUX €
3aXUCT NWBUTPHUX 1 BIHCHKOBUX KPUTHYHO BaXKIIH-
Bux 00’ektiB iH(MpacTtpykTypu (KBOI), sxumu €
aBTOMATHU30BaHi CHUCTEMH YIIPABIiHHA TEXHOJOTiY-
HuM mnporiecoM (ACY TII), a Takox mMmigroToBka i
MPOBEICHHsI aKTHBHUX JIECTPYKTUBHHX il B iH)O-
pMalifHUX CHCTEMAaX CyNPOTHBHUKA.

BusiBjiennsi,
peecTpanis, 001Kk
iHI[MIEHTIB,
NiArOTOBKA 3BiTY

Minimizanist
HACJIIKIB, YCYHEHHS
NPUYHH
BHHHKHEHHSI

CnTyauiifmuifl
LEeHTP

TIpoBenennst
eKCIepTu3m,
po3ciiayBaHHs
Ki0epinuuaenTin

Kopekuist 3axucHuX
3aX0/iB, MATOTOBKA
KpHTepiiB,
aHATITHYHA Po6oTa

Aﬂa.ninmﬂe
ynpaBJIiHHS

Puc. 1. OcHoBHi cpyHkuii SOC

Ha nymky ¢axiBuiB i3 xibepOe3neku, y TexHiu-
HOMY IIIaHI TIOBHHM aIeKBaTHUM KiOep3aXxwcCT Iie-
pendayae moOynoBy Ta BAKOPHCTAaHHS TAKUX OCHOB-
HuX migcucrem [3]:
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« migcucrema 3axucty (Protection Capabilities)
3a0e3Meyuye CKpUTHICTh BHITPOMIHIOBAaHb pajioeeK-
TPOHHUX 3aco0iB, cucTeM 1 3aco0iB 3B’s3KY,
KOMIT'I0TepHy Oe3meky (computer security) Ta iH-
dbopmariiiny 6e3mneky (Infosec);

migcucrema Busienenns (Detection Capabilities)
3a0e3redye pO3Mi3HABAHHSI aHOMAN y Mepexi 3a
PaxyHOK 3aCTOCYBaHHS CUCTEM IXHBOT'O BUSIBJICHHSI;
mificucTeMa pearyBaHHs Ha 3MiHH TEXHIYHHX
mapamerpiB i obcranoBku (Reaction Capabilities)
3a0e3meuye BiTHOBJICHHS (peKoH}irypariro) i BUKO-
HaHHS IHIIUX TIPOIECiB iHQOpPMAIITHIX OnepaIii.

OpHak po3risHyTa Mpoleaypa Kidep3axucTy He
B MOBHOMY 00Cs131 BiioOpakae MUTaHHS, OB’ sI3aHi 3
kibepOesnekoto ACY TII. lle BUKIMKAaHO THM, IO
ACY IIT cmowatky po3poOisiiacs 3 ypaxyBaHHSIM
ineonorii Gpi3uYHOI 130JIsIMii Bl 30BHINIHIX MEpex 1
CYBOPOTO PO3MEXYBaHHS JIOCTYITy 00CIYTOBYHOUYOrO
MEPCOHAIY, TIPH IbOMY 3aCTOCOBY€EThCS crieludiuHe
mporpaMHe 3a0e3nedeHHs, OOMiH iH(opmarieo
3IHCHIOETHCS 32 MPOMHUCIOBUMH KOMYHIKAIlITHUMU
nporokosamu Modbus, Profibus Tomro, siki gacto
mpartiofoTh moBepx TCP/IP mporokony.

Bimnosinno B ACY TII BuHmkae Oe3niu Bpazmu-
BOCTEH, IMOBIPHICTh BHKOPUCTaHHS SIKMX Y PI3HHX
KiOepiHIMIeHTaX TPSMO TPOIIOPIIIfHA BaXKIIMBOCTI 1
3HauUMoOcTi 00’ekTa. [Ipo Hachigku Takux KiOepiH-
LUICHTIB BaXKKO CYJIUTH, OCKIUIBKU TyXe Oararto 3a-
JISKUTH BiJl KOHKPETHUX IIUJICH 3JIOBMUCHUKA, a BOHH
BapifOIOThCSA B KPaliKKK KOH]imeHMiiHOi iH(Op-
Marlii 10 MOPYIICHHS TEXHOJOTTYHMX MPOIECIB, IO
MOY€ MPUBECTH JIO IMUPOKOTO CIEKTPa HEOOOPOTHHX
HACJTIIKIB, IOYMHAKOYY 3 HETaTUBHUX SIBUIIl B EKOHO-
MIYHOMY CEKTOpi Ta 3aKiHYyFOUd BUHHKHEHHSM 3a-
IPO3M JKUTTIO 1 3I0POB’I0 TPOMaJIsH. 3 OTJISILy Ha Te,
mo ACY TII cranu HeBiA €MHOIO YaCTHUHOKO HAIIOIO
iCHyBaHHsI, BiJIIIOBITHO Mpo0iiemMa KibepOe3neku cuc-
TeM, SIKi PO3TIIANAIOTHCS, € HAa CHOTOJHINIHIN JEeHb
AKTyaJIbHAM 1 CBOEYACHHUM 3aBJIAHHSIM.

2. AHAJII3 OCTAHHIX JOCJII)KEHD
I MYBJIKAIA

Huni icHye 0arato HayKOBUX pOOIT, TpUCBsYe-
Hux aBroMaTtusauii ynpasminas ACY TII Ta ii Ges-
neni. 3okpema, y poborax [4] iHTenekTyami3amito
PO3MIISJIAIOTE SIK TOJIOBHUH HANPSIMOK PO3BHUTKY
aBTOMAaTH3allil yNpaBliHHs, IO MOIJIMBO peaizy-
BaTH MOOYIOBOKO HEUITKUX JIHIBICTHYHUX 0a3 ja-
HUX, MIJICUCTEM HeYiTKoro BuBeAeHHs. llomanbimii
pozsutok ACY TII — 1e iHTerparmist iHTENEKTyab-
HUX CHCTEM MiITPUMKH NPUHHSTTS pilieHb i3 Kia-
cuuanmu  SCADA-cuctemMaMu, 3 BUKOPUCTAaHHSIM
CEHCOPHHUX MEPEXK, IHTENEKTYaIbHIX CEPEIOBHUIII.

OnarM 13 TEPCIEKTUBHUX HAIPSIMKIB PO3BHUTKY
ACY TII B po6ori [5] BBakaroTh po3poOJICHHS €KC-
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neptHux cucteM (EC), ToOTO BUKOPUCTAHHS MOKIIHU-
BOCTEH IITYYHOTO IHTENEeKTY [T TiABHIICHHS e]eK-
TUBHOCTI aBTOMATH3aIlii TEXHOJIOTIYHHX MTPOIIECIB.

VY poborti [6] MPOMOHYIOTH 3aCTOCOBYBATH CHC-
TEMy KOHTPOIIIO BPa3IHBOCTEH — OJWH 3 ¢(eKTHB-
HUX METOZIB MPOTHUIi MPOMHCIOBUM Kibep3arpo-
3aM, IO MPEACTaBIAIOTH COO0I0 BY3bKONPO(iIBHI
IporpamMu, po3po0ICHI CIEMiabHO IS TIPOMHCIIO-
BUX CHUCTEM aBTOMaru3allii. BoHH NO3BOMNSIOTH BU-
3HAYUTH MUIICHICTh BHYTPIIIHBOTO CEPEIOBUINA
npucTpoiB, 3adikcyBaTd BCi cripoOM 3MIHUTH TpH-
KJIQJHY TIpOorpaMy KOHTpoJepa, 3MiHU B KOH}Irypa-
i MEepeXKHUX TMPHUCTPOIB 3aXWCTy 1 YIpaBIiHHS B
eHeproMepexax.

3. META CTATTI

MeTo10 CTaTTi € CTBOPEHHS IHTEIEKTYaILHOI CHC-
TeMH KibepOesmeku, sfka CHpOMOXKHa 3a0e3rmednTH
3axuct ACY IIT Bin kibeparak, y I[bOMY HPOIIECi SIK
TEXHIYHY peallizalilo IpOMOHY€EThCS 3aCTOCOBYBATH
eKCIIePTHI CHCTEMH Ta MPOrpaMoOBaHi JIOTiYHI 1HTET-
paNbHI CXeMH, sIKi HaJIe)XKaTh JI0 KJIacy KaracTpodo-
CTIMKHX ()KMBYYMX) CHUCTEM 1 3/1aTHI MPOTHIISATH
KiOepBIUIHBaM, KibepaTakaM TOIO.

4. BUKJIAJEHHSA OCHOBHOI'O
MATEPIAJY

Cyuacni ACY TII npezncraBisatoTe co00I0 KOM-
TUIEKC anapaTHO-TIPOrPaMHHX 3ac00iB, a TAaKOX Tep-
COHaIly, TpPU3HAYECHUH JUIs YNPaBIiHHA PI3HUMH
mporecaMi B MEXaxX TEXHOJOTIYHOTO MpPOoIecy, Oc-
HOBHHMM 3aBJIaHHSIM SIKMX € MiJBUIICHHS e()eKTHB-
HOCTi YIPaBIiHHS IIUMH IPOIIECAMH, NUIIXOM MiHi-
Mi3allii JIT0ACHKOTO BTPYYaHHsI B yKa3aHi MPOIeCH.

SAxmo posrmsinaty cydacai ACY TII, 3 Touku 30py
CTPYKTYPHOI i€papXii, TO OYEBUIHUM CTAa€ MHUTAHHS
kibepOe3nekn nux cuctem. Lle moB’s3aH0 3 THM, MO
BOHH € TUTIOBHMH, 0AraTopiBHEBUMH, PO3TaITyKEHUMH
JFOJIMHO-MAIIMHHAMY  CUCTEMaMH  YTIPABIIHHA, SIKi
NPEZCTABICHO Ha TPHOX PiBHSX Ha puc. 2 [7]:

BEpXHili piBEHb peanizyeThCsl IIUISIXOM 3aCTOCY-
BaHHS CUCTEMH JHCIETYEPCHKOrO YIPaBIiHHS Ta 300-
py nanux y pexumi peansHoro yacy (SCADA-cucrema
— Supervisory Control And Data Acquisition);
Cepe/Hii piBeHb peali3y€eThCs 3aCTOCYBAHHIM
MporpaMoBaHuX JoriyHux KoHrtponepie (PLC —
programmable logic controller);

HWKHIA piBEHb NPEACTaBIEHO KOHTPOJBHO-
BUMIPIOBAJIbHUMU TIPWIaJIaMH, TIPUIIaJiaMyd aBTOMa-
THKH, BHKOHABUYUMH MPUCTPOSIMU  YIPABIiHHS,
MyJIbTaMH CUTHAMI3aLii.

Ha crorognimHiii JeHb NUTAHHS, OB’ A3aHl 3 Ki-
oepoesnekor0 ACY TII, € KOMIIJICKCHHUM 3aBIaH-
HaM. Moro posB's3aHHS 3aNeKHTh Bill BUKOHAHHS
MPaBUII Ha BCIiX PiBHAIX:
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o anMiHiCTpaTHBHHUNA — (OPMYBaHHS KEpiBHHUII-
TBOM IPOTpaMu PooiT i3 kibepoOe3neky;
MPOIEIyPHUI — BHU3HAYEHHS HOPM 1 MpaBHII
JUTSL TIEPCOHAITY, SIKHI 00CITyTOBY€E CHCTEMY;
MIPOTPaMHO-TEXHIYHUA — YTPaBIIHHS AOCTY-
moM; 3a0e3nedYeHHs ILTICHOCTI; 3a0e3meucHus 0e3-
mevyHoi MIDKMEpPEXKHOI B3aeMOJii; aHTHBIPYCHHMA
3aXHCT; aHaJIi3 3aXUIICHOCTI; BUSBJICHHS BTOPTHCHD;
Oe3nepepBHUI MOHITOPUHT CTaHy, BUSBICHHS 1HIIN-
JICHTIB, pearyBaHHI.

KepiBHuk

Omnepatop

JlokaibHa Mepeka

T

Internet

SCADA-
cepBep

I
[}

| | Mepeska kourpoJiepis: Modbus+, Ethernet Touo
[ | |

;?fz Eﬁi’ni‘;ﬂ

T IeperBoproBaui lKoHTponepu I

RS-485

OB’EKT YIIPABJIIHHSA

Puc. 2. Crpyktypa ACY T

IMpoBenenuii  anamiz  kommaniero  Positive
Technologies B o6nacti kibepbesnexku ACY TII
npomuciaoBux 00’ekTiB 3a 2018 pik mokasas, 10
3arajibHe YHCJIO BUSBJICHHX KiOCPIHIUIEHTIB MPO-
JEMOHCTPYBAJIO TEHJISHITIIO 0 301IbIIEHHS 1 CKJIAaI0
257, mo nHa 25 % OinbIne KiTBKOCTI, 3adikcoBaHOI
B IOMEpeTHhOMY 3BiTHOMY mepiozi. Haituacrtime
2018 poky KiOep3NMOYHHII HAITIOBAIKCS HA 00Mal-
HauHs Schneider Electric Ta Siemens — 69 i 66
kibepatak BiAMOBiqHO, 23 % BWIIAIKIB BUSIBICHHS
Bpa3IMBOCTEH OYyJIM IMOB’s3aHi 3 MPOMUCIOBUM Me-
PEXKHUM O0OJaJHAHHSAM, a TaKOX i3 MPOTPaMHUM
naketoM SCADA Ta moauHO-MallMHHEUM iHTEpdei-
coM. Kpim mworo, 21 % BpasnuBocTeil BUSBICHO Y
MPOTPaMOBAHMX JIOTTYHUX KOHTposepax. ¥ 18 % i
4 % BumagKax ypasiIMBOCTI 3HAMIEHO y Hporpam-
nomy 3abesneuenni ACY TII i ugucinosomy mpo-
rpamHomy ynpasiiadi. e 11 % wnineil Bkazano y
3Biti Positive Technologies sik "inmi" [8].

Win32/Stuxnet (mepexxuuii ueps’sk — network
WOrms) — 1e Hepiuid BiJIOMUI KOMIT FOTEpHHI Bi-
pYyc, SIKU# 3Mir nepexonuTy 1 MoaudikyBatu iH(Op-
MAaIifHUH MOTIK MiX NPOrpaMOBaHMMH JIOTIYHUMHU
KOHTposiepamu 1 pobouumu craniismu SCADA-
CHCTEMH 1paHCBbKOI aTOMHOI enekTpocTaHuii B by-
miepi. YHIKaJdbHICTh WIKIAJMBOI IPOTpaMH mosisiraia
B TOMY, III0 BIIEpIIE B iCTOPii Kibeparak Bipyc (izu-
YHO 3pyHHYBaB iH(PACTPYKTypy, HUIIXOM IOLIH-
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PEHHS 110 MEpeXi 1 CTBOPEHHS CBOIX KOITii, BUKOPH-
CTOBYIOYH MEPEKHI MPOTOKONX 1 epudepiiHi npu-
crpoi. Ha nymky excneptis [9], came mporpamoBasi
JIOT14HI KOHTPOJIEPHU CTaIH THM "BY3bKHM MicueM'' y
CHUCTEMi aBTOMAaTH30BAaHOTO YIPAaBIiHHS, SKi CHpHU-
SUTH 3MiHI CAMOTO TEXHOJIOTIYHOTO MPOIIECy.

AHai3 iICHyIOYMX MiJXOJIB II0A0 KiOep3axucTy
CY4aCHUX TEXHOJIOTIYHUX CHCTEM MOKa3ye, IO Of-
HAM 13 TIEPCIICKTUBHUX HANPSIMKIB 3a0e3MeUcHHS
oesneku ACY IIT € cTBOpEeHHS iHTENEKTyalbHUX
cucteM kidepOesneku. [Ipuuomy B 0CHOBY o0y 10-
BU 3aIPONOHOBAaHMX CHUCTEM Mae€ OyTH MOKIaIEeHO
MTOHATTS ''eBoJtOMis (PO3BUTOK)", TOOTO 3MATHICTH
ajanTaiii CUCTEMH uepe3 3MiHy MapaMeTpiB TMix
BIUTMBOM 30BHIIIHIX 1 BHYTpIMIHIX Kibep3arpo3 (Ki-
OepaTak), NUISIXOM 3aCTOCOBYBaHHX TEXHOJOTIH
010 TMPOTHIIT KibepaTakaMm MPOTITOM BChOTO KHT-
TeBoro 1ukiy [10].

3anpornoHoBaHa IHTEJICKTyalbHa CHUCTEMa KiOep-
Oesneku ACY TII noBuHHa 3a0€3MEUUTH HE TUIBKH
BUSIBIICHHST HOBHX 1 HeBimoMux Kibep3arpos (kiOe-
parak) y Xoli MOHITOpUHTY (po3Bigku) KibepmpocTo-
Py, aJie TIPOBECTH aHajli3 BHUSBICHUX Kibep3arpos (Ki-
Oepatak) i aBTOMaTHYHWI BUOIp TTapaMeTpiB QyHKIIIO-
nyBaHHsi ACY TII B yMOBaxX HeCTpYKTHBHUIX BIUIHBIB
0e3 moripiieHHs ii OCHOBHHUX XapaKTEePUCTHK.

Kpim mporo, y cucremi kibepoesmexun ACY TII, Ta-
KOJXK MalOTh OYTH peai3oBaHi 10JJaTKOBI MOXKJIMBOCTI:
ABTOMAaTUYHOI 3MIHM BJIACTHBOCTEW 1 mapa-
METpiB cHcTeM 1 3aco0iB 3abe3meyeHHs KibepoOes-
MeKH, 3alleXHO BiJl 3MiHM CTaHy Kibeprpocropy
(BUSBNIEHHS! aKTUBHOCTI MOTEHIIIHHUX KEpen Ki-
Oep3arpo3, BUSIBICHHS KiOepaTrak) i pe3ylbTaTiB
MPOBEJICHHUX KibepaTak;

ABTOMAaTUYHOTO OIIIHIOBaHHS 3MiHH PIBHA 3a-
xumenocti ACY Bix xibep3arpos y xozi 3MiHH YMOB
(GYHKIIIOHYBaHHS;

ABTOMATHU30BaHOI MIATPUMKH TPUHHATTS pi-
IIeHb 1010 MPOTHIi KibepaTakaM i aBTOMaTHYHOTO
BIUIMBY Ha JiKepena KibepaTaxk;

ABTOMATHU30BaHOT MIITPUMKH TPUHHATTS pi-
IICHHS [TPO IEPEPO3IO/LI PECYPCiB CUCTEM 1 3ac00iB
KibepOe3nekn B pasi IXHBOrO (DYHKIIOHAJIHHOTO
ypakKeHHs B pe3ynbTaTi KidepaTak;

00JTiKy y mporieci 3abe3nedeHHs kibepoesire-
KU BCIX B3a€MOIIOB’SI3aHUX, B3a€MOJIIOUNX 1 3MIHIO-
BaHUX y Yaci YMHHHKIB, 10 BIUIMBAIOTh HA PiBEHb
kibepoOesneku ACY;

3HM)KEHHSl HEIIbOBOTO HAaBAHTAXKEHHS Ha
KOMIUIEKC 3ac00iB aBTOMaTu3allii cucTeMu Kibep-
oe3nexu ACY;

MPOTHO3YBaHHS, HA OCHOBI 3aKJiaJieHUX 1 Ha-
KOIMMYEHUX y TIpolleci eKcIuTyaramii 3HaHb, (haKTo-
piB, IO BIUIMBAaIOTh Ha piBeHb 3axuiieHocTi ACY
BiJ] yCiX BHIIB Kibep3arpos.
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Buznagaroun 3aBmaHHsS OOpOTHOHM 13 3arpo3aMu
KiOepOe3mmekn, He MOYKHA BIIKUAATH PO3POOICHHS 1
peaizailifo akTUBHUX CHOCOOIB i MeTONiB 3a0e3re-
4yeHHs KibepOesneku. ToMmy B cuctemi kibepOesmnekn
ACY mnoBuHHI OyTH nependadeHi MOXKIHBOCTI Tpo-
BE/ICHHS IIOTEpPE/DKYBATBHUX —alapaTHO-POrpam-
HUX BIUIMBIB (TIPEBEHTHBHUX YAApiB) 1 aKTHUBHUX
aTak Ha JpKepena Kibepartak, siki BUsIBIEHI, iH(Op-
MaIliifHi CHCTEMH 1 pecypcH HpOTHOOPUOi CTOPOHH,
a TakoX 3JAaTHICTh A0 Ae3iHdopmarii mpoTndopyoi
CTOPOHH TIPO CIPaBXHi BIACTHUBOCTI 1 MapamMeTpu
ACY Taii cucremn KibepOe3meKu.

OpHi€ro 3 yMOB CTBOPEHHSI IHTETIEKTyaIbHOI CHC-
TemMu 3a0e3nedeHHs KibepOesneku ACY TII e 3a-
CTOCYBaHHSI amapaTrHoi i mporpamuoi miuardopm 3i
CKJI/Ty TOBIPEHOTO MPOTPaMHO-aNapaTHOTO Cepeio-
Buma. Ilig moBipeHicTIO OymeMo pO3yMiTH CyBODY,
rapaHTOBaHY BiJIOBIIHICTh HEOOXIIHUM BHUMOTaM Y
yacTuHI iH(oOpMaliiHOl Oe3MeKku, HAMIMHOCTI Ta
(byHKIIIOHATBHOI CTIKOCTI B yMOBax CY4acHOTO
indopMariitHoro TpoTHOOpCTBA 3a JOTPUMAaHHS
MEBHUX YMOB TEXHOJOTIYHOT HE3aIeKHOCTI.

[lepenbadeHo, mo iHTeNEKTyallbHA CHCTEMa Ki-
OepOesnekn Oyae (QYHKIIOHYBaTH Ha BEPXHHOMY
piBHI iepapxii moOymoBu ACY TII, msxom iHTeT-
pauii B SCADA-cucremy. Sk iHTEeNeKTyalbHy CHC-
TEMY TPOIOHYETHCS BUKOpucToByBaTH EC — nroau-
HO-MAaIllMHHY CHCTEMY, SIKa 3aCTOCOBYE EKCIEpTHI
3HaHHS s 3a0e3MEeUeHHsT BHCOKOS(EKTHBHOTO
po3B's3aHHsA He(dOpMaTi30BaHUX 3a7a4 Yy BY3bKii
MpeIMeTHii 06acTi.

ExcriepTHi cucTeMu J03BOJISIOTH, BUKOPHCTOBY-
10uYM 3HaHHS (axiBIiB MPO JAESKY KOHKPETHY TMpe/-
METHY BY3bKOCIEIiani3oBaHy 00NacTh i B Mexax
i€l o0nacTi, mpuiAMaTH PIlIeHHS Ha PiBHI eKcIepTa-
npodecionana. HaitOinpiry yBary ChOTOAHI MPHUi-
nsitoTh EC, 31aTHUM TpuiiMaTH pilieHHs B MaciTaoi
yacy, OJNM3BKOMY JI0 pPEajJbHOTO (JMHAMIYHOTO).
JluHaMidHI eKCIIepTHI CHUCTEMH, IIOPIBHSHO 31 CTa-
TUCTUYHUMH, MICTATH JOAATKOBO TaKi KOMIIOHEHTH:
MiZICUCTEMY MOJICITIOBAHHSl 30BHILTHBOTO CBITY 1
MIJCUCTEMY B3a€MOJii i3 30BHILIHIM CBITOM, IO
JIO3BOJISIE YOPABIATH CKJIAAHUMH TEXHOJIOTIYHUMH
mporecaMy B peXHMi MOHITOpPHUHTY (KiOeppo3Bi-
ku). lle BKirouae BHSBICHHS BiIMOB (HACHIJIKiB
KiOepaTaky, NMPUAHATTS PilIEeHHS 3a pe3yJbTaTaMH
MOKa3aHb MHOXKUHH NepudepiiiHux mpucTpoiB, OIl-
THUMI3alLlil0 1 MJIaHyBaHHS MPOLECY, YIPaBIiHHSA Be-
JIUKAMU Mepeskamu, posnojiienumu CYBJI, 3nat-
HICTh MiJKa3zyBaTu omeparopy (KibepcreuiamicTy),
SK JISITH Y CKJIAJIHUX YMOBaX, a B KPUTHYHHUX CUTY-
arisix — OpaTu ynpaBIiHHS Ha ce0e.

Huni minepom y cdepi CTBOpeHHS TUHAMITHUX
EKCHEPTHUX CHUCTEM PEaNbHOro 4acy € mponaykt G2
(Gensym, CIIA), sxuii mOpeACTaBIsiE COOOO
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00’€KTHO-OpPIEHTOBAaHE IHTErpoBaHE CepelIOBHIIEC
IUIsL pO3pOOJICHHS 1 CynpoOBOLY NOAATKIB PEabHOTO
Yacy, 110 BHKOPHUCTOBYIOTH 0a3u 3HaHb. [IpoIyKT
G2 po3podicHMiA K BiAKpUTa CHCTEMa, 3B 30K 13
30BHIIIHIMH JKepesiaMi JaHUX OyIyeThCs Ha OCHO-
Bi 0iOJIOTEKM CTaHAAPTHHUX IHTEPQEHCiB 1 cepBepa
GSI (G2 Standart Interface) (puc. 3) [11].

Monyas Gibriorexkn GST

Turepdeiic i3 npuKIaTHOIO <::> Mpuxaagna
nicucremn nigcucrema
Monyas Gibaiorekn GST 3 C
Tntepdeiic i3 CYB]I CYBZL
& /
B Moy bibaiorexn GST
] <:> InTepdeiic i3 cucremoro <*:‘/'\ Ynpasasiioua
MalHH{ ynpaainns cHcrema
= \
Mogyab bibaiorexn GST Tporpamosani
Lutepeiic i3 KOHTpOJIepH
konTposepamu (PLC) (PLC)
Moy Giduriorexu GST
InTepdeiic i3 Moemio0u0I0 <:> Moaenan

cHeTeMH

Puc. 3. IHTepdeiic ekcnepTHoi cuctemm G2

[Mincucrema GSI mparroe mapanensHO 3 MPHUKIIA-
JTHOIO CHCTEMOIO SIK He3aJeXHHH 0OpOOHMK MOJiH i
3a0e3redye 1 JBOCTOPOHHIO B3AEMOJIIIO 13 IUPOKAM
CHEKTPOM IMPOTPaMOBAHHUX KOHTpOJIEPiB (Mikpo-
CXeM), CUCTeM 300Dy JaHUX, KOHIIEHTPATOPIB JaHUX
i po3Buaenux CYB/I.

[Mponykr G2 yHiKaqbHIM YHMHOM TOEAHYE B COO1
TEXHOJIOTI] MipKyBaHHS, BKJIIOYAIOUW MIPaBUIIa, MPO-
Leypy, MOJIEIIOBaHHs 00’ €KTIB 1 mporieciB, iMiTa-
HiliHe MOJIENIOBaHHA Ta TpadiyHe MpeCTaBICHHS B
€IVHOMY CEpEeIOBUIIl PO3pPOOJICHHS 1 BIPOBAKEH-
Hsl, IHTErpye B COO1 MHOKUHY B32€MO/IOTIOBHIOIOUHX
METOJIB IITYYHOTO 1HTEIEKTY, IO CIPOIIYE 1 TpH-
CKOPIOE TIpoIieC PO3pOOIICHHS JOAATKIB 1 JTO3BOJISE
poOuTH iX yHiBepcalbHUMH. J{ykKe BaKIHBOIO 0CO0-
nuBicTio G2 € MOXIIMBICTD pelaryBaHHS JIOJIATKIB y
PEeXUMIi peabHOro yacy.

OCHOBOIO CEpeAHbOro i HWXKHBOTO PIBHIB i€pap-
Xii MOOYZOBU IHTENEKTYaIbHOI cHCTeMHU KibepOes-
nexku ACY TII noBuHHI cTaty anapaTHO-POrpaMHi
3aco0wu, ski Hanexats 10 KAIC. [Ipuyomy HeoOXxin-
HO YiTKO PO3YMITH PIi3HUIFO MiXK MOHSATTAM ''BiJIMO-
BocTilikicTh" 1 "KaracTpodocTiiikicTs". Y MOHATTI
"BIIMOBOCTIHKICTh" aKLEHT POOHUTHCA Ha BiAHOB-
JICHHSI TpaIie3/IaTHOCTI MICIs OJMHUYHUX, BHIIAIKO-
BHX, HE IIOB’SI3aHUX MIK COOOIO BiMOB KOMITOHEH-
TiB. TexHOMOrIs BiNMpaIOBaHHS TaKUX BiJMOB IIe-
pendauae, SIK IpaBUIIO, IO B pOOOTY BBOJATH pe3ep-
BHI KOMIIOHEHTH KOXHOI MiJICUCTEMU 200 KOMIIOHE-
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HTH, SIKl 3aJUIIWINCA TIPH 0araropa3oBoMy dyOITo-
BaHHi, IEPEPO3NOAUIIIOTh M’k cO00I0 POOOTY He3a-
JIS)KHO BiJl TOTO, IO BiOYBa€ThCS B IIeW 4yac B iH-
mMx mgcucremax [12].

Y monaTTi "kKaracTpodOCTIHKICTL" TOJIOBHE —
30epekeHHs JaHuX 1 TMPOJOBXKEHHS POOOTH B YMO-
Bax MacOBHX 1, MOKJIMBO, ITOCJIITOBHUX BIJIMOB CHC-
TeM (kibepaTak) i MOB’sI3aHUX MiX cOOOIO mMifcHC-
TeM. Sk OCHOBHMU MOKa3HHK Yy LBbOMY BHIAIKY
BUKOPUCTOBYEThCA MOKa3sHUK npoctymHocTi KAIC,
SIKMH XapaKTepU3ye CTYMiHb MOXJIMBOCTI OTpHUMaH-
HS HEOOXIOHMX HAaHMX 1 3AIMCHEHHS B3aeMomil 13
3aJaHUMU NOJATKaMH y MPUHHATHI TEPMiHHM 1 3 He-
OOXiTHHM piBHEM MNPOIYKTUBHOCTI. Y IBOMY KOH-
TEKCTI CKJIaJIOBUMU TIoKa3HuKa jgocTynHocTi KAIC €
MMOKA3HUKH HaJIIHHOCTI armapaTHO-IPOrpaMHUX 3aCO-
6iB KAIC, a Takox MOKa3HUK MPOTYKTHBHOCTI BKa-
3aHOI CUCTEMH, IO MPEJICTAaBISIE COO0I0 BiIHOIICH-
HS Yacy BiATYKy iH(opMamiifHoi cuctemu 10 ii mpo-
mycKHoi 31atHocTi [13].

Crig migkpecnuty, mo ctBopeHHs KAIC BeneTs-
csl 3 MPUMYIICHHS, MO KaracTpoda, Ha BiAMIHY Bif
BiZIMOBH (TIOJTii MOJKJIMBOI, MPOTHO30BAaHOI, IMOBIp-
HOT) — IIe TOJis MOXKIIMBA, alleé MaJoWMOBipHa, abo
WMOBIPHICTP SIKOi Masia i He MoXe OyTH OOTpyHTO-
BaHO OIlIHEHA Y TIPOIECi MPOEKTYBaHHA. B iHIOMY
BHIIAJKy HIutocs 0 He mpo karacTpody (kibepara-
KY), a Ipo YMOBH (DyHKITIOHYBaHHS.

Takum 4YMHOM, MOXXKHA 3pOOWTH BHCHOBOK, IO
st mobynoBu KAIC moTpiOHI BiAmoBimHI iHCTPY-
MEHTaJIbHI 3aCO0M — OmepalliiiHi CUCTeMH, IO Mij-
TPUMYIOTh  0araTtomnporecopHy (pasmnapajeieHy)
poOOTYy 1 MOBH TIpOrpaMyBaHHsI, 31aTHI KOHCTPYIO-
BaTH BIPTyaJlbHI OOYHCIIIOBAIbHI CTPYKTYPH CIIellia-
JBHOTO BHJY H ONHCYBaTH BHKOHAHHS MacoBO-
napajieibHUX, JOKAIbHUX alTOPUTMIB PO3B’S3aHHS
TPYIOMICTKUX 3aBJIaHb.

Huni mepeBaxxHuM croco0oM pasnapaieintoBaH-
HSl 3aBJIaHb € BEJIMKOOJIOYHE pa3napaieiroBaHHs,
KOJIM 3aJjaua PO30MBAEThCS HAa BEIHKI Mig3agadui i
KOXKEH TIpoLlecop y CKJali CyHNepKOMII IoTepa
poO3B’si3ye BuAineHy Homy uactuHy. OnHak mozio-
HUHW maxin mae psia HemodikiB. Ilo-mepre, mporre-
COpPH 3arajbHOr0 NPHU3HAYCHHS MEHII e()EeKTHBHI,
HDK creniamizoBani mnpuctpoi. Ilo-mpyre, s
PO3B’s13aHHs MEBHOI 3aJadi BEJIMKA YacTHHA MpolLie-
COpHOI1 JIOTiKH € HaaMmipHOwo. CTBOpeHHS cremiai-
30BaHOT0 KOMIT I0Tepa, SIKU po3B’A3yBaB OH KOHK-
peTHE 3aBIaHHS, BUMAara€ BEJIIMKUX (DiIHAHCOBHX 1
yacoBux BuTpart [14].

[HIMHA 1UISIX — BUKOPHCTaHHS peKOH(IrypoBa-
HUX JIOTIYHHUX MPHUCTPOIB, SKi peaizyloTh TEXHOJO-
Tito apiOHO3EpHUCTOT, JIOKATBLHO-TTAPAICIBHOI apXi-
TEKTYpH, JAIOYH MOKJIMBICTH 3MIHIOBATH ''BHYTpIIII-
HIO JIOTiKy" TIpOIlecOpiB, OMHHAIOYH IepepaxoBaHi
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Buie mpooiiemu. [lix moOHATTSIM apiOHO3EpHUCTHI
napanenizm 0yJeMo PO3yMITH MOXKIUBICTh pO30OHUTH
3a71a4y Ha MHOXKUHY HEBEJIMKUX OJHOTHITHHX ITi3a-
nad, siki OyIyTh BUKOHYBATHCS IMapajielbHO Ha OK-
PEMUX MPOCTHX MPOIECOpax, y bOMY IMPOIIECi JaHi
MaKCUMAaJIbHO PO3MOMIJICHI IO CHCTEeMi, a KOXEH
MPOIIECOpP BHUKOPHCTOBYE MIiHIMAIBHO MOXIIUBHAN
Habip manux [15].

TakuM yuHOM, NPiOHO3EPHUCTICTH, a00 MacoBe
pasnapalentoBaHHs, O3Ha4Yae, M0 B KO)KHOMY 004H-
CIFOBAILHOMY TIPOIIECi B KOXKEH MOMEHT Yacy Mic-
TUTbCA MiHIMaJbHA KiIBbKICTH KOMaHJ (TiJI0 BHYTpi-
ITHHOTO LUKIY) 1 JaHWX (elIeMEeHTH MacHBiB, HEOO-
XiHI 111 00YHCIIEHHS OHOTO BUTKA IIHUKITY).

Ha crorogHimHii AeHb JIOTIYHUMH TPUCTPOSMH,
SIKi 3/1aTHI peasizyBaTH TEXHOJIOTII0 JpiOHO3EpHUC-
TOI, JIOKAJIbHO-TIAPAJICNIbHOI, 0araTomnponecopHoi
apxitektypu e ILJIIC (PLD — Programmable Logic
Device) — eneKTpOHHI KOMITOHEHTH (iHTerpajibHi
CXeMH), SIKI BHUKOPHUCTOBYIOTHCSI IJIsi CTBOPEHHS
KoH(IrypoBaHUX MU(POBUX EIEKTPOHHUX cxeM. Ha
BIIMIHY Bij 3BHUaHUX HU(POBUX MIKPOCXEM, JIOTi-
ka pobotu IIJIIC He BU3HAYAETHCA IMiJT YaC BUTOTOB-
JICHHS, a 33/Ia€THCS 3a JOMOMOTOI0 IPOTrpaMyBaHHS
(mpoexTyBaHHs), MpH LBOMY BHUKOPHCTOBYETHCS
IporpamMaTop i CepeloBHIIE Ui HaJAIITyBaHHS
(IDE — Integrated Development Environment), sixi
J03BOJISIIOTH 3a/1aTH OakaHy CTPYKTYpy L(poBOro
NPUCTPOIO Y BHIJISI TNPUHIMUIIOBOI €JIEKTPUYHOT
cxeMu a00 MpOrpaMu Ha CIeliaJbHUX MOBaX OIMKCY
ammapatypu: AHDL, VHDL, Verilog Tta ixmi, npuyo-
My TEOPETUYHOI 0a3010 IMPOEKTYBaHHsS € OyJieBa
anreOpa, nBilikoBa apudMeTrKa i Teopis KiHIIEBUX
aBTOMaris [16].

CyuacHi [UIIC npencraisitoTh COO0K0 MaTPHIIIO
MporpaMoBaHuX JIOTiyHUX eneMeHTiB i3 CPLD
(Complex Programmable Logic Device), FPGA
(Field-Programmable Gate Array), FLEX (Flexible
Logic Element Matrix) ctpykrypamu, Ha 6a3i SKuX
CTBOPIOETHCSI a0COIOTHO HOBUH HAINpPsIMOK PO3BUT-
Ky MIKPOEJIEKTPOHIKH — YHiBepcallbHI Mikpompole-
copHi cuctemu Ha kpuctaii (System-on-Chip — SoC,
SoPC — System-on-a-Programmable-Chip, MPSoC —
Multiprocessor System-on-Chip). Taxi ckmaaHi iH-
¢dopmMariiiini cucremu kimacy SOC CKiIamarOThCs 3
TPbOX OCHOBHUX LU(PPOBUX CHUCTEMHHX OJIOKIB:
po1ecop, nam’ ATk 1 jJorika (puc. 4).

[potiecopHe si1po peaiizye MOTIK YIPaBIiHHS, KO-
T KO)KHA TpOrpama BCTAHOBIIOE TIOCIIJOBHICTb BH-
KOHaHHs orepallii 0OpoOJIeHHsI TaHuX, JO03BOJISE 3a-
JlaBaTH OJWH 13 MOXKJIMBUX QJITOPUTMIB POOOTH BCi€l
iH(popmaiitnoi cuctemu. [lam’sITh BUKOPUCTOBYETHCS
3a ii mpsMIM TIpU3HAYCHHSIM — 30epiraHHs Koy Tpo-
rpaMu MPOLIECOPHOTO sAfpa i AaHuX. | HaperTi, Jorika
BHKOPHCTOBYETBCS JUIA peaji3amii CIieriaiizoBaHux
amapaTHUX TPHUCTPOIB OOpPOOJCHHS 1 MPOXOMKECHHS
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JaHUX, CKJIAJ 1 MPU3HAYEHHS SIKUX BU3HAYAIOTHCS
KiHIICBUM JIOJIATKOM — IIOTOKOM JIAHHX.

B ocHoBi mertonmomnorii npoektyBanHs SOC e-
XKUTh MPHHIUI TTOBTOPHOTO BHUKOPUCTAaHHS OJIOKiB
(reuse-6mok, IP-610k (Intellectual Property), cxia-
THUHM GyHKIioHANBHUN 050k — C®D-0110K), 10 po3-
POOJISIOTECSI B MEKaX OJHOTO MPOEKTY, MTOTIM BHKO-
PHUCTOBYIOTHCSI B 1HIIIUX MPOEKTAX.

L | JTAG ARM Voltage
Scan Processor Regulator
[ System Contmller |
Advanced It Ctrl fealas = -—
ol =
PLL =T, =]
l [ =]
Peripheral B
Bridge E
= Flash
Frop It Timer | | -
Watchdog Timer
Fieal Time Timer a5
e | o SR
FID Ctrl =7 .
L o if
T PP pec - =
-t Ethermet MAC -+ L > CAN .
- USARTO-1 USE Device -

SP1 PWM Cird

1

Two Wire Interface Synchro Serial Crrl —

$

ADCD-7

Timer'Counter 0-2

Puc. 4. CtpykTypa TMNoBOi cuctemMu Ha KpucTani, nobyaoBaHoi
Ha ocHoBi ARM-mikponpoLiecopa

®dakTHYHO Bech mporec po3pobieHHs SOC mic-
TUTh YOTHUPH €TaIH: PO3poOIIeHHs apXiTekTypu SOC
Ha cHcTeMHOMY piBHi; BuOip IP-0mokiB i3 6a3u na-
HUX; TIPOEKTYBaHHS OJIOKIB, SIKi 3QJIAIIFIINCS; 1HTET-
partist BCix OJIOKiB HA KPHUCTATI.

Inma npuHnunosa ocodnauBicth SOC — 11e HasB-
HICTh MPOrpaMOBaHUX OJIOKIB — MPOIIECOPIB, 3 ypa-
XyBaHHSM 1IbOTO SOC € He MPOCTO iHTerpalibHa CXe-
Ma, a KOMIUIEKC, 10 CKJIaay SIKOTO BXOJSTh SIK arla-
paTHa YacTMHA — dYill, TaK 1 MpOrpamMHa YacTHHA —
BOyZoBaHe mporpamHe 3abesmeuenHs  (Linux,
Windows toro) [17-18].

Huni npoexryBanHs SOC € pO3BUTKOM TEXHOJIO-
riif 1 3aco0iB po3poOiIeHHs Ccreuiani30BaHUX iHTer-
panbaux Mikpocxem (ASIC — Application-Specific
Integrated Circuit) i TIJIIC. VY3araabHeHy cxemy
TPaIUIiHHOTO MapUIpyTy TOKa3aHO Ha pucC. 5.

[Ipouec mpoexryBanass SOC € mOCHiOBHHUM, i3
BHU/IIJICHHSIM TEXHOJIOTIYHUX €TamiB — PIBHIB, Ta
ITepaTHBHUM, TOOTO Ha KOXKHOMY €Talli MOXHa 3p0-
OuTh BigKaT Hazaj AN KOPUTYBAHHS MPOEKTY.
[IpoexTyBaHHsS NPOrpaMHOTO 3a0€3MEUEHHSI BHKO-
HYEThCS BIJIOKPEMIICHO BiJl PO3pOOIICHHS anapaTHUX
3aco0iB, IICIIA OTPUMAaHHS BIpTyallbHUX a00 (i3my-
HUX MPOTOTHUIMIB amaparypu. Ha BciX piBHSX BHKO-
PUCTOBYIOTH KOMIIOHCHTHHH Miaxia. KommonenTn —
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(hyHKITIOHAIBHI, TOTIOJIOTIYHI 1 MporpaMHi OJOKH —
OPraHi3OBYIOThCS B Oi0JIIOTEKH, AJIS MOBTOPHOTO
Bukopuctanus [19, 20].

@aKTUYHO ONMUCAHUN MaplIPyT NPOEKTYBAHHS HE
Ma€ JKOIHUX MPUHIUIOBUX BiIMIHHOCTEH TMOpPiBHS-
HO 3 TPAJUIIAHOK TEXHOJIOTIE CTBOPEHHS MIKpO-
MIPOIIECOPHUX CHUCTEM. 3 OCOOIMBOCTEH CIiJ BHII-
JUTH Te, IO [EeHTPaJIbHY MO3UIIII0 3aifHsIIa Iporpa-
MoBaHa amaparypa — [IJIIC, 3’ sBunucs 3acodu cTpy-
KTypHOI KOH(irypamii mpouecopuux sigep, CAIIP
[UIIC, mpuuoMy makeTH po3poOIeHHS MPOrpaMHO-
ro 3a0e3neyeHHs: 00’ €AHYIOTbCS B MOTYXKHI 1HCTpPY-
MEHTaJIbHI KOMILIEKCH.
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Puc. 5. Y3aranbHeHa cxema TpaguuUiiHoOro MapLupyTy

[pukmnagom Takoro komiuiekcy moxxke Oyt CAIIP
¢bipmu Altera s mpoextyBanss SOPC wa 6a3i TTJIIC
1 mporecopuoro simpa NIOS 1, sixuit BKiIrOUae 6a3oBi
naketn Quartus Il (ITIC), SoPC Builder (xoudiry-
pyetnest poriecopHe spo), NIOS 11 IDE (nporpamue
3a0e3rneueHns) i Oarato iHmmx posmmpeHs (DSP
Builder, C-to-Hardware Compiler Torro).

5. BUCHOBKH

TakuM YUHOM, JOXOJAMMO BHCHOBKY, IO BHKO-
PHUCTOBYIOUM pEKOH(DIrYpOBaHi JIOTi4HI NPHCTPOI
(IUIIC) mnst cTBOpeHHs OaratomporiecopHUX (po3-
napaieieHux) "KuBydux' CTPYKTYp y Iporieci mo-
OyZlOBH IHTENEKTYalbHOI CHCTEMH KibepOes3meku
ACY TII, Mu oTpuMyeMo TiepeBaru: BUCOKa KaTacT-

52

podocrTiiikicTs (KiOepcTiHKICTh), a TaKOX MPOIYK-
TUBHICTh CHCTEMHU TIpU pO3B’SI3aHHI 3aBJaHb,
OB’ sI3aHKX 13 3a0€3MeUCHHM 11 KibepOe3neKy.

3azHaunmo, mio 3ampomoHoBaHi KAIC maroTs
BEJIMUE3HUH pecypc pe3epByBaHHS 1 TUCTaHLIHHO-
ro MepenporpaMyBaHHs, MOJATbIIe BUKOPUCTAHHS
SIKAX TIOB’SI3aHO 3 OCHAIIEHHAM X HEOOXiTHUMHU
CEHCOpaMU/aTYNKaMHU B CYIIPOBO/II IIPOTpaM Iiep-
BUHHOTO 0OpOOJICHHSI OTPUMAHUX JTaHUX 1 mepeaadi
OMX JAaHUX Ha HACTYMNHI iepapxiyHi piBHI 00p00-
JIEHHS, 3 METOI0 30epiranHsg i BUPOOJEHHS ympaB-
JIHCHKUX PillIEHb.

6. IEPCIIEKTUBH
HOJAJIbIINX JOCJIIKEHD

[Momanpimmii pPO3BUTOK TEXHOJOTIT System-on-
Chip (SoC) mamacts MOXIIHMBICTh pealizyBaTH TEX-
Hojoriro "Mepeska Ha kpuctami’ Network-on-Chip
(NoC) — mepexHa cucTeMa 3 KOMYTAIIEIO MAaKETiB
Ha OCHOBI MapuipyTu3atopa Mix Mmomymsmu SOC.
[Ipomonyerbes Ha 6a3i TexHomorii NOC y monmans-
IOMY CTBOPEHHS IIaTGOpMH — PO3MOAITICHOI iH-
(dhpacTpykrypu MTOMMITKOBUX TiJIe, DDP
(Distributed Deception Platform), sxa mo3Bosse
PO3TOPHYTH MEpeXy MiAPOOJICHUX TPUCTPOIB-
npumanok (honeypot — "ropumk meny"), siki mpak-
TUYHO HE BIiJIPI3HSAIOTHCS BiJ pealbHUX 1 MOXYTh
CIy’)KUTH 00’ €KTaMH 30HIyBaHHS, aTaK i 3JI0MiB.
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Ensuring cyber security
of ACS TP by using FPGA technology

In modern conditions, cybersecurity issues are moving from the level of information protection at a separate object of
computer technology to the level of creating a single cybersecurity system of the state, as part of the information and na-
tional security system responsible for protecting not only information in the narrow sense, but also all cyberspace. In the
process of forming global cyberspace, military and civilian computer technologies are converging, new means and
methods of influencing the information infrastructure of a potential adversary are being developed, and specialized cyber
centers are being created and implemented on high-tech platforms. At present, the cybersecurity procedure does not fully
reflect the issues related to the cybersecurity of the ACS TP. This is due to the fact that the ACS PA was originally
developed based on the ideology of physical isolation from external networks and strict delimitation of access by service
personnel, using specific software, information exchange via industrial communication protocols Modbus, Profibus, etc.,
which often work on top of the TCP / IP protocol. Accordingly, there are many vulnerabilities in the ACS TP, the
probability of which in various cyber incidents is directly proportional to the importance and significance of the object.
Given the fact that the ACS TP have become an integral part of our existence, respectively, the problem of cybersecurity of
the systems under consideration is today an urgent and timely task. The article discusses an approach to ensuring the
cybersecurity of automated process control systems (APCS) by creating intelligent cybersecurity systems (ISCs). It is
assumed that the construction of the proposed systems should be based on the concept of "evolution (development)”, that
is, the ability of the system to adapt through changes in parameters under the influence of external and internal cyber
threats (cyber attacks), through the applied technologies, to counter cyber attacks throughout the entire life cycle.
Technically, it is proposed to implement the ISCs by means of using an expert system and disaster-tolerant information
systems (DIS), a characteristic feature of which, in contrast to fault-tolerant systems, is the continuation of work in
conditions of massive and, possibly, consecutive failures of the system or its subsystems as a result of cyberattacks. These
properties (catastrophic properties — system survivability) are possessed by programmed logic integrated circuits (FPGA)
— a class of microprocessor systems, a characteristic feature of which is the ability to implement a multiprocessor
(parallelized) structure that can withstand external influences (cyber attacks). By themselves, FPGA are an integrated
circuit, the internal configuration of which is set by programming using special languages for describing hardware.

Keywords: cybersecurity; automated control system; catastrophic system; programmable logic integrated circuit;
expert system.
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CUCTEMA BATATO®AKTOPHOI
ABTEHTU®IKALII HA OCHOBI
HEUPOHHUX MEPEXX

biomempuunuii nioxio esasicarome 00HUM i3 HAUAKMYANBHIWUX Y cucmemax idenmudpikayii ma aemenmuixayii. B
OCHO8I DIOMEMPUUHO20 MEMOOY NeAHCUMb AHAI3 VHIKATbHUX XAPAKMepucmuK aroounu. Posnisnasanus obnuuus — eadic-
Juee 3a80anHs, aoddice € nepuium emanom i0enmuiayii, woob GuAGUMU, KOMY HAIENCUMb 00IUYYs [ YUl € BOHO 8 Da3i
0aHux, cnouyamky nompioHo 1o2o nokanizyeamu. s po3e ’ss3anns yiel 3a0aui 3acmocogyioms pisHi nioxoou, ceped
HUX: eMRIpUYHi Memoou, Memoo Ha OCHOBI HABYAHHI, MEeMOO HA OCHOB8I NOPIGHANHA i3 WAOIOHOM, MEMOO HA OCHOGI
KOHMYpHUX MoOeiel. Y po3niznaeanni obauyysi cucmemi, saKka po3e’si3ye maky 3a0ady, HeoOXiOHO 8paxyeamiu CYKyn-
Hicmb Qakmopie: GIOMIHHOCMI 00UY PI3HUX HOO0EU, 3MIHA PAKYPCY 0OIUYYSL, MONCIUBICIb HASLGHOCMI NeGHUX 0COOIU-
socmetl, 3MiHa GUPA3Y 0OIUYYS, HASBHICMb NEPEUIKOO HA 300PAdCeHHE, WO MOICYMb YACTNKOBO nepekpusamu ob’ckm,
ymosu 3tiomku. LImyunuil inmenexkm € i nosem 07 pO36UMKY, I GUKIUKOM. 36adcaroyu Ha me, wo po3pooKu MAUUHHO20
HABYAHHS A WMYYHO20 [HMENEeKNy 4acmo OPIEHMOBAHI HA 0OPOONEHHS 8elUKUX MACUBIE OAHUX, A ANOPUMMU Ma-
WUHHO20 HABYAHHS NPAMO 3ANeAHCAMb came 8I0 AKoCcmi IHhopmayii, AKy 6iH 00pobie, mo empyuanus ma oe3iHgopma-
Yisi MOJCYymyb gugecmu 3 a0y ROOAIbULY POOOMY AN2OPUMMY, WO MOdNCe NPU3BECmiu 00 HeNnpasuIbHUX BUCHOBKIG, )
KOPEeKmMHOCMI AKUX 6)y0e 8adiCKO NEPEeKOHAMUCH, OCKIIbKU 8eUKE Macusu 0anux. Bubip memoody ons po3e sizauna 3a0ayi
BUAGIEHHA ODIUYYS 3ANeAHCUMb 8I0 KOHKPEMHOI 3a0aui 1l yM08, 8 AKUX NosuHeH QYHKYIoHysamu areopumm. Y cmammi
PO32ISIHYMO MA NPOAHANIZ08AHO MOICTUBOCHT HEUPOHHUX MePedic OISl 3ACMOCY8aANHs 8 cucmeMi bazamogakmopHor
asmenmudixayii. Posenanymo eapianmu MONCIUSUX peanizayill i3 6UKOPUCTNAHHAM WMYYHOI Mepedici, nepcnexmusu
PO3BUMKY Yux mepedic i ixHio gaxcaugicms y naw uac. Ilpoananizogano cyuachi 0ocaiodicenus y exazanii cgepi cepeo
npogionux Kpain cgimy. Oonum iz memodie 015 3acmocysanus € arcopumm posniznasantsi oonuy EIGENFACE. Po3s-
2NAHYMO NePCneKmuey UKOPUCIAHHS HEUPOHHUX MepPedc, WMYyHUHO20 THMeNeKmy, UKOHAHO 0210 0COOIUBOCHell HAB-
yanns wmyuHoi netiponnoi mepexci i areopummy EIGENFACE ons 3acmocysanns 6 cucmemi 6azamopaxmopHoi asme-
HmMugikayii ma 3anponoHo8ano emanu Ojist G0OCKOHANICHHS Yb020 AI20PUMMY HA OCHOGI Meopii HeuimKux MHOMCUH. YV
pobomi 3’51c08aH0, WO MaKe HeUPOHHA Mepedica, WMYYHULL HeUpoH, pobomy aneopummy po3nisnaeanns Eigenface, ocki-
JIbKU 3HAHHA NPUHYUNY POOOMU ANOPUMMY 3HAYHO NONESUYE 3ACMOCY8AHHS HA NPAKMUYI, PO32TSHYMO NPOYec HABUAHHS
3 Memor noodanbuiol Mo*CIUEoi peanizayii. 3anponoHo8ano 000amKo8i emant 600CKOHANEHHS AN20PUMMY 3d OONOMOZOK)
meopii HeuimKUX MHOJICUH, 5KA CMAE NOMYNCHUM [HCMPYMEHMOM 01 NoOy008u IHMEeNeKmyaibHux anapamHo-
NPOSPAMHUX CUCMeEM PO3NIZHABAHHS 00pA3i8. YNpPoBaoiCeHHs 8 ANOPUMM HEYIimK020 itbmpa odYUCTIOE HeUimKULl npu-
picm, max wjo 300pasxiceHHs Cmaromsb MeHw YymaueUMuy 00 JIOKATbHUX 3MIH CIPYKmMYp, mexc 00'ckmis. Dinemp 3abesne-
yygamume 8UCOKUL CMYNIHb PO3PIZHEHHA MIdHC UWLYMOM I CMPYKmYpHumu 0b'ekmamu 306pasicenns. Ceemenmayis 00360.14€
po30usamu 300paxtceHHs HaA MEHWI YACMUHU, WO 3HAYHO NOKPAWYE PO3NIZHABAHHS CUCTHEMOIO.

Knwuoei cnosa: saxucm ingopmayii; asmenmugbikayis, ioenmu@ixayis, wmyuHuil HEupou, WmyuHda HeupoHHa
mepedica; He4imKi MHOJICUHU.

1. BCTYII iHpopMaLii € TPIOPUTETHOIO, a NMUTAHHS 3aXHCTY
iHpopMaLii Bix BUTOKY, HECAHKI[IOHOBAHOTO JOCTY-
Iy — HEB1JI'€MHA CKJIQJI0Ba HAI[IOHALHOT O€3IeKH.
Cuctemn 30epiraHHsi CTPAaTETiYHO BAKIIMBUX JIa-
HUX € HEeIOCKOHAJIMMH, L0 Hapakae Aep:kaBy Ha

© Kyainnu O. M., Pockot A. C., 2021

VY cydacHOMy T100ali30BaHOMY CYCIHIJIBCTBI PO3-
BUTOK TEXHOJIOTIH 1 MOCTIHHUH 0OMIH iH(OpMAaIIi€0
€ OCHOBOIO Tporpecy. Bakko ysBUTH XHTTS 0e3
3aco0iB mepenadi iHpopmanii. [Ipobrema 3axucry
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HeO3alfHe3neKy Ta Ha MEBHOMY eTalli MOCTYHaeThCs
MiceM y 60poTs0i pO3BigyBaIbHUX CIYXO iHIINM
nepkaBaM. 3a BHHITKOM IIbOTO, BapTO 3a3HAYMTH,
0 HE TUTBKH JEp)KaBHI YCTAaHOBH HECYTHh BiJIOBi-
JAJTBHICTh 3a BUTIKaHHS KOHQiIeHIMHOT iHpOopMa-
1ii Ipo TpoMasH.

Po3BuTok Ta iHTerpamisi ITyYHOTO 1HTENEKTY, Ma-
IIMHHOTO HABYAHHS HHHI € BarOMHM HalpsIMKOM. Y
nBox mpoBimHuX nepxkaB cBity — CIIIA Ta Kuraro,
PO3BHUTOK IITYYHOT'O iHTENIEKTY € OJHIEIO 3 TepIIovep-
roBux 3azad. HaifliMoBipHile, 110 MpOTIroM HaiOIH-
JKIOTO Yacy BIMCHKOBI, PO3BIAYyBaJIbHI W 1HIII criemia-
JBHI CTPYKTYPH TPEMAaTHMYTh KypC caMe Ha PO3BUTOK
YIIPOBa/I’KEHHsI BUKOPUCTAHHS CHCTEM Ha 0a3i mTyd-
HOTO iHTENIEKTY Ta MaIlMHHOTO HaBYaHHs. [loTeHian
JUTS. BAKOPUCTAHHS [UX TEXHOJOTIH y KOHTEKCTi 0e3-
MEKU JOCUTh 00’ €MHHUH 1 MaJIo JOCIII IDKEHHUH.

Ha mouatky XXI cTomiTTS 10 po3s’ssaHHS 3a-
BJIlaHb PO3II3HABaHHS 32 OIOMETPUYHHUMHU JTAHUMHU
i’ eqHamocs: 6e3/iy HayKoBUX JabopaTtopiil, Haii-
OUTBIIMX PE3yNbTaTiB JOMOTJIKCS TPYHH Ha 4YOIi 3
npodecopom [xxonom ['ycraBom Jlormanom y Ke-
MOpumKCcEKOMy yHiBepcuteTi (Bemmka bputanis) ta
mpoecopom Kesinom boyepom B VYHiBepcurerti
Hotp-/lam (CILA), a Takox npodecopom Yro [Ipo-
eHka — YHiBepcureT Buytpimnboi Beiipu (ITopty-
raiis), npopecopom Anamom Yaiika — BapmiaBchka
nonitexnika ([Tompma). Ornsam [1-4] npencrasis-
to1b noHaz 200 poOiT i3 1i€l TemaTuky, 1 1e JTuIre
HE3HaYHa YacTHHA JIOCHIDKeHb. Y CBITI mpobiema-
MU 0OpOOJIeHHSI Ta pO3IMi3HaBaHHS 300pa)keHb 00-
JUYYS JTFOIMHA 3aiMAarOThCs: KOJIEKTHB JIabopaTopii
MaTeMaTHYHUX METOJIiB 00pOOKH 300paxeHb (axy-
JIBTETY OOYHMCIIOBAILHOI MaTeMATHKH i KiOepHEeTH-
K MOCKOBCBKOTO JIEPKAaBHOTO YHIBEpCUTETY iMeHi
M. B. JlomMoHOCOBa TijJi KEpiBHHIITBOM Mpodecopa
A. C. KpwioBa, mocnignunpka rpyna B IHcTuTyTI
¢i3uxm imeri b. 1. CremanoBa HamionaneHO1 akane-
Mii Hayk binopycii mig kepiBHUIITBOM JoKTOpa ¢i-
3uko-maremarnuHux Hayk I'. I. JKenrosa, Incturyr
cucreM 0OpoOIeHHS 300paKeHb.

[Ipobnemu po3mizHaBaHHS 32 (HOPMOIO OOTUIHUS
YBOKHO BUBYAIOTH JocHimHUIBKI rpymu y CIIA
(I1. k. @minH, A. Pocc, MiunranchbKuii nep>kaBHAN
yHiBepcureT), Aurdiii, [Topryranii, [lonsmi, binopy-
ci. CuctemMH pO3ITi3HABaHHA 3a PalyKHOI 000J10-
HKOIO OKa po3pobiieno ¢ipmamu IriTech, LG, OKI,
Panasonic, Sagem, Neurotechnology, Morpho.

VY 3B’s13Ky 31 30UTBIICHHSM KIJIBKOCTI ODKEHINB 13
30H BejeHHs OowoBux i (Cupis, Ipak, JliBis) i
aKTHUBHUM YIPOBAKEHHIM OiOMETPUYHUX TEXHO-
noriit mo Russian Society of Appraisers st iXHbOI
peecTpanii BUHUKAIOTH MPOOJIEMH dYepe3 IOCTiliHe
30UTBIIIEHHST 00’ €My 0a3W MaHWX CTaJOHIB i, SK Ha-
CIIJIOK, 301IBIICHHS 4acy iaeHTH(]IKaIlil Ta aBTCH-
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TudiKailii, a TAKOXK BaXIUBOIO MPOOJIEMOIO € podoTa
CHCTEMH B PEXKHMMI OJHH 10 Oarateox [1-4].

AKTyaJIbHICTh TEMH JOCTiIKeHHS. ABTEHTH-
(dhixariss JIOOWHA, TOOTO MIATBEPHKEHHS TOTO, IO
ocoba € THM, 3a KOro ce0e BUAE, 032 BCIKUX CyM-
HiBIB € aKTyaJIbHUM 3aBIaHHSIM, IPAaKTHYHUM PO3B'-
SI3aHHAM SIKOTO 3aiHATI THCAYl 1 MINBHOHU Jronei
10 BChOMY CBITY.

Bapiantu MOXXIMBHX peaizamiii:

® {HCTpYMEHTH IJIsl aHaji3y NaHUX y BeIHde3-
HOMY 00csi31 Ta 3 HECKIHYEHHUMH MOXKITUBOCTSIMU
JO CaMOBJIIOCKOHAJICHHSI 4yepe3 3ayYeHHs MalluH-
HOTO HaBYAHHS;

" crcTeMa aBTOpH3allii Ha OCHOBI HEHPOHHUX
Mepeix;

" onruMizamis poOOTH CHCTEM 3a JIOMOMOTOI0
BUPAXOBYBAaHHS ONTHMAIBHUX 1 HAWIIBHAILINX Bapi-
aHTIB [iii;

" [OJIMIIEHHS 3aXUCTY ICHYIOUHX CHCTEM Me-
TOJOM TIONIYKY B HHX IPOTaIHH 32 JOIIOMOTO0
ITYYHOTO 1HTENEKTY;

" MOJIC/IIOBAaHHS MOTEHI[IHHUX CUTYallil 3a JI0-
MMOMOTOI0 HMITYYHOTO 1HTENEKTY Ta MAIIMHHOTO HaB-
YaHHS ITi]] 9ac MATOTOBKHU Kafapis [5].

OCHOBHHMM 3aBJaHHSIM aJTOPUTMY PO3Ii3HABAH-
Hsl 00JIMY € WOro BIPOBAKEHHS B CHCTEMY aBTCH-
Tudikamii 118 BIOCKOHAJIEHHS METOJIB 3aXUCTY
indopMariii, a TakoX 3MEHIIEHHS PH3HKIB BXO-
JDKEHHSI B CUCTEMY HEaBTOPH30BAaHUX KOPHCTYBadiB.
IctopuuHo B iH(popMariiiHiii cdepi chopmyBanmcs
JIBa HAINpPSMH 3aXHCTY BiJl HECAHKLIOHOBAHOTO JOC-
TyIy, SIKi B cHCcTeMaX (Di3MYHOr0 3aXHCTy Ha3HBa-
I0Th cucTeMamu ynpasimiHHs goctynom (CY]), a B
KOMIT'IOTEpHIH cdepi — cucremamu ineHTrudikarii ta
aBTeHTH]IKAI.

ABTOMaTH3aIis UX MPOIECIB, 30KpeMa i 3a J0-
IOMOT'OI0 HOBITHIX TEXHOJIOTIN — Ba)KJIMBA CKJIA0Ba
PO3BHTKY Cy4acHOTO CyCIibCTBa. Te % came MOXK-
Ha CKaszaTd 1 mpo 3aBaaHHA imeHTHdikamii, ToOTO
BCTaHOBJICHHI 0COOM JIIOAWHU MUISIXOM IOHIYKY
poro 3amnucy B 0asi gaHuxX. PO3BUTOK CHCTEM KOM-
IT'IOTEPHOTO 30py, IU(poBOoro 00poOieHHs 300pa-
JKEHb, 30UIBIICHHS IOTYXHOCTI OOYHUCITIOBAILHUX
3ac00iB OCTaHHIM 4acoM JIaJl0 MOXKITUBICTb CTaBUTH
1 po3B'SI3yBaTH 3ajadi aBTOMATHYHOI peecTparlii,
BUOKPEMJICHHSI, PO3Mi3HaBaHHS CKJIAJHUX, YacTo
3MiHIOBaHUX, BaKKO MOJEILOBAHUX 1 opmaizoBa-
HUX O0'€KTIB SIK OIOMETPHUYHHMX O3HAK JKUBHX Opra-
Hi3MmiB. TakuM YWHOM, 3aBIaHHs aBTeHTUIKAIi Ta
igeHTUdiKkamii JIOJUHA Tenep BUPILIYIOTHCS 3a JI0-
MIOMOTOI0 ABTOMATUYHUX O1OMETPHUYHHX CHCTEM,
CKJIaJ]Al0uu OJIHY 3 HOBUX OOJlacTed MPHKIAIHO]
MaTeMaTHKH, O10METpUYHY 1AeHTU(IKALIIIO.

InenTudikarito i aBTeHTU(IKAIII0 MOXHA BBaXka-
TH OCHOBOIO IPOTrPaMHO-TEXHIYHUX 3aC00iB Oe3IMeKH
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TOMYy, IO PEIITY CEPBICIB pO3PaxoBYIOTh Ha 00CITY-
TOBYBaHHS IMEHOBaHWX CyO’eKkTiB. lmeHTH]ikarmis i
aBTEHTH(]IKAIIS — 1€ TepIla JiHisg 3aXUCTy iHpopMa-
LiIfHOTO POCTOPY KOMIT F0TepHOI cucteMu. Came Bij
KOPEKTHOCTI PO3B'SI3aHHS ITMX MIBOX 3aBIaHb 3ae-
XKHTh, YA MOXXHA JIO3BOJIUTH JOCTYN JIO PECYpCiB
CHCTEMH KOHKPETHOMY KopHcTyBaueBi. Cucrema
3aXMCTy BHKOHYE igeHTH(]iKalio Ta aBTeHTU(IKALIiIO
Ha OCHOBI ITEBHOI YHIKaJIFHOI iH(pOpMaIIii, SKa Xapak-
TepH3y€e KOHKPETHOTO KOPHCTyBa4a cucteMu [6].

2. IOCTAHOBKA 3AJTAYI

OpmHHUM 13 TOJIOBHHX HANpPSAMIB PO3BUTKY 3aXHUCTY
iHpopMallii € BIOCKOHAJICHHS ICHYIOUMX 1 CTBO-
PEHHS HOBHX CHCTEM i 3aC00iB, SKi 0 3aI0BOIBHSIIN
OCHOBHI BJacTUBOCTI iHQopMamii: KoHQiAeHIIiH-
HICTB, HIJTICHICTB, JOCTYITHICTb.

BioMerpuuHmii miaxix BBaKAIOTh OJHUM 13 Haii-
aKTYalbHIIINX y CUCTeMaXx ifeHTU]iKalii Ta aBTeH-
tudikamii. B 0CHOBI I[bOTO METOMy JICKUTH aHAII3
VHIKAIbHUX XapaKTEPHCTHK JIOAHHH. Voro yMoBHO
MOMIISIOTH Ha (Pi310JIOTIYHMI 1 TOBEIIHKOBUI METO-
. [puknagamu 1st Gpi3ionoriyHUX MOXKYTH CIYTY-
BaTH: BiJIOUTKU NAJIbIIB, MAJIFOHOK PaniIy»)HOi 000-
JIOHKW OKa, PO3IMi3HABaHHA OOIHYYS, JOJOHb PYK,
CITKIBKM OKa TOINO, a JUIS MOBEHIHKOBHX: ITiIIIHC,
PYKOITUCHUH, KJIaBiaTypHUI MOYEPK, HATHCKAHHS Ha
knasiatypy [7].

Po3mizHaBaHHS 00MMYYs € BaKJIMBUM 3aBIaH-
HSIM, aJpKe € mepimuM eranoM ifertudikamii. [1[o0
BUSIBUTH, KOMY HAJICKUTh OOJMYYS 1 Y4 € BOHO B
0a3i JaHux, CroYaTKy MOTPiOHO HOTO JTOKai3yBaTH.
st po3B'si3aHHs Takoi 3ajadi 3aCTOCOBYIOThH Pi3Hi
MiXO/IH, Cepell HUX: eMIIipHYHi METONIH, METO]| Ha
OCHOBI HaBYaHHs, METOJ Ha OCHOBI IMOPIBHSHHSA 13
1a0JIOHOM, METOJI HAa OCHOBI KOHTYPHHX MOJIENEH.
[lig wac po3mizHaBaHHS OONMYYS CHCTEMI, 5K PO3-
B'si3ye 3ajady, HEOOXiJIHO BpaxyBaTH CYKYITHICTBH
(akTopiB: BIIMIHHOCTI 00JIMY Pi3HUX JIIOACH, 3MiHA
pakypcy oOJH4Ys, MOXJIHMBICTh HASBHOCTI TMEBHHX
oco0nMBOCTEH, 3MiHAa BUpa3y OOJMYYs, HASBHICTDH
MEepenKkoa Ha 300pa)KeHHi, IO MOXYTh YacCTKOBO
MEPEKPUBATH 00’ €KT, YMOBH 3HOMKH.

IITy4Huii 1HTENEKT € SK MOJIeM Ul PO3BHTKY,
Tak 1 BUKJIMKOM. 3Ba)KalOud Ha TOW (pakT, IO PO3-
POOKM MAIIMHHOTO HABYaHHS Ta IITYYHOTO iHTEINEK-
Ty 4acTO OPi€HTOBaHI Ha OOPOOJICHHS BEIMKUX Ma-
CHUBIB JJaHWX, & ITOPUTMH MAIIMHHOTO HAaBYaHHS
npsAMO 3ajiekaTh came BiJ SKOCTi iHpopmamii, SIKy
BiH 00po0JIsie, TO BTPYYaHHs Ta Je3iHdopmailis Mo-
XKYTh BUBECTH 3 JIaAy IMOAANBLIY POOOTY alropuTMy,
0 MOXKE MPHU3BECTH 10 HEMPABWIBHUX BUCHOBKIB,
Yy KOPEKTHOCTi SIKMX OyAe BaXKKO IIepeKOHATHCH,
OCKIUJIbKM BEJIMKI MacuBH AaHuX. Bubip metoxy s
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PO3B'I3aHHS 3a7adi BHUSABICHHS OOMMYYS 3aJICKUThH
Bil KOHKPETHOI 3a7adi ¥ yMOB, B SKHX IOBHHEH
(yHKLIOHYBaTH anroputM [8].

Mertoro 11i€i pobOTH € aHaJi3 ICHYIOYOTO aaropu-
TMy pO3Mi3HaBaHHS OOJMY HAa OCHOBI HEHPOHHHUX
mepex Eigenface Ta fioro BmockoHajeHHS Ha 0asi
Teopii HEUITKMX MHOXHWH IS INIBHUINCHHS PiBHS
3aXHINEHOCTI CHUCTEM OararoakTopHOi aBTEHTHI-
Kamii y XoJi BWUKOPHCTaHHS 32 PaxyHOK OLIbII Ha-
IIAHIX METOAIB aBTeHTH(IKaIlli KOPUCTyBadiB.

3. AHAJII3 OCTAHHIX
JOCJIIKEHD I ITYBJIIKAIIA

CydacHi [ociipKeHHS TTOKa3yloTh, 10 Ha OCHOBI
HEHPOHHOI Mepexi MOXKHa TMOOYAyBaTH CHCTEMY
pO3Mi3HABaHHS OONHYYS JIOAWHU IO 300paKeHHIO.
VY HOBUX METOJax BHOKPEMJICHHS KIIOUYOBHX O3HAK
JUTSL OTIACY O0'€KTa 3IHCHIOETHCS IIJISTXOM aBTOMa-
TUYHOTO aHalli3y HaBYaimbHOI BHOIpKHU. IIpoTe Oinb-
ma vacTuHa iH(opMallii 00 O03HAK BBOAMTHCS
BpyuHy. [li1 aBTOMAaTHYHOTO 3aCTOCYBaHHS TaKHX
aHaJIi3aTopiB BUOIpKa Mae OYTH JOCUTh BEJIUKOIO Ta
OXOIUTIOBAaTH BCi MOXJIMBI cuTyarii. [ onoBHMIA
MPUHIMII CUCTEMH DO3Mi3HABAHHS — MPEICTABUTH
BX1JIHI 300paXCHHS y BHIJISI OJHI€T CIUIBHOT Mat-
pull, sika Oyze CKIamaTucs i3 CyMu 0a3UCHHX KOM-
MTOHEHT 300pakeHb.

HTy4ni HeWpoHHI Mepexi pi3HOi Tomoorii 3a-
CTOCOBYIOTH JIJIsi PO3B'SI3aHHSA PI3HUX 3a/a4, came
HasBHICTh 0araThbOX THUIIIB Mepex 3a0e3rneuye iXHeE
IMPOKE BUKOPUCTAHHSI y Pi3HUX cdepax st po3B's-
3aHHS 3aj7lad PO3ITi3HABAHHSA, MPOTHO3YBaHHS, KJIa-
cudikarii, ireHTudikamii Ta 0araTboxX IHIIKMX. 3 BHU-
KOPUCTAaHHSM HEHPOHHUX MEPEX BUPILIYETHCS MPO-
OnemMa MPOEKTYBAHHS W ONTHMI3allii MEpex 3B’ 53Ky,
TOOTO 3HAXO/PKEHHsI ONTUMAIILHOTO MUIAXY Tpadika
MiX By3JIaMH, & TAaKOX U OTPUMAaHHS e()EeKTHBHUX
pillleHb y ramy3i iXHbOTO IMPOEKTYBAHHSI.

I3 waciB QynnamentanpHoi pobotu Biomm Ta
JI>xoHCa PUCKOpPEeHMA KacKaj 13 MPOCTHMHU O3HaKa-
MU 3aJIMIIAETHCS HAMOUIBII MOMYJAPHUM Ta edek-
TUBHHM ITJIXOJIOM Yy pO3poOJIeHHI MporpaM Juist
MpaKTUYHOI JeTeKiii 00y, [IpocTa npuposa o3Hak
JIO3BOJISIE IIBHJKO OIIHIOBATH 1 pPaHO BiAKUAATH
HEeNpaBWIbHI pe3yabTaTh MOMIYKy. TuM yacom, npu-
CKOPEHHMH KacKaJl CTBOPIOE T'PYIy NPOCTHX O3HAK
JUISL JIOCATHEHHs TOYHOI Kiacudikanii oomuu [9].
Opurinanbuuii gerextop Bionu — [I>xoHca BUKOpuc-
TOBYE O3HaKM Xaapa, SKi MIBHIKO BUPAaXOBYIOTHCS,
Ta iX JOCTaTHBO AJSl ONMHUCY (POHTAIBHUX 300pa-
*KeHb oouind. TuM He MeHI, Yepe3 MPOCTOTY O3HAaK
Xaapa anropuTM BiTHOCHO CIIA0KMH y HEKOHTpPO-
JILOBAaHOMY CEPEIOBHILI.
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B ocranHi pokm crocTepiraeTbcsi CIIECK yBaru
10 HeWpoHHUX Mepex. [locuneHuii iHTepeC BUHUK,
konmu Anekc KprkeBCbKHIA 32 JOMOMOTOK KOHBY-
TMAMIAHIX HEHPOHHUX MEpeXK IepeMir y KOHKypcCl
ImageNet, mOHM3UBIIN pEKOPA MOMHIIOK Y Kiacui-
Kaitii 3 26 % 10 15 %, 10 Toji cTa’ao MPOPUBOM.

Croromni "ramboke HaBuaHHA" € OCHOBOO Oara-
ThOX CHCTEM BEJIMKUX KommaHii: Facebook Bukopu-
CTOBY€ HEHPOHHI Mepexi AJIsl aJrOpUTMIB aBTOMa-
TAYHOTO BUCTaBIIEHHS TeriB, Google — uig momyKy
cepen ¢ortorpadiii xKopucryBadya, Amazon — s
reHepauii pekoMeHaaliid ToBapiB, Pinterest — mis
nepcoHati3alii JOMalHb0I CTOPIHKH KOpUCTYyBaua,
a Instagram — 151 monrykoBoi iHQPaCTPyKTypH.

3ajaya aBTOMAaTUYHOTO PO3Mi3HAHHS O0JIMY HUHI
€ JOCHTh aKTyallbHOIO 1 4Yepe3 BEJIMKY KiJIbKICTh
HayKOBHX JIOCIIPKEHb IHOTO NMUTAHHS, 1 Yepe3 Be-
JIMKUH TOTeHLiaJl BAKOPUCTAHHS BKa3aHOI TEXHOJIO-
rii y komepuiitaux mpoekrax [10].

4. BUKJIAJIl OCHOBHOI'O MATEPIAJIY

Hnst  eeKTUBHOTO BUKOPHCTAHHA alTOPUTMY
po3mi3HaBaHHSA HEOOXITHO JOJATKOBO 3a0e3MeYUTH
SIK MIHIMYM OJTUH €Tall, a CaMe BJIOCKOHAJINTH SIKiCTb

300paxeHHs TUIAXOM (DITBTpallii IIyMOBHX CKJIaJ0-
BHX 1 cerMeHTallii abo KiacTepusartii.

VY crarTi NponoHyeThCS aHA3 MpoOIeMH edeKTh-
BHOTO pO3Mi3HaBaHHSA OOJIMY Ta ii po3B'I3aHHSA 3a pa-
XYHOK BUKOPHCTAHHS CHCTEM IUTYYHOTO iHTEJICKTY Ha
0a3i HewiTKkHX MHOXUH B anroputmi Eigenface, ocki-
JIBKH SIKICTD PE3yJbTaTy PO3Ii3HABAHHS 3AJICKUTH BiJT
paxypcy, TOJIOKEHHs, YMOB OCBITJICHOCTI MPUMIIIIEHb
1 MOBOPOTIB BiIHOCHO OCEH.

IlITyynuii HEUPOH — BY30JI LITYYHOI HEUPOHHOI
MEpEeXi, L0 € CIPOIICHOK MOAEIUII0 MPUPOAHOTO
HelipoHa. MaTeMaTU4HO, IITy4YHUH HEHUPOH 3a3BU-
Yail MPeICTaBJISI0Th SK NEAKY HENiHIHHY (YHKIIO
BiJl €IMHOTO apryMEHTy — JiHIHHOI KOMOiHaIii BCix
BX1JHUX CUTHAJIB.

HITy4na HelipoHHa Mepeka — Iie Habip mapis i3
TaKk 3BaHUMHM WITYYHUMH HelpoHamu. IITyunuit
HelpoH (puc. 1) iMmiTye BimacTUBOCTI 0i0JIOTiYHOTO
HelipoHa. Ha BXin mTy4HOTO HeWpoOHA HAIXOIUTh
Jesika MHOXKHHA CHUTHANB (KOOPAWHAT): X1, X2, ...,
Xn, KO)KHAH 3 SKHX € BHXOJOM IHIIOTO HEeHpoHa.
KoxeH BXiJi MHOKUTHCS Ha BIAMIOBIAHY CHHANITUYHY
Bary wi, Wo, ..., wn [11, 12].

Gasa MPOIEC HABUAHHSI Mepexka nanuena
MAHHX HEHPOMEPEZKI E%;
l 3acTrocyBaHHA
Busi HelipoMepe:ki . . [Momunka
Hoip —- Binnosine R
NPHEJIALY %g\ mMepei
- Po3paxyHnok
MOMMJIKH
ITincrporwBaHHA - l Benuka
BAI hlcpc;l{i MOMHITKD

Puc. 1. MNpouec HaB4YaHHA HEMPOHHOI Mepexi

VYci 100yTKH MiICYMOBYIOTh, BU3HAUAIOYH PiBEHb
axtuBarii Heiipona NET. Jlam curnan NET neperso-
PIOEThCS akTUBAIiiHOK (yHKIie F i mae Buxigauii
Heviponauit curHan OUT. AkrtuBaniiina QyHKINS
MOXe OyTH JIiHIHHOIW (YHKITIE, JIOTTYHOO (QYHKIII-
ero [13] abo yHKIIi€rO TiTEpOOTIYHOTO TAHTEHCA.

3anexHo BifJ crocoOy mepelnaBaHHs Pe3yNbTaTiB
aKTUBALIWHIN QYHKIIT MO0 HEWPOHHHX IMIapax Hek-
POHHI MepeXi IiNATh Ha Pi3Hi KJIacH.

Ockinbku Bci IITyyHI HEWpOHHI Mepexi 0asy-
I0ThCS Ha KOHIEMIIT HEHPOHIB, 3'€qHaHb 1 mepesa-
HUX (QYHKIIH, iICHYE MOJIOHICTh MIX PI3HHUMHU CTPY-
KTypaMu a00 apXiTeKTypaMu HEHPOHHHX MEpPEeX.
BinpmiicTe 3MiH MOXOOWTH i3 PI3HUX NpaBHI HaB-
gaHHsA. Heipomepexki CKIameHi 3 MPOCTHX €JIEMEH-
TiB, IO JIIOTHh MapajienbHo. Mo)KHA HaBYMTH HEH-
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POMEPEIKY, PETYIIOI0YH 3HAYCHHS Bar MK €JIEMCH-
TaMd. 3a3BUYAll Mepeka PEeryioeThcss abo HaBda-
€TBhCS TaK, 1100 MPHUBATHUI BXiJ BIB JI0 LIJIHOBOTO
Buxonay [15]. Ha puc. 2 npeacraBneHo mporec HaB-
YaHHs HeHWPOHHOT Mepexi [16].

NET OuUT

)

Puc. 2. CTpykTypa WTy4HOro HempoHa
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Cucrtema, fKa BHKOHYE HEYiTKe OOpOOJICHHS,
Ma€ 1Bl OCHOBHI OCOOJIMBOCTI: MO-TIepIIe, HeUiTKII
(bUTBTp 0OYMCITIOE HEUITKUH MPUPICT TAKUM YHHOM,
o0 BiH OyB MEHI YyTIMBUM 0 JIOKATHHUX 3MiH
CTPYKTYp 300pa’keHHS, TaKUM SIK KOpPJOHHU 00'€k-
tiB. Ilo-mpyre, ¢GyHKILiS OpHUHANEKHOCTI (QopMy-
€TBCS TaK, MO0 aJanTyBaTUCS OO IIYMOBHX CKJa-
JOBUX JUISI BUKOHAHHS HEYITKOTO 3IJIa/KyBaHHS
(mepenbadaeThes, MO MIyM PIBHOMIPHO PO3MOJIiie-
HUll 0 BchboMy 300paxeHH0). OCHOBHa ifiesl Hedi-
TKOro (inbTpa Taka: 3HaYCHHs MiKCeNsl BHU3HaYa-
IOTh 3aJIeKHO BiJ 3HAaY€Hb HABKOIUIIHIX CYCIIHIX
mikceniB. OinbTp NOBUHEH 3a0€3MeYyBaTH BUCOKHI
CTYIHb PO3PI3HEHHS MiXK IIyMOM i CTPYKTYpPHUMH
o0'ektramu 300pakenHs. 11lo0 BupimuTH 1E 3a-
BIAHHS JUISI KOXXHOI'O IMIKCENs OOYUCITIOETHCS OLli-
HOYHHH CTYIIHB, IKUH XapaKTepH3ye Te, HACKIIbKH
BEIUKHIA a00 Malluii IPUPICT Y IEBHOMY HAIPSIMKY.
KoHcTpyroBanHs HewiTkoro (inbTpa 0a3yeThcs Ha
TaKOMy CIOCTEPEXCHHI: MaJIMH HEUiTKUHA TpUpicT
BIJIMIOBila€ WIyMy, BEJIMKHA HEUYITKUH OpUPICT —
MexaM 00'€KTiB.

Malle

INO3HTHBHC

[Ipocte 30inblICHHS LEHTPAIBLHOTO MiKcens (X,
y) y uanpsmky D(D€ {NW,N,NE,E,SE,S,SW,W})
BH3HAYAETHCS SIK PI3HALS MiXK ITKCEIEM i3 KOOPIU-
HaTam# (X, y) 1 OJHUM 13 CYCiOHIX TiKCeNiB y Ha-
npsMky D. 3HaueHHS 30iNbLICHHS MO3HAYAETHCS
V b (, y), HATIPUKIAA;

VN (X’ y) = I(X’y_l) - I(X’ y)v (1)
Vsw (X, ) = 1(x-1,y+1) - 1(x, y). )

Skuio nBa 3HaYEHHS 30UTBIICHB 13 TPHOX Malli, TO
MO>KHA MPUITYCTUTH, IO B I[bOMY HANPSMKY BiJICyT-
Hi Mexi 00'ekTiB. TakuM 4YMHOM, OO BU3HAYUTH
HEYITKUI MPHUPICT, TOTPIOHO PO3TIISTHYTH HOTO SKic-
He MOHATTS Mayie. [[boMy TOHATTIO B paMKax Teopii
HEUITKUX MHOXKHAH BINIIOBIA€ HEYITKA MHOKMHA
Mane. OyHKIOiS OpUHANEKHOCTI Mk (U) MOHATTA
MaJie MOK€ BU3HAYATHCS SIK

_lul

ko, 3
0,|ul >k
ne k — amantuBHuit mapametp. I'padik Bupasy mody-
JIOBaHO Ha pucC. 3a.

my(u)= 0 <|u|l <k,

HCTaTHBHC

a)

Puc. 3. ®yHKUii npuHanexHoCTi siKicHUX NOHATL: a) Mane; 6) No3UTUBHE; B) HEraTUBHE

3HAauyeHHS HEYITKOrO 30UIBIIEHHS Ui IMKCEIs B
HanpsiMKy NW 004HCITIOEThCS 32 TAKUMH TIPaBUIIaMU:

if (Vnw(x,y) mane) and (Vanw (X—1,y+1)) mane)
or (Vw(X,y) mane) and (Vnw (X+1,y—1) mane)
or (Vanw(x—1,y+1) mane) and (Vnw (X+1,y—1) mane)
then VFE NW (x,y) mane. 4)

BiciM TakMX HEUITKUX MPaBUII 3aCTOCOBYIOTHCS
JUTS KOYKHOTO 3 HAaNpsIMKIB. SIK ye 3raiaHo paHilie,
mo0 BHKOHATH HEYITKY (QiIbTpaliro 300pakeHHs
HEOOXiJIHO YCYHYTH IIyMOBi CKJIJOBi IIKCEIiB
IUIIXOM MOAMQIKaIii 3HaYeHb MIKCENiB, TOMY T03-
HaunMo Moaudikanifiamii mapamerp difX. J{nst o6-
yucieHHs 3HaueHHs difX BHKOPHUCTOBYEMO Tmapy
HEYITKUX MPABHJI JUIS KOXKHOTO HanpsMKy. CyTHICTb
IIUX MPaBUII MOJISITA€ B HACTYITHOMY: SIKIIO Tepenoa-
YaeThCsl BIJCYTHICTH MEX O00'€KTa B NEBHOMY Ha-
NpSAMKY, TO YiTKE 3HAUYEHHS MPUPOCTY B I[bOMY Ha-
OPSAMKY MOE OyTH BHUKOPHCTAHO JUISI OOYMCIICHHS
MoaudikariitHoro 3HaueHHs difX.
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BimnoigHo mepma uacThHa (QYHKI[IOHYBaHHS
anroput™My (ineTpamii 300pakeHb — BHUSIBJICHHS
MEX CTPYKTYpHHX OO'€KTiB, MOXe OyTH peanizoBa-
Ha y BUIJISII HEUITKOrO 30UIBIICHHS, JPyra YacTUHA
QITOPUTMY TIOBUHHA OyTH peayi3oBaHa y BHUTJISI
CXEMH, SIKa 3/1aTHA PO3PI3HATH HO3UTHBHE 1 HETraTH-
BHE 3HAUYEHHS I HEYITKOTO 301JIbIIIEHHS:

M i (VENW (x,y) mane) and (Vnw (x,y) nozumusne)
then ¢ — nosumusne

Ayw: it (VFNW (x,y) mane) and (Vnw (x,y) necamuéne)

()

OcranHii kpok — zaedasudikamis pesynbTary:
HEOOXiJHO BH3HAUYMUTH MoAudikamiiHe 3HAYECHHS
difX, sike Oyae M0JaHO JO TMOTOYHOIO 3HAYCHHS
TKCeJIs:

then ¢ — necamuene.

L —
A= EZDedir(AB - AD)' (6)

ne D — o3HaueHHs HanpsMKy, L — KiJIbKiCTh Tpaja-
i ciporo.
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TakuM 4WHOM, PO3IVIAHYTO MEPIIMM €Tal, SKUN
Ma€ BUKOHYBATH CHCTeMa pO3Mi3HaBaHHS 00OpasiB.
Bapro 3ayBaxkutu, 10 el eTan € AyXe BayKIUBUM,
TOMY IO 0arato B 4OMy caMe BiJ] SKOCTi Momepe-
HbO 00pPOOJICHOTO 300paKEHHS 3AJICKUTH CTA0IIbHA
poboTu cuctemu B nigomy. HacTynHuii etan mos's-
3aHHN 13 CETMEHTAIlI€I0 1 BHOKPEMIIEHHSIM KOHTYpiB
00'exTiB. Mera eramy — 3HaXOJ/DKCHHS 00'€KTa Ha
300pakenHi [17].

B ocHoBy anroputmy Eigenface moxnaneno Bu-
KOpUCTaHHSI (yHAaMEHTAIbHUX CTaTUYHUX Xapak-
TEPHUCTHK: CcepenHiX (MaTeMaTWYHE OYiKyBaHHS) Ta
KOBapialiifHoi MaTpwili, 3aCTOCYBaHHS METOAY TO-
JIOBHUX KOMIIOHEHT. K 1 OyIb-sKWi iHIIMKA airo-
puT™M cdepr KOMI'IOTepHOro HapuaHHS (machine
learning), #oro HEOOXigHO CHepIIly HABYHTH Tep-
BUHHIM BUOOpHi (training set), sika CKIaTaeThCs 3
MEBHOT KINBKOCTI 300pa)XeHb O0JMY, SIKi XO4YeMO
po3mizHaBaTH. Sk TUTBKM MOJAENH CTaHE HABYEHOIO,
CJIIJl TIOJaTH Ha BXiJ JCSIKEe 300paKeHHS 1 B pe3yJib-
TaTi OTPUMAEMO BIJIOBIb HA MUTAHHSA: SIKOMY 30-
OpaXeHHIO 13 3aralbHOI BUOIpKH 3 HAWOLIBIIOI
BIpOTiHICTIO BIATIOBiZAa€ JaHe Ta YN HAJICKUTH JaHE
300paskeHHsT BUOOPII B3arali.

l'onoBHUI NpUHIMIO AJITOPUTMY — HPEICTABUTH
BXiZHI 300paKeHHsI Y BUTJISAI OAHIET CIIIBHOI MaT-
puili, sika Oy/e CKIamaTucs i3 CyMu 0a3UCHHUX KOM-
TIOHEHT 300paXeHb:

OF

=Xj- @
ne @; — BinnueHTpoBaHe 300pakeHHs 00IUIUs, wj —
Bary, U; — BJIACHI BEKTOPH.

Matoun w sk Barowii KoedillieHT BHOpaHOl
3HAYYIOi YaCTUHH OONHMYYS Ta U SK BHOpaHy [ijs-
HKY OONMY4Ysi, BUOIp HEOOXiHOI JUISHKU OOIUIYst
MOJKJIMBO OITUCATH IporecoM cermenraii. [Ipormec
CerMeHTallil — 11e TPOIIEeC, Y XOi SIKOro BiOyBa€Th-
Cs PO30OUTTS 300pa)KCHHsI Ha CKJIQJ0BI 00'€KTH.
[Iprdomy 3a3BUYail BUKOPUCTOBYETHCS Take Gpopma-
npHe Bu3HaueHHsA. Hexail F — 1ie mo3HadyeHHs CIiTKH
BCIX MIKCeJIiB 300pakeHHs1, TOOTO Habip ycix map:

Fyww = {G,)D}:i =1,2,..,N;j =1,2,..,M.

Hpu meomy UN, Fi = F,FiNFj = 0,i # j [18].
Cucrema cermMeHTallli CKIaJa€eTbes 3 Oararora-
pOBOTO TEpCEeNnTpOHa, SKUH BUKOHYE aJalNTHBHY
0araTopiBHEBY CETMEHTalil0, BUKOPHCTOBYIOUH
MITKH, OTPHUMaHi 3a JOIMOMOI'OI0 METOIY HEUiTKOI
Knactepu3zaiii. Baru HepoHHOT Mepeki He MOXKYTh
OyTH iHILiOBaHI BUIAJKOBHM 4YHCJIOM, YCi BOHH
BcTaHOBIMOOTEC B 1. 106 3abe3meunTn Oinblie
IBOX CTaOUTEHHUX CTaHIB Ha BUXOJI HEHpOHA, po3po-
Onena cremianbHa QyHKOis akTuBaii. Ll ¢yHkis
CKJIaJia€ThCsl 3 HAaOOpy curMomonioHoi ¢(yHKmii 3

1 Wju;,
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MHOXHHHUMH PiBHAMH. MyJIBTHCHIMOIZa YTBOPIO-
€THCSI IIUIIXOM CYNEPIIO3HIIT 3CYHYTUX CUTMOiIajb-
HUX (YHKLIH 1 BUpaXaeTbCcA B TAKHUI C1IOCiO:

Yk — Vk-1
f(x) =Z —Goop T V-1 | %
k\1+e b
X[ulx —yp-1-d*) —ulx =y, -d?)], (8)
ome U — kpokoBa (GyHKIHiS, 6, — TOpOrH,

Yi — UiJIbOBUH piBeHb KOKHOI curmoinu, 6, — napa-
MeTp KpyTu3HH, 0 — CTymiHb CYCiACTBa, @ — mapa-
MeTp aKTHUBHOCTI cycifcTsa. [loporu i ninpoBi Benu-
YUHH BUBOIATHCSA 3 (QYHKIIT MOMHIKA. OCKITBKH
Jiama3oH 3HAa4YeHb CTaHy HEWPOHIB BXiJHOTO ILIapy
3aJIeKUTh B KUIBKOCTI HEWPOHIB HACTYITHOTO IIIa-
Py, TO 3HAYEHHS TOPOTiB aJaNTOBaHI TAKUM YHHOM,
100 BimoOpakaTy I1r0 3aIexHICTh [19].

Hetiponna mepeska INpaifoe 3 iHTCHCUBHOCTSMHU
mikcenmiB. [HmmMM croBamu, Mepexa He 3MiHIOE
3HAYEHHS HEYIiTKOl MPUHAJEKHOCTI MIKCENiB s
TOro, 100 3MEHIINTH TMOMHJIKY, a 3aMiCTh IbOTO
BOHA BiJI0OOpakae MOYATKOBI 3HAYCHHS IMIKCEIIB Ha
TaKi 3HAYEHHS, SKi 3MEHIIYIOTh CEPEIHIO KIIbKICTh
HEYITKOCTI BIAIMOBIAHO J0 MOYAaTKOBOTO PO3IIOLTY.
TakuM 4WHOM, BUXiJlT HEHPOHHOI MEpeXi CIOYaATKY
PO3IIIANAETECSl B TEPMiHAX Ciporo KOJIbOPY, KU
JIaJTi TIePETBOPIOETHCSA HA HEUITKICTh JJI1 BU3HAYCH-
Hsl TOMWJIKH. [HpOpMaIis po 3HAYEHHs TIPUHATIeK-
HOCTI IIKCEJIIB MOXe OyTH KOPHCHA B MOJIAJIBIIOMY
3aJIe’KHO Bil IPU3HAYEHHS CUCTEMHU.

5. BUCHOBOK

VY3arajabpHIOI0UHM BUKJIA/IeHE, MOXKHA 3pOOHUTH TaKi
BHUCHOBKH: PO3BUTOK TEXHOJIOTIH IITYYHOTO iHTEJe-
KTy Ta MallMHHOTO HAaBYaHHS PO3IOYaB HOBY JI00Y
PO3BHHEHHS CYCIUIBCTBA, OPIEHTOBAHICTH MPOBIJI-
HUX KpaiH CBITY 3yMOBJIO€ 3HaUHE NMPHULIBHIIICHHS
LLOTO MPOIIECY 1 TATHE 32 COOO0 SIK HACIIIOK TpaH-
cdopmallito BChOro CBITOBOTO MOPSAKY. Ponb 1mud-
poBoro BuMipy Ta Oe3nexu LudppoBoi iHPopmarmii
cTae Bce OiIbII 3HAYYLIOKO 1 ii BaXKJIMBICTH 3pocTa-
TUME Pa3oM i3 MUPPOBI3AIIEIO CBITY, TOMY OJJHHM i3
BaroMHXx NHUTaHb Oe3neku € indopmaris Ta ii 3axucr,
MOIIYK HOBHX LUIAXIB Ta BJAOCKOHAIEHHS THUX, IO
BXKe ICHYIOTh. Y Wil poOOTi 3’sICOBaHO, MO TaKe
HEWpPOHHA MEpEXKa, ITYYHUH HEHUPOH, ONHCAHO PO-
0oty anroputmy posmizHaBaHHs Eigenface, ockiyb-
KH pO3yMIHHS IPUHLUITY POOOTH alTrOPUTMY 3HAYHO
MOJIETIIIYE 3aCTOCYBAaHHS HA MPAKTHUIl, TAaKOXK PO3-
[JITHYTO MEPCHEKTHBH PO3BUTKY LIUX MEPEX 1 BaxK-
JIUBICTH y HAall Yac, HABYAHHS 3 METOIO IMOJANBLIOT
MOXUIMBOI peajizariii. 3amporroHOBaHO TOJAATKOBI
€Talll BJOCKOHAJECHHS alrOpUTMY 3a JOIOMOIOIO
Teopii HEYITKMX MHOXHUH, KA CTa€ MOTYXHHM iH-
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CTPYMEHTOM JUIsl TOOYIOBH iHTENEKTYalIbHUX ama-
paTHO-TIPOTPaMHUX CHCTEM PO3ITi3HABaHHS 00pa3iB.
YpoBa/pkeHHS B ajITOPUTM HEUITKOro (iIbTpa
O0YHCIIOE HEYITKHH TPUPICT, TaK IO 300paKeHHs
CTAIOTh MEHII YyTJIMBHMH JI0 JIOKAIBHHUX 3MiH CTPY-
KTyp, Mex 00'ekTiB. DinbTp 3abe3medyBaTuMe BH-
COKHH CTYIiHb PO3PI3HEHHS MiXK LIIYMOM 1 CTPYKTY-
pHuUMH o0'ektamu 300paxkenHs. CerMmeHTauis Ao-
3BOJISIE PO30MBATH 300pa)KEHHS HAa MCHIII YacTHHH,
110 3HAYHO TOKPALIy€ PO3Mi3HABAaHHS CUCTEMOIO.
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Multifactor authentication system
based on neural networks

The biometric approach is considered one of the most relevant in identification and authentication systems. The bi-
ometric method is based on the analysis of unique human characteristics. Face recognition is an important task, be-
cause it is the first stage of identification, to find out who owns the face and whether it is in the database, you must first
locate it. To solve this problem, different approaches are used among them: empirical methods, method based on learn-
ing, method based on comparison with a template, method based on contour models. When recognizing a face, the sys-
tem that solves this problem must take into account a number of factors: differences in the faces of different people,
changing the angle of the face, the possibility of certain features, changing facial expressions, the presence of obstacles
in the image that may partially obscure the subject. Artificial intelligence is both a field for development and a chal-
lenge. Due to the fact that the development of machine learning and artificial intelligence is often focused on processing
large data sets, and machine learning algorithms directly depend on the quality of the information it processes, inter-
ference and misinformation can disable further operation of the algorithm, which can lead to incorrect conclusions, the
correctness of which will be difficult to verify because of the large data sets. The choice of method for solving the prob-
lem of face detection depends on the specific problem and the conditions in which the algorithm should operate.In this
article the possibilities of neural networks for application in the system of multifactor authentication are considered
and analyzed. Options for possible implementations using an artificial network, prospects for the development of these
networks and the importance in our time are considered. Modern research in this field among the leading countries of
the world is analyzed. One of the methods for application is the EIGENFACE face recognition algorithm. Prospects for
the use of neural networks, artificial intelligence, review of the features of learning artificial neural network and algo-
rithm EIGENFACE for use in multifactor authentication and proposed steps to improve this algorithm based on fuzzy
set theory. The paper clarified what a neural network, an artificial neuron, the operation of the Eigenface recognition
algorithm is, because knowledge of the principle of the algorithm greatly facilitates its application in practice, the
learning process is considered for further possible implementation. Additional stages of algorithm improvement with
the help of fuzzy set theory are offered, which becomes a powerful tool for building intelligent hardware and software
pattern recognition systems. The introduction of a fuzzy filter into the algorithm calculates the fuzzy increment so that
the images become less sensitive to local changes in structures, boundaries of objects. The filter will provide a high
degree of distinction between noise and structural objects of the image. Segmentation allows you to split images into
smaller parts, which greatly improves system recognition.

Keywords: information protection, authentication, identification, artificial neuron, artificial neural network, fuzzy sets.
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MOBILE APPLICATION DEVELOPMENT
FOR BLIND PEDESTRIANS TO PREVENT
ROAD DANGERS

According to the last statistic researches approximately more than one billion people worldwide live with some form
of visual impairment. In turn, visual impairments limit people's ability to perform daily functions and affect their quality
of life and ability to interact with the world around them. In the article mobile application development for blind
pedestrians to prevent road dangers is presented. Short overviews of similar applications like Alexa, Via Opta Nav, and
Object Detector are described. Each of described programs has disadvantages like limited use area, real-time object
detection absence, use third-party or physical devices need. As a result, the main task of the study is to investigate
modern hazard classification algorithms, improve the accuracy of the algorithm and develop software that will be able
to identify hazards in real-time, does not require physical devices, and is operated using the simplest possible interface.
For solving presented above problem solution based on MobiNetV2 and InceptionV3 open-source models for defining
objects in a photo modification is presented. The presented solution consists of several steps like image input with
further preprocessing, optimization and result processing. For the image input hosts receive data from the file system or
local memory, perform any preprocessing, and then transmit the preprocessed data to the TPU cores. Preprocessing
calls the parser, which in turn calls the parser function, where images are preprocessed. For the optimization
stochastic gradient descent optimization and momentum optimizer are used. As a result, method of image classification
for real-time hazard identification has been further developed. A model layer was developed that interprets the
unbalanced results of the model and provides the necessary results to prevent accidents, which increased accuracy by
20%. A mobile application for road hazard recognition for blind pedestrians has been developed using the above.
Presented results confirm the efficiency of the described approach. Also, described model and approach can be
improved in further investigations.

Keywords: image processing; road conditions; pedestrian safety; danger determining; visual impairments.

1. INTRODUCTION It is estimated that approximately 1.3 billion peo-

Visual impairments can limit people's ability to per-  Pe worldwide live with some form of visual im-
form daily functions and affect their quality of life and  Pairment. In terms of long-distance vision, mild
ability to interact with the world around them. Blind-  Visual impairments are observed in 188.5 million
ness, the most severe form of visual impairment, limits per??leégrom”_moderatel to sev?c;e . ('jn b21t7)l'm(|j“|on’
people's ability to perform daily functions and move Xsl f?)r ne;?;) |?/r;s=c:)e:p8ezgr;i?"0e§te c0 )I/e Iil\?e r\]ISiStSH
without assistance. Rehabilitation of proper quality such visual irr{ airmeﬁts peop
allows people with visual impairments to varying de- P '

i X . i On Tuesday, on the eve of World Vision Day
?i:ze?nt(t)oijrg;)s/ lg(e:i,ee:;hleve goals, be active and produc (2019), which is celebrated on October 10, experts
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published for the first time a detailed report on
vision problems. Its authors conclude that the num-
ber of visually impaired and blind people is
increasing, in particular due to limited access to
relevant health services in low- and middle-income
countries.

2. ANALYSIS OF EXISTING
STUDIES AND TASK STATEMENT

2.1. EXTENSION SHOW
AND TELL FOR ALEXA

Short Description: Amazon has expanded the ca-
pabilities of the audio assistant, and now a visually
impaired user can bring the item to the gadget and
ask Alex what it is. Currently, this feature is only
available to users in the US who use Echo Show
devices [1].

The disadvantages are access only for the United
States and the fact that you need to have a physical
device to use.

2.2. VIA OPTA NAV

Short description: An application with step-by-step
navigation. Despite the fact that the application has a
slightly different direction, we could not skip such an
important product. This program was developed in
partnership with visually impaired users [2].

You can add waypoints to the map to increase the
accuracy of the route. At any time, the user can
specify the location, the remaining distance and get a
description of the streets crossing the route. Even
with the screen reader turned off, the program voices
the necessary information using the built-in function
of text-to-speech. The application was developed by
the medical corporation Novartis [2].

The disadvantage is that it is still a slightly dif-
ferent but related direction and therefore the applica-
tion does not contain the functionality of real-time
object detection.

2.3. OBJECT DETECTOR

Short description: The application allows the
blind user to navigate in space, determine which
objects are nearby, which road signs are nearby and
inform about doors and ladders. This is the most
related application, which was relied on almost all
the time of development [3].

The application uses intelligent algorithms to
identify objects. How it works: you need to launch
the application, select the mode "Signs", "Objects"
or "Doors and stairs”, bring the camera of the
smartphone in front of you, the result is displayed in
visual (high contrast letters), sound (voice assistant)
and tactile (special vibrations for selected objects)
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forms. The application can be used by both blind
and deafblind people. The application supports voice
assistant and Braille displays [3].

The disadvantages are a rather complex interface,
many options and the inability to identify multiple
groups of objects in real time.

The most important drawback that is present in
all competitors is the complexity of the interface. A
blind person cannot see the buttons on the screen
and is unlikely to navigate the program. The goal is
to avoid confusing the interface or interrupting ob-
ject recognition just because the user has moved to
another part of the application. It is better if there are
few buttons and the best option — when there are no
buttons at all. The user launches the application and
immediately begins to perform the main function — a
warning of danger.

An equally important disadvantage is the need to
use third-party and/or physical devices. Firstly, not all
blind people have the money to buy devices, as it is
difficult for people with visual impairments to find
work. Secondly, although a physical device has (or
may have) relatively high accuracy, it can fail and
give more error than the device's camera. And if the
camera of the device fails, the application will not
work, and it will not create an error of malfunction.

The main task of the study is to investigate mod-
ern hazard classification algorithms, improve the
accuracy of the algorithm and develop software that
will be able to identify hazards in real time, does not
require physical devices and is operated using the
simplest possible interface. The software must be
implemented using widely available mobile devices
and adapted for use on special embedded processors.

3. DESCRIPTION OF
THEORETICAL METHODS USED

There are currently many models for defining ob-
jects in a photo, some of which are open-source ML
models that can be integrated into the iOS app.
These models have similar functionality, but differ-
ent data sets, so they may produce different results.
But the study identified two main ones —MobiNetV2
and InceptionV3. The first is advertised by Apple in
its object recognition instructions [4], and the second
has a well-known developer — Google. The second
model was used during the work as it has a higher
level of confidence, and the error in the results is
unacceptable.

InceptionVV3 is an image classification model,
which has many different classifiers in implementa-
tion (or "under the hood"). This provides a fairly
high accuracy of object recognition, but due to their
large variety on the streets, can give an error. There-
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fore, to ensure an accurate result, two methods were
investigated —input image processing and pro-
cessing of model results.

Input image processing. This method did not
work very well as it did not bring any statistical
improvement. His main idea is to change the image
according to some criteria:

RGB tone change (increase of red, blue and/or
green dots),

cleaning background and secondary colors,
highlighting image borders.

However, due to the great complexity of the im-
ages, such processing gives unexpected results and
more often gives an error due to the fact that the
error of the basic model is added to the error of pre-
processing. Due to this, the processing of the input
image was rejected.

Processing of model results. This method does
not increase the error because it does not affect the
results of object definition at all, but only processes
them. The method searches for and ranks keywords
for each hazard by:
hazard priority,
detection position.

Also, a very important part of the task is the defini-
tion of different groups of hazards at the same time,
because the existing implementations of hazard identi-
fication in the movement of a blind pedestrian are
aimed at only one group (e.g., road signs, ladders, etc.).

Inception v3 is a widely used image recognition
model that has been shown to achieve an accuracy of
over 78.1% in the ImageNet dataset. (The lowest
error rate was obtained, giving the model first place
in the image classification in ILSVRC (ImageNet
Large Scale) 2015. ImageNet is a data set of more
than 15 million high-resolution images from approx-
imately 22,000 categories. ILSVRC uses a subset of
ImageNet of about 1000 images in each of 1000
categories [5].

The model is the culmination of many ideas developed
by many researchers over the years. It is based on the
original work: "Rethinking the original architecture for
computer vision" Szeged and others [5].

The model itself consists of symmetrical and
asymmetrical building blocks, including convolu-
tions, middle joints, maximum joints, concates,
screenings, and fully bonded layers. Losses are cal-
culated using Softmax [6].

The TPU version of Inception v3 is written using
the TPUEstimator, an APl designed to facilitate
development, so you can focus on the models them-
selves rather than the basic hardware details. The
API performs most of the low-level grunge work
required to run TPU models behind the scenes, while
automating common features such as saving and
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restoring checkpoints [6]. Proposed approach can be
seen as a part of an Internet of Things [7] technolo-
gies. Besides that, Big Data can be transported in the
network and pressing issue is such network stability
[8, 9].

3.1. INPUT PROCESSOR

Each TPU cloud device has 8 cores and is con-
nected to a host (CPU). Larger slices have multiple
hosts. Other larger configurations interact with mul-
tiple hosts. For example, v2-256 communicates with
16 hosts [6].

Hosts receive data from the file system or local
memory, perform any preprocessing, and then transmit
the preprocessed data to the TPU cores. We consider
these three steps of data processing performed by the
host separately, and call them phases: 1) storage,
2) preprocessing, 3) transmission [6].

To ensure good performance, the system must be
balanced. No matter how long the CPU takes to re-
ceive the images, decode them, and perform the ap-
propriate preprocessing, it should ideally be slightly
smaller or about the same as that spent by the TPU on
the computation. If the CPU takes longer than the
TPU to perform the three phases of data processing,
then the execution will be associated with the host.
(Note: Because TPUs are so fast, this may be una-
voidable for some very simple models.) [6].

Storage begins with the creation of a data set and
includes reading TFRecords from the repository.
Nested data sets are created and their elements are
displayed alternately [6].

Preprocessing calls the parser, which in turn calls
the parser function, where images are preprocessed [6].

The transfer includes images that return a string,
labels. TPUEstimator accepts the returned values
and automatically transmits them to the device [6].

3.2 PREPROCESSING

Image preprocessing [10] is an important part of
the system and can greatly affect the maximum ac-
curacy that the model achieves during training. At a
minimum, the image must be decoded and resized
according to the model. In the case of the beginning
of the image must be 299x299x3 pixels [6].

However, simple decoding and resizing will not
be enough to get good accuracy. The ImageNet
training data set contains 1,281,167 images. One
passage through a set of educational images is called
an epoch. During training, the model will need sev-
eral passes through the training data set to improve
its image recognition capabilities. In the case of
Inception v3, the number of required epochs will be
somewhere in the range of 140 to 200 depending on
the total batch size [6].
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It is extremely advantageous to constantly change
the images before submitting them to the model, and
do it in such a way that a particular image is slightly
different in each era. On the one hand, a well-
designed preprocessing step can significantly im-
prove model recognition capabilities. On the other
hand, too simple a pretreatment step can create an
artificial ceiling with the maximum accuracy that the
same model can achieve during training [6].

3.3. OPTIMIZER

The current model demonstrates the following
optimizer options: SGD and momentum [6, 11].

Stochastic gradient descent (SGD) is the simplest
type of optimization: the importance is pushed in the
negative direction of the gradient. Despite its simplici-
ty, some models can still get good results. The dynam-
ics of updates can be written as follows [6, 11]:

Wip1 = Wi — aVf(wy), 1)

where wy .4, w,, — importances, a — coefficient that
is equal 0.9.

Momentum is a popular optimizer that often
leads to faster convergence than SGD can achieve.
This optimizer updates the importance, like SGD,
but also adds a component in the direction of the
previous update. The dynamics of the update is giv-
en by [6]:

Ziy1 = Pz + Vf(wy), 2

where z,, 1,2z, — components in the direction of the
previous update, § — coefficient that is equal 0.9,
Wi41, W, — importances, a — coefficient that is
equal 0.9.

In conclusion, we can say that this model is very
functional and powerful, it is used in various
spheres of life, but it cannot fully satisfy the condi-
tion of the problem. We need high accuracy for
complex and object-laden images. Therefore, it was
decided to develop and apply a service to process
the results of the model.

3.4. MODEL RESULTS PROCESSION

As mentioned earlier, the program has a service
processing results. Its main task is to process the
results according to some criteria: priority of the
result, level of danger, keywords and position in
determining.

The essence of the proposed algorithm:

We have the set Y = {x;, x5, ..., x,} containing
model results.

First, we set two variables — precision and key-
words. The model produces results in the form of an
array of terms. We need to choose only the first few
elements and do not waste time on the last elements.
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Therefore, we take only a certain number (precision)
elements and receive the set Y’ ={x,
X2y weey xPrecision}-

Keywords — a dictionary with keywords — objects
of danger and values — arrays of keywords.

Then the essence is very simple — we go through
all the values of the arrays of keywords in keywords
(variable) in descending order of priority of the dan-
ger-key and look for the entry of texts with the orig-
inal raw array.

Keywords’ check:

vx €Y. (3)

4. ANALYSIS OF RESULTS

During the work, the ability of the program to
perform its main function, namely — determining the
danger on the road for blind pedestrians was tested
and the following results were highlighted in Ta-
ble 1:

Table 1
Results
Name Service is | Serviceis | Total
turned off | turned on | number
Correctly identified
traffic lights 5 ! 10
Mistakenly identi- 1 0 i
fied traffic lights
Not identified traf-
fic lights 5 3 10
Traf]_‘lc lights identi- 50 % 70 % 100 %
fication accuracy
Correctly identified 8 10 10
autos
Mistakenly identi-
X 2 0 -

fied autos
Not identified autos 2 0 10
A_uto s identifica- 80 % 100 % 100 %
tion accuracy
Total accuracy 69.5 % 89.5 % 100 %

The table clearly shows the improvement of the
results after turning on the service: the accuracy of
traffic lights has increased by 20%, the accuracy of
car detection — also by 20%. In addition, the number
of misdiagnosed hazards has been reduced to O.
However, for different data sets, the increase in ac-
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fr— —

curacy may differ slightly for different objects. In
this case, it is not entirely clear which is more im-
portant, the accuracy of traffic lights, or the accuracy
of the car. For the general case, we enter weights
that reflect the importance of each of the objects:

K1 = 0.35 - coefficient of traffic lights identifica-
tion danger;

K2 = 0.65 — coefficient of autos
danger.

These coefficients were chosen as such because
the chance of stumbling on the roadway (car) of a
blind pedestrian is higher than he has to stumble on
a traffic light. The coefficients were determined by
experts.

Next, we make a convolution of the multicriteria
assessment of accuracy to scalar with the help of
additive convolution [9]:

2
A= z diKil
i=1

where d; — hazard percentage.
Calculating the overall accuracy by formula 1:

Ar, = 035+ 50 + 0.65 80 = 69.5,
Ar, = 0.35%70 + 0.65 * 100 = 89.5,

identification

(4)

So, we have a difference in overall accuracy of 20%.

As shown on the Figure 1, by turning on service
accuracy increases in all aspects of hazard detection
(both in traffic lights and autos). Graph shows accu-
racy with turned off service percentage of accuracy
with turned on.

m Service turned on

m Service turned off

Traffic lights

Autos

Total

0% 25%  50%  75%  100%

Fig. 1. Graph of improving the accuracy
of hazard identification when turning on the service

During the work, a mobile iOS application was
developed for the application of the above service in
practice. The application uses the service and cam-
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era of the device to analyze the environment and
danger messages.

The application contains 3 main components:
Ul-interface or user interaction part;

Model results processing service;
Inception V3 model.

The interface was designed to be as simple as
possible so that visually impaired people would not
find it difficult to use it.

Main goals of iOS application are:
accuracy;
scalability;
simplicity.

As said before, iOS App has very simple inter-
face. Also, service and its architecture were designed
such as adding new road hazard type will not take
much time. And great amount of accuracy was in-
troduced by developing model result handler service.

atl LTE -

Detect

traffic light

b)

Fig. 2. Traffic light detection: a) a pedestrian approaches
a traffic light; b) the program recognizes it and displays a warning

As shown on the Figure 2, mobile app can detect
traffic light (hazard) in real time by using camera.

5. CONCLUSION

1. The method of
real-time hazard
developed.

2. A model layer was developed that interprets
the unbalanced results of the model and provides the
necessary results to prevent accidents, which in-
creased accuracy by 20%.

image classification for
identification has been further
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3. A mobile application for road hazard recogni-
tion for blind pedestrians has been developed using
the above model and layer of work with it.

4. The application was tested under normal con-
ditions for pedestrians, namely on city streets.

5. The application has a great extensibility, so in
the future it is possible to easily add new types of
hazards.

6. The software is implemented using widely
available mobile devices and adapted for use on
special embedded processors.
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Po3pobka MO6inbHUX AgoAaTKIB A1 He3psAuYMX niloxoais
ans 3anobiraHHa HebesnekaM Ha AoOpo3i

32i0H0 3 OCMAaHHIMU CMAMUCMUYHUMY OOCTIONCEHHAMY Oilblie MiTbapOda 1o0ell Y 8CbOMY CIMi Maiomb neeHi 8aou
30py. ¥V ceoio uepzy, nopyuienns 30py obmedicyioms 30amHicme 00el GUKOHY8Amu WooeHHi QYHKYii i énausaroms Ha
SAKICMb IXHBO2O dHCUMMA MA 30AMHICMb 83AEMOOIAMU 3 HABKOIUWHIM C8ImoM. Y cmammi npe0cmasneHo po3pooKy mooi-
JIbHO20 000amKa 01 He3PAYUX NIu0X00i8 0 3anodicanHsa Hebesnekam Ha 00po3i. Onucano KOpomKull 02140 noOiOHUX
npoepam, makux ax: Alexa, Via Opta Nav ma Object Detector. Kodcna 3 onucanux npoepam mae Hedoaiku, Hanpukiao,
obmedicena 06aaACHb UKOPUCTNAHHS, BIOCYMHICMb GUAGNIEHHS 00'€EKMIB ) peanbHOMY 4aci, 3aCmocy8anHs CIMOPOHHIX a6o
@izuunux npucmpois. Ax pezyiomam, 0CHOBHUM 3A80AHHAM YIEL pOOOMU € OOCTIONCEHHS CYHACHUX AI2OPUMMIE KACUQi-
Kayii Hebe3nex, NiOGUWeHHA MOYHOCI ANOPUMMY MaA PO3POONEHHS NPOSPAMHO20 3a0e3neyenHs, sKe 3Modice i0eHmugi-
Kyeamu Hebe3NneKu 8 pedlcumi peanbHo20 4acy, wo He nompeoye QisuuHux npucmpois i eKCnaIyamyemovcs 3a 00NOMozo0
MaxcumManbHo npocmoeo inmepeiicy. [nsa poss'sazauns onucanoi euuje npoodnemu GUKOPUCMAHO MOOeNi 3 8IOKpUMUM
ko0om MobiNetV2 ma InceptionV3 ons eusnauenns 06 'ekmis. [looane piutens ckiadacmocs 3 0eKiIbKOX emanie, maKux
AK: 66e0eHHs 300padceHHs 3 NOOANbWUM NONEPEeOHiM 0OpOOIEHHAM, OnmuMI3ayis ma oOpobnenHs pesyromamis. s
88e0eHHs1 300padCceHb XOCMU OMPUMYIOMb OaHi 3 (haiiniogoi cucmemu abo T0KATLHOL nam'ami, 6UKOHYIOMb 6)0b-Ke none-
PpeOHe 00pobnenHs, a nomim nepedaioms nonepeoHvo 0opodaeni oawi 6 adpa TPU. Ilonepedne obpobneHHs BUKIUKAE
napcep, AKuil y c6010 4epzy, GUKIUKAE QYHKYIIO CUHMAKCUYHO20 aHANI3amopa, 0e 300paicentst Nonepeonbo 06pooaaomsb-
ca. [na onmumizayii 6UKOPUCMOBYIOMb CHIOXACIMUYHY ONMUMI3AYII0 SPAOIEHMHO20 CNYCKY 1l ONMUMI3amop iMnyascy. V
pe3ynbmami 00CHIONCEHHA OMPUMAE NOOATbUWUL PO3GUMOK Memoo Kiacu@ikayii 306paxcenv 0ns idenmuixayii Hebes-
neKu 8 pexcumi peanvnozo yacy. Pospobreno modenvnuii wap, axuii inmepnpemye He30a1AHCO8ANT Pe3yTbmamu Mooei
ma 3abeszneuye HeoOXIOHI pesyrbmamu 0 3anodicants asapism, wo niosuwuio mounicme Ha 20 %. Pospobneno mobi-
JIbHULE 000amOK 13 6UKOPUCIIAHHAM HABEOEHOT 8ulye MoOeni Ol pO3NIZHABAHHSA HeDe3neKU OOPOICHLO2O PYXy Olid He3psi-
yux niwoxodis. Ilpedocmasneni pesyromamu niomeepoXiCcyioms epekmusHicms onucano2o nioxody. Kpiv moeo, onucany
MOOenb i niOXi0 MOACHA BOOCKOHATUMU 6 NOOATLUUUX OOCTIONCEHHSIX.

Knrouoei cnosa: oopobnenns 300pasicersb, ymosu pooy, RiUoXiOHUlL celigh; 8uHayenHs HeDe3neKu, NopYUeHHs 30pP).
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