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IMPROVEMENT OF COMPUTER SYSTEM
PROTECTION ASSESSMENT METHODS AGAINST
HARMFUL SOFTWARE CODE

Background. Theissue of ensuring information security (1S) of state information systems today is not only not
losing relevance, but with the development of the concept of eGovernment in countries and an increase in the number of
e-services, it is becoming increasingly important.

methods wer e used against malicious code

M ethods. Thework used the method of analyzing the evaluation of the protection of the computer system against
malicious software code, with the help of the method of optimization and evaluation of the protection of the computer
system, the method of malicious software code was improved.

Results. Theworkimproving the method of assessing the information security of computer systems frommalicious
softwar e includes a recommendatory aspect of building e-government.

Conclusions. Cybersecurity threats, such as spam, phishing, spyware, and botnets, pose challenges for
governments, especially for such young governments in any devel oping country. Malicious authors (hackers) create new
combined threats to counter the security of the information system. New threats make it possible to bypass system
firewalls, workstation configurations and various other intrusion detection systems. Many governments are working on
cybersecurity legislation to help protect consumers and themselves. Some legislative efforts are focused on establishing
government structures to provide support against systemic attacks. Some government legislation has been designed to
prosecute criminals in order to deter criminal activity. The legislation has well developed a basis for the detection,
analysis and internal prevention of malicious software.

To effectively manage cybersecurity threats, governments must be involved from the beginning of the process to the end
of the process. Businesses need to know where and to whom to report security risk information, and the government needs
to support it. Improving the method of assessing the information security of computer systems from malicious software
contains a recommendatory aspect of building an electronic government. The steps of building e-government, in contrast to
the existing ones, differ in the completeness of the content of each stage of building e-government.

Keywor ds: identification, information security, eGovernment, organization of information security, firewalls.

Background

Theissue of ensuring information security (1S) of
state information systems today is not only not
losing relevance, but with the development of the
concept of eGovernment in countries and an increase
in the number of e-services, it is becoming
increasingly important.

The issue of ensuring information security (1S) of
state information systems today is not only not losing

relevance, but with the development of the concept of
eGovernment in countries and an increase in the
number of e-services, it is becoming increasingly
important.

The uncontrolled growth of the influence of
information and communication technologies (ICT)
on the post-industrial society, the emergence of the
danger of a gap between the information elite and
consumers has led, in turn, to a significant

© Dakov Serhii, Laptieva Tetiana, 2024
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complication of the task of extracting data necessary
for governments to make weighted, adequate to the
conditions of the situation, and also their protection
from all sorts of destructive influences — challenges,
in fact, undisguised cyber crimes and threats
(Prandini, & Ramilli, 2014).

One of the main conditions for the transition of
society to the state of a devel oped information society
isto ensurethe necessary and sufficient level of IS. The
success of creating a sustainable estate system directly
depends on how protection against modern Cyber
Threats will be implemented. An effective level of IS
isthe timely identification and assessment of new risks
and current cyber threats, regular assessment of the
security of eGovernment infrastructure components.
The state of 1S eGovernment essentially depends on
threats that may cause irreparable harm to the entire
state system. That iswhy the study of the main threats
and the assessment of IS objects of information
activities (OlIA) for the consgtruction of effective
information systems is relevant.

The purpose of the article. Improving the
method of assessing the information security of
computer systemsfrom malicious software for
formation and development of e -government in the
European Union (EU).

Analyss of literary sources. More and more
scientists are showing interest in the information
society, which quickly began to devel op asaconcept for
anew socia order. Thebasic principlesand problems of
its development were examined in the works of
R. Abdeev, R. Aron, D. Bdll, N. Wiener, M. Zgurovsky,
M. Cagtdlls, S. Kuchinsky, E. Masuda, A. Rakitova,
E. Toffler, F. Fukuyama, and other scientists.

In modern conditions, the problem of information
security is not a narrow technological category but
goes into the area of conceptual substantiation of the
management of social processes. And especialy
today, the problems of information security are of
particular importance when the government setsitself
the task of developing the information society and
integrating it into the global information space.

The globalization of the information space and the
development of the information  society
(eGovernment) leads to the emergence of problems
that are rather difficult to cope with within the country.
All these problems require further and in-depth study.
Unfortunately, a comprehensive study of the problems
of eGovernment development, as well as related
information  security issues, was not enough.
Therefore, the study of information security, the
problems of formation and development of e
government inthe European Union (EU), aswell asthe
study of possible ways to create an information and
cybersecurity system in our country are very relevant.

M ethods

The work used the method of analyzing the
evaluation of the protection of the computer
system against malicious software code, with the
help of the method of optimization and
evaluation of the protection of the computer
system, the method of malicious software code
was improved.

Results

The European Commission planned to shape the
directions of eGovernment in Europe. The EU had no
direct influence on the administrations of the Member
States, but the EU financed a lot of multinational
projects within the Research Framework Programme.

On the European's national level, there exists
eGovernment Directives and Master plans at EU, but
Ukraine just started development of it in the last
decade. On the international level the European
Commission (EC) sets the posts; so, under the name
"Accelerating eGovernment in Europe for the Benefit
of All" the i2010 Government Action Plan was
developed. The Progress is different in diverse
countriesin EU, but the general patter of development
issimilar. In general, one discerns the following four
waves (Marco P., & Marco R., 2021, pp. 285-288):

= Promote access — Web presence;

» Provide (particular) services online;

» Transform theinstitution so by automating and
reengineering of processes;

» Next-Generation-Government (i.e. dropping
the "e€" as ICT having become self-evident);

= They recognized the following challenges;

= Joining up administrations by establishing
interoperability and identity management;

» Increasing usage by better designed services
and knowledge enhancement;

= QOpening up to Public Governance with systems
supporting e-Participation and e-Law.

The track record of sustainable eGovernment
initiatives in rural areas is difficult to measure
(Benjamin et a., 2015, pp. 391-400). In Richard
Heekss classic paper on eGovernment "Most
eGovernment-for-Development  Projects  Fail"
informed that 85% of eGovernment projects in
developing countries fail. The World Bank reported
ina"Task Managers ICT Toolkit" that projects with
Information and Communication Technology
components had an "aarmingly high failure rate",
with 50% suffering disputes and 80% requiring
contract amendments (Malik, Peter, & Omer (2015),
pp. 15-20). Prandini et d. informs, that managers
embraced this technology asif it ssimply were a new,
enhanced version of World Wide Web. They
neglected the less-obvious aspects of the technology,
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and thus bringing on significant security problems.
Malicious attackers could quite easily exploit the
vulnerabilities in these systems to hijack the process
and lead to wrong decisions.

New cyber security threats have been introduced
in the last decade or two. Malware developers create
more efficient software with the advancement of
network security systems. Governmental legislation
offers support to companies that operate with
sensitive consumer information. Attacks centred on
manipulation and fraud of financial markets is one of
the top cyber security threats now. Spam, phishing,
and spyware were once seen asisolated challengesfor
organizations, hackersare now creating hybrid threats
that can even infiltrate Government systems. Cyber
threats such as spam, phishing, spyware and botnets
present problems for governments, especially for
such young governments as Ukraine or any other
developing countries. Hackers create new dangerous
mixed threats to circumvent the protection of the
organizations information system OIA. The US
federal government has taken steps to information
protection (1P) the private sector and for government
organizations, but efforts must be made asacollective

to improve cyber security reporting. Fig. 1 from
shows how blended threats may bypass traditional
security controls.

On the other hand, as Raiv Sandhu from the
University of Texas at San Antonio stated, that the
large-scale adoption of internet services across
diverse populations is one indicator that the average
consumer is reasonably comfortable with the
collateral risks. Many nations and militaries,
including Ukraine, are preparing offensive and
defensive cyber capahilities.

Improving the lives of people by employing the
Internet of Things becomes a reality. On the other
hand, we must secure the systems against
cybercriminals, hackers, and malicious computer
applications or systems, who would certainly want to
disrupt such systems or try to breach the privacy of
people who will be connected to such networks.

Many cybersecurity problems occur on a
worldwide scale. Benjamin Edwards, Steven
Hofmeyr studded a large high-resolution data set of
messages sent from 260 | SPsin 60 countries over the
course of adecade.

Emerging blending threats

Spam

Spyware

Phishing

: Furewrall

sparn filte

Personal Degktop Workstation

Antr
| Intrusion-detection system

1 i
| |
| |
| Firewall Lntivirus cofiguration |
| |
| |

Fig. 1. Blended Threaths Bypassing Traditional Security Controls

They found, that many cybersecurity problems
occur a a global scale, involving nations,
corporations, or individuas whose actions have
impact around the world. Another security problemis
related to insecure sharing data. "Sharing data is
gaining importance in recent years due to
proliferation of social media and a growing tendency
of governments to gain citizens' trust through being
transparent”. They stress that privacy enhancement
techniques must be used to prevent unsavoury
disclosure of personal data

ISSN 2707-1758

Existing and in-development solutions. In
V. Z. Tabakov, Malik Shahzad Awan and Peter
Burnap investigate stealthy and dynamic techniques
and attack vectorsused by cyber criminals. They have
made network infrastructure more vulnerable to
security breaches the organization. Cyberattacks
involving advanced evasion techniques often bypass
security controls, and even if detected at alater time
could still remain in the system for a long time
without any monitorable trace. Such types of cyber-
attacks are costing billions of dollars to the OIA and
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for management organi zations across the globe. It has
been predicted that a50% increasein security budgets
will be observed to rapidly detect and respond to
targeted attacks.

It'sawell know approach to use firewalls between
business and process control networks and many
believe that this is an idea solution for plant floor
Cyber Security. But research showsthat few firewalls
are properly configured and that many control system
security incidents bypass the firewal. Many
organizations have implemented severa levels of
firewall defences even between different divisionsin
the same organization. It allows the prevention of a
breach in the system if the whole organization
firewall was bypassed.

To improve information security and data
protection of eGovernment and Governmenta
information resources and system of systems on the
governmental level, the authors propose to analyze
security threats before malicious attacks, during
attacks and after attacks:

1) Beforeattacks:

= All equipment and al software, applications
and systems must be certified, as is described in
(Laptev 2020), especidly this is related to all open
source systems and proprietary products,

= All critical software must be patched and
updated regularly or as fast as possible after any
vulnerability or security threat was discovered. Many
organizations have their own test labs to test obtained
software applications and systems for security risks;

= As we mentioned above, we suggest using
severa levels of firewall defences even between
different divisions in the same organization. It will
allow the prevention of a breach in the system more
deeply and isolate problem inside of the organization;

= Security information and event management
(SIEM) implementation.

It is necessary to implement the following
information security measures at the OlA:

» [Industrial control systems (ICS) and
Supervisory control and data acquisition (SCADA)
networks for supervisory purposes as well as control
capabilities for process management;

= Virtual Private Network solutions (VPN);
Network Access Control (IAM/NAC);

= Application Control.

2) During attacks:

= Intrusion Prevention System (IPS), which is a
technique combining the techniques of thefirewall with
that of the IDS properly. IDS — is a defence system,
which detects hostile activities in a network: to detect
and possibly prevent activities that may compromise
system security, or a hacking attempt in progress
including reconnaissance/data collection phases that
involve for example, port scans. One key feature of
intrusion detection systemsis their ability to provide a
view of unusua activity and issue alerts notifying
administrators and/or block a suspected connection;

» Full packet capture (FPC);

= Antivirus software;

= Email/Web security solutions.

3) After attacks:

» Intrusion Detection Systems (IDS);

= Forensic Capture System (Forensics);

= Security information and event management
(SIEM).

As an example of a security web services
framework we present a Multi-Level Secure
Framework (ML SF) for web services from at Fig. 2.

Institution
Serviced
s B, . g . R
& / CWSM Server \ ISM Server.’ un“::rr
user1 ", A ! Manager
- | % t;.____ 4 L
f = u | h
__'; = 3 _._/"- QK,--' L % ::(-l »)
- Stk Fit . - i
& e | Service2 “w il |
.. User® i et
2 «? 3 -
ht e \ o I J
& oM sM 1534 o % ' P i |
Security Security Security '-‘H .= B
Lhser |, Msnager Manager Manager o T Servi -
bl b ey _ S - | Semver

Fig. 2. Architecturefor Multi-L evel Secure Composite Web Services
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The demonstrated framework provides essential
infrastructure for various operations such as acquiring
user information, connectivity, authentication and
communication to facilitate secure web services for
multiple users. CM is the Client Manager, CWSM is
the Composite Web Services Manager, ISM —
Institution Service Manager, SM — Service Manager,
IDB — Ingtitution DB. More information about shown
framework can be obtained from .

In turn, considering information security in
government organizations and in other OIA,
information security should consist of the following
parts. audit of point analysis, protection of access to
the infrastructure, monitoring at al levels of the
network. It is also necessary to conduct an analysis of
system vulnerabilities, possible scenarios for the
realization of threats, probability of realization of the
threats and their origin.

The probability of implementing each i-th threat
in relation to the j-th asset is determined using
equation (1):

drj=1—pn XI[Z1(1—prji), @)
where n — the number of threats; m — the number of
assets, pri — possibility of carrying out the i-th threat;
dj —the possibility of implementing at | east one threat
of the j-th asset.
Implementation scenarios for security objects can
be presented by bayesian networks of trust

BN,; = <A’Tab03> ) )

where A= {81~ },Ii’i the plurality of offending actors,

NA — number of all offender actions; Tabgs — the set
of probability tables for each of the actions ai with
"parent” actions parents (ai) .

If we consider dangerous programs as tools of
unauthorized exposure, to assess the effectiveness of
the organization's IP tools, the task is to synthesize a
complex indicator based on the systematization of the
relevant particular indicators and solve it as the task
of building an optimal assessment.

It is also necessary to pay attention to the analysis
of threatsto | S resources in management systems and
consider the means of integrated IP as an element of
an integrated security system. Since one of the main
causes of confidential information (CI) leakage isthe
human factor, it is advisable for an OIA to proceed
from the suggestions of the author. And for the
effective solution of questions on IP it is proposed to
create a mathematical model of the Cl and take
appropriate countermeasures.

Thefollowing tasks can be solved in thisdirection:

a) astudy of the motives pushing peopleto violate
contracts and offenses,

ISSN 2707-1758

b) the development of mechanisms for managing
sensitive information carriers,

c) development of methods for informational
impact on users of automated systems.

When building amodel of aproblem situation, let us
denote by i the number of the operator-secret carrier:

i=1,N. (3)

The next step is to determine the full amount of
confidential information Q:

Q=X51q: 4)

where g — is the volume of the CI block used by the
i-th operator.

Then, k(g)C(qg) —isthe"sale price" of the g block
for acompetitor, where k(q) —isthe utility coefficient
of the g block for a competitor, k(q) >0. And
C(qg) —isthe cogt of gi block, consigting of the cost of its
development, implementation and operation at Fig. 3.

3

0 a @ Q 4

Fig. 3. Typical dependence of the utility coefficient
of information k (qgi) on itsvolume qi

A typical dependence of the utility coefficient of
information k(gi) on itsvolume g isshown in Fig. 3

To exclude the sale of confidential information,
we presume that it is enough to fulfill the condition:

pl, (nD(q ) +1B(q)) + p2 R(q ) >
>k(g)C(q)—S(q)-p3U(q).

Where pli — the probability of exposing the seller;
N — the number of months, the seller would work in
the organization without offense; D(g) — monthly
saary; | — the number of awards; B(q;) — the size of
premiums; p2i — probability of damage in case of
exposure; R(qg) — the amount of moral and material
damage, expressed in money.

If the manager of the j-th unit acts as the seller of
confidential information, then i and qi should be
replaced, respectively, by j and mj. If the seller isthe
administrator, then g should be replaced by Q.

Discussion and conclusions

Cybersecurity threats, such as spam, phishing,
spyware, and botnets, pose challenges for governments,
especially for such young governments in any
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developing country. Mdlicious authors (hackers) create
new combined threats to counter the security of the
information system. New threats make it possible to
bypass system firewalls, workstation configurations
and various other intrusion detection systems. Many
governments are working on cybersecurity legidation
to help protect consumers and themselves. Some
legidative efforts are focused on establishing
government structures to provide support against
systemic attacks. Some government legidation has
been designed to prosecute criminalsin order to deter
criminal activity. The legisation has well developed a
basisfor the detection, analysisand interna prevention
of malicious software.

To effectively manage cybersecurity threats,
governments must be involved from the beginning of
the processto the end of the process. Businesses need
to know where and to whom to report security risk
information, and the government needs to support it.
Improving the method of assessing the information
security of computer systems from malicious
software contains a recommendatory aspect of
building an electronic government. The steps of
building e-government, in contrast to the existing

Ceprinn JAKOB, kaHA. TeXH. HayK
ORCID ID: 0000-0001-9413-3709
e-mail: dacov@ukr.net

ones, differ in the completeness of the content of each
stage of building e-government.
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methodology, collection of empirical data and their
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YAOCKOHAJIEHHA METOAIB OLIHIOBAHHA 3AXUCTY
KOMM'IOTEPHOI CUCTEMM BIf WKIANMMBOIO NPOrPAMHOIO Koy

Bceryn. Ilumanna 3abesneuenns ingopmayiiinoi 6esnexu 0epiHcasHux iHOOPMAYIUHUX CUCTHeM HUHI He Juule He 8mpayae
aKmyanbHoCmi, ane 3 PO3GUMKOM KOHYENYii eleKmpoHH020 YPAOY8aHHs 6 KPAIHAX ma 30IIbuleHHAM KITbKOCMI eIleKMPOHHUX NOCTY2,
cmae ce eaxcauGiuuM 014 NPOmMuoii WKIONUGOMY NPOZPAMHOMY KOOY.

M e T 0 A ¥ . Bukopucmaro Memoo ananizy OYiHIOBaAHHS 3aXUcy KOMN'10MepHOI cucmemi 8i0 WKIOTUBO20 NPOSPAMHO20 KOOY; 3a OONOMO20I0
Memooy ONMUMI3AYil OYIHIOBAHHS 3AXUCHTY KOMN' TOMEPHOT clcmeMu 600CKOHAIEHO MeMOO 3aXUCHTY 6i0 WKIOTUBO20 NPOSPAMHO0 KOOY.

PesyabTaTu. Yoockonanennsm memoouxu oyinosanis inghopmayitinoi 3axumeHocmi KoMn'iomepHux cucmem 6io wWKionueo2o
NPOSPAMHO20 300e3neYeHHs € PeKOMEHOAYIIHULL ACHeKm nOOYO08U eNIeKMPOHHO20 YPAOYBAHHSL.

B 1 ¢ H 0 B K U . 3acposu kibepbesneyi, maki sk cnam, Qiwiune, wnucyHcobke npozpamme 3abesneyents ma 60muemu, Cmeoproomsy

npobnemu Onst ypsdia, 0COOIUBO Oisk MOTOOUX YPAdi6, y OYOb-AKill Kpaili, o po36USAembcsl. 3108MUCHUKY (XaKepi) cmeopiooms HOGi
KOMOIHO8aHI 3a2po3u 01 npomudii besneyi inghopmayitinoi cucmemu. Hosi 3a2po3u 0o3sonsiioms 06itimu cucmemui obpanomayepu,
KOH@hizypayii pobouux cmanyiil i pizHi tHwi cucmemu 8useieHHs. 6mopeHenb. bazamo ypsaodie npayroioms HAO 3aKOHOOABCMEOM NPO
Kibepbesnexy, wob donomoemu 3axucmumu cnoxcueadis i cede. Oxpemi 3ak0H00ABYI 3YCULIA 30CEPEONHCEHO HA CINBOPEHHT 0ePHCAGHUX
cmpykmyp 04 3abe3nedenns niOmpumKy nPOmy CUCMEMHUX amax. 3 Memoio CMpUmMy8anHs 3104UHHOL OiIbHOCHI pO3pO6OIeHO NeaHi
0eparcasti 3aK0H00a8CMea O nepecioys8anHs 3106 MUCHUKIE. 3AKOHOO0ABCMBOM MAKOJIC 000Ope po3pobeHO 0CHOBY O 6UABNEHHS,
aHanizy ma Hympiuhvboi npopinaKkmuxy WKIOIUE020 NPOSPAMHO20 3A0€3NeUeHHsL.

s egpexmusnozo ynpaeninna 3azposamu Kibepbesneyi ypaou maromes Opamu yuacms y yboMy npoyeci i0 noyamxy 00 o2o
3asepuienta. Ilionpuemecmsea nogunHi 3Hamu, Kyou ma KoMy nOGIOOMAsAMU iH@Opmayilo npo pusuku y besneyi, a depoicasa Mae ye
niompumysamu. YOOCKOHANEHHsT MemOOuKU OYIHIOBAHHA THGOPMAYIIHOT 3aXUWeHOCME KOMI'IOMEPHUX CUCMeM 6i0 WKIOIUBO20
NPOSPAMHO20 3a0e3nederHs: MICmums peKomMeHoayiiuHull acnekm no6yoosu eileKmpoHHo2o ypaoy. Emanu no6yodosu enekmponnozo
VPAOYB8AHHS, HA BIOMIHY 6i0 ICHYIOUUX, BIOPIZHAIOMbCS NOGHOMOK 3MICIY KOJICHO20 emany no0yooeu e1eKmpoHHO20 YP0YEaHHs.

Kaw4doBi cuao B a:idenmugixayis, inghopmayiiina 6e3nexa, enekmporHuil ypso, opearizayis inghopmayiiinoi besnexu, Oparnomayepu.
ABTOpH 3asBIISIIOTH PO BiACYTHICTH KOHQIIIKTY iHTepeciB. CrioHcOpu He Opanu ydacTi B po3poOJICHHI IOCHimKeHHS,; y 300pi,
aHai3i Y iHTeppeTarii JaHuX; y HaMHCaHHI PyKONKCY; B PillIeHHI PO MyOIIiKallilo pe3ysibTaTiB.

The authors declare no conflicts of interest. The funders had no role in the design of the study; in the collection, analyses or
interpretation of data; in the writing of the manuscript; in the decision to publish the results.
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OCOBJIUBOCTI 3ABE3MNEYEHHA BE3MNEKMA
KPUTUYHUX IHOPACTPYKTYP

Beryn. Cmpivkuii po3gumox iH(hopmayiinux mexHono2il 3a OCMAaHHi 084 OeCSmuiimms 6NIUHy6 Ha
@yHKyionysauHsa ocobausocmell 00'ekmis Kpumuynoi ingppacmpykmypu. Lli mexnonozii nouaiu suxopucmogysamu He
auue AK 3acio 0oMiny ma obpobnenns iHgopmayii, a i AK IHCMpyMeHm OJisi 3aN00IIHHA WKOOU. 3aXucm O0epiucagHux
iHmepecie y NONMUYHOMY KOHMEKCMI € NepuiooCHO8010 3abe3neyenHs HAyioHANbHOI be3neku Kpaiu, wo NOACHIOE
HeoOXIOHICmb CMBOpeHHs Ma NOCMIUHULL PO38UMOK HOMYJCHOI Kibepremuynoi 6esnexku. OO0'ekmu KpumuuHoi
iHghpacmpykmypu € CKIaOHUMU, NPOCMOPOBO PO3NOOINEHUMU, DALAMOKOMNOHEHMHUMU CUCIEMaMU, CIIUKA poboma
AKUX KPUMUYHO 8aAXNCIUBA OJisl (DYHKYIOHYBAHHA eKOHOMIKU Ma HcUummeoifinibHocmi cycninbemea. Bowu maromos
bacamopienegy cmpyKkmypy, AKa 8KI0OUAE. Pi6eHb MEXHIYHUX KOMNOHEHMIB; COYIANbHULL DIBEHDb; OP2AHI3AYILIHULL DIBEHb
i pi6eHb 0epPIHCABHO20 YNPAGIIHHSL.

Mertonau. [lopisusino ingpopmayitini cucmemu i 3a O0NOMO20I0 MEMOOY OYIHIOBAHHSL OOCTIONCEHHSL 3AXULEHOCI
cucmem NOKPAWEHHO Ul ONMUMIZ08AHO CUCEM) 3aXUCMY THHOpMayii.

PesyuasTaTu. Pezyismamom pobomu € 00CHiONCeHHs. KPUMUYHUX THOPACMPYKIMYP AK COYIOMEXHIUHUX CUCTEM,
wo nompedyomv OYiHIOBAHH CKIAOHUX 63AEMOOIU MINC MEXHIYHUMU, COYIAIbHUMU U OPSaHi3ayiliHUMU DIGHIMU
cucmemu. Tomy Kpumuuuy iH@pacmykmypy eapmo posenioamu sAK €oune yine. Heobxiono Hazonowryeamu Ha
OOHOUACHOMY CRIIbHOMY PO32150T MEXHIUHUX, OP2AHIZAYIIHUX | COYIANbHUX (PAKMOPIS, WO USHAYAIOMb CIAH CUCTEMU
ma ouHamixy it poseumxy. L1Jo6 3abe3neuumu de3nexy maxux cucmem, HOMpIiOHO UIMU 3a MedC MPaduyitiHo20 NioxXooy
00 OYIHIOBAHHA NPOEKMHUX DU3UKIE [ nepeumu 00 HOB0I napaouemu, wjo IPYHMYEMbCa HA 3abe3nedenHi Oe3nexu
KpumuyHoi iHghpacmpykmypu 3a Kpumepiem cCmillkocmi 00 NO3anpoEKmuux enaugie. Y 368'a3xy 3 HeoOXiouicmio
BKIIOUUMU 00 PO327150Y NO3ANPOEKMHL asapii Ha KPUMU4HIL iHGpacmpykmypi, medici 00Cniodicenb maroms O6ymu
cymmeso po3wupeni. 3axoou ujo0o 3abesneuentsa be3neku NosUHHi Oymu Cnpamo8aHi He JuuLe Ha CMBOPEHH 3AXUCHUX
bap'epis, NOKIUKAHUX NONEpeOumu peanizayiro NPOEKMHUX A8apill, Wo NOCMYIIOIMbCA, dJie | Ha NIOBUWeHHS CIIIKOCMI
ma HCuU8y4oCmi KpUMu4Hol inpacmpykmypu y pasi no3anpoeKmuux 6naugie, moomo 30cepedumucs Ha 3anobicanti
BEUKOMACWMAOHUM Kamacmpogam i mpueanum nepepeam y (yukyionysanui, a nobydosa bazamoxpumepianbHol
MoOeni 01151 OYIHIOBAHHS PIBHA 3AXUUEHOCMI 00'€EKMI8 KpUMUYHOT iHpacmpykmypu 0acms NOBHIULY KAPMUHY CIAHY
00'exma KpumuuHoi ingppacmpyxkmypu.

BucHoBkU. Haseuni Huni Memoouku Oe3nexu mexuidHux cucmem po3pooOneHo OJisi Cucmem, wo Maiome 4imki
Medxci | 0obpe susHayeHi nepeniku 3a2po3. [na yux cucmem Moxcyms Oymu cmeopeti 6azu OaHux 3i Camucmuki asapii,
SKI 00360J5110Mb KIILKICHO OyiHI06amu ma eepuixysamu mooeni. Bxazani memoouxu, wo 6azyromucs Ha no6y0osi
cyenapnux "oepeg" (modeni muny "Odepeso" nodiii, "depeeo" 6i0mM08), po3pobieni be3 ypaxysamnHs NO3ANPOEKMHUX
6NIUBI6 | He 00380JAI0Mb HANEHCHO 6pAXy8amu CKIAOHICMb KPUMUYHUX THGpacmpykmyp, DYHKYIOHY8AHHA AKUX
BUSHAYAEMBCI 83AEMOOIEI0 MEXHIUHUX, OP2AHIZAYIUHUX [ COYIANbHUX. (PAKMOPIS.

KawuoBi caoBa: kibepbesnexa, 06'ckmu Kpumuunoi ingppacmpyxmypu, inghopmayiiini cucmemu, cmitKicmo,
KIOepnomyoicHicmb.

Beryn JUTHCS HA CHCTEMax, MEPEeKaxX Ta OKPEMHUX 00'€KTax,
V 0GarathoX KpaiHaX peami3yeTbCs KOHLEMNIis PYHHYBaHHA 4d IOPYHIEHHS POOOTH SKUX MAaTHME

KPHTHYHOI iH(PACTPYKTypH, SKa JO3BOISE 30cepe- CEPHO3HI HETATHBHI HACHIAKM U1  HalOHAIbHOI
ISSN 2707-1758 © Tontona Ceprin, LLleByeHko AHaTonin, Kynbko AHppin, 2024
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Oe3nexkn. CTpiMKHIA pO3BUTOK iH(OPMAIiHHO-KOMYHi-
KalllfHUX TEXHOJIOTIA 3a OCTaHHI OBa IECATHIITTS
BIUIMHYB Ha (PYHKIIOHYBaHHs 0COONMMBOCTEH 00'€KTIB
KpuTuuHOi iH(pacTpykTypu. Lli Texnomnorii moyanu
BUKOPDHCTOBYBaTH He JmIne sK 3acid oOMiHy W
00poGOnenHst iHdopmanii, a 1 SK IHCTPYMEHT s
3aMoIISTHHST MIKOAM. 3aXUCT Jep)KaBHUX IHTEpECiB y
MIOJIITHYHOMY KOHTEKCTI € TMEPIIOOCHOBOIO TapaHTy-
BaHHS HAIllOHAJTHHOI Oe3MeKHu KpaiHW, IO TOSICHIOE
HEOOXITHICTh CTBOPEHHSI Ta TMOCTIHHUIA pPO3BHTOK
MOTY>KHOI KiOEpHETUYHOT Oe3MeKH.

OOG'ekTn KpuUTHYHOI 1H(PPACTPYKTYpH € CKIafI-
HAMH, TIPOCTOPOBO PO3MOIIICHUMH, 0araTOKOMIIO-
HEHTHHMH CHCTEMaMH, CTiiika po0oTa SKUX KpUTHY-
HO BaJWBa Uil (PYHKIIOHYBaHHS EKOHOMIKH Ta
KUTTEIISUTBHOCTI cycminbeTBa. OO0'€KTH KPUTUYIHOI
inppactpykrypu  (OKI) mMaioTe OaraTopiBHEBY
CTPYKTYpY, sIKa BKJIIOYAE. PIBEHb TEXHIYHUX KOMIIO-
HeHTiB (MammHKM, oOOJNQHAaHHSA ¥ amaparypa);
colianbHuii  piBeHb (IepcoHan, M0 0OCIyroBy€E
TEXHIYHI KOMIIOHEHTH KPUTUYHOI iHPPACTPyKTypH);
opraHizalliifHuii piBeHb (B3a€MOis CIyK0 KOMIaHii,
mo ekcrmryarye OKI) Ta piBeHb Iep)KaBHOTO
yrpasiiHHs (HOPMAaTHUBHI Ta OpraHU KOHTPOJIIO, SIKi
3IIHCHIOIOTh HATJSI 1 JAep’KaBHE PpEryJioBaHHS Y
chepi  mismpHOCcTi KI). CknamHiCTh KPUTHYHHX
inppactpykryp (KI) 0O6ymMOBIEHO: CKJIaIHICTIO
iXHBOT CTPYKTYpH (CKIaJHUMH B3a€MO3aJICKHOC-
TSMU Ta HENHIHHIMH 3B'sI3KaMU MK KOMITOHEHTaMHU
W pIBHIMH CHCTEMH, a TaKOX MDK pi3HUMH
xomnoHenTamu Kl); CkiaHUM XapakTepoM sIBHII i
IIPOIIECIB, IO CIOCTEPIratoThCS B XOJIi SKCIUTyaTallii
OKI (Biprokos, & Kouzaparos, 2012).

Memorw cmammi € te, mo OKI mpencraBisioTs
co0Or0 TexHiuHI 00'€eKTH, Ha SKUX 30epiraroTh,
nepepoOIISIIOTh / MEpeTBOPIOIOTE 200 TpaHCIOP-
TYIOTh / IlepearoTh HebGe3euHi peuoBMHHM, €Heprii
ta / abo iHdopmaniiini motoku. Lli 00'ekTH MOXYTH
OyTH JKeperaMy BaKKHX aBapiil 1 KatacTpod, sKi €
MPEAMETOM TPATUIIIMHOTO aHali3y pH3UKiB, Ha
OCHOBI AKOT'0 OyIyIOTh KapTH PU3HKIB JIJIsI TEPUTOPIi
PO3MILICHHS! 00'€KTIB KPUTHYHHX 1HPpacTpyKTyp i
MpUIMalTh  pillleHHs 1po  OyIiBHUITBO  abo
MO/JICPHI3aIliF0 OCTAHHIX.

Ozns0 nimepamypu. HuHi po3B'si3aHHS NUTaHb
3a0e3redeHHs Oe3MeKu KPUTHYHOI iH(PacTpyKTypH
Ta YIPaBIIiHHS CTAHOM IXHBOI 3aXHINEHOCTI OITUCAHO
B po0O0Tax BITUU3HAHUX 13apyOiXKHUX TOCIIHHKIB, a
came: B. JI. Bypsuka, C. C. byuuka, C. O. I'natioka,
C.II. €sceena, C. B. Kazmupuyka, O.I'. Kopuenka,
0. O.Kysuenosa, |. 10. Cybaua, T. Ptaceka,
G. Elmasry, P. Albers, O. Camp Ta iH.

[Iponiec po3BUTKY Ta BIPOBALKEHHS HOBITHIX
iHQopMaIIfHUX TEXHOJOTIH 3a0e3MeuyroTh Oe3mpe-
LEACHTHI YMOBH JUIs HAKOIMYEHHSI 1 BUKOPUCTAHHS
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iHpOpMaIlii, a TaKOX CTBOPIOIOTH (PyHIAMEHTAIBLHY
3aJICKHICTh BiJl IXHBOTO HOPMAaJIbHOTO (DYHKILiO-
HYBaHHSA BCiX cpep )KUTTEMISITBHOCTI CYCITiIbCTBA Ta
IepKaBh. CKOHOMIKH, TIOJITHKHA, ChepH Haiio-
HaJbHOT Ta MDKHApPOAHOI Oe3meku Tomo. Taka
3aNIe)KHICTh CTa€ Bpa3iMBUM MiceM y (yHKIio-
HyBaHHI CHCTEM 1 00'€KTIB KpUTHIHHUX HAI[IOHATEHUX
iHppacTpykTyp 1 Ja€e MOMIIUBICTH HETaTUBHO
HaJAIITOBaHUM €JeMEHTaM i YIrpynoBaHHIM CKO-
pUCTaTHCS HEIo IS pealizaiii IpOTHIIPaBHUX il y
KiOEpHETUYHOMY TMPOCTOpPI [UISXOM TOPYIICHHS
ITICHOCTI, JOCTYMHOCTI ¥  KOH(IACHIIHHOCTI
iHdopMarlii Ta HaHeCEHHS MIKOAW iHQOpMAIiifHIM
pecypcaM i iHDoOpMariitHuUM cuctemMaMm. Y IbOMY
pasi 0co0JIMBE 3aHEMOKOEHHS BUKIIUKAE MOXJIUBICTh
3aCTOCYBaHHS  iHGOpPMAUidHUX  TEXHOJOTIH Y
KiOepHETHIHOMY TIPOCTOPi B iHTEpecax 3MIHCHEHHS
BOEHHO-TIOJIITAYMHOTO Ta CHJIOBOTO TPOTHOOPCTBA,
TEpOpHU3MY 1 IPOBEJCHHS XaKePChKUX aTak, 0 HUHI
JIOCUTh aKTyallbHO, BPaxXxOBYIOUM BOEHHHUI CTaH
(dosrams, 2013, c. 17-20).

Indopmariitna cdepa, ska € OJHUM 3 OCHOBHHUX
(aKTOPiB PO3BUTKY CYYaCHOTO CYCIILCTBA, aKTUBHO
BIUIMBA€ HA CTaH COLIAJBHO-IIOJITUYHOI Ta €KOHO-
MigHOI Taiy3ed mismbHOCTI. CKIATHICTH MPOIIECIB,
AKi BiIOYBalOTHCA B PO3MOIUICHUX iH(OpMAIiHHIX
cucremax (PIC), mocti#tao 3pocrae. Ile npu3BOIUTH
mo toro, mo PIC, ski BUKOPUCTOBYIOTH Jist
30epirannas iHMOpMarii, oOMiHy iH(MOpMariclo Ta
pO3B'sI3aHHS PI3HOTO THITy 3aBIaHb y BCiX cepax
JIOACHKOT  JISUTBHOCTi, MOXYTh CTaTh O0'€KTOM
37I0BXKHMBAaHb.

Koxna posmoginena indopmariiina cucrema OKI
Ma€e CBOi OCOONMMBOCTI, sKi 00yMOBIIeHI cdeporo il
3acTOCyBaHHs. BaxmBicTh 1  BIANOBIJANBHICTH
3a7a4, po3B'sA3yBaHUX 3a JOMOMOIOI0 PO3MOAITICHUX
CHCTEM Yy peaJlbHOMYy MacmTabi dJacy, 0OyMOBUIH
BHCOKI BUMOTH JIO HaJIHHOCTI IUX CUCTEM, y SKHX,
HaifyacTilie, HEMOXJIMBE IPOBEACHHS TEXHIYHOTO
oOciyroByBaHHs i1 yac GyHKIIIOHYBaHHS, 1 BiIMOBa
Bciel po3momineHoi iHpopMamiiHoi cuctemu, abo ii
OKpEMHX KOMIIOHEHTIB MOXE TMPHU3BECTH IO
HEraTUBHUX HACHIIKIB.

JocmipkeHHs CydacHUX HayKOBO OOTPYHTOBAHHX
MiIXOMIB IMABUINEHHS €QEKTUBHOCTI CKJIATHUX
TEXHIYHUX CHCTEM JO3BOJIWIN IIUTH BUCHOBKY, IO
3a OCTaHHI POKU C(OPMYBABCSI HOBHI MPiOPUTETHUIH
Maxig, SKAN TOB'si3aHME 13 3a0e3leYeHHsIM B
iHQopMaIiiHili cucTeMi BIIACTHBOCTI (YHKIIiO-
HabHOI critikocTi OKI.

BnacruBicte  ¢yHkmionansHoi  crilikocti Kl
pO3TIIANAIOTh K MOMKIWBICTh CKJIAQAHOI TEXHITHOT
CHUCTeMH, OO SKOI Halexarb yci 0e3 BHHATKY
komnoHeHTH Kl, ycmimmHO 3aBepminTH MOCTaBiCHE
3aBJIaHHS 33 PETIIaMEHTOBAHO1 KUJILKOCTI 3MiH y cTaHi
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camoi cuctemu, ToOTO 30epertu ii mpare3gaTHiCTh
MicNsE TPOSIBY TPUIYCTHMOI KITBKOCTI BiZAMOB 1
30BHIIHIX gecTabinizyBanbaux BumBis ([HaTIOK, &
JIsmoscerka, 2013, ¢. 55-57).

ODyHKITIOHATBHA CTIHKICTh CIIPSIMOBAHA, B MEPIITY
gepry, Ha TIONIIIIEHHS XapaKTEPUCTHK BiIMO-
BOCTIHKOCTI ¥ KUBYYOCTi, ajie HE OOOB'I3KOBO
MTOKa3HUKIB HAIIHHOCTI OKPEMUX KOMIUICKTYBaJIb-
HHUX eneMeHTiB. OCKUIBKH Teopis (GyHKIiOHATHHOT
cTiliKkocTi TiepedyBae y crafii po3BUTKY, TO GopMy-
BaHHs OCHOBHHX IOKa3HHKIB (PyHKIIOHANBHOI CTil-
KOCTI € BOKJIMBHM HampsiMOM HaYKOBUX JOCII[’KCHb.

[Ipobnemy QyHkumioHansHOI cTilikocTi iH(OpMa-

WifHAX ~ CHUCTEM  JOCHIDKyBald B poOoTax
O. A. MamkoBa, O. B. bapa6ama, JI. M. O06izina,
10. B. KpaBuenka, O. A. KoHoHoga. ITuranns

BIJIMOBOCTIMKOCTI CHCTEM aHali3yBaid B poOOTax
A. A. Asixuenica, B.A.Mamxkosa, O.IO. IibiHa,
1O. M. Kopocrins, B. A. CaBuenka Ta iHIIUX yYEHUX.

Metoau

3a JOMOMOTOI0 METOAY JOCTIKCHHS TOPiBHSHO
iHpopMmariiini cuctemu. MeTOOM  OIIHIOBaHHS
JIOCTIJDKEHHS 3aXMIIEHOCTI CUCTEM IOKPAIEHHO W
ONTHUMI30BaHO CHCTEMY 3aXHUCTy iH(popmarii.

PesyabTrarn

HasiBHiCTH TiCHUX B32€MO3B'S3KiB MiXK KOMIIO-
HeHtamMu Kl € iXHBOIO NPHHLIUIIOBO BaXJIMBOIO
0cOoONMBICTIO, SKa BHU3HAYaJIbHO BIUIMBAaE Ha
XapakTep iXHbOTO (YHKIIOHYBaHHS y INTaTHUX 1
MO3aIITaTHUX CUTyallisX. 3 OJHOr0 OOKYy, TOB'S-
3aHicTh eneMenTiB Kl migBuiye iXH0 eeKTUBHICTD,
JO3BOJISIIOYM  PalliOHaJbHO BHKOPHCTOBYBATH Ta
[Iepepo3NOALIATH HasIBHI PecypcH i MOTYKHOCTI, a 3
IHIIOTO — pPOOHUTH IX CXWIBHHMH [0 BEJIHKO-
MacmTabHUX KaTacTpod, BEIMUE3HUH pO3Mip 30HT-
KiB BIJI SIKUX HE JJO3BOJISIE HEXTYBATH HUMH, HE3BaXKa-
I0YM Ha HU3bKY HMOBIpHICTH peastizamii pu3uKiB.

[llomo aHamizy pHU3WUKIB B3a€EMOIOB'SI3aHIX
IHQPACTPYKTYPHUX CHCTEM, TO IOBOAHMTHCS MaTH
CIIpaBy 3 JIBOCTOPOHHIMH 3aJIe)KHOCTSIMH MiX
komnoHeHTaMu KI, ToMy npuiHATO TOBOPUTH PO
B3aeMo3anexHicTe enemenTiB KI. 1li B3aemo3a-
JISKHOCTI ICHYIOTh SIK JJISL €IEMEHTIB, M0 Halle)KaTh
o opnHiel iHPpPacTPyKTypH, Tak i JJs €IeMEHTIB
pi3HUX iH(pacTpykTyp. B ocTaHHROMY BHUMAAKY
rOBOPSATH MPO B3aeMo3alieskHocTi Mik pizHuMH OKI
(fOnin, & IMuporos, 2016, c. 88).

HasiBHicTh cHiTbHUX 3B'SI3KiB Mik enemeHTamu Kl
poOuTh iX CXHIBHHMH JO KacKaJHUX CIeHapiiB
aBapiif, SIKi OXOILTIOIOTH BEJIHMKY KUIBKICTh 00'€KTIB
iHppacTpyKTypH, NPUYOMY XiJI peanmizaiii aBapii
BU3HAUYAETHCS CTPYKTYPOIO 3B'SI3KIB MIK €JIEeMEH-
tamu. KpiM MacmrTabiB TNOTeHUIHHMX —aBapii,
HasBHICTh BHYTPILIHBO- Ta MiKIHQPACTPYKTYPHHUX
3aNIe)KHOCTEH BH3HAYAIBHO BIUIMBAE HAa JAWHAMIKY
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MIONIMPEHHST aBapid, NPU3BOIAYN OO peaizamil
KOMOIHOBaHUX MEXaHi3MiB JIOCATHEHHS TPaHUYHUX
CTaHiB, pi3koi iHTeHcH(iKalii mpouecis aerpaarii
Ta TIOTOKY BigMoB enemeHTiB K.

UYepes cknaany ctpyktypy OKI Ta ckmaanuit
XapakTep B3aEMOMIM MK 3HAYHOIO KUTBKICTIO
CJICMEHTIB MOXIIMBOCTI CIICHAPHOTO aHaJli3y 3a
JIOTIOMOTOK0 TPAJMIIHHOTO 1HCTpyMEHTapito (1aepes
MoJIiH, IepeB BiJAMOB, 0A€COBHX Mepek, HEHPOHHHUX
Mepexk) BUSIBISIFOTBCS OOMexeHuMHu. st omucy
PO3BUTKY 30ypeHb Y KPUTHUYHUX iH(PpACTPyKTypax
3aCTOCOBYIOTH MEPEKHI MOJelNi, SIKi aKTHBHO
BUKOPUCTOBYIOTh MaTeMaTHYHHMH amapaTr Teopii
rpadiB. Mepexki €  Haa3BUYAWHO  THYYKOIO
abCTpaKIli€ro, sika MOXKe IMIHPOKO 3aCTOCOBYBATHCS Y
BUBYCHHI 1HQPACTPyKTypHUX cucteM. [Ipuyomy
Moxke OyTW TOOyZOBaHa iepapXis MaTeMaTHYHUX
Mojenell  pi3HOI CKJIAMHOCTi, IO JO3BOJIAIOTH
OTHCATH Pi3HI aCMEeKTH PHU3HKIB iHPPACTPYKTYPHUX
CUCTEM I[OJ0 MOXKJIMBMX IHIIIIOIOYUX BIUIMBIB. 3a
JIOTIOMOT'OF0 3a3HaYECHUX MOJIEINICH BIAETHCS OTIMCATH
0arato BIIACTHBOCTEH Ta OCOOJIMBOCTEH MEpPEKHUX
CHCTEM: Xa0oC, CAaMOOpraHi3allisi, CTAaTUCTUYHI pO3I0-
JUTH, KpUTHYHICTb.

[IpuiiHATO BHOKPEMIIOBATH TPU THUIM B3AEMO-
3QJIEKHOCTEH MK KOMITOHEHTaMH 1HPPACTPYKTyp-
HUX CUCTEM, SIKi MOKYTh OyTH M)k KOMIIOHEHTaMH 1
onHi€eT iHPPACTPYKTYPH, 1 PI3HUX IHPPACTPYKTYP.

Dizuuni 63a€M036's3KU, K1 CTIOCTEPITAIOTE, KOJTH
pedoBuHa, eHepris abo iHdopMmaris  ¢dizudHO
NepeacTbesl BiJl OJHOTO KOMIIOHEHTa A0 1HIIOTO
KOMIOHeHTa (Tol uM iHIIOI) iH(QpacTpyKTypu. Y
IOMY pa3i BUXITHUH MPOMYKT, STKHA CTBOPIOETHCS
abo mepepoONsIeThCsl ONHIEK  1H(QPACTPYKTYPOIO,
BUKOPUCTOBYETBCS SIK BXITHHH MNPOIYKT KOMIIO-
HEeHTOM 1HIOI iHQpacTpykTypu. O4YEeBHUAHO, IO
aBapii B komnoneHTax oaHiei KI MOXyTh BUKJIMKATH
KacKaJly BiZIMOB, 110 TIONIMPIOIOTHCS HA KOMITOHEHTH
inmroi KI.

Kibepszaemosanencnicms € iHPOpMaIHHO 3a-
JEKHOIO, AKIIO CTaH il eJIeMEeHTIB 3aJeKUTh Bil
iHdopMarii, ™o TmepemacTbcs IHPOPMAIIITHOO
Mepexero. Y 3B'SI3Ky 31 LIBHIKAM PO3BHTKOM
iHpOpMaIitHAX TEXHOJOTiH, cUcTeMa YIpaBIiHHS
OyIb-IKOI0 CHCTEMOIO 3aJIeXKHTh BiJl IKOCTI POOOTH
iHpopMaLiHOT MepexKi.

Tepumopianvhi  63aemo3zanexnchocmi — iHpa-
CTPYKTYPH, KOMITOHCHTH SKHAX PO3MIIEHI TEPHUTO-
piasbHO Oe3mocepenHbO OIU3BKO OWH Bifl OJHOTO 1
MOXKYyTh 3a3HaBaTH O€3M0CepeIHHOTO BILIUBY Y Ha/I3BU-
YallHUX CHUTYyallisX Ha KOMIIOHEHTaX iHIIO1 iH(dpa-
crpykrypu (bypsaok, & Tomromna, 2015, c. 288).

Oco6muBicTh cydacaux Kl momsirae B Tomy, 110
BOHH CTalOTh TPAHCKOPJOHHMMH, a B JAeAuX
BHMaaKax — raodansHuME. [IpocTopoa nosxkuna Kl,
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MOpsiJl 13 HASBHICTIO TICHUX B3a€MO3B'S3KIB MiK
HAMH, POOUTH IXHE (DYHKIIIOHYBAHHS 3aJIC)KHUM BiT
BEIMYE3HOT KUTBKOCTI (hakTopiB, TOB'A3aHHUX 3i
CTaHOM TPUPOTHO-TEXHOTEHHO-COLIaIbHOTO Cepe-
JIOBUIIIA B PI3HUX perioHax cBiTy. 3HayHHU 0OcCsT
HeOe3NMeyHnX pPeYoBHH, eHeprii Ta iHdopmarii, 1o
30epiraroTeCsi, TPAHCIOPTYIOTHCS Ta Mepepoo-
JSIOTHCS KPUTUYHUMHU 1HQPACTPYKTYpPaMHU, a TaKOK
iXHsl BeJIMYE3HA POJIb B €KOHOMIIIl Ta JKUTTI JIFOJEH,
3YMOBITIOIOTh MOXKITUBICTh BEIMKOMACIITAOHUX aBa-
pi#t Ha OKI Ta TSDKKICTh HACIHIKIB, IO BUHUKAIOTH Y
pa3i Takux aBapii, IIA HacesJeHHsS U 00'eKTiB
exkoHOMiKkH. CKIIaIHICTh KPUTHYHUX 1HOPACTPYKTYD
3HaYHO TIEPEIIKO/HKAE€ CTBOPEHHIO e(EeKTHBHUX
CHCTEM 3aXHCTY, OCKLIBKA CTAE IPAKTUIHO HEMOKIIH-
BUM MIPOBECTH JICTAIILHUI CIICHAPHUI aHaJII3 CUCTEMH,
BUSIBUTH BCl 3Hauylli HeOe3nedHi CreHapii Ta
BU3HAYNTH KOMITICKC 3aXOMdiB 1 Oap'epiB 3axuCTY,
CIPSIMOBAHUX HA MAPUPYBAHHS BCIX MOXKIIMBHUX 3arpo3.

PazoMm i3 TuM aHami3 MpaKkTUKH, MO0 CKIAIAcs Y
chepi ¢ynkuionyBanns OKI, cBigunTh, mo ixHe
MPOEKTYBaHHS, OYIIBHHNTBO ¥  EKCINTyaTaIliro
300iCHIOIOMb BIATIOBITHO 0 TPATUITIHHOT TapaIur My
TEXHIYHOTO 3a0e3medeHHs O€3MeKH TEeXHIYHHMX
cucteM (T3). Lls mapamurma mnepenbauae: aHami3
MOYJIMBUX CIICHApiiB PO3BUTKY BIIMOB y CHCTEMI;
ineHTU(DIKaIiF0 HAWOLIBII 3HAYYIIUX CIICHAPIIB;
CTBOPECHHS 3aXWCHHX Oap'epiB, BKIAACHUX Y
MOTIepe/HKEHHS IUX CIIEHAPIiB.

Crpykrypra cknanHicte OKI, iXHS BHHSATKOBO
Ba)KJIMBA POJIb Y JKUTTEAISUIBHOCTI Jtoziel 1 yHKIio-
HYBaHHI €KOHOMIKH, a TAKOXK TSDKKICTh HACIIJIKIB, 10
HEMUHYy4Ye BHHUKAIOTh Yy pa3i aBapiii Ha KI, moBuHHI
BH3HAYNUTH OCOOJUBUH MOPSAIOK 1 CTemiaTbHi BUMOTH
y cdepi 3abe3meueHHs ixHBOI Oe3meku. CydacHi
TeHJIeHii y cepi 3a0e3rmedeH s 0e3MeKn KpUTHIHIX
iH]pacTpyKkTyp mnepeadayaioTh (GOpMyBaHHS HOBOI
MapajurMu, sika Ma€e JOMOBHUTU TPATUIIAHI 3yCHIIS
mono 3abesnedennst Oesnexkn Kl cucremoro 3axomis,
CIPSMOBAaHUX Ha TIABHINEHHS IXHBOI CTIHKOCTI 10
MOYKJIUBHUX €KCTPEMATbHIX BILUIHBIB.

Bpaxyeannsa ocoonueocmeii KpumuuHux
ingppacmpykmyp y po3pooaenni cmpamecii 3aoes-
neuenHs IxHovoi 3axuwmeHocmi. SIK 3a3HayecHO,
cydacHi 00'eKTH KpUTHYHOI 1HQPACTPYKTYpH €
CKJTATHUMHU TEXHOJIOTIYHUMHU CHCTeMaMH, (yHKIIiO-
HYBaHHS IKUX BU3HAYAETHCS B3aEMO/IIEI0 TEXHIUHUX,
COLliaJIbHUX, OpTaHI3allifHUX Ta YIPaBIiHCHKUX
(daxtopiB. TpagumiitHUi MAXiA A0 MOJEITIOBAHHS
TEXHOJIOTIYHUX CHCTEM, L0 MIMPOKO BHKOPUCTO-
BYETKCS y 3a0e3MeUeHHI iXHBO1 Oe3IeKH, mepeadadae
JIEKOMITO3HUIIII0 CHCTEMHU Ha TEXHIUHY, COIliaTbHY I
OpraHi3aliifHy IiJICHCTeMH, SIKi TTOTIM PO3TIIAIAI0Th
OKPEMO B MEKax BIJMOBIIHUX JUCITUILTIH. Y TaKOMY
BUMAJIKy HE BPaxOBYIOTh Hi B3a€MHI BILIUBH ITiZICHC-
TeM, Hi IXHIO B3a€EMOJiI0 HA CHCTEMHOMY PiBHi.
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Bapto 3aszmaumrtu, mo 3ycuuia 3axucty OKI
TpaguLiiHO (QOKYCYIOThCS Ha TEXHIYHUX acleKTax.
3aBASKH IIHOMY JOCSTHYTO 3HAYHOTO MPOTpecy y
chepi  3a0e3neveHHs  HAAIWHOCTI  TEXHIYHHX
kommoHeHTiB KI. OqHak MOXKIIMBOCTI HOTO MiIXOAY
Osu3bKi 10 Buuepnanns. Lle nos's3ano 3 Tum, 1o KI
OiITbIIIe HECTIPOMOJKHI PO3TIISIATHCS SIK TEePEBaKHO
TEeXHIYHI CHCTeMH, a CTaloTh Jenaii Oijbime
TEXHOCOIIaJbHUMH CUCTEMAaMHU.

3aBasku OypXIUBOMY PO3BHUTKY iH(MOpMAIiHIX
TexHouorii B octandi gecatunitrs OKI craroTs Bce
cknagHimumu. lle o3Hadae, MO B OI[IHIOBaHHI
0e3neku Kl 3'spnserbest qyxe 0arato YMHHHKIB, SKi
mijusararoTh  007iKy. lle BimOyBaeThcsi BHACIHIIOK
CKJIAMHUX HENHIAHUX B3a€MOII MDK KOMIIO-
HeHtamu Kl, cuiabHOT 3B'3aHOCTI MK Pi3HUMH
mificucTeMaMu, a Takox Toro, o Kl ta HaBkomumiae
CEPEIOBHILIE TOUYNHAKOThH 3MIHIOBATHUCS IIIBUIIIIE, HIXK
BOHM MOXYTh OYyTH omucaHi ¥ mocmimkeHi. Tomy
BHHHKAE cUTyarlis Hectaui indopmarii npo KI i,
OTXKe, OOMEKEHICTh MOXKJIMBOCTEH MPOTHO3YBaHHS
iXHBOT MMOBEIIHKH ¥ ympaBiiHHg HUMH. [Iprdomy Ha
MEBHUX PEKUMAX HEMOXIIMBO JIETAJILHO OIKMCATH
3akoHn QyHKmioHyBaHHs Kl #i po3pobutn mpasmiia
YIpaBIIiHHSL.

BigMiHHICT, MIXK IOBHICTIO BU3HAYEHUMH Ta HE
TIOBHICTIO BU3HAYEHWMH CHCTEMaMH CTa€ Ha/I3BH-
YailHO B&KJIMBOIO Y PO3pOOLI KOMILIEKCY 3aXOAiB
oo 6esnexku. OcoOIUBICTh AEIKUX CUCTEM ITOJATAE
y TOMY, L0 BUSBJISIETHCSI HEMOXKIMBUM TTOBHHUI OIIHC
TXHBOI MOBEIHKH Ta IIPOTHO3YBAHHS iIXHBOTO CTaHY 32
pI3HUX yMOB 1 Ha PI3HUX pPEKUMAax EKCIUTyaTarlii.
BHacninok 1poro s TaKuX CKIQJHUX CHUCTEM, 5K
KPUTHYHI 1HPPACTPYKTYpH, MPAKTHIHO HEMOKIINBO
CTBOPHUTH 3aKpUTHH TEPEiK NPOEKTHUX BIUIMBIB,
SKAM CHCTeMa MOXKEe IMiJIaBaTUCS MPOTITroM il
eKcIuTyaraiiii. Y 3B'sI3Ky i3 UM TpaulliiiHa CTpaTeris
3abe3neuenHs o6esnexu K, 3acHoBaHa Ha po3poOieHHi
KOMIUIEKCY 3aXHCHUX Oap'epiB, MOKIUKAHUX MapUPy-
BaTH MIPOEKTHI BIUTUBH, HE MOXKE OYTH YCIIITHOIO.

ToMy HEOOXigHO po3poOUTH METOM 3abe3meue-
HHSl O€3MeKH, IO JalTh 3MOIY MAaTH CIpaBy 3
HeJ0OBU3HAYeHNMHU crucTeMamu. [1oTpiOHO BHKOpHC-
TOBYBAaTH TIAXOMH, IO PO3BHBAIOTHCS B MeEXax
HOBOTO OadeHHs, IO OTPUMAJO HA3BY meopis
3abe3neyenHs CMIuKocmi MexHIYHUX cucmem 00
excmpemanvrux enausie (Resilience Engineering).
Llefi HampsM KOHIIGHTpYE€ yBary Ha CTBOPEHHI
chcTeM, SIKi 3/aTHI: TPOJOBKYyBaTH (IMpHHANMHI
YaCTKOBO) BUKOHYBATH 3aIlIPOIIOHOBaHI HUM (PyHKIIT
MiCJIsE TOTO, K BOHH OTPUMAIOTh ITOIIKOKCHHS,
3a3HABIIM MMO3AMPOEKTHUX BIUIUBIB; JOCUTH IIBHIIKO
BiJTHOBIIFOBATH CBili ITOYATKOBUI (YHKITIOHATBHUAN
PIiBEHB MICIs MO3AIPOEKTHOTO BILTUBY.
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Ilpunyunu 3a6e3neyennsa cmiiukocmi Kpumuu-
Hol ingppacmpyxkmypu. CTIKICTh 10 eKCTpeMaIbHIX
BIUIMBIB € KJIFOUOBUM IIOHATTSAM Yy BHUIAJKax
MTO3aNPOEKTHHUX BIUIHMBIB 1 MO3ANMPOEKTHHUX CIIEHAPIiB
aBapiii y CKIaQAHUX TEXHIYHHX CHCTEMax, J0 SKUX
Hanexxats KI. Cyuachi iHQpacTpyKTypHI cHUCTEMH
(cuctemMn  BOZO-, ENEKTPO- 1 Tra30lOCTavaHHs,
TPAHCHOPTHI, TEICKOMYHIKalLiiiHi MepeKi) CTarTh
nenail CKIaLHININMU, B3a€MO3aIe)KHUMU, TUHAMIY-
HO 3MIHIOBAHMMH, J€Jaji OUIbIIE BHSBIIIOTH
HEJIHIWHI BIACTHBOCTI. Y 3B'3Ky 13 IIMM CTae
HEMOXKIJIMBO 3a3/1aJIETiIb — Yy MPOIIECi MPOEKTYBAHHS
— CIIPOTHO3YBaTu 0araTo HECHPHUATIMBHUX MOJil abo
iXHE TIO€THAHHS, a TAKOX CIIeHapil BiIMOB, SKi BOHU
IHIIIIOIOTh, 1, OTXKE, 3a3Jajleriip nepeadadunuTu
MTOBHUM KOMITJIEKC 3aXMCHUX 3aXOJiB, IO JO3BOJISIE
MOOyIyBaTH CHCTEMH 3aXHCTy Bil BHYEPITHOTO
HeperniKy Io3anpoeKTHUX BIUIMBIB / cueHapiiB. Ha
NEPIIUI [JIaH y TAaKOMY pa3i BUXOJIUTh 3aBIaHHS
MiIBUIICHHS CTIHKOCTI 1HQPACTPYKTYpHHX CHCTEM
JI0 TPOEKTHUX BIUMBIB. TpaaumiliHi 3axoau 1100
3HIDKCHHSI PHU3HMKY Ta 3a0e3ledyeHHs Oe3NeKH, o
nepen0avaroTh CTBOPEHHS CHCTEM 3aXHCTy BiJ
MMPOEKTHUX BIUIMBIB Ta aBapiil, ITOBHHHI ITOMOBHIO-
BaTUCS 3aX0JaMU LIOJ0 3a0e3leYeH s CTIIMKOCTI 10
MO3aPOEKTHUX BIUIMBIB Ta aBapiil. Y Takii
MOCTAHOBII, KpIM TPaJUILiNHUX T[HUTaHb, HA SIKI
JOBOJAUTHCSA BiAmoBimaTth Imax yac 3a0e3leyeHHs
Oe3MeKu TEXHIYHUX CUCTEM, — " SKi IPOEKTHI CIieHapil
BiIMOBM MOXYThb BinOyTHcs B cuctemi?' 1 "skux
3aXHUCHUX 3aXOJliB MOTPIOHO BXKUTH, MO0 3amo0irTu
UM crieHapism?’, IIOBUHHI JIOTIOBHIO-
Batucs muTanHsM: "lllo moTpiGHO 3pobuTH, MO0
3a0e3MeYnT  CTIUKICTh ~ CHCTEMH  CTOCOBHO
3a3/1aJIeTi[b HEBIJIOMUX EKCTPEMaIbHHUX BIUIUBIB?'.

Ilix crifikictio T3 1m0 eKCTpeMaJlbHUX BILIUBIB
pO3YMIIOTh  3/IaTHICTH CHCTEMH, IO 3a3Haia
MMO3aNPOEKTHOTO BIUIMBY, WIiATPUMYBAaTH TI€BHHUU
PIBEHb EKCIUTyaTalllfHUX XapaKTePHCTHK 1 ITOBep-
TaTHCS HAa HOPMAaIbHHUW piBeHb (YHKIIOHYBaHHS
(ro6TO  BiTHOBIIOBATHCS) TPOTATOM  IIEBHOTO
inTepBany vacy. Cucrema, CTiiiKa 10 eKCTpeMaIbHUX
BIUIMBIB, Ma€ BiAIMOBIIaTA TAKUM BUMOTaM:

" KUBYYICTh, TOOTO 3IaTHICTh (YHKIIOHYBAaTH
Ta TIIEBHOK MIpOK BUKOHYBAaTH 3alpOIOHOBaHI
(hyHKIIT 32 HAsIBHOCTI JIOKAIBHUX YIIKO/KEHb, IO
BUHHKAIOTH YHACIIIOK EKCTPEMaIbHUX BILTHBIB,;

" HAAMIPHICTh, TOOTO HASIBHICTE pPE3EPBHUX
3B'SI3KiB, albTEPHATHBHUX WIIIXIB Iepenadi HaBaH-
TaXCHHS Ta JyOJIOBaJIbHUX CIIEMEHTIB, SIKI MOXYTh
OyTH 3a/1isHI y HaJ3BUYAiHINA CUTYAIlil,

" pecypco3abe3nedeHiCTh, TOOTO HASBHICTH Yy
CHUCTEMI pecypciB, sSKi MOXKYTh OyTH 3amisHi y pasi
eKCTpEeMasIbHOI MiT;

ISSN 2707-1758

15

3JIATHICTB JIO IIIBUJIKOTO BITHOBJICHHS, KA BH3HA-
YAETHCSA IHTEPBAJIOM Hacy, MPOTATOM SKOTO TOIIKO-
JOKEHHSI MOXYTh OYTH JIKBiZOBaHi, TOOTO cucTeMa
OyIe BiTHOBJICHA 1 BHIf/Ie HA HOMIHAIBHHUH PIBEHB.

[ndpacTpykTypy BBaXKaroTh CTIHKOIO, SIKIIO I
BJIACTUBI HHU3bKa WMOBIPHICTH BiAMOBH, HE3HAYHA
IIKOJIA, IO PeaNli3yeThesl Y pasi BigMOBH (KUIbKICTh
MOCTPaKIATNX, EKOHOMIYHA ¥ €KOJIOTIYHa IITKO 1) Ta
MaJMil 4ac BiJHOBJICHHS CHUCTeMH (ITOBEPHCHHS
CHUCTEMH y HOPMaJbHHUU CTaH i3 BUXOJIOM Y IITATHAN
peKHUM  eKCIUTyaTalii Ta Ha IITaTHY MOTYX-
HIiCTh / IPOYKTHBHICTB).

Dopmyeanna oOazamokpumepianvHoi Mmooeni
01 OYIHIOBAHHA pIGHA 3aXuuieHocmi 00 ckmie
Kpumuunoi ingppacmpykmypu. Jlo Oaratoxpu-
TepialbHOTO KJacy HajJeXaTb Taki 3aBAaHHS:
OITIHIOBAHHS pIBHS 3aXHCTy OO0'€KTiB KPHTHIHOI
1HQPaCTPYKTypH BiJl PU3UKY CTOPOHHBOTO KiOep-
BIDIUBY. [l KOJIETiaIbHOTO PO3B'S3aHHSA  ITUX
3aBJlaHb B YMOBaX HEBH3HAUEHOCTI Ta KOH(IIKTHOCTI
MIX ICHYFOUMMH METOJIaMU MaTeMaTUIHOTO MOJe-
JIIOBaHHS, METOAaMH (OPMYBaHHS Ta JOCHIKECHHS
y3araJbHEHNX TOKAa3HUKIB SKOCTI 3 BUKOPUCTAHHSAM
rpad0aHaTITUYHUX Ta MOMIOHUX IMiIXOJIB, EKCIICPT-
HUMH METOJaMH pO3B'A3aHHA CKJIQJHUX 3aBJaHb
OLIIHIOBAaHHS Ta BUOOPY Oy Ib-IKHX 00'€KTiB, 30KpeMa
1 chmemiaJlbHUX OO0'€KTIB TpHU3HAYCHHSI, a TaKOX
aHaJli3y Ta MPOTHO3YBAaHHS CHUTYyaIlil i3 BEIUKOIO
KUTBKICTIO  CYTTeBHX (pakTopiB, HalpamioHaIb-
HIIIMMHA Ta BU3HAYAJIbLHUMH € EKCIIePTHI METOJH.
BoHM 1ar0Th MOXIIUBICTE IIIAOIIE JOCTIIUTH SIBUILA,
SKi CYTTEBO BIUIMBAIOTh Ha pPIBEHb 3aXUCTy SK
JIepkaBM B IIUIOMY, Tak 1 1i OKpeMHX O0O0'€KTiB
iHpopmaLiiiHoi Ta KibepHeTHUHOI iHQpacTPyKTypH
BiJl BIUIMBY BHYTPIIIHIX 1 30BHIIIHIX KiOepHETHUIHIX
BTpYy4aHb 1 3arpo3, BU3HAYUTH HAHOIIBII BayKIUBE 1
3Ha4Yymle B IMX TMpollecax, HEe OMHHAIOYH THX
IeTajieil 1 B3a€EMO3B'A3KIB, 0€3 SIKUX HEMOXXIIUBO
moOyayBaTH MOJETh JOCIHIDKYBAHOI IPOOIEMH.
Mertoro 1miei Mozenl € OIiHKa TOTOBHOCTI O0'€KTIB
iHpopMarliitHOi Ta KibepiHETHYHOI 1HPPACTPYKTYpH
Ui Oe3meYHoro (PyHKIIOHYBaHHS B YMOBax CTOpPO-
HHBOTO KiOEpBIUIMBY Ta BCTAHOBJIEHHS BHMOT JO
BIIACHHX CHCTeM KiOepOe3nekn Ha OCHOBI Tak
spaHoro  "imgexcy  kibepmoryxmocti”.  Moro
BEJIMYUHA 3aJIEKUTh BIJ BUSBIECHHX BIOXHWIEHDL BiJ
CTAaHIAPTHOTO PEXUMY pPOOOTH CHCTEM 1 Mepex
IHTEJNIEKTyaJIbHOT ~ BIIACHOCTI ¥ iH(MopMaIitHIx
TEXHOJIOT1H, a TaKOoXX amapaTHOTO Ta MPOrPaMHOTO
3a0e3MevYeHHsT 3a JIOTIOMOTOI0 aHaji3y YOTHPHOX
OCHOBHHUX KaTeropii, KOXHa 3 SIKHX BKJIIOYa€e 06araro
y3araJibHEHIX NTOKa3HHUKIB, a caMe!

* iCHyHuYa HOPMAaTHBHO-TIpaBoBa 0a3a; CTaB-
JICHHSI BJaau 10 3a0e3nedyeHHs KibepOe3neKku, HasB-
HICTb HaIIOHATEHOT cTpaTerii kibepoe3rneku (TOKTpUHA
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TOIII0); HASBHICTh HOPMATHBHO-IIPABOBOTO 3abe3re-
4YeHHS cdepu KibepOe3meKkH; HasSBHICTh MiXKHA-
ponHuX 3000B's13aHb KpaiHu y cepi kidepOesneku;
HasBHICTH CITIBIIpAIll MK JEpPKaBHUMHU Ta TPHUBAT-
HUMH CTpPYKTypamu y cdepi KibepOesneku; craH
PO3BHUTKY IIOJITHKU KiOep3axuCTy; pIiBEHb aKTHB-
HOCTI KepiBHHMLTBAa KpaiHM mOAO0 Kibep3axucry;
piBEeHb aKTHBHOCTI iH(opMaIliitHoi Ta KiOepHETHIHOT
1HpPACTPYKTYpH 3 MUTaHb KiOEP3axuCTy;

" YMOBHU COIiaJbHO-€KOHOMIYHOTO PO3BHUTKY
JIep’KaBW;, PIBEHb OCBITH, HAyKW 1 TEXHIKH, YacTKa
HACEJICHHS 3 BUILOIO OCBITOIO; YacTKa HACEJEHHs 3i
3HAaHHSAM 1HO3EMHOI MOBH, 30KpeMa i aHTIiKHCHKOI,
gacTKa TOCIITHO-KOHCTPYKTOPCHKUX POOIT i3 Kibep-
Oe3meku; piBeHh BUKOHAHHS HAyKOBO-IIOCHITHOI Ta
JIOCITITHULIbKO-KOHCTPYKTOPChKOi  poboTu  (mocii-
JUKEHHS Ta  PO3POOKM)  IHKEHEPHO-TEXHIUHUM
NepCOHAIIOM; PiBeHb PO3BUTKY IHOBAILIMHOTO cepe-
JOBUIIIA, CTaH BUTpPAT Ha HAyKOBO-JOCHITHY Ta
JOCTITHAIILKO-KOHCTPYKTOPCBKY ~ po0OTy;  CTaH
MMaTeHTHOI  Ta  pallioHaTi3aTOPChKoi  poOOTH
(KiJTBKiCTh MMATEHTIB); CTaH 3aJIyYCHHS IPUBATHOTO Ta
BEHYYPHOTO KaIiTaiy;

iHTepHeT (BKJIIOYHO 3 PO3MOMALIOM TOYOK TOCTYITY
Wi-Fi); piBeHb BUKOPUCTaHHS MOOLIEHOTO 3B'SI3KY Ta
COLiaJIbHUX MEPEeX; PiBeHb YNPOBAIKECHHS TEXHO-
JOTigHO1 1H(QPACTPYKTYpH; piBeHb (iHAHCYBAHHS
BITPOBADKCHHS iHOPMALiTHO-KOMYHIKaI[i THUX TeX-
HOJIOTiH (1010 BaJIOBOTO BHYTPILIHBOTO MPOIYKTY);
piBEHb OE3MEeKH TOCTYT;

= cryninb Bukopuctanus IKT Ta indopmariiino-
TEXHOJIOTIYHOTO 3a0e3MeUeHHs] Y PO3BUTKY 1H(OP-
MaIiiiHoro cycminscTBa; Bukopuctanas IKT vy
KOPIIOPaTUBHUX MepeKax, 1HTENEKTYalbHUX TPaHC-
MOPTHUX CHCTEMax; BUKOPUCTAHHS 1HTEPHET-pecyp-
CiB /Il PO3MIIIEHHS TPOIO3UIIA IMOI0 HAJTaHHS
TOBapIB 1 TOCITYT; 3aMOBJICHHSI TOBAPIB 1 TTOCITYT.

Ha ocHOBI HaBeIEHUX TOKAa3HMKIB, SKi XapakKTe-
PH3YIOTh 3[aTHICTH 00'€KTIB KPUTUYHOI iHPPACTPYKTY-
pu 3abe3meuyBaTH KiOepOesreky Ta IMiATPUMYyBAaTH
OesneyHi QyHKIIT BIacHUX 00'eKTiB iH(popMAaIiiHOT Ta
KiOepHETHYHOI 1H(PACTPYKTYpH, MOXKHa NOOYIyBaTH
iepapxiyHy cxemy iXHIX MOKa3HWKiB (Tabn. 1), y skiit
3HAYCHHS IOMEPEeaHBOr0 piBHA "|" BHU3HAYAETHCS
3HAYCHHSMU BiMOBIHUX MOKa3HUKIB 1-T0 piBHA. 10
KaTeropit0 TMPUBENIEHO Y BIAMIOBINHICTh i3 HAOOpOM

" HasABHICTb  PO3TAIYKEHOI  TEXHOJOIIYHOI  Crenu(iyHMX TMOKA3HHKIB, SKi y CBOIO Yepry
iHpacTpyKTypH: SKICHHMH CTaH TEXHOJIOTIYHOI  MpPEICTAaBJICHO €JIEMEHTAPHUMH XapaKTEPHCTUKAMH,
iHQPaCTPYKTypH; piBEHb BUKOPHCTAHHS MEPEXi  sKi HA3MBAIOTh IHIEKCAMU.

Tabauya 1
Iepapxiuna cxema piBHSI KpUTHYHOCTI KiGepOe3nexku
Pigens 14 Kareropii Inpukaropn Inpexcn
CraBlieHHsI KEPIBHULITBA JePKaBH Al4,A1,,
. . JI0 TTUTaHb KibepOe3neku Al;,A1,
HasiBHicTs HOpMaTHBHOT 6a3u
CraH pO3BUTKY NOJITHKH
P Y A2,,A2,
kibep3axucry
OcCBiTHI, HAYKOBO-TEXHITHUI B1,,B1,,
K . CraH coiaJbHO-€KOHOMIYHOTO p1BCHB B13,B1,
UTHYHICTD . -
P - PO3BHTKY JCpKaBH IHoBaLiliHe cepeOBHILE Ta PIBEHD B2,,B2,
KkibepOe3mneKu, ki
. . PO3BUTKY B2,
3riTHO 3 BUXITHHMH
napameTpamu SIKiCHUMIT CTaH TEXHOJIOTTYHOT c1. C1
. . . vl
[pUCBOIOIOTh HasBHicTh po3rayskeHoi H(pacTpyKTypH '
iBeHb iqHOT i :
p TEXHOJIOTIYHOT iIHPpacTPyKTypH PiBeHb yIPOBAIKEHHS 2. 2
TEXHOJIOTIYHOT iHQPaCTPYKTYpH o2
Buxkopucranns inpopmamiiHo-
KOMYHIKaIifHIX TEXHOJIOTIN y D1,,D1,
Cryninps ukopucranns IKT ta Ib JOKaJIbHIA Mepexi
BuxopucranHs iHTepHET-pecypciB D2. D2
y KOMepLiiiHiil misnbHOCTI =ez

KoxxHnilt kaTeropii piBHA 2, KO)KHOMY TIOKa3-
HUKY piBHI 3 Ta KOXXHOMY TOKa3HUKY piBHS 4
iepapxii 3a MpaBHIIOM, HAMPHUKIA] 3a TOTIOMOTOIO
EKCTIEPTHOrO OIMHUTYBaHHs, MOXE OYTH IMPHUCBOEHO
neBHuid HOMep (Tabu. 2). OOOB'A3KOBOK YMOBOKO

TaKOro MPUCBOEHHS € BpaxyBaHHsS TOr0, IO Bara
KaTeropiif, MoKa3HWKIB Ta I1HAEKCIB OJHOTO pPiBHSA
3aBXIM Ma€ JOPIBHIOBATH OTHHHII.

3Ha4YeHHs KaTeropiil i Moka3HHWKIB SKOCTiI BU3HA-
YaroTh CIIOCOOOM HaBeJeHUM y Tabm. 3.
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Taoaruya 2
3HaveHHs1 BaroBux koedinicHTIiB kaTeropiii i nokasHukis piBHs kputuuHocTi KC
Barosi
. - . . .. Cyma Barosux
IHo3nauenns kaTeropii KkoedilieHTH KaTeropii Barogi koedinienTn KoedimienTin
i moOKa3HUKIB KPUTHYHOCTI i mo3HaYeHHS KaTeropiii i nokasHukiB tueHT
. MOKA3HUKIB
NMOKA3HUKIB
HasiBHicTh HOpMaTHBHOI 6a3n o1 0,26
CTaBJ'IeHHS.I JIepKaBH ay 0,75
JI0 IMUTaHb KibepOe3neku 10
P93p06neHHﬂ TIOJTITUKH a 025
Ki0ep3axucTy AepKaBu
CraH coliajJbHO-eKOHOMIYHOT0 % 025
PO3BUTKY A€piKaBH
OCBIT.HII/I, o by 0,68
HAYKOBO-TEXHIYHHUi1 piBEHb
PiBeHB po3BUTK 10
, PCHb P Y by 0,32
IHOBaLIIHOTO cepeoBHIIA
HasBHicTh po3rairysxeHoi
L g3 0,26
TEXHOJIOT1YHOI 1HPACTPYKTYpH
}‘Imc?.nfm CTaH o 0,22
TEXHOJIOTiYHOI iHhDpacTpyKTYypH 10
PiBeHb ynpoBapKeHHs '
SO C2 0,78
TEXHOJIOTiYHOI iHDpacTpyKTYypH
CryniHb BUKOPUCTaHHS
IKT 7a Ib g 0.23
BIKT d; 0,71
i 1,0
BI/IKOpI/.lCTaHHH pecypciB d» 0.29
IHTEPHETY
Tabaruuya 3
Iopsaaok BU3HAYEHHSI KATEropiii i moka3HuKiB piBHS KPUTHYHOI KibepOe3nekn
: . D
HasBHiCTH HOpMaTHBHO-TIPABOBOI 0a3u —
{ a;—< The attitude of the leadership to cybersecurity >
+a,— < The state of cyber defense policy development >
€ a, 1 a, —BaroBi koeillieHTH BiANOBIMHKUX 1IeHTHDIKATOPIB piBHA 3, e a; + a,= 1
CraBieHHs KepiBHAITBA 10 KibepOesnekn —al, - A1; + al, - A1, + al; - Al; +al, - Al, = @)
=Za1i-A1i;i =13,
i
ne aly, al,, al;, al, —Barosi koedinientu pisasa 3 amsa A1y, A1,,Al; Aly,
al, +al, +als +al, =Za1i -1
i
CTaH PO3BUTKY IOJITHKH KiGep3axucty — a2, - A2, + a2, A2, = ¥;a2; - A2;;i =12, )
Ie a24, a2,— BaroBi KOeQili€eHTH BiNOBITHIX MOKa3HUKIB piBHA 3 i1 A2, and A2,,;
a2, + a2, =Za2i -1
i
C . . (4
TaH COLIaAIbHO-€KOHOMIYHOTO PO3BHUTKY —
{ b; — (level of education, science and technology) :
b2 — (the level of development of the innovation environment)
ne b, and b, —Barosi koedillieHTH BiAMNOBITHUX MMOKAa3HUKIB piBHA 3 cby + b, =1
PiBenp ocBiTH, HayKH i TexHiku — . b1, - B1; + b1, Bl, + bl - Bl; + b1, B1l, = Y;b1;-B1;;i = 1,4, ®)
ne bly,bl,,bl;, b1, —Barosi koedinieHTH BIOMOBIIHUX MOKa3HUKIB piBHA 4 1t B1,, B1,,B1; and Bl
b1, + b1, + bls + b1, =Zb1i -1
i
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PiBeHb po3BUTKY iHHOBaLiitHOTO cepenouma — b2, - B2, + b2, - B2, + b25 - B2; = ¥;b2; - B2;;i = 1,3, (6)
ne b24,b2,, b2; —BaroBi KoedilieHTH BiANOBIIHMX MOKa3HUKIB piBHs 4 s B2,,B2,,B25;
b2, + b2, + b2, =Zb1i =1
i
HasiBHICTB po3rainykeHo1 TeXHOJIOT14HOT iHppacTpyKTypH — ()
{ c; — (qualitative state of technological infrastructure)
¢, — (the level of implementation of technology infrastructure)’
JIe C; Ta C, —BaroBi Koe(illieHTH BiAMOBIHNX i1eHTH(DIKATOPIB PiBHA 33 ¢4 + C,= 1
Cran po3BUTKY MOTITHKH Kibep3axucty —cly - C1; +cl, - Cl, = ¥;cl; - Cl;5i = 1,2, ®)
ne c1l4, c1, —BaroBi koe(ili€HTH BiAMOBIAHNX MMOKa3HUKIB piBHA 4 st C1l, and C1,,;
cly +cl, =Zc1i =1
i
PiBens peaizarii TexHomorignol indpactpykrypu —c2, * C2, + ¢c2, - C2, = };¢2; - C2;;i = 1,2, )
Ie €24, €2, —BaroBi Koe(ili€HTH BIAMOBIAHUX MMOKA3HUKIB 4 piBHsA mist €2, and C2,,;
C21+C22 =ZC2i =1
. ‘ d, — (use of ICT) (20
Crymnins Bukopuctanus IKT Ta Ib — { d, — (Using the Internet)’
ne d; i d, —BaroBi Koeimi€eHTH BiINOBITHUX iIeHTH(IKaTOPIB piBHI 33 d; + d,= 1
Bukopucranus IKT —d1, - D1, + d1, - D1, = ¥;d1;-D1;;i = 1,2, (11)
ne d1,,d1, —BaroBi KoedillieHTH BiIMOBITHUX NOKa3HUKIB piBHA 4 st D1, and D1,,;
d1, + d1, :Zdli -1
i
3acrocyBanHs intepHery —d2, - D2, +d2, D2, = Y,;d2; - D2;;i = 1.2, (12)
ne d24,d2, —Barosi koeilieHTH BIAMOBIIHUX MOKa3HUKIB piBHA 4 i D2, and D2,,;
2, + d2, =Zd2i -1
i

Bukopuctoyroun gopmyinu (2), (3), (5), (6), (8),
(9), (12) i (12) 3 Tabn. 3 Ta 3acCTOCOBYIOYHM JaHi
AHKETH eKCIepTa, SIKUH PeryJoe 3Ha4eHHs 1HIEKCIB
Ta iXHIX BaroBux Koe(]imieHTiB, MOKHA pO3paxyBaTH
3HAYEHHSI TOKA3HUKIB PiBHA 3, TAKUX SIK:

" CTBOPCHHS JICP)KABHOTO KEPIBHHUIITBA JUIS
3abe3neyeHHs KidepOe3neku;

=  CTaH po3pOOKH MOJITHKH KiOep3axucCTy;

® OCBIiTHI{, HAYKOBO-TEXHIYHHUI PiBEHB;

= piBEHb PO3BUTKY iIHHOBALIHOTO CEPEIOBHILIA;

® SKiCHUH CTaH TEXHOJOTIYHOI iIHYPACTPYKTYpH,;

= piBeHb (iHAHCYBAaHHS TEXHOJOTIYHOI iH(Dpa-
CTPYKTYpH;

®  BUKOPUCTAHHS
HHUX TEXHOJIOTI;

= BHKOPHUCTAHHS iHTEPHET-PECYPCIiB.

Excnepmna ankema 0na OUiHIOBAHHA PI6HA
Kpumuunocmi Kibepbe3neku 3a napamempamu
HAsA6HOCMI HOPMAMUBHO-NPABOBOT GA3U HA MeMY
CMAgGIeHHA 610U 00 NUMAHD Kidepbe3neKu

Jlis BH3HAuUeHHS 3HAYCHHS IHACKCIB EKCHepT
BIAIOBIA€ Ha Takl MUTAHHS.

= Ali— uu mae deporcasa nayionanviy cmpame-
2ito kibepbesnexu (00Kkmpumny, KOHYenyio mouo)?

» Al, — uu @ynxyionye 6 Oepoicasi cucmema
HOPMAamueHo2o 3abe3neuents Kibepbesnexu?

iH(popMaLifHO-KOMYHIKaIlii-
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®  Als— yu 6uxonyiomvcs midcHapooHi 30608's-
3auHA Y chepi Kibepbesneku Ha 0epHcABHOMY PIGHI?

= Als — yu icuye cnienpays OepicasHux i
npugamHux cmpykmyp y cpepi xibepbesnexu?

Biamoeiai Ha miepiie 3anuTaHHs:

e CTpareris 3po3yMmilia 3 YiTKO BH3HAUYCHUMH
[UISIMU Ta YaCOBUMH MEXaMH,

® CTpaTeris HeuiTka, He3po3yMisa abo opMabHa;

® CTpareris TiUIbKU po3po0IseThes;

e cTparerii HeMae.

Binmoginni 3nauenns nokasnukis 1,0; 0,4; 0,2; O.

Baropuii koedimientr al; , 1o BignoBimae
mokazHuky Aly, mae 3Hagenns 0,4.

BinmoBini Ha apyre 3anuTaHHS:

" 3aKOHOJABCTBO OXOIUTIOE BCi acmeKkTH Kibep-
O€e3IeKH;

" ¢ MEeBHI 3aKOHHW, alle JHIle Jeski 3 HHUX
BUKOHYIOTBCS;

" ¢ TeBHi
BUKOHYEThCS;

" 3aKOHOJIABCTBO He c(hopMOBaHe.

BianosiaHi 3Hauenus nokasuukis 1,0; 0,6; 0,2; O.

Barosuit xoedimienr alp, , Mo BigmoBigae
noka3Huky Al,, mae 3Hadyenns 0,3.

Biamosini Ha TpeTe 3aMTaHHS:

" JlepKkaBa TPAKTUYHO BHUKOHYE MIKHAPOJHI
JIOTOBOPH;

3aKOHM, aJleé JKOJEH 13 HUX HE
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= JniepkaBa parudikyBaiga MiANMUACaHI MiXHA-
POIHI 1OTOBOPH;

= Jlep>kaBa TpHUEAHATAcCS [0 MIXHAPOIHUX
JIOTOBOPIB;

" Jlep)kaBa HE MAae€ TMIAMUCAHUX MiXKHAPOIHUX
3000B's3aHb.

Bignosinai 3Havenss nokasuukis 1,0; 0,6; 0,2; O.

Barosuit koedinienr alz3 , mo Bixmosimae
noka3Huky Alsz, mae 3Hauenns 0,2.

Binmogiai Ha yeTBepTE MUTAHHS:

e Jiep)KaBa JIOKJAJa 3HAYHUX 3yCHIb JUIA
PO3BHUTKY JIEP’KaBHO-TIPUBATHOTO CITIBPOOITHUIITBA.

e JepkaBa JOKJIajayia aKTHBHI, aje HeIOCTaTHI
3YyCHWIUISL JUIS  PO3BUTKY  JEpKaBHO-TIPUBATHOTO
CHiBpPOOITHHIITBA.

e Iep)KaBHO-TIPHBAaTHE MapTHEPCTBO HE pea-
Ti30BaHO.

Binnosigui 31auenns nokasuukis 1,0; 0,5; 0.

Baroswuii koedimient als, M0 BIAMOBITAE MOKa3-
Huky Als, mae 3nauenns 0,1.

OTxe, 3HaYCHHS BaroBoro KoegilieHTa nmoKka3Hu-
kiB cranosiats 0,4; 0,3; 0,2; 0,1.

Excnepmna ankema 0na OUiHIOBAHHA PIGHA
KpumuuHocmi Kifepbesneku 3a napamempamu
00CHYNHOCMI  HOPMAMUEHO-NPABOBOT 0azu 0
PO3pOo0NIeHHA ROIIMUKIU RPOMUOIT KiDep3nouuHHoCmi

Jst BU3HAYeHHS TOKa3HUKIB A2; Ta A2 ekcepT
BIJITIOBi/1a€ HA 3aITUTaHHS:

= A21 — gxuil piBeHb JIepP’KAaBHOTO JIiIEPCTBA Y
cdepi kibep3axucry?

= A22—sgxuii piBeHb aKTHBHOCTI iH(OpMaIiitHoi
Ta KibepHeTHYHOI iHQpacTpyKTypH B KibepOe3smeri?

= Bianosiai Ha mepiie 3anUTaHHs:

® y JepkaBi CTBOPEHO OpraH BHKOHABYOI BIIAAN
3 MUTaHb Kibep3axucTy, MisUIBHICTh SKOTO BHU3HAHA
edekTuBHOW0 (3HaYeHHs nokaszHuka 1,0);

" ¢ TEBHI HEJNOJIKM B JiSJIBHOCTI OpraHy
BHKOHABYOI BJIa/IU 3 TIUTaHb Kibep3axucTy (3HaUCHHS
mokaszuuka 0,5);

® OpraH BUKOHABYOi BJaJH 3 MHTaHb Kibep3io-
YUHHOCTI B JICpPIKaBi BiICYTHi#l (3HaueHHs okazHuka 0).

[Mokazuuk A2; BinmoBigae BaroBoMy KoedimieHTy
a2, 3HaueHHA siKoro cTaHoBuTh 0,5.

BiamoBiai Ha Apyre 3anUTaHHS:

= piBeHb peakmii cyO'ekTiB iH(MOpMariitHoi Ta
KiOepiHPpacTpyKTypH Ha  TMPOSB  CTOPOHHIX
KiOepiHBECTHIII BUCOKMU cepelHiil  (3HAUEHHS
ingukaropa 1,0);

= piBeHb pearyBaHHsA CyO'eKTiB iH(opmarliiiHoi
Ta KiOepHeTHYHOI iH(QPACTPYKTypH Ha TMPOSB
CTOPOHHIX KiOEpPHETHYHMX BIUIMBIB € NEPIOJUYHUM 1
crioHTaHHUM (3HaueHHs nokazHuka 0,5);

= cyO'exTH iH(pOpMaLiHOI Ta KiOepiHPpacTPyK-
Typu HE 3aiiMalOThCA IUTAHHSIMH CTOPOHHBOTO
KibepBIUMBY (3HaueHHs iHanKaTopa 0).
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[Mokazuuk A2, BinnoBigae Baropomy kKoedilieHTy
a2, 3HaYeHHs sKoro cTaHoBHTH 0,5.

Excnepmuna anxema 011 OUiHIOGAHHA pIGHA
Kpumuunocmi Kibepbesneku 3a napamvempamu
cmany CoOUianbHO-eKOHOMINHO20 PO38UMKY
depiicasu Ha pieHi 0ceimu, HAYKU i MEXHON02I1i

Jlst BU3HAUCHHS NIOKAa3HUKIB €KCIIEPT BiJIMOBIIa€e
Ha TaKi 3alUTaHHS:

= Bl —saxuii 8i0comok Hacenents 0epaicasu mac
euwy oceimy? (eusnauacmocs AK 6i0COMOK MON0OI
sixom 610 18 0o 22 poxis, sxa 3000ysac oceimy 3a
OEeHHOW (POPMOIO HABUAHHS, 00 302ANbHOI KITbKOCHI
CMYOeHmI8 3a3HAUEHO20 GIKY 8 KPAiHi).

» Bl,—saxa vacmuna nacenenus ¢ oeparcagi 3nac
iHO3eMHYy MO8y, ocobauso aueniicvky?  (eusna-
yaemoca Ha 0asi 0epiHcasHo20 YEeHMpPY BUBYEHHS
AH2IHCHKOI MOBLL).

» Bls— axa yacmuna Hayko8o-00CaiOHUxX podim
y 0epacasi  npuceauena OOCHIONCEHHAM NUMAHb
Kibepbesnexu? (6uznauacmvcs Ha OCHOSE iHGhopmayii
peccmpayitinozo opzany HI[J[KP).

» Bls — skuii pigenv 3anyuenHs 00 GUKOHAHHSL
HI[JIKP  nanpsmy  xibepbesneku  IHHCEHEPHO-
mexniuno2o  nepconany?  (6usmauacmocs K
KLbKicmb  cneyianicmis, aKi 3a0isiHI y 6UKOHAHHI
HIJIKP na 1 man nacenenns kpainu).

Hactynui BigmoBini Ha meprie  3amuTaHHS
"Bucokuil"; "cepenHiil"; "HU3bKHUN" 31 3HAUYCHHSIMU
nokasnukis 1,0; 0,5; 0.

[Mokazuuk B1l; Bifmosinae BaroBomy KoeilieHTy
bl , 3sHauenns sikoro cranoButh 0,2.

BimmoBimi m®a iHmi mnwuTaHHS 30iraroTbes 3
MOTIePETHIMHY 1 MArOTh TaKi BaroBi Koe(ilieHTH:

= bl,, 3HauenHs skoro aopisHioe 0,2;
bls, snauenns sxoro 0,3;
bl,, 3Hauenns sxoro 0,3.

Excnepmna auxema O0na OYIHIOBAHHA DIGHA
Kpumuynocmi Kibepbesneku 3a napamempamu
CHAHY COYIAIbHO-EKOHOMIYHO20 PO3BUMKY Oepicasu
3a pienem po36uUmKYy iH0BAUIIIHO20 cepedosuLld.

Jiis BU3HAaUSHHS TIOKAa3HHUKIB €KCIEPT BiJIIOBIIA€E
Ha TaKi 3alMUTaHHs:

» B21-sxwuii cran Butpar y nepxasi na HJJJIKP
y chepi kibepOesmekn?  (BU3HAYAETBHCA  SIK
BiTHOIIIEHHS] MOTOYHWX 1 KaliTaJbHUX BHUTpAT Ha
HJJKP mo pisas BBII);

" B22 — skmii craH JEpKABHOTO IATEHTY Ta
IHOBaIifHOT MisTBHOCTI Yy cdepi KibepOe3nexn?
(BU3HAYAETBCS K KUIBKICTh MAaTCHTHUX 3asBOK Ha 1
MJTH HACEJICHHS KpaiHH);

» B23 — sxa ymoBa 3alydeHHs NMPUBATHOTO Ta
BEHUYPHOTO Karmitany y cdepy KidepOesmekn?
(BU3HA4Ya€eThCSA ~ BIZICOTKOM  TPHBATHOTO  Ta
BEHUYYpPHOTO KariTtaiy 1o piBHs BBII kpaiun).
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HactymHi BiANOBIiAl HAa BCi 3alTUTaHHS:
= "nocrartuii" 31 3HaueHHsM 1,0;
"cepenniil” 31 3HaueHHsM 0,5;
"HenocraTHii" 31 3HaYeHHSAM O.

BimnosinHo, 3HaueHHs Baropux KoedimieHTin b2;,
b2, Ta b23 nokasnuxis cranosiars 0,3; 0,4; 0,3.

Excnepmna ankema 0na OuiH0O8aAHHA pIiGHA
Kpumuunocmi Kibepbe3neku 3a napamempamu
HAABHOCMI PO32anY)HCeHOl mMexXHON02iunol ingpa-
CMPYKmypu 0asa cmamycy AKOCHi mexHo102i4Hol
iHgppacmpyxmypu

Jns Bu3HaUYeHHS 3HaYeHHS nokasHukiB CliTa Cly
EKCIIepPT BiJIOBI/Ia€ HA TaKi 3aITUTAHHS:

= Cli—sakuil pigenb GUKOPUCTNAHHSA THMepHem)'?
(6xaszye kinbkicmo — inmepnem-kopucmyeauie  Ha
100 oci6; pospaxosyemvest Ha 0cHOGL iHopmayii
JiWire (Wi-Fi-6asu oanux — mouxa odocmyny 6
142 xkpainax));

v Cly— sakuii pigenb SUKOPUCMARHS MODITbHUX |
coyianvrux mepexc? (6xasye Kinbkicmb KOpucmy-
sauie mobinvrHoco 36'a3xy Ha 100 ocib y eiocomxax
8I0 KiTbKOCMI KOPUCMYBAYI6 00 3a2aibHOI KITbKOCMI
Kopucmyeauis inmepremy).

VY neprromy BUNaKy BiATOBiAl "BUCOKHIA" 31 3HA-
yeHHsM mokasHuka 1,0; "cepeaniii” 31 3HAYEHHAM
nokazauka 0,5; "Hu3pkuil" 31 3Ha4eHHAM ToKa3HuKa O;
BiJINIOBIIaI0TH BaroBoMy KoedirieHry cl;, 3HaueHHs
sIKoro cranoButh 0,5.

BiamoBimHO, BIiAMOBimI Ha JApyre 3alHUTaHHA
BIJIMOBIIatOTh ~ TONEpenHiM 1 iXHIM  BaroBuid
koedirienT cl, takox mae 3HadeHHs 0,5.

Excnepmna aumkema 011 OWIHIO6AHHA PIGHA
Kpumuunocmi Kibepbe3neku Ha 0CHOBI HAAGHOCHI
Ppo3zanyxceHoi mexHono2iunoi ingpacmpykmypu
3a pienem mexHON02IYHOI IHGpacmpykmypu.
GNPOBAODIHCEHHS .

Jls BU3HAUCHHS 3HaueHHs mokas3HukiB C211 C2;
€KCIIepPT BiJIOBI/Ia€ HA TaKi 3aITUTaHHS:

= C21 — akui pisenv @hinancysanHs 3ax00ig i3
enposaoicennss IKT? (eusnHauaemvcs Kk 8i0COMOK
302a1bH020  00CA2Yy NPOSPAMHO20  3a0e3neyeHHs.,
obnaonanus ma IT-nocaye do piens BBII),

= C22 —saxuil pisens besnexu nociye? (6xazye na
KibKiCcmb cepeepis, KL 8UKOPUCOBYIOMb MEXHO-
020 wugpysanua Oanux Oas 3axucmy OaHux
00Mminy mpaghikom).

VY nepuioMy BUMAaKy “nocTaTHiM" 31 3HAYCHHIM
nokasznuka 1,0 Binmosini; "cepenHiit" 31 3HaYEHHAM
mokazHuka 0,5, "HemocrtartHii' 31 3HAYEHHAM
noka3auka O; BiIMOBiJatOTh BaroBoMy Koe(illieHTy
€24, 3HAYCHHS SIKOTO CTaHOBHTH 0,5.

3riHO 3 HABEIEHUMH BHIIE JaHUMU, BIAIIOBIII Ha
Jpyre 3aluTaHHs BIINOBIJAIOTh MOMEPEAHIM 1 IXHIN
BaroBuii KoeimieHT c2, Takox mae 3HaueHHs 0,5.
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Excnepmna anxema 011 oOuiHI0O8AHHA pIiGHA

Kpumuyunocmi  Kibepbe3neku 3a  cmyneHem
seuxopucmanna IKT ma ITC 3a paxynox
3acmocyeanna  iHhOpMayiiiHO-KOMYHIKAYITTHUX

MexHOo102ill y N0KATbHI Mepetci

Jlns  BU3HAuUCHHA  3HAYCHHS  IOKA3HWKIB
D1, excniept D1,BianoBigae Ha Taki 3auTaHHS:

= D11 - sxwii piBerr Bukopuctanas IKT y
KOPIOPaTUBHUX MepekKax?

* D12 — sxuii piBenp Bukopuctanus IKT B
IHTENEKTYaJIbHIX TPAHCIIOPTHUX CHUCTEMax?

* Biamosiai Ha mepiie 3anuTaHHS:
NIUPOKE  BUKOPHCTAHHS  KOPIIOPATHBHUX
Mepex 1o Bciii kpaiui (3Hadenus 1,0);

" piBEHb PO3BUTKY KOPIOPATUBHUX MEPEK
Jocuth Bucokuii (3Hauenus 0,6);

" pO3pOOJNAIOTHCS  TUIAHH BITPOBAIKCHHS
KOpPIOpaTuBHUX Mepexk (3HadueHHs 0,2);

" B KpalHi HeMae KOPIOPATUBHHX MEpEeK
(3nauenns 0).

3a3HaunMo, 110 Moka3HUK D14 BiToBiIa€ Baropomy
koeimienty dl;, 3HaYeHHS sIKOTO cTaHOBUTSH 0,5.

Binmosini Ha apyre 3anuTaHHS:

" BHCOKMU piBeHp BukopuctanHs [TC ans
PO3B's3aHHS BakIMBUX (QyHKIIH (31 3HagenHsam 1,0);

» piBerp BukopuctanHs ITC mis posB'a3aHHs
BOXJIMBUX (QYHKIH HWKYE CepeaHbOro piBHA (31
snauenusm 0,5);

" {HTCNEKTYalbHUX TPAHCIOPTHUX CHCTEM HE
icaye (31 3mauenusm 0).

[Tokazauk D1, BinmoBigae BaroBoMy KoeQirieHTy
d1,, 3HaueHHs KOO TaKOXK gopiBHioE 0,5.

Excnepmna ¢hopma o0Ona ouyinoeaHHs pieHA

Kpumuunocmi  Kibepbe3neku 3a  cmyneHnem

eukopucmanua IKT ma ITC i3 memow

GUKOPUCMAHHA IHMepHem-pecypcie y mopezieni
s BU3HAUEHHS  3HAYCHHS  IMOKa3HUKIB

D2, excriept D2, BiAmoBifae Ha Taki 3alIUTaHHS:
D21 AKUN ~ 8I0COMOK  KOPUCMYBAYi8
iHmepHemy po3miugyroms NPOno3uyii w000 HAOAHHS
mogapig i nociye?

= D22 — saxuti 8i0comox immepHem-KoOpucmy-
6a4i6 3aMOBIAIOMb MOBAPU MA NOCTYU?

Binmnosini Ha nuTa”HHA nokasHuka D2 :

»  Ginbmie 55 BifcoTkiB (3HaueHHs okasuuka 1,0);
Bix 25 1o 54 BifcoTkiB (3HaueHHs nmokaszHuka 0,5);
0 o 24 BincotkiB (3HaueHHs okasHuka 0).

Inentudikarop D2, Bu3HaUaeTHCS BaroBuM Koedi-
mienToM d2;1 fioro 3HaueHHsa cranoBuTh 0,5.

HacrtynHi BianoBiai Ha Apyre MUTaHHS:

= Gimbiie 80 BincoTkiB ( 3HaueHHs mokasuuka 1,0);
Bix 40 o 79 BincoTkiB ( 3HaYeHHs nokasHuka 0,5);
0 mo 39 BigcoTkis ( 3HaueHHs mokasuuka 0).

BiamosinHo, moka3auky D2, BimmoBinae Barosuii
koedimient d2; 3HaveHHs SIKOTO CTaHOBUTH 0,5.
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3a ¢popmynamu (1), (4), (7) i (10) po3paxoByrOTh
3HAUCHHS KOMIUICKCHHUX IOKa3HUKIB (KaTeropiii)
JIPYTOTO PiBHS, TaKi SK:

a) HasBHIiCTH HOpMaTUBHOI 6a3u ( G1P™");

0) cTaH COIIAJIbHO-EKOHOMIUYHOTO PO3BUTKY
nepxasu (G 2*7);
B) HasABHICTb PpO3TANyKEHOI TEXHOJIOTIYHOT

indpacrpykrypu (G 3%*7);
r) cTynins Bukopuctanss IKT ta ITC (G 4%*7).
Innekc kibepnoTy HOCTI (Ggeclevel) 3 MOTIISLIY
eKCIIepTa MOKHA PO3paxyBaTH 3a TaKOK (HOPMYJIOKO:

n
Gseclevel = (Z(gi x G))x100%,
i=1
e O — BaroBwii KoeiIlieHT S KaTeropiil mpyroro
piBus iepapxii G i ™ ; n — ximbkicTh KaTeropiit
(B uboMy BUTAAKy N4).

PimenHs  momo  CIPOMOXKHOCTI  JAepKaBH
MIPOTUCTOSATH KibepaTrakaMm 3iHCHIOBATIMETHCS 3a
100-6anpHOIO IIKAJIOK0 32 TAKAM MIPABHIIOM:

= gkm0 90 <gsocievel < 100, TO piBeHB 3axHUCTY
JEpKaBH BiJl PHU3UKY 30BHIMIHBEOTO KiOEpPBILTUBY
BBaXKalOTh JIOCTaTHHO BHCOKHM JJIsi 3a0e3redeHHs
0e3me4yHoro (byHKLIOHYBaHHS ii 00'eKTiB
indopwmartiitnoi Ta kibepiHQpacTpyKTypH;

= gKio 45 < gseclevel < 90, TO piBEHD 3aXUCTY
JepKaBU Bil PHU3HMKY 30BHIIIHBOIO KiOCpPBIUIUBY

(13)

MOXJHUBUM  ans  3abesrnedeHHs — Oe3MEYHOTO
(yukmionyBaHHSA 11 00'€KTiB iHpOpMAIIHOI Ta
KiOepiHppacTpyKTypH;

" SKIIO Zseclevel<4D, TO piBEHb 3aXHUCTY
JIEpKaBU BiJl PHU3UKY 30BHIMIHBEOTO KiOEpPBILTUBY
BBaXAIOTh ~ HENOCTAaTHIM  Juis  3a0e3ledeHHs
0e3me4yHoro (byHKLIOHYBaHHS ii 00'eKTiB

iH(opMaIiitHOi Ta KibepiHppacTPyKTypH.

JAuckycist i BAUCHOBKH

IcHyrouli HuHI MeTomuKud O€3MEeKH TEXHIYHUX
CHUCTEM PO3POOJICHO ISl CHUCTEM, IO MAlOTh YiTKi
MexXi 1 m1obpe BU3HAUeHI meperiku 3arpo3. s mux
CHCTEM MOXYTb OYyTH CTBOpeHI 0a3u JaHuX 3i
CTAaTUCTHKH aBapiil, sKi MO3BOJSAIOTH KIUJIBKICHO
OIIiHIOBAaTH Ta BepudikyBaTu Mozaemni. Lli meToaunkwy,
mo 0a3yroTbess Ha MOOYJOBI CIGHApHUX 'nepeB”
(Momeni Tumy “nepeso” momiii, "mepeBo” BiAMOB),
Oymu po3poOiieHI 0e3 ypaxyBaHHS IO3APOEKTHUX
BIUTMBIB 1 HE JO3BOJISIOTH HAJEKHO BpaxyBaTH
CKJIAJHICTh KPUTHYHHUX iHQpacTpykTyp, ¢yHKLio-
HYBaHHS IKHX BU3HAYAETHCS B3a€MO/IIEI0 TEXHIUHUX,
OpraHi3amiifHuX 1 comiaabHUX (PAaKTOPIB.

VY 3a3HavyeHUX METOJMKAX aBapii, MO PO3BH-
BalOTHCS B TEXHIYHHX CHCTEMaX, PO3TIIAIAIOTh SIK
JiHIHHI MocaigoBHOCTI momik. L{i moxmem MarwTh
OOMEKEHI MOJKJIMBOCTI, KOJMW JOBOJAUTHLCS OIIH-
CyBaTH pO3BUTOK aBapii y CKIAIHUX TEXHOCO-
MiaTbHAX CHUCTEMax, K KPUTHYIHI 1HPPACTPYKTYypH,
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SKi repen0adaroTh  HENIHIAHI  B3aEMOJIT  MiK
KOMIIOHEHTaM¥, TMeTJIi 3BOPOTHUX 3B'S3KiB, MHO-
KUHHI JpKepera aBapiii Tomro. TpamuiiiHuN miaxis
JI0 MOJICJIOBAHHSI aBapili HE J03BOJISE OIMNHUCYBATH
CleHapii BIIMOB y CKIQJIHHX CHUCTeMax, SKi,
3a3BUYail, BiAOyBalOThCSI HE BHACTIIOK OKpeMol
mofil, 1o imimitoe (TEXHIYHOI BiIMOBH eJeMeHTa
cucTeMH ab0 MOMMUIJIKHM OMEPaTopa), & € HACHiIKOM
KUTPKOX B32€MOIIOB'SI3aHUX (PAKTOPIB, IO JiIOTh Ha
pi3HHX PiBHAX cHUCTeMU. J[0 ITUX PaKTOpiB HAIEKATH
TEXHIYHI BIAMOBH, JIIOACHKI IIOMWIJIKH, 3O0BHIIIHI
eKCTpeMalbHi BILUTUBH, JJATCHTHI YMOBH, IOB's3aHi 3
TaKMMH aCIEKTaMH, SK [PaKTHKa YIPaBIiHHS
JIIOYOI0 CHCTEMOIO a00 €THOKYIBTYPHI OCOOTUBOCTI
MepcoHaITy, 30BHIIIIHI iHINIFOBAIBHI TOJII.

JocmimkeHass KpUTHYHUX 1HQPACTPYKTyp SK
COLIIOTEXHIYHUX CHCTEM TOTpedye OLiHIOBaHHS
CKJIQIHUX B3a€MOIN MK TEXHIYHUMH, COL[IAIIbHUMHA
W opradizamiiiauMu piBHAMU cuctemu. Tomy KI
BapTO po3MNIAgaTH AK e€auHe wnine. [Ipuuomy
HEOOXITHO  HATOJIONIYBaTH Ha  OJHOYACHOMY
CHUILHOMY PO3IJISiAI TEXHIYHUX, OpraHi3alidiHuX i
coriabHUX (PaKTOPIB, IO BU3HAYAIOTH CTAH CUCTEMH
Ta TUHaMIKYy ii po3BuTKy. [1100 3a0e3neuntu Oe3mnexy
TaKMX CHCTEM, HEOOXiOZHO BHHTH 3a Mexi
TPAAUIIITHOTO IMiIXOMy IO OIIHIOBAHHS MPOEKTHHUX
PU3HKIB 1 TIEpeHTH 40 HOBOI MapagurMH, IO
IpyHTyeThcs Ha 3abe3nedenHHi Oesmexu KI 3a
KPUTEPIEM CTIHKOCTI J0 MO3aMPOEKTHUX BIUIMBIB. Y
3B'SI3Ky 3 HEOOXIJHICTIO BKJIIYHUTH JO PO3TISIY
mo3anpoekTHi aBapii Ha KI, Mexi qociimkeHb MatoTh
OyTH  CyTT€BO  po3mmpeHi. 3axoad  MIOAO
3abe3rnevenHs 0e3rneKky TOBUHHI OyTH CIIPSIMOBaHi He
TUTBKK Ha  CTBOPCHHsS  3aXHUCHUX  Oap'epis,
NOKJIMKAHUX TOMNEPEeIUTH peati3amifo MPOEKTHUX
aBapiif, MO0 MOCTYIIOIOTHCS, A€ 1 Ha TIiABUIICHHS
critikocti Ta xuBy4octi Kl y pasi mozampoexTHHx
BIUIMBIB, TOOTO 30CepeauTHCS Ha 3arno0iraHHi
BEITMKOMACIITAOHUM  KaTacTpodam TPUBATIUM
nepepBaM y (yHKIIIOHYBaHHI.

MO>KITUBICTh MTO3AMIPOEKTHUX BIUIMBIB, IO MAIOTh
HU3BbKY WMOBIPHICTH peaiizamii Ta TsSKKI HACTIIKH,

i

Ma€  BpaxOBYBaTHCS  MiJ  4Yac  OI[iHIOBaHHS
3aXUIIEHOCTI  KpUTHYHUX  iHpacTpykTyp. Lle
BHUMaratuMe peajizamii  JTOJaTKOBHUX  3aXOJiB,

CIIPSIMOBAaHUX Ha TIABUIICHHS CTIHKOCTI
BUTIAAKY MTO3ATPOEKTHUX BIUIMBIB.

HoBa mapamurma 3a0esmeuenns Oe3mexku Kl i
IHIINUX CKJIQJHUX CUCTEM MAa€ KOHIICHTPYBaTH yBary
He JIMIIEe Ha CTBOPEHHI 3aXUCHUX Oap'epiB 1 peamizariii
OXOPOHHHX 3aXOJIiB, CIIPSIMOBAHUX HA MApUPYBAHHS
MIPOEKTHHUX aBapii, a i Ha miaBUIIeHHI cTifikocTi KI
IOJI0 TO3alpOEKTHUX aBapiid. [lpuuomy HOBHI
maxix g0 3abesmeuenHs  Oesmexku  KI,  mio
pO3pOOISIETECS, Ma€ PO3TIAIATHCS HE K 3aMiHa, a
CKODpIilIIIe SIK JIOTIOBHEHHS 10 TPAJAULIIHHOTO MiJIXO/Y .

KI vy
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OTxe, 3allponOHOBaHa CTpPAaTerisi 1acTb MOXKIIHU-
BiCTh OTPUMATH KiJIbKiCHY OLIHKY piBH: 3axucty OCI
BiJl PU3UKY 30BHIIIHBOTO KiOEpPHETHYHOTO BIUIMBY,
BCTAHOBHTH OpraHi3alliiiHi BHMOTH JIO BIACHHX
cucteM KibepHeTHyHOi Oe3lleku Ta pO3pPOOHUTH
3aX0AM, CHPSIMOBaHI Ha MIABHIICHHSA  IXHBOI
edextuBHOCTI. [lincTaBOO 115 TAKKX il MOXKe OyTH
BUSIBJIICHHS BIiAXWJICHb BiJi HOPMAJIBHOTO PEXHUMY
podorn IP, IT-cuctem 1 Mepex, a TakoX
BIIMTOBITHOTO TPOTPAMHOTO W armapaTHOro 3a0e3-
[ICYEHHS], 30KpeMa 1 BUSIBJICHHS TaKUX O3HAK:

" [I0JIOMKa OKPEMHX KOMIIOHEHTIB €JIEKTPOHHHUX
CHCTEM;

= 3MiHa AMTOPUTMIB (HPYHKIIOHYBAHHS IIPOTpaM-
Horo 3abesmewyenHsa B IT-cucremax 1 cucremax
YIPaBIiHHS MEpeKaMHu,

" HECaHKIIOHOBaHi 3MiHM (Qaiimie (IXHIX po3-
MipiB i OcTaHHBOT aTh MoaudiKarrii);

= mopyuieHHsi Oe3neku oOMiHY iH(opMariero,
MIPOTOKOJIIB NepeAadi JaHUX BX1THOT0 a00 BUXiTHOTO
Tpadiky, a TAKOX mpas goctymy 1o | P-kopucryBauis;

" yHOBLTbHEHHs 3aBaHTaxeHHs 1 podoTH [1K;

® 3MEHIICHHS 00CATY ONepaTUBHOI MaM'sTi,

® BHKOHAHHS HEKOHTPOJILOBAHUX MPOLECIB TOILO.

Kpim Toro, y nporeci 3aBantaxenns OC moxe
BUSIBJIATUCS 0arato MOMMIIOK, Y€pe3 HEMOKIUBICT
30epekeHHs (ailliB y MOTPIOHUX KAaTANIOrax, a TaKokK
HE3pO3YMiJi CHCTEMHI TOBiJOMIIEHHS, My3W4Hi Ta
Bi3yaJIbHI €(PEeKTH.

Buecok aBtopiB: Cepriii Tomona — KOHIENTyaui-
3allis; METOJONOT s, aHaii3 mkepen; Anatomii [lleBaeHKo —
30ip EMMIPUYHUX JaHUX Ta iXHS BaJifallis; CMITiPHYHE
nociikenns, Aaapid Kympko — miAroTyBaHHS —OTJISIY
niTeparypu ab0 TEOPETHIHHX 3acal] TOCIiHKCHHS.
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FEATURES OF ENSURING SECURITY OF CRITICAL INFRASTRUCTURES

Background. Therapid development of information technologies over the past two decades has impacted the functioning of
critical infrastructure facilities. These technologies have begun to be used not only for the exchange and processing of information,
but also as a tool for reducing harm. The protection of sovereign interestsin the political context isthe primary basis for ensuring the
national security of the country, which explains the need for the creation and constant development of strong cyber security. Critical
infrastructure facilities are foldable, spaciously distributed, rich in component systems, the stability of the robot is critical for the
functioning of the economy and the livelihood of the household. They have a rich structure, which includes: a range of technical
components; social rheum; organizational level and level of state governance.

Methods. For monitoring information systems and methods for assessing the security of systems.

Results. Theinvestigation of critical infrastructures as socio-technical systems will require an assessment of the complex
interactions between the technical, social and organizational levels of the system. Therefore, it is important to look at critical
infrastructure as a whole. In this case, it is necessary to speak at a one-hour close examination of the technical, organizational and
social factors that indicate the structure of the system and the dynamics of its development. Schobstecchita to the nonsense of such
systems, it is not possible to pray beyond the traditions of the tradition to the zziki projected Rizki, to go to the new paradigmes, and
the blessing of the nonsense of the critical sinfrastructure for the criterly wrecks to the designed areas. Due to the need to include the
consideration of design basis accidents on critical infrastructure, the scope of surveillance may be expanded accordingly. Come to the
point of ensuring the safety of those responsible not only for the creation of dry-barriers that occur ahead of the implementation of
project-based accidents that are postulated, but also for the improvement of the resistance and survivability of critical infrastructure
times beyond the project inflows, in order to focus on avoided large-scale disasters and troubling interruptions in the functioning of ,
and the creation of a rich criteria model for assessing the level of security of critical infrastructure objects will give a more
comprehensive picture of the status of the critical infrastructure object.

Conclusions. Thecurrent safety methodsfor technical systemsare divided into systemsthat have clear boundaries and well-
defined danger flows. For these systems, a database of accident statistics can be created, which allows for precise evaluation and
verification of models. These methods, which are based on case-by-case scenario "trees' (models of the type "tree" of ideas, "tree" of
views), were fragmented without the coordination of design inputs and do not allow for proper management of the complexity of critical
infrastructures functioning in is determined by the interaction of technical, organizational and social factors.

Keywords: cyber security, critical infrastructure facilities, information systems, resilience, cyber power.
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NOPIBHAHHA MOAENEN 3PINOCTI NPOLIECIB
IHOOPMALIMHOI BE3MNEKU OPFAHI3ALLIT (KOMMAHII)

BeTryn. 3pocmanna snoemucHoi akmuenocmi 6 inghopmayitinomy ma KibepHemuyHOMY NpOCmopax Cmasumy
nepeo kepisnuxamu nionpuemcms (opeanizayiil) i AACHUKAMU KOMNAHIL 000AMKOSL 3a60AHHA MA BUMO2U U000 3AXUCTILY
c680iXx akmugie. Bmpama axmusig, Hanpuxiao, PiHAHco8020 aDO MEXHOAOLIUHO20, MOCE NPUZBECTU 00 HEMOICIUBOCE
BUKOHAHHS KOMNAHIEIO CBOEL 6a30801 YyHKYII — npuHOCUMU NPUOGYMOK.

MeToan. Buxopucmano memoou ananizy pusuxie ingpopmayitinoi besnexu.

Pe3yasTartu. Opeanizayii gumpauaroms 3uauni iHAHCOBI pecypcu Ha NPUOOAKHSL 1l eKCIIYamayiio mexHoi02it
3axucmy, CmeopwMy GiON0GIOHI CMPYKMYPHI NIOpO30inu, 3aA60AHHAMU AKUX € OYIHIO8AHHA mda 3a0e3neyeHHs
8I0N06I0H020 pisHs IHopMmayilinoi Gesneku nionpuemcmea (Komnanii). BoOnouac icHye pusux HaCManHs cumyayii, Koau,
BUKOPUCIMOBYIOUYU CYHACHTWT TWeXHONO02TT, 3N06MUCHUKY 3MOICYMb NOOOIAMU CUCIEMY 3aXUCMY KOMNAHIT ma 3a60amu
HenogopOMHUX 6Mmpam sK (QiHaHCOBUX, MAK | penymayiuHux.

BucHoBku. O0Hum i3 Hanpamie po36'a3auHa yiei npobiemu € CMEOPEeHHA CUCeMU YNPABIIHHA IHPOPMAYIUHOW
besnexoro (CVIP), sxa € cknadosow 3az2anvHoi cucmemu Ynpasninus opeawizayii (komnawii) i IpyHmyemocsi Ha
OYIHIOBAHHI OI3HEC-pU3UKI8, KA CMBOPIOE, Deanizye, eKCNIyamye, 30iCHIOE MOHIMOPUHe, nepeaisio, CYynpogio i
s0ockonarennss ingopmayitinoi besnexu opeanizayii (nionpuemcmea). CYIE micmumo opeanizayitiy cmpykmypy
opeanizayii (komnanii), it ROAIMUKYU, NUMAHHS NIAHYBAHHS, KOHMPOIb 3a OOMPUMAHHIM GUMO2 NOCAO0BUX 0008'A3KI8,
BNPOBAONCEHHS CYHUACHUX NPAKMUK, KOHMPOTb Ma CYNPo8ooddcenHs npoyecie pecypcis. Kpawi ceimosi npakmuxu, ona
OYIHIOBAHHSA Di6HA THOpMayitiHoi be3neKu opeanizayii, peKomeHOYIomsb GUKOPUCIMOBY8AmY NioXio, wjo 6a3yemvcsa Ha
Modcnusocmax mooenelil spinocmi npoyecie. Ompumani pe3yaomamu MOXCHA BUKOPUCTHOBYS8AMU 0151 BOOCKOHANEHHS A00
onmumizayii cmeopenoi cucmemu ingpopmayitinoi besnexu opeanizayii (komnanii). Humi ons opeanizayii (komnanii)
docmynuuil enuKull Habip mooeneli oyineans spinocmi ingopmayitinoi 6eznexu, N0OYO0BAHUX HA CXONCUX NPUHYUNAX.
Ipuuomy peanvhe ukopucmanus maxux mooenei 0ocums obmedicene, 6 nepuLy yepzy uepes ciabke npus'a3yeanHs 0o
ocobnusocmeti KOHKPEMHUX Op2aHiz3ayiil.

B pobomi poszensinymo modeni 3pinocmi npoyecis, ixHio CMpyKmypy ma MOICIUBOCHI BUKOPUCNAHHA Y Npoyeci
OYIHIOBAHHS Di6HA IHOpMayiliHoi De3neKu.

Kaw4doBi cuaoBa: uodenn, oyiniosanus spinocmi, 3azposa, inghopmayitina be3nexa.

BUKOHAaHHS KOMIIaHi€l0 CBO€l 0a3oBoi (QyHKmii —
MPUHOCUTH NPUOYTOK.

Beryn
3pocTaHHsl 3JIOBMHCHOI aKTUBHOCTI B iHGoOp-

MaIiifHOMY Ta KiOEpHETUIHOMY IPOCTOpPax CTaBUTH
nepes KepiBHHUKaMHU TianpueMcTB (opraHizaiii) i
BJIACHMKAMH KOMIIAHIM [OJATKOBI 3aBOaHHA Ta
BUMOTH, MIOJI0 3axHCTy CBOiX akTHBiB. BTpara
aKTHUBIB, HaIpPHUKIaJ], (IHAHCOBOTO abO TEXHOJO-
riYHOTO, MOXKE TPH3BECTH 10 HEMOXKIMBOCTI

JInst  TOCSATHEHHS 3a3HAY€HOI METH JOIIBHO
BIIPOB/DKYBAaTH ¥  aKTHMBHO BHUKOPHCTOBYBATH
cydacHi iHpOpMaLiiiHi TexHoJyorii Ta pilieHHA 3
iHopmartifinoi Ta kibepHeTnuHOi Oe3meku. Came
TakKuil MiIXiI CTBOPIOE OCHOBY JUIS SIKICHOTO
3a0e3reveHHs 0e3MeKr OCHOBHHX MTPOIECiB KOMMaHi1

© TopowaHko OnekcaHap, LLle6naHin KOpin, KypueHko Oner, 2024
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(opramizarii). KepiBHukM KOMIaHii 3allikaBicHi,
mo0 peamizoBaHi Oi3HEC-pOLIECH  BiAMOBigaIN
KOHIICTIIi 3aXUCTy CBOiX aKTHBIB, IO TOJATAE Y
3MEHIICHHI WMOBIPHOCTI KIUJTBKOCTI IOMHJIOK a0o
3JIOBMHACHHX i 13 OOKy MpaImiBHUKIB KOMIIaHii Ta
0i3Hec-mapTHEPIB.

Henananns Hane)xHOi yBaru OLIHIOBAHHIO PiBHS
iHpopmariitHoi Oe3mekn Ta 3axucTy iH(opmamii B
KOMIIaHi1 MOKe MPHU3BECTH JI0 PEIyTAifHUX PU3HKIB
1 baHKpyTCcTBa. BiAMOBINHO HisSUTHHICTE, Opi€HTOBaHA
Ha aHaji3 3arpo3 1 pPH3WKIB, € BHU3HAYAIBHOIO Y
moOynoBi edekTuBHOI cuctemu iH(opmarniiiHoi Ta
KiOepHEeTHIHOT Oe31ekn. BimoBiIHO 10 CTATHCTHKH,
ButikanHst 20% indopmarmii 3 oOME)EHUM
JOCTYIIOM, IO HaJIeKUTh KoMITaHii, B 60 Bumaakax 3i
100 nmpm3BomuTh 1O OAHKPYTCTBA IIiAMPUEMCTBA
(T'pebennikos, & Ille6manin, 2018).

[IpufiHATTSA pilIeHAS IOI0 PO3POOJICHHS Ta
BIIPOBA/DKCHHS CHUCTEMH YINpaBIiHHA 1H(OpMa-
LiHHOIO OE3MeKo B Opradizallii Mae BiANOBiZaTH
PiBHIO  OpraHi3allilHOTO Ta  TEXHOJIOTIYHOTO
PO3BUTKY KOMIIaHii, a came ii poreciB 3a0e3meYeHHs
iH(popMmariitHoi 6e3neku. Bumoru 10 BIpoBaKeHHS
pimeHs 3 iHpopMaLiiHOT Ta KibepHeTHUHOI Oe3MeKH
MalOTh BpPaxOBYBaTH PiBHI 3piIOCTI MpOLECiB Y
KOHKpPETHIi opraHnizaiii (kommaHir).

Huni rocTpo mocrae nuTaHHs MigBUILEHHS PiBHS
iHpopMaLiiiHoi Oe3neku MiANPUEMCTBA, SKa Harmpsi-
My BIUIMBa€ Ha 3aJydeHHs IiHBECTHLIH i BIpOBa-
JDKEHHSI CyYacHUX TEXHOJIOTIH.

Buxopucranns "mozeneil 3pimocti” m03BOJISIE
BU3HAYUTH pPiBEHb TEXHOJOTIYHOTO ¥ opraniza-
IHHOTO PO3BUTKY KOMMAaHIi Ta, BiAMOBimHO, Ti
0i3HeC-TIpOIIeCiB, PO3BUTOK iHPOPMAIIHHUX TEXHO-
noriii (IT) xommanii 3HAYHO BIUIMBAE HAa KOHKY-
PEHTOCTIPOMOXKHICTh, a 3abe3medeHHs ii 0a30BHX
MMOKa3HUKIB iH(opMariifinoi Oe3rmekn — Ha HeIe-
pepBHY IisITbHICTD.

Mema cmammi TIOPIBHATH  MOIKJIHBOCTI
BUKOpPUCTaHHs Mojeneh 3pimocti IT-mpomeciB i
yac OIHIOBaHHS pIBHIB iHQoOpMamiifHOT Oe3rnexn
opranizaiii (koMmnaHii).

Metoan

B po6oTi BUKOPUCTaHO METOAM aHAIi3y PHU3HKIB
iHdopmartifinoi Oe3mexu.

PesyabTatn

OIiHIOBaTH Ta BIOCKOHAIIOBATH CBOI pO3pOOKH 3
MATaHb 1HGOPMAIIHHOT Ta KiOEpHETHYHOI Oe3MeKn
KOMIIaHisIM MOKe CyTTEBO JOMOMOTTH BUKOPHUCTAHHS
MoJeIIel 3pLIOCTi MpoTIeciB iHGOPMAIIfHOT OE3IEeKH.

[HCTpyMEHTOM BUMIpIOBaHHS CTaHy IMPOLECy Ha
OCHOBiI Ha0Opy METPHK, SKi SABJISIOTH COOOI0 TEBHI
XapaKTEepPUCTUKH, € MOJIENb 3piocTi. Bukopucranus
METpPUK, 3aIPONOHOBAHUX Yy MOJECIX, Ja€ 3MOTY
OLIIHUTH CTaH mporieciB iHpopmarilinoi 6e3nexu (IB),

ISSN 2707-1758
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II0 Yy CBOI YEPry € XapaKTCPUCTUKOI PIBHS
3pinocTi. Ilicns 3aBepuieHHS OIIHIOBaHHS 3PLIOCTI
MIPOIIECIB, KEPIBHHUIITBO YXBAIIOE BIAIMOBIAHI pillre-
HHS IOJI0 BIIPOBADKEHHS 3aXOMIB i3 ITiJBUIICHHS
piBHS 3pimocTi mporieciB iHpopmaniiHOI Oe3neKu
opranizariii (kommaHtii).

VY mpakTaii 3apyOiKHUX KpaiH IIMPOKO PO3BHU-
HEHEe 3aCTOCYBaHHS MOJeNel 3piIocTi, fKi € SK
IHCTPYMEHTOM YIIPaBIiHHS, TaK 1 IHCTPYMEHTOM
OLIIHIOBAHHS PiBHA 1H(OPMAIIiHOT Oe3MeKn KOMITaHii.

HanionanbHi koMnaHii 3pijika BHKOPUCTOBYIOTh
MiIX1J OIHIOBaHHSA Ta 3abe3medeHHs iH(opma-
iifHOT Oe3TeKHn, OCHOBAHWUW Ha MOJEIAX 3piJocCTi,
X04a B IbOMY € HeoOXigHicTs. Hampukman,
craggapt JICTY ISO/IEC 27001 Bumarae
HasSBHOCTI B OpTaHi3aii mpoueaypH aHajizy pu3HKiB.
ToMy BHMHHUKAa€e akTyajbHE MUTAHHS, SKUM YHHOM
3a0e3MeYNTH BUKOHAHHS BUMOI CTaHIApTy, 3
ypaxyBaHHsIM 00csAry poOiT, piBHA neTanmizamii Ta
MmaciitabiB oprasizamii (kommanii). B Oinbirocti

BUNaAKiB (axiBui 3 iHpopmMmaliitHOi Oe3neku
OpIEHTYIOTHCS Ha MacmTad opraHizaliii i Iyxe piako
aHAN3YIOTh  piBeHb 11  OpraHizamiiHOTO  Ta

TEXHOJIOTIYHOTO po3BHUTKYy. Came BiIIOBIOL HA II€
NUTaHHS JONOMOXE HaJaTH MOZENb 3piIocTi, sKa
BpaxoBY€ piBeHb 3piIOCTi mporeciB iHpopMamiifHoT
Oesneku opranizarii (koMmaHiT).

3aneXHo BiJ TOTO, AKHH piBEHBb 3pLIOCTI MalOTh
nporecu iHpopMaliitHoi Oe3reku opraHisailii, € CeHC
BIIPOBAKYBATH Ty YH 1HIIY TiSUTbHICTh, HAPUKIAL,
SKIIO PiBeHb HU3BKWH, TO peamizallis Mpoleaypu
OIIIHIOBAHHSI PU3HKIB 13 3AIyICHHIM 3HAYHUX pPeCyp-
CiB € HEJIOLJILHOIO 1 MOKE TOJISTATH Y €KCIIEPTHOMY
OIIIHIOBaHHI PHU3MKIB Ta BU3HAYEHHI HAMNpPiOpUTET-
HIIIX HamnpsMKiB Oe3meku. SIKmio piBeHb 3piloCTi
nporeciB iHdopMmariitHoi Oe3nekn B oprasizaimii Ha
BHCOKOMY piBHI, TOHIi Mae OyTH peasizoBaHa
MpoIleTypa OIIHIOBAHHS PH3HUKIB 3 YypaxyBaHHIM
CIIeiali30BaHUX METO/IB, KA TOLIO.

Jlist omiHroBaHHS piBHA iH(OpMaIlifiHoi Oe3nexn
Bigomo Oinbmie 10 Moxerei, siki MarOTh CBOI mepe-
Baru W HEHOJIKH, B MeEXKaxX CTaTTi PO3TITHEMO
HaNBIIOMIIII 3 HUX:

Business Process Management Maturity Model
(BPMM) — po3pobiiena komnanieto Gartner Group;

» Open Information Security Management
Maturity Model (O-ISM3) —  pospobiena
He3aleKHUM KoHcopiiymom The Open Group;

= NISTIR-7358 wMmetomomoriza PRISMA —

pospobmena National Institute of Standards and
Technology;

Community Cyber Security Maturity Model
(CCSMM) — pozpobaena The Center for Infrastructure
Assurance and Security The University of Texas,
Cybersecurity Capability Maturity Model
(C2M2) — pospobiena MiHiCTEPCTBOM €HEPTETHKH
(DOE) CHIA (Department of Energy..., 2014).
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Mogear Business Process Management
Maturity Modd (BPMMM) — me wMozmens,
po3pobieHa GaxiBIIMH aHATITAIHOI KOMIaHIii

Gartner Group, ska BHUIINSE YOTHPH PiBHI — 3
HYJIOBOTO JI0 TPETHOTO.

HynpoBuii piBeHb — HEOOXiTHICTH 3a0€3MCUCHHS
iHpopMaIiiiHoT Oe3MeKH OpraHi3alielo HaJeKHUM
YUHOM HE yCBioMJIeHa i (OpMaILHO Take 3aBIaHHS
He ctaBuThesa. CiyxbOa Ib He cTBOpeHa. Iligposmin
iH(hOpMAIITHUX TEXHOJOTiH BUKOPUCTOBYE Tpaju-
HiHI MeXaHi3MH ¥ 3aco0m 3axucty iHdopmarii B
JIOKQJIbHIA OOYHUCIIOBANIbHIN MeEpexi Ta cepricax
IHTEpHETY, a TaKOX OIEPaIiifHOTO CepeOBHUIIA Ta
noxatkiB (omepartiiini cuctemu, CVYBJI, cucremu
MiATPUMKHU Ta TIPUAHSTTS PillIeHb TOMIO).

Ilepmmit piBerr — mpoOnemy 3abe3nedeHHs b
KEepIBHHLTBO OpraHizalii posrasiae Jume Yy
texHiyHid mnommHi. CnyxOy 1B He cTBOpeHoO.
Opranizaniiiai 3axoau miaTpuMku Ib He BXUBa-
10Tbcsl. (DiHaHCYBaHHS 3HIHCHIOETBCS B MeXKax
enurOTO Or0KeTy Ha IT. [Timpo3min IT nomaTtkoBo mo
3aco0iB piBast O Moke 3aiydaTd 3aco0u BiIMoO-
BOCTIMKOCTI, pe3epBHOrO KOIIilOBaHHS iH(opMaIlii,
JoKepena 0e3nepebiifHOro JKUBIICHHS, MIKMEpEXKHI
eKpaHH, BipTyalJibHI MPUBATHI MEpeXi, aHTUBIPYCHI
3aco0u, 3acodu mudpyBaHHS TOIIO.

Hpyruii piBeHb — BaxxIHBICTH 3abe3medeHHs 1b
KEepIBHUIITBOM  Oprasizamii  yCBiJOMJIEHO  Ta
PO3MIIANAETECS  SIK  B3a€MOIIOB'SI3aHUN  KOMILIIEKC
OpraHizaiiifHuX 1 TEXHIYHUX 3axoiiB. B opranizarii
BIIPOBAPKCHO METOIUKH aHami3ly pusukiB Ib, ski
BI/IMOBI/Ial0Th MIiHIMAJIHHOMY PIBHIO 3aXHIIEHOCTI
inpopMmarniiiHoi cucremu. BusHadeHo ckmax i
CTpykTypy mTaTHOi cmyx6u Ib. Po3pobneno
noNiTHKy Oe3meku opranizamii. PiHaHcyBaHHS,
CTBOpEHHS Ta MiATPUMKY cHCTeMH 3a0e3nedeHHs 1b
BeIyTh 3 okpemoro O0romkety. Ciryx0a Ib nomaTkoBo
1o 3aco0iB piBHiB 0 Ta 1 yripoBapkye 3aco0u 3aXUCTy
Bil ' HECaHKIIOHOBAaHOTO  JIOCTYINly,  CHCTEMH
BUSIBJICHHS BTOPTHEHb, 3acobum mmdpyBaHHs, a
TaKOXX OpTaHi3alliiHi 3axomd, SKi BiJAIOBITAIOTH
OpUitHATIH ~ momithii  Oe3neku  (30BHImIHIA — Ta
BHyTpimmHiiH aymur 1b, mmamm 3axucry Ta
Oe3mepepBHOCTI Oi3HeCy, IIaH i y MO3amTaTHUX
CHTYAIIiSIX TOIO).

Tperiti piBeHb — mnpobiemy 3abesnedenHs 1b
OpraHi3ami€l0 yCBiIOMIIEHO MOBHOIO Mipoto. [lopsn
i3 Oi3HEC-KyJIbTYpOI ICHY€ MOHATTA KynbTypH Ib.
AKTHBHO 3aCTOCOBYIOTHCSI METOJMKH ITOBHOTO
KUIbKiCHOTO aHamizy pusukie |b Ta BimnmosigHi
IHCTpYMeHTaNbHi 3acobu. BBeneno mratHy mocamy —
kepiBuuka cinyx6u Ib (CISO). Buznaueno ckman i
CTPYKTYpy Tpynu BHyTpimHboro ayauty Ib (CISA),
TPyNH TOMEPE/HKEHHS Ta PO3CHiTyBaHHA KOMIT FO-
TEpPHUX 3JI0YHMHIB, TPyNH EKOHOMI4HOi Oe3MeKH.
KepiBHUIITBOM OpraHi3aiii 3aTBEpIKEHO KOHIICIIIII0
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Ta noniTuky Ib, mnan 3axucTy # iHIII HOPMAaTHBHO-
METOJIMYHI MaTepiaqd Ta TO0CaZ0Bi IHCTPYKII.
dinaHCcyBaHHS BUIUIAIOTh BUKIIIOYHO Y MEXKaX OKpe-
Moro Oromkery. Ciyx6a Ib momatkoBo 10 3aco6iB
piBHiB 0—2 3BepraeThcs 10 3aco0iB ILEHTpami3o0-
BaHOro ympaBmiaHsd Ib 1 3aco0iB iHTerparii 3
wiaTpopMaMu YIpaBIiHHI MEPEKHUMH PECYPCaMH.

Otrxe, moaens BPMMM e OGaratoumipHa W
JIO3BOJISIE  aHANI3YBATH TPOIIECH OpraHizamii 3a
TaKUMH KPHUTEPISMHU. KEPIBHUIITBO, IEPCOHA,
crpareris, Mmetonukd, [T Tomro.

Mogear  Open Information Security
Management Maturity Model pospobiena
He3aJexHUM KoHcopuiymom The Open Group i
BpaxoBye sumoru | SO/IEC 27000.

Mopnens OIIHIOE pPiBeHB 3pIIOCTi (YHKITIOHYBaA-
HHsI TIPOLIECIB CHCTEMH yNpaBIiHHs 1HQOpMaLiiHHOO
Oesmekoro opranizaiii (kommaHii) Ta Opi€HTOBaHa
JoromaraTé (axiBisgMm 3 iHQOpMamiiHOI Oe3neKn
OLIIHIOBATH BJacHy poOouy iH}pacTpykTypy Ta
IUIAaHYBAaTH TIPOIECH YIPABIIHHA i1HGOPMAIIHHOO
oesnekoro kommanii (The Open Group Releases
Maturity Model for Information Security Management).

l'onoBuoro Bumoroio O-ISM3 e 3amokymenro-
BaHICTh, BUMIPIOBaHICTh 1 KE€POBAHICTh MpoOIlecaMu
yOpaBmiHHS iH(OpMAIifHOIO Oe3MeKo, TaKoX
MarTh OyTH 3adikcoBaHi Oi3HecC-IIl KOMMIaHii, Ha
OCHOBI SIKWX BH3HAYalOTh METy W OCHOBHI 3aBJaHHS
ynpasiiHHS iHpoOpMariiiHO0 Oe3nekoro. Mozensb
O-ISM3 Bigpi3HA€ThCS BiJ IHIIMX THM, IO BOHA
mepenbadyae OIIHIOBAHHS 3pPUTOCTI BCIX TMPOIIECiB
(3axomiB Ge3neku), sIKi BUKOPUCTOBYIOTh y CHCTEMI
yopaBiiHHS  iHpopMariiHO  Oe3nekor. Tomy
KepyBaTH KOHTpoJeM (3TiIHO 3  MPOIECHUM
HiIX0I0OM) MOXJIMBO 3a JOTOMOTO OIIHIOBaHHS
PIBHSI HOTO 3pIJIOCTI.

B mopmeni O-ISM3 3acTocoBaHO 4YOTHpPH piBHI
yopaBIiHHs iHpOpMaIliiiHOO Oe3IeKoro, caMe BOHHU
JIO3BOJIAIOTE OIiHWTH 3pidicte mpouecie 1B (The
Open Group Releases Maturity Model for
Information Security Management):

= (0a30BUH, AKMI HAJIESKHUTh IO 3araJbHOrO
YIpaBIiHHS Ta BKJIOYAE TPH BUIAH KOHTPOIIIO;

" crparerignnii (KepiBHHUITBO 1 3a0e3MeUeHHs)
piBeHb, JI¢ BCTAHOBIIOIOTH  CTpaTeriuHi  IIifi,
3MIACHIOIOTh KOOpAWHANINWHI Jii Ta po3po0NsroTh
MeXaHi3M 3a0e3Ne4YeHHs] pecypcamMu, SIKHi MiCTHTb
YOTHPH BHM KOHTPOJIIO;

" TaKTHYHUM (BIOPOBAKEHHS ¥ ONTHMI3allis)
piBeHb, Ha SKOMY pO3pOOJSIOTH 1 BIPOBAIKYIOThH
CUCTEMY YyTpaBIiHHS iH(OpMaIliifHOIO Oe3reKor 3a
JTOTIOMOTOI0 BCTaHOBJICHHS CITEITUGIYHUX IIiJIeH Ta
VIIPaBIIiHHS pecypcaM, BKIoYae 12 BUJIIB KOHTPOJIIO;

» onepaiiiiHuii (BUKOHAHHS i 3BITHICTB) PiBEHb,
IJICH SKOTO JOCATAIOTh TEXHIYHUMH TPOIIECaMU Ta
nependadaroTh 26 BUIIB KOHTPOITIO.
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[Ipouecu ympapninas 3a wmogemwmo  O-ISM3
KJ1acu(iKOBAHO Ha IT'SITh PiBHIB 3p1JIOCTI:

1-i1 piBens 3pinocTi — Initial (mouaTkoBwii);

2-i1 piBens 3pinocti — Managed (kepoBaHwii);

3-i1 piBens 3pinocti — Defined (opienToBanwmit);

4-ii piBens 3pinocti — Controlled (koHTposboBaHMiA);

5-i1 piBens 3pinocti — Optimized (onrrumizoBammi).

MeTpuKHd MOJEN pO3MIJIEHO Ha Taki THIIH:
IisUTBHICTB, MacmTad, BiACYTHICTh, Ppe3yJbTaTHUB-
HICTh, HABAaHTAXKEHHS, fAKICTh, ©()EKTUBHICTH
(Activity, Scope, Unavailability, Effectiveness, Load,
Quality, Efficiency) # ommcyrooTs pecypcoBHTpaT-
HiCTb oOpaHoro Metoay ynpasmiHHS. [loTouHmid
piBEHb TMpOIECy, B3aJEKHUTh BiJl HAABHOI JOKY-
MEHTaIlli Ta METPUK, SKi BHKOPHUCTOBYIOTH IS
YIPaBIIiHHS HUAM.

Otxe, moaens O-ISM3 po3pobnena anst pizHUX
TUIIIB oprafizamiii (KkoMmaHiii), KOMepIiitHux GipMm,
HEYypAZO0BUX OpraHizariil Ta

= MOXe OyTHM BHKOpHCTaHA B Opraizaiii (Kom-
MaHii) He3aJeXHO BiA pPO3MIPYy, KOHTEKCTY Ta il
pecypcis,;

= BHUMarae BHCOKOi podeciiiHoil miaroToBku ¢a-
XiBIIiB 3 iH(opMariiHOi Oe3neKH Ta MoTpedy€e BUCOKOT
JeTarizaitii mporiecis iHpopmaniiHoi Oe3mneKy;

= 03BOJISIE OpraHizamisM (KOMIAaHisM) BH3HA-
YaTh TPIOPUTETHICTh 1HBECTHLINH y Oe3meky Ta
OINITUMI3YBaTH iX 3a OTpeOH;

= 103BOJIsiE OE3MEPEPBHO MOKPAIYBATH CHCTEMY
yIIpaBITiHHS iHOPMAIIiITHOO OE3MEKOr0 Ha OCHOBI BUKO-
pucranns metpuk (Poii, PsOuyH, & €pmornn, 2020).

Mopueunb 3pisocti NISTIR 7358 — meromosnoris
PRISMA, sky pospobneno National Institute of
Standards and Technology, 3acuosano ma Capability
Maturity Model (CMM) Software Engineering
Institute (SEI).

Merogonoriss  PRISMA  (I'pebennikoB, &
[le6manin, 2018) cTBOpeHa 3 METOIO BHABIECHHS i
OLIIHIOBaHHA Ca0KHUX MiclLlb Y polecax yrnpaBJiHHS
iHdopmarrifinoro Oe3mekoro, 3a0e3leueHHsT peHTa-
OenpHOCTi  BhpoBajpkeHHs CVYIB, oniHioBaHHS
KOMEpIIIHHAX TIPOIO3UIlid Yy BKaszaHiid cdepi Ta
BCTaHOBJICHHSI MOJIUBOCTI iXHBOTO 3aCTOCYBaHHS B
nepxaBHux [T-cucremax CIIA.

3anpornoHoBaHa MOJIEIb MPEACTaBIsE COOOO ITijI-
X171, OCHOBaHHH Ha TpOIlecax OIiHIOBAHHS PU3UKIB Ta
OLIHIOBaHHA e()eKTUBHOCTI ynpaBiinag 1b.

Oco6muBictio Mozeni PRISMA e Tte, mo
NOKyMeHTH 3 1B OLiHIOI0Th 32 TaKUMH OCHOBHUMH
manpsimamu 1B (Computer security resource center):

* ympaBiiHHA iH(OpMaIliifHOIO 0Oe3meko Ta
KYJIBTYpa,;

= iHdopmMarliiiHe MmaHyBaHHs O€3IeKy;

" pO3yMiHHS TIpOIeCiB O€3MeKH, HaBUaHHS U
OCBITH,
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" pecypcu Ta OHJDKET;

" yOpaBMiHHS O KATTEBUM IHKIOM CHCTEMH
Oe3IIeKH;
» ceprudikamis Ta  aKpeguTalis ~ CHCTEMHU

iH(opMartifinoi Oe3mnexwy;

"  3aXHCT KPUTHYHOI iHPPaCTPyKTypH;
IHIMAEHTHU Ta pearyBaHHs Ha HUX;

® 3acobu Oe3neKu Ta KOHTPOITIO.

B pesynbrari BHkopuctaHHs mozgeni PRISMA
KOpPHCTyBad OTpPHUMYE TaONMIO, sKa BimoOpaxkae
omiHky 3pinocti nporecie 1b. B momemi PRISMA
3aCTOCOBAHO IT'SATH PiBHIB, a caMe:

1-ii piBens 3pinocti — Policies (momituku);

2-1 pisens 3pinocti — Procedures (mpoueaypn);

3-i1 piBenb 3pinocti — Implementation (Bnposa-
JKCHHS);

4-ii piBens 3pinocti — Test (TectyBaHus);

5-i1 piBeHb 3pinocti — Integration (inTerparis).

Bumoro pisas 3pinocrti Ib gocsararoTs iuire Tomi,
KOJIM TIOTIEPETHBOTO PIiBHS 3PIJIOCTI BXKE AOCATHYTO.
[T'sTuit piBeHb 3pinocTi sABiIsSE COOOW HAWUBUIINN
piBeHb 3a6e3neueHHs iHpopManiiHoi Ge3MmeKy.

Jlnst ouinroBanHs 3piocti Ib opranizaumii (komna-
Hii), TPOBOJATH PO3IIIAL Ta aHalli3 JoKyMeHTarii 3 1B,
OepyTb iHTEpB'I0 y MpaliBHUKIB opraHizamii Ta
OIHIOIOTH PO301KHOCTI KOXKHOTO 3 HanpsmiB Ib.

Junsa oninioBanHs HampsmiB Ib BBogsaTs KpuTepii,
AKi MarTh OyTH JOKyMeHTainbHO 3adikcoBani. Lli
KpUTepil SBJISIOTH COOOI0 METPHKH MOJCHI |
3aCTOCOBYIOTHCSI HA KOKHOMY 3 PiBHIB 3piJIOCTI.

Ominka BWKOHAaHHS OpTraHi3ali€l0 KpHUTEPIro,

TOOTO OIIHKAa METPHUKH, MOXE MaTH TaKy
knacudikarito: "Bignosigaunii”, "YacTKOBO
BignoBigauii”, "HeBigmosiguuii”.

Ouinka 3pinocti Ib nounHaeThCS 3 MEPLIOTO PiBHSA
(Policies (momiTvkm)), SKIIO I BCIX PO3TISHYTHX
JOKYMEHTIB KpuTepito ouinka "HesiamoBignuii", To
BECh pPiBEHb OTPUMYE Ty CaMy OIIHKY 3a BKa3aHUM
kputepieM. OnHak, SKOO0 y KpHUTEpil AN AEIKHX
JIOKYMEHTIB € olinka "Biamoigawii", anme oriHka
omHOTO abo OiNbIIOl  KUTBKOCTI  JOKYMEHTIB
"YactkoBo Bignosiguui" / "Hesignosimuwmii", Tomi
3arajgbHa OIlIHKA KPHUTEpilo M piBHA  Oyzae
"YacTKOBO BIAITOBIIHUH".

Omxe, metoponorito PRISMA, sk BapianT, MOXHa
3aCTOCOBYBATH B omiHIOBaHHI mporeciB CYIb:

" HE3BAXKAKYM HAa  MacmTabu  oprasizamii
(xommanii) Ta ii pecypcu;

"  KOJIM OCHOBOIO JJIsl OLIHIOBAHHS PiBHS 3pilIOCTi
CVYIb xommaHnii € JOKyMEHTH, B SKHX OIHUCAHO Ta
3aTBEP/KEHO BiTOBIIHI Oi3HEC-TIPOIICCH;

" KONMM piBEHb OIIHIOBaHHS TIPOLIECIB Mae
3Ha4deHHs "UacTKOBO BiNMOBIAHUN" 1 BU3HAYAETHCS Y
BiJICOTKAaX BUKOHAHOI pearizaiii.
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Mopesn oniHIOBaHHS 3pijocTi mpoueciB 3a0e3-
nevyennsi ingopmaniiinoi 6esmekn (Community
Cyber Security Maturity Model). 3ycumns ypsimo-
BUX opraHizamiii i mpuBaTHux Kommanii y CIIA
Oynu 30cepekeHi Ha po3po0IieHH] porpamu Oesrre-
KH, sIKa Hajana O iM IHCTPYMEHT CIJIBHOTO TMPOTHO-
3yBaHHS KiOeparak, iX BHSIBICHHS, pearyBaHHsS Ha
HHX 1 BiIHOBJIEHHS IIPOIIECiB oprauizamiii (KoMiaHiif).

3aBaaHHs MOJIATANO HE JIUIIE B TOMY, 00 MaTH
iHpopMarrito, ¢ BOHA B JaHUH dac mepeOyBaroTh y
IUIaHI IXHBO1 MIATOTOBKH A0 BiIOWTTA KibepaTakw,
aje i Jie BOHH MaroTh nepeOyBaTH, 00 TOKPAIUTH
CBii TOTOYHMH cTaH. {79 pO3B'A3aHHSA MOCTaB-
JICHOTO 3aBJaHHs OyJia CTBOpPEHa CyCIiJIbHAa MOJENb
3pijgocTi  KiGepOe3mexn Community Cyber
Security Maturity Model .

Mogenb po3poOnsian 3 ypaxyBaHHSM [OCBiIy
BUKOPHUCTAHHS MOJENeH 3pUIOCTI MPOTpaMHOTO
3a0e3ncuenns Capability Maturity Model (CMM
a6o SW-CMM) rta imkeHepHHX CHCTEM O€3MEKH
Systems Security Engineering Capability Maturity
Model (SSE-CMM), mo mo3BOJISIO pO3pOoOHUTH
BapiaHTH B3a€MO/II1 pi3HUX opraHizaiiit (kommaHiii)
MiX c00010, CIIPSAMOBaHI Ha MiJBUIICHHS €(PEKTHB-
HocTi mpotunii kKibepsnounnuocti (The Systems
Security Engineering Capability Maturity Model).
Taka Mojenbp BpaxOBY€ HE JIMIlE METPUKH, a U
TEXHOJIOTi{, BiJIOMi Bpa3JIMBOCTI Ta METOIHU
TECTYBaHHS, CMiJIbHE BUKOPUCTAHHS SKHX JI03BO-
JUTH OLIHUTH NOTOYHHUM CTaH piBHSA iHpOpMaLiifHO1
6e3mnexu opranizaiii (kommanii).

B po3pobneniii Momesni BHAUIEHO PiBHI 3pIIOCTI,
SKi BpaxoOBYIOTb THIIM 3arpo3 1 JiSUIBHICTH 13
pisuis (The Systems Security Engineering Capability
Maturity Model):

1-it piBens 3pimocti — Security Aware (mpo 6e3-
MKy BiJIOMO);

2-ii piBeHb 3pinocti — Process Development (pos-
BHTOK IIPOIIECIB);

3-it piBenp 3pinocti — Information Enabled
(BcTaHoBIIEHO iHGOPMYBaHHS);

4-it piBenp 3pinocti — Tactics Development
(pO3BHTOK TAKTHKH);

5-# pisens 3pimocrti — Full Security Operational
Capability (moBma Ge3rmeka €KCIUTyaTOBAHHUX MOXK-
JIHBOCTEIA).

g oriHrOBaHHS PiBHA 3pIJIOCTI MpPOIECiB opra-
Hizanii (kommaHii) B Mojeni 3amporOHOBAHO TakKi
KpHUTepii:

= [eperniKk 3arpos, SAKi CIif| po3rNisgaTh Ta sKi
MOXxyTh Oyt ycyHeni (The Threat Addressed);

" METPHUKH: TPOMAJISIHU, KEPIBHUIITBO, BHPOO-
uuirso (Citizens, Government, Industry);

* indopmariiiauit oomin (Information Sharing);

28

= rtexnonorii 6e3meku (Technology);
nasuauns (Traning);

» recryBanus (Test).

Cybersecurity Capability Maturity Model
(C2M2) — mopenb 3pioCTi MOXKIHMBOCTEH Kibep-
Oe3nexkn € I1HCTpYMEHTOM JUIsl OLIHIOBaHHS U
TTOKpaIIeHHs PiBHSA KibepOesmeku. byma po3pobieHa
2012 p. eHepreTHUHHM CEKTOpOM MiHicTepcTBa
enepreruku CILIA.

Bukopucranus C2M2 no3Boisie opraHizamisM
yCiX CeKTOpiB, THUMIB 1 pO3MipiB OIIHUTH Ta
BJIOCKOHAJINTH CBOi Tporpamu KibepOesmekm Ta
MiJBUIUTH TXHIO oOmepailiiHy criikicte. C2M2
30Cepe/PKeH0 Ha BIPOBAKEHHI W  yHpaBiiHHI
MeTojamMu KiOepOe3neku, MOoB'sI3aHUMH 3 aKTHBaMU
IT Ta onepariiiaux Texuonorii (OT), a Takox i3
CepeOBHINAMH, B IKHX BOHH MPAIIOIOTh.

Mogenp  3pimocti  MoxiauBoctein  ES-C2M2
BUKOPUCTOBYE YOTHPUPIBHEBY CTPYKTYpYy IS
OIIHIOBaHHs cTaHy Oe3neku KoxHOi oOnacti. Lli
piBHI MOXyTh OyTH TpeICTaBIeHI y BHIISAII
TPBOXETANHOTO Mportiecy. [lepmiuii eTar siBIsie co00t0
BIPaBHy TOYKYy 3 BIJCYTHIMH TIpoOIlecaMu
MEHE/DKMEHTY iH(popMaliiHOi Oe3nekn i HeBU3Ha-
YeHUMH ToJiTHKaMu Oesmeku. Ha apyromy erami
akKIEeHT pOOJIATh Ha BIPOBA/DKEHHS CTaHIAPTIB
Oesreku 1 (popmarizoBaHUX IPOIECIB YIIPaBIiHHA.
OcranHili eram mependadae MPAKTUIHO TTOBHICTIO
aBTOMATH30BaHE YNPABIIHHA OE3MEKOI0 MiATpHEM-
ctBa. Ha mpomy erami JocsraloTh MakCHMAbHO
MOJKJIMBOTO PiBHS 3aXHCTY BiJ Kibep3arpos, a cama
Oprasizariist OTpUMYye€ CTIHKICTh 10 KibepaTakw.

B a6 HaBeneHO MOPIBHAIBHUN aHAJ3 PO3TIIS-
HYTHX MOJeNeil 3piocTi 32 TaKUMHU KpPUTEPIIMH SIK:
TUII MOJIEINI, KUIBKICTh PIBHIB 3pLIOCTi, Macmrad Mo-
Jierti Ta piBeHb IpodeciiHOl MiATOTOBKY MTPAIliBHUKIB.

PosrisgayTi MOmem 3piIocTi CTBOPEHO 3 METOIO
pO3B's3aHHSA KOHKPETHUX 3ajad 1 3aBlaaHb. BoHu
BUKOPHUCTOBYIOTh MPOLECHUN X1 IS
BU3HAUEHHSI PIiBHS 3pUIOCTi, NPUYOMY BiICYTHE
€IMHE TPaKTyBaHHS MMOHITTS 3pLIOCTi, B CHIIy TOTO,
o KOXHa MOJCIb OpIEHTOBaHA HA PO3B'I3aHHSI
KOHKPETHOTO 3aB/IaHHS.

Jns Bu3HaueHHA piBHS iH(OpMaIiifHOi O6e3neKu
HEOoOXiIHO BpaxOBYBaTH KOHKPETHHH HA0ip METPHK,
SK1 JO3BOJISAIOTH PO3KPUTH PIBEHB 3PLIOCTI MPOLIECIB
iHpopmartiiinoi Oe3mekn. KoxkHa MOIeTs MPOTIOHYE
BHKOPHUCTOBYBaTH  CBiif  Ha0ip METpPHK I
OITIHIOBAHHSI 3PUTOCTI TMpPOIECiB, 30ITiB cepen SIKuX
MPaKTUYHO HEMAE.
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Tabnuys
IopiBHsinHsA MopeJeii 3pinocTi oninoBanus piBug Ib
KpuTepii ouinioBanns
PHTEPI O BPMMM O-ISM3 | NISTIR7358 | CCSMM C2M2
Mojesei
Tun moxeni OmncoBa Ommcosa OmncoBa Ommcosa OmncoBa
KinbkicTs piBHIB 3pinocTi 4 5 5 4 4
Ve .
. CVIb JoxymenTanis IIpouecu Ib IT-akTuBH
Macmrab mopeni CTPYKTypa N . N .
Lo oprasizanii Ib opranizamii oprasizanii HiATIPUEMCTBA
oprasizarii

PiBenp npodeciiinoi . N .y . iy

. pod . . Cepenniit Bucoxwuii Cepenniit Huzpkuit Cepenniit
MiATOTOBKH IPaIiBHUKIB

Jlo HenoikiB MOYKHA BiTHECTH TaKUW: PO3TIISTHYTI
MOJCNIi HE BPaxXOBYIOTh pPIBEHb 3a0€3MEUEeHOCTI
pecypcamu mpoueciB  iHdopMarniiiHOi  Oe3neku
opraHizamii. BoamHowac  Taki  KkpuTepii, K
PO3BHHEHICTh 1 CTabiIbHICTH MPOLECIB YIpaBIiHHS
VKpaTHCHKHX 1 3apyOiKHUX KOMIaHI MaroTh 3HAYHI
BIIMIHHOCTI, IO BHMAara€ IPOBEICHHS ajanTailii
MoJeneit 3pinocTi A IXHbOro BUKOPHUCTAHHS.

Juckycist i BHCHOBKH

PosrnsnyTi Mozei 3pinocTi MPOIECiB
PEKOMEHIYIOTBCS 10 BUKOPHCTAaHHA  KpaIlUMH
CBITOBUMH MpakTUKamMu y cdepi iHpopmauiiHOi
Oe3mekn. BoHN H0O3BONIAIOTH KEPIBHUKAM KOMITaHIH
KOHTPOJIOBaTH CTaH iHpoOpMaliiiHOi  Oe3mekH,
CBOEYACHO pearyBaTH Ha IHIUICHTH iHpOpMaIiifHOT
6e3nexu i po3polisaTH HanpsMu MojepHizamii Ib Ta
CVIB opranizanii (kommanii).

Pe3ynmpraTy oninroBanHs 3pinocti nporecis CYIb
BIJIIIOBIIAIOTH HA TaKl BaXKJIUBI [IUTAHH.

* piBeHb JOKYMEHTYBaHHsS Oi3HEC-TIPOIECiB i
mporrecis Ib;

" JKUM CIIOCOOOM 1 3 BHUKOPHCTaHHSM SIKHX
PeCypCiB 3a0€3MeTyI0THCSI BAMOTH IO T ATPAUMKH TOTO
YH HIIOTO MpOLIECy Ha 3aJaHOMY PiBH;

" Yy JOTPUMYETHCS oOpradizamis (KOMIIaHis)
PEKOMEHAAIIM Kpalmux TMPakTUK 31 CTBOPEHHS Ta
migrpuMkn ¢yHknionyBanas CYIb Tomo.

IIpoBeneni mOCHiPKEHHS IMOKA3alld, IO JUIS
OLIIHIOBAaHHA MOXKJIMBOCTI BIPOBAIKEHHS PO3IJIS-
HYTHX MOJIEJeH 3piTOCTi Ha TpaKTHI € ToTpeda
rTUOOKOro po3yMiHHsA 0a30BOi Mozeni oprasizamii
(Tro6TO Tpeba 3HATH, IS SIKOTO IEPENiKy 3aBIaHb
BOHA pO3pOOJIsIach), HE MOJMIUBO BIICBHEHO
CTBEp[UKYBAaTH, 4YM MOXHa II 3aCTOCOBYBAaTH MJIA
PO3B'sI3aHHS HAIINX 3aBIAaHb.

Hocnimxeni B poOOTi MoJeni 3piliocTi mpouecis
JOLIBHO  BHUKOPDHUCTOBYBATU K  €TANOH  JUIA
pO3poOIJIEHHST MOJeNi 3pijocTi, 6epydn 3a OCHOBY
BiIacHy 0a30By MOJENb 3 ypaxyBaHHSM METPHK,
BIIACTHBHX KOHKPETHOMY 00'ekTy. OnTuManbHUM
PIIIEHHSIM HUHI BHUIJIAJAE BIIPOBAHKCHHS OYAb-IKOi
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3 ICHYIOUMX MOJIEJICH OIiHIOBAHHS 3 TOANBIIOI0 il
aJlanTAaIliero 1 pO3MUPEHHM TIif] BIIACHI TOTPEOH.
[Nonmanpuri JOCHIIHKEHHS JOIIBHO IMPOBOAMTH,
CTBOPIOIOYH MOJIeITh OIIIHIOBaHHS, SKa
BpaxOBYBaTUME HalliOHAJIbHY HOPMAaTHBHO-IIPABOBY
0a3y, piBeHb MiJTOTOBKH (axiBIiB opranizamii
(xommanii) Ta 06car ¢inancysanus nporecis Ib.

Buecok aBTopiB: Onekcannp TopoiaHko — KOH-
LENTyali3allis; METOMIOJIOTIs; aHali3 JpKepel, MiAroTy-
BaHHS OIJISITY JIiTepaTypu a00 TEOPETUYHUX 3acaj JIOCHi-
Jokensst; IOpii lle6nanin — 30ip eMIIpUYHUX JaHUX Ta
ixas Bamiganis, Oner KypueHko — emMItipuaHe TOCITiHKEHHS.
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COMPARISON OF ORGANIZATION (COMPANY)
INFORMATION SECURITY PROCESS MATURITY MODELS

Background. Theincrease in malicious activity in the information and cyberspace poses a challenge to the leaders of
enterprises (organizations) and the leaders of companies with additional tasks and benefits to protect their assets. The loss of assets,
for example, financial or technological, can make it impossible for the company to achieve its basic function - to generate profits.

M et hods. Thework used the information security risk analysis method.

Results. Creationand promotion of current information security systems. Organizations spend significant financial resources
on the development and operation of technology protection, create various structural subdivisions, such as the assessment and
provision of a similar level and information security of the enterprise (company). At the same time, there isa real risk of the current
situation if malicious and more current technologies are able to rig the system to protect the company and cause irrevocable costs,
both financial and reputational.

Conclusions. One of the main directions of this problem is the creation of an information security management system
(19M9), which is a warehouse management system for an organization (company) and is assessed without bears the risks of creating,
implementing, operating, operational monitoring, review, support and thorough information security organizations (enterprises). The
| SMSincludes the organizational structure of the organization (company), its policies, nutritional planning, monitoring of labor costs,
promotion of daily practices, control and support of resource processes. As a best practice, to assess the level of information security
of an organization, it is recommended to use a different approach that is based on the capabilities of process maturity models. The
extracted results can be used to thoroughly and optimize the created information security system of the organization (company). There
are currently a wide range of information security maturity assessment models available to organizations based on similar principles.
In this case, it isrealistic to select such models to be limited, first and foremost through a weak connection to the characteristics of
specific organizations.

The work examines models of the maturity of processes, their structure and the ability to evolve in the course of assessing the level
of information security.

Keywor ds: model, maturity assessment, threat, information security.
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NMOPIBHAHHA NOCTKBAHTOBUX CTAHAAPTIB
Y PO3PI31 BIIPOBAOAXEHHA
Y KNACUYHI AJITOPUTMM ENEKTPOHHOI'O Nianucy

Bceryn. Jocridscenns pospodku i ynpo8aoiceHHs NOCMKEAHMOBUX CIMAHOAPMI8, a MAKOXC aHAi3 i NOPIGHAHHS
8oice ICHYIOUUX AN2OPUMMIB, HA OCHO8I AKUX MOJHCe 3ACHO8Y8AMUCH (DYHKYIOHY8AHHA CMAHOAPMI8 ) chepi eeKmpoHHO20
yudposozo nionucy. OOHUM 3 OCHOGHUX NUMAHb CIMAL0 GUSYEHHS MI2payii KIACUYHOT Kpunmoepagii 00 nOCMK8AHMOBOI.
Haseoeno nopisusinns mpbox nonyaapuux nocmxeanmosux cmanoapmie. CRYSTALS-Dilithium, Falcon ma SPHINCSt.
B pesynomami Oocnioxcenus 006pano HAUONMUMANbHIWUL 13 CMAHOAPMIE 00 6NPOBAONCEHHS ) KIACUYHI CXeMU
eNIeKMPOHHO20 NIONUCY .

3asnauene 00cniodncenHst € AKMYATLHUM Y 36'3KY 3 3DOCMAHHAM iHmMepecy 00 KGAHMOBUX MEXHON02iU | nompeboIo y
3abe3nedenni Ge3neKu eneKmpoHHUX KOMYHIKAYIl y Matioymubomy K8AHMOBOMY CBIimi.

MeTtoau. Bukopucmano memoou micpayii kiacuynoi kpunmoepaghii 0o nocmkeanmogoi. Lle eaxciuge numanmsi,
OCKIIbKU NOMYIHCHICMb K8AHMOBUX KOMN'IOMEPI8 Modce 6pazumu OesiKi ICHYIoul Kpunmocpagiuui ancopummu.
Ilposedeno amaniz moowcnusocmeli nepexooy 00 HOBUX CMAHOApmMie ma iXHbOi 8i0nogiOHOCMI 6uUMO2am Oe3nexu.
Hasedeno nopiensanns mpvox nonyaaprux nocmkeanmosux cmanoapmis. CRYSTALS-Dilithium, Falcon ma SPHINCS+.
Lle 0o3gons€ BUHAUUMU HAUONMUMATLHIWUL MA HAUHAOTUHIWUL cMaHOapm OJiA 8NPOBAONCEHHA ) KAACUYHI cxeMu
eeKMPOHHO20 nionucy. Aemopu 0OIpyHmMOgYIoms UOIp ONMUMALLHO20 CMAHOAPINY, BPAX08YIOUU 1020 BIACTIUBOCT
ma 8i0noGiOHICb UMO2aM Oe3neKu.

Pesyawstatu. Cmamms micmumo 6axciusi pe3yiomamu OOCIIONCEHHs Y 2aNy3i NOCMKEAHMOBUX CIMAHOAPMIE
0Nl eeKMPOHHO20 YUPDPOBO2O NIONUCY, WO MOACYMb OYMuU KOPUCHUMU Ol PO3POOHUKIE KPURMO2SPAPIuHO20
npocpamHo2o 3abe3neyenHts i iHjceHepis 3 IHpopmayitinoi besnexu.

Jlooamko6o po3ensanymo numanHs wooo UKIUKIE | nepeutkoo y Bnpo6aA0’CEHHI NOCMKEAHMOBUX CIMAHOAPMIG, MAKUX
SAK CKnaouicmuv peanizayii, eapmicme iH@pacmpykmypu ma 3adaui  cmanOoapmusayii. Buceimaeno nepcnexmusu
MAnudymHb020 pO3BUMKY HOCHKEAHMOBOI Kpunmozpadii ma eniug ii 6npoeaodiHceHHs Ha CYYACHT CUCEeMU eleKIMPOHHO20
nionucy. Lle donomooice uumauam ompumamu nosHiule pO3yMIHHA Ma KOHMEKCH U000 8ANCIUGOCHI 1l NOMEHYIIHUX
BUKIUKIG Y Yill 00aaCMi.

BucHosku. Falconi CRYSTALSDilithium sidomi sucoxoro weuoxicmio nionucysanms i ROMIpHIUUM PO3MIPOM
Kaoua, wo pobume ix npakmuuHumu O bacamvox 3acmocysanv. SPHINCSH, wuesgasicarouu ma ceoio
BIOMOBOCMIUKICING, MAE MEHULY WEUOKICIb I umazae Oibuo2o posmipy xuioua. Bubip mixe CRYSTALS-Dilithium,
Falcon i SPHINCS+ sanescamume 6i0 konkpemnux nomped 3acmocysanHsi, a maxKox#c 810 KOMAPOMICI6 MidiC WUOKICTIO,
PO3MIPOM KIIOUA Mma 8IOMOGOCMIUKICIIO. 3a36uuail yi cucmemu nPONOHYIOMb GUCOKY WUBUOKICIb NIONUCY8AHHS, | Ye
O00HA 3 IXHIX KIO408UX nepesas. Bonu npusnayeni 0na UKOpucmanus y WeUOKUX onepayisix, Hanpukiao, Ha cepeepax yu
60Y008AHUX CUCTEMAX.

Kaw4uoBi ciaoBa: erekmponnuil nionuc, NOCMKEAHMO8A KPURMo2cpapis, KpunmozsHyuKicms, nOCMKE8aHMOsI
cmanoapmu.

Beryn JlaHl Ha MPUCTPOSIX Y CEKPETi, HABITh, SKIIO MU IX
Kpunrorpadis € BHpIIaJGHEM IHCTPYMEHTOM  BTPAaTHMO, 1 3aXMIIAc LUTICHICTh Ta aBTEHTHYHICTh
mist Gesnexd HAmoro umuppoBOro CycniibeTBa i UH(PPOBHX 3aMKCIB.
BHKOPUCTOBYETHCS TPAKTHYHO BCIOAW. Hampukia, Huni Gesneka mudpoBuX iHPPACTPyKTyp 3HAU-
BOHA 3aXMINAE Halli OHIalH-KOMyHikalii, 36epirac  HOIO MipOIo 0a3y€Thcs Ha KpunTorpadii 3 BIAKpUTHM
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KJIF0YeM (TakoX BIOMil sIK "acUMETpHYHA KPUIITO-
rpadis”). AKTyalbHICTh TEMH IOJISITAE Y TOMY, IIO 3
KOXXHHM HOBUM €TallOM pPO3BUTKY KBaHTOBHX
TEXHOJIOTIH 3pOCTae 3arpo3a CydacHii Kpunrorpadii,
Ha sIKiii 3acHOBaHa Oe3meka (DYHKIIOHYBaHHS
O1BIIOCTI AepkaBHUX ycTaHOB. [l monepemkeHHs
37I0My cydJacHOi cucteMu mudpyBaHHS iH(OpMartii
BIIPOB/DKCHHSI TIOCTKBAHTOBHX CTaHIAPTIB  yXKe
3apa3 € HaraJbHOI0 MOTPe0OI0, TMOKM KBAaHTOBHM
KOMIT'FOTEp BCe I1ie iepedyBae Ha CTaii po3poOKH.

{06 momepenuTH 3arpo3y Cy4acHiii acHMeTpHd-
Hill kpunrorpadii 3 OOKy KBAaHTOBHX KOMI TOTEpIB,
HEMUHYYHM CTaJ0 BUHWUKHEHHS Taly3i KpHITOTpa-
(IYHUX TOCHIHKEHb — IIOCTKBAHTOBOI KpUNTOoTrpadii.
Haspana ramy3p mnepenmbauae po3poOJieHHS Ta
JOCTI/DKEHHSI aCHMETPUYHUX KPUITOCUCTEM, SIKi HE
MOXYTh OyTH 37aMaHi HaBiTh 3a JOIOMOTOIO
MOTY’)KHUX  KBAaHTOBUX KOMITIOTEpiB. Meroau
TepeBaxHO 0a3ylOThCsl Ha PO3B'SI3aHHI MAaTeMAaTHY-
HUX 3aa4, JUIS IKUX CbOTOHI HEBIAOMI SIK KIIACUYHI
ANTOPUTMH, TaK i KBAHTOBI.

CexpeTHITT K4

®
;

5
O6paxyaox EIT —

> f(®)

Hemr-moKyMeHT

TI'enepatop
rmoua ETT

b

JoKvMeHT

i

Xemr-dyama

EnexTpoHHUN TiaMUC — 1€ €NEKTPOHHI HaHl y
3amugpoBaHiil popmi, sIKi TOAAIOTHCS MIAMUCAHTOM
JIO 1HIITMX EJIeKTPOHHUX JaHUX, HAPUKIIAJ eJIeKTPO-
HHUX JOKYMEHTIB, 3BITHOCTI, 200 X JIOTIYHO 3 HUMH
MOB'SI3yIOTHCSI Ta BUKOPUCTOBYIOTHCS HHM  SIK
3aMiHHUK CIIPaBKHBOTO ocoOucToro miamucy. OTxe,
KITFOUiB ipu 3acTocyBanHi Ell icHye aBa — 0ocoOnCTHi
1 BIAKpUTHH. BigKkpuTHil K104 BUKOPHUCTOBYIOTH IS
3YUTYBaHHS OCOOMCTOrO KJIFOUA, /IO IKOTO MiJITHCAHT
MmoJ1aB 3BiTHiCTh. OcoOUCTHIT MOXKe OYTH 3aITCaHUH,
HAIPUKIIAI, Ha (QIICHIKY YM IHITHH HOCIH.

VY cxemi enektponHoro mifnucy (puc. 1) mosigom-
JIEHHS HAJa€ThCs 31 3HAUEHHSM, SKE JI03BOJISIE
MIEPEeBIPUTH aBTEHTHYHICTh, MUTICHICTh 1 He3are-
pedHe aBTOpCTBO NOBigoMiIeHHs. CxeMH HUPPOBOTO
HiANUCY € aCUMETPUYHMMH KPUITOCHUCTEMAMU.
3aKpUTHI KITFOY BUKOPUCTOBYIOTH JUISI TeHEPYBaHHS
MIAIUCY, BIAKPUTHIA KITI0Y MOXKHA 3aCTOCYBaTH IS
NEePEeBiPKH MiAMUCY.

M
f\
oy -

THamcaHsiT JOKVMEHT

» Ilepesipra EIT

Puc. 1. Cxema ej1eKTPOHHOTO MiAnuCy

Mema. HeoOXiTHICTh TOCIIIKEHb YKa3aHOI TEMU
ToJisirae 'y CUCTEMaTH3alii 3HaHb 1 pe3yibTariB,
OTPUMaHMUX y TpOIeci omparfoBaHHs iHpopMarii,
OCKUIBKH JTOCIIPKEHHS 1 PO3BUTOK TOCTKBaHTOBHX
METOMIB JOTIOMAaraloTh pO3B'SI3yBaTH 0arato KO-
YOBHX MpPOOJieM, MOB'SI3aHUX 13 TMOCTKBAaHTOBUMU
TEXHOJIOTISIMU. AHai3 METOIIB CTBOPEHHS IOCT-
KBaHTOBUX CTaHJAPTIB CIIPHIE PO3POOIECHHIO MTOTYXK-
HIMIMX KBAaHTOBHX KOMITIOTEPIB Ta €()EeKTHBHIIINX
KBaHTOBUX aJTOpuUTMiB. Lle BigkpuBae HOBI MOXIIH-
BOCTI JUIS PO3B'SI3aHHS CKIIQJHUX OOYHCIIOBAIBbHUX

32

3ama4. AHai3 METOHIB CTBOPEHHS MOCTKBaHTOBHX
CTaHIAPTIB JOMOMarae po3poOUTH HOBI KBAHTOBI
Kpuntorpagidai MPOTOKONH, AKI MOXYTh CTaTH
OCHOBOKO MalOyTHBOI Oe3neku Mepexx Ta iH(hop-
MaliiiHux cucrteM. PO3BUTOK IOCTKBAHTOBHUX CTaH-
JApTiB € KIIOYOBUM JII KBAHTOBOT KOMYHIKaIlii, sika
MOXKe 3a0e3MeuuTH HajiliHe MepelaBaHHs JTaHUX
3aXUIIEHUMH BiJI IEPEXOIJICHHS 3JIOBMHCHUKAMU.

Metoau

Y po0OTi BUKOPUCTAHO METOJM Mirpariii Kiacud-
HO1 kpurtorpadii g0 moctkBaHTOBOI. lle BaxmBe
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MUTaHHS, OCKIJIBKH MOTYHICTh KBAHTOBUX KOMII TO-
TEpiB MOXKE BPa3uUTH AEsKi iCHYrOUi KpurrorpadiuHi
anroput™u. TakoX IPOBEIECHO aHAaJi3 MOKIHMBOCTEH
Mepexoqy 0 HOBUX CTaHAAPTIB Ta iXHBOI BiJIO-
BIJHOCTI BUMOTaM O€3IEKH.

KpiMm Toro, HaBeZeHO MOPIBHAHHS TPHOX IOIY-
JSIPHUX TOCTKBaHTOBHX cTaHAapTiB. CRYSTALS
Dilithium, Falcon ta SPHINCS+. Ile pno3souse
BA3HAYUTH HAHOONTUMANBHIINWAN 1 HaWHAIIAHIINAN
CTaHIAPT JUIS BIPOBA/KCHHS Y KJIACHYHI CXEMHU
CJIEKTPOHHOT0 MigNHuCy. ABTOPH OOIPYHTOBYIOTH
BHOIp ONTHMaJIbHOTO CTaHIAPTY, BPAaXOBYOUH HOTO
BIIACTHBOCTI Ta BiJIOBITHICTh BUMOTaM OE3MEKH.

PesyabTaTtn

Knacuuny cxemy  €JIEKTPOHHOTO  MiJIHCY
BHKOPHCTOBYIOTh ISl 3a0€3MeUeHHST aBTCHTHYHOCTI
Ta IUTICHOCTI €JIEKTPOHHOI iH(opMarllii, IKy Hamae
abo mignmucye oco0a, YW CYTHICTh y IH(PPOBOMY
(dhopmari. OCHOBHI KPOKH ITi€i CXEMH TaKi.

1. TI'enepyBanns kmo4iB. Clo9aTKy CTOpOHa, SKa
Oyzae mianucyBaTH TOBIIOMIICHHS, CTBOPIOE Mapy
KIIOYIB — TPHUBATHUH KIIOY 1 BIIKPUTHH KIFOY.
[IpuBaTHMH KIIOY 3aNHIIAETBCA CYTO KOH(DI-
JICHIIIITHAM 1 HE TIOBUHEH PO3TOJIONIYBATUCS.

2. [Mlignucanus ganux. [ns mignmucy moBigom-
JIEHHS Cy0'€KT BUKOPHCTOBYE CBiif IPUBATHUM KITIOU
1 kpunrtorpadiyHUi anropuT™, MO0 CTBOPUTH
uuppoBuid mignuc. lled migmuc momaeTscs 10
HOBIIOMJICHHS.

3. [lepenaBanHs TMOBIAOMJICHHS 1  MiJIHCY.
ChinpHO 3 MiJIMUCAaHUM IMOBIIOMIICHHSM CYyO0'€KT
TaKOX MOXKE HAJ[ICJIaTH CBil BIAKPUTHN KITFOY 1HIIIN
CTOpoHI abo omyOJikyBaTH WOTO B 3arajibHO-
JOCTYIIHOMY PEECTpI, SKIIO I€ HEOOXiTHO st
MIEPEeBiIpKH MIIHCY .

4. Tlepesipka migmucy. OTpUMYIOUH TiANHCAaHE
TIOBITOMJICHHS 1 BIJKPUTHI KO, iHIIA CTOPOHA
MOJKE€ BHKOPUCTOBYBAaTH KpunrorpadiyHuii anro-
pUTM, MO0 TEpeBipUTH NHPPOBHUU MMiamuc. SIKIIo
MiMAC TIPABIIBHUMA, TO II€ CBIAYUTH TMPO TE, IO
MOBiTOMJIEHHS He OyI10 3MiHEHE MicTsl MiAMNCYBaHHS
i Oyno mimmucane oco0O0 3 BiNIMOBIIHWM TpUBAT-
HUM KIJTFOUEM.

5. Jogipa go xaroga. OauH i3 BaXKIINBHUX aCTICKTIB
KJIACUYHOI CXEMH EJIEKTPOHHOTO IIiJNHCy — IIe
MiITBEPKCHHS JOBIPEHOCTI BIIKPUTOTO KIJIFOYA, IO
BUKOPHUCTOBY€ETHCS IS TepeBipku miamnucy. Lle moxe
BKIIIOYAaTH BHUKOPUCTAaHHS  JOBIPEHUX  LEHTPIB
ceptudikanii kimrouis (IICK) abo mepexy OrnoKkdIelny
JUISL  TATBEP/DKCHHS — BiJMOBITHOCTI  BiIKPUTOTO
KJII04a KOHKPETHiH 0co01 a00 CyTHOCTI.

KrnacuaHi anropuTMu  eNeKTpOHHOTO IiIHCY
0a3yI0ThCS HA OOYHMCITIOBAIBHIN CKIIAHOCTI TICBHUX
MaTeMaTUYHUX 3aBJaHb, TakWX fK (paxTopmzaris
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BEJTMKHX YMCell, 00UMCIICHHS TUCKPETHOTO Joraprudma
tomo. HuHi 11i anroputMu BBaXarmTh OE3MEYHUMU
3aBIKM CKJIaJHOCTI BKa3aHMX OOYMCIIEHb Ha
KJIACHYHUX KOMII IOTepax.

[Ipore kBaHTOBI OOYMCIEHHS MOXYTh IOTEH-
MIHO CTAaTH 3arpo30I0 I O€3MEKH ITUX KIACHIHHUX
aNrOpUTMIB  €JeKTpOHHOTro mignucy. KBaHTOBI
KOMIT'IOTEpU MalOTh 3AATHICTb PO3B'A3yBaTh JAEsKI
MaTeMaTH4Hi 3aBJaHHS, K1 € BAXKUMHU VIS KJIacHY-
HAX KOMITIOTEpiB, Habarato MIBUAIIC. 30KpeMa,
anmroput™ lllopa Moxe myxe edekTUBHO (akTopu-
3yBaTH BeNWKI uucia i 3mamyBatd RSA-mmdpy-
BaHHs. L{e o3Hadae, 1m0, KoM B MaiiOyTHROMY OyIe
moOynoBaHMM MOTYXHUH KBaHTOBHH KOMII'TOTEp, TO
KJIACHYHI aJITOPUTMH €JIEKTPOHHOTO MiAMHUCY, SIKi
3aCHOBaHI Ha PO3ISIHYTHX MaTeMaTHYHHUX 3a/Jadax,
MOXyTh OyTH Bpaznuumu (I'opbenko Ta in., 2017).

CRYSTALS-Dilithium

3azanvna oyinka. Dilithium e cxemoro miamucy 3
BHCOKOIO €(DEKTHUBHICTIO, TIIOPiBHIHO IIPOCTOIO
peaiizaii€o, CWJIBHUM TEOPETHYHHM OOTpYHTY-
BaHHAM — JOBIOI0 icTOpi€lo BUBUEHHs. Bkaszana
cxeMa € TapHHM BHOOPOM JUISI BEJIMKOi KiTBKOCTI
kpunrorpagiuaux 3acrocyBanb. Tomy NIST oGpas
II0 CXeMY JUTS CTaHIapTH3aLlii.

be3nexa. besnexa Dilithium rpyHTyeThes Ha
Module-LWE, 4oro Bxe IOCTaTHBO Ul TOrO, LI00
MOKa3aTH, IO BIIKPUTHUH KIIOY HE PO3KPUBAE
iH(opMaIlii PO CEeKPETHHI KITHOY.

Mexanizm Crystals-Dilithium ¢ EII, mo wMae
HafiliHy Oe3meKky BiA aTak Ha BHOpaHE IMOBIJOM-
JICHHsI, WOT0 CTIMKICTh 0a3yeThCs Ha CKIATHOCTI
npo0JieM TIpaTKH HaJ MOJYJIBHUMH IPAaTKaMH.
[TonsiTTst 6€3neKU 03HAYAE, IO MTOPYITHUK, SIKUH Mae
JOCTYN A0 "opakyna" miamucy, He MOKe BUPOOUTH
IMAIUC TOBIIOMIIEHHS, IIIAINAC SKOrO BIH 1€ HE
0aunB, a TAaKOXX HE MOYKEC CTBOPHUTH IHINUN IIiIIIHC
MOBIIOMJICHHSI, SIKE BiH YK€ 0auuB MiAMKUCAHUM.

Mexanism EIT Crystals-Dilithium € xoncepsa-
TUBHUH 3a mapamMeTpaMy 1 J03BOJIIE 3MEHIIUTH
pO3Mip BIAKPHTOTO KJIIOYa Ta BIMHOCHO JIETKO
JO3BOJIIE  3MIHIOBATH PpiBEHb KPHUITOCTIHKOCTI,
3MIHIOIOUH PO3MIpH ITapaMeTPiB 1 KITFOUiB.

OyHKIIOHATBHY peati3aliio anropuTMy 300pa-
*KeHo Ha puc. 2. Ockinbku 0Oarato mnporpam
BUMararoTh IepeJaBaHHs K BiAKPUTOTO KJII0Ya, TaK
i migmucy (Hamp., JIAHIIOKKHA —CcepTH(IKaTiB),
po3pobieHa cxema MiHIMI3ye cyMy IIUX TapaMeTpiB.
BinnoBimHO 10 OOMEXEHHsS, IOAO YHUKHEHHS
nuckpetHoi BuOipku I'aycca, Bimomo, mo Dilithium
Mae HalMeHIy KOMOIHAIlil0 pO3MIpiB MiAMUCY Ta
BIIKPUTOTO KJIIOYa 3 YCiX CXEM IOCTKBaHTOBOTO
nianucy (l'opbenko, & Tanzs, 2014).
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Gen

rod ko

1 A+ R,

2 (s1,82) « 8§, x Sk

3t = AS] + 84

4 return (pk = (A.t), sk = (A, t,51,82))

Sign( sk, M)
5 Ei= 1
: while z = | do
S o
w1 := HighBits( Ay, 2-2)
e € Bgy = HIM || wy)

Z=%+cs

if ||z|| = v — 3 or ||LowBits{ Ay — 84, 290)||c =72 — 3, thenz = |

12 return o = (2, ¢

Verify(pk, M. o = (2. ¢])
wi := HighBits(Az — ct, 2+2)

14 if return [||z||.c <91 — 8] and [e=H(M || w}]]

Puc. 2. Illladaou aiast cxemu mignucy Crystals-Dilithium

Falcon

Falcon (Fast Fourier Lattice-based Compact
Signatures over NTRU) — cxema Ha rparkax, IO
BukopucroBye miaxing Hash-And-Sign. Teopernuna
Oesmneka Falcon miaTBepKyeThCs TOKA30M y MO
QROM mHa ocHoBi ckmagnocti SIS wanq NTRU
rparkamu. KoHCepBaTHMBHI OIIHKK CKJIQJHOCTI IMif-
poOku miamrcy Falcon MaroTe Ti caMi 3HaYEHHS, IO i
st Dilithium. B mpoMy imeamizoBaHo MIBHAKI KOM-
MaKTHI MiANUcH Ha ocHOBI rpatku ®Pyp'e. Koncrpyk-
uis EII Falcon € mpoctoro, B HBOMY peaiti3yroThes
TeopeTnuHi Mexi s xemryBanHs ¥ EIl Ha ocHOBI
rpatku. B MexaHi3Mi BUKOPHCTOBYIOTh KJIaC KPHIITO-
rpadiunux rpatok (kimac rparok NTRU) ta 3pasok
"naziBku", peanizyrouu mBUAKY BHOIpKY Dyp'e.

Falcon wmae mHaiiMeHIT po3MipH  BiIKPHTOTO
KIOYa Ta MIANUCY Ccepell KaHIUAATIB TPEThOTrO

paynny. Falcon myxe miBHAKO TepeBipsi€ Mimuc.
Bupobnenns mignucy BinOyBaeThCsl AELIO IMOBIJIb-
mimre 3a Dilithium, a remepyBanus KiIr04iB — 3HAYHO
NOBiJIbHILIE. 3 ypaxyBaHHIM Li€i iHpopMaLii, MOXKHa
ckasat, 1mo Falcon Moxxe OyTH rapHUM BHOOPOM Y
NMESKNX CHEIliai30BaHuX MPOTOKONAX, TPOTe §
3araibHOMY BHMAJKY moctymnaeThes Dilithium sriguo
3 Post-Quantum Cryptography. Round 2 Submissions.
(https.//csrc.nist.gov/Projects/Post-Quantum-
Cryptography/Round-2-Submissions).

brok-cxemMy TeHepyBaHHS KIIOYiB aJITOPUTMY
Falcon 306paxeno Ha puc. 3.

ANTOpUTM TeHepyBaHHS KIIOYiB 300pa)K€HO Ha
puc. 4. g npoueaypa € OCHOBHMM aIrOPUTMOM
(dhopMyBaHHS ITiITUCY .

Keygen
NTRUGen fELDL™
NTRUSolve LDL”

Puc. 3. Biok-cxema reHepyBaHHsI KJII0YiB

34
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Require: A monic polynomial ¢ € Z|x|,a modulus ¢

Ensure: A secret key sk, a public key pk

1: f.g.F,G + NTRUGen(¢, q)
g|-f

2 B+ [ cT—F

B + FFT(B)

G+~ BxB

T + fiLDL*(G)

6: |For each leaf leaf of T do

P

Ll

(]

leaf.value «+— o /+/leaf.value
8 sk« (B,T)
9: h« gf ' mod q
10: pk + h

11: return sk, pk

B Solving the NTRU equation

> Compute the FFT for each of the 4 components {g, — f, G, —F }

k> Computing the LDL” tree
& Normalization step

Puc. 4. AnropuT™ reHepyBaHHsI KJII04iB

Falcon 6ys oOpaHuii s cTaHAapTH3AIlii TOMY,
mo NIST mae BmeBHeHiCTH y #oro Gesmemi (SKIIo
peamizamis BHKOHAaHAa TIPAaBHJIBHO 3 ypaxyBaHHIM
aTak) Ta TOMY, III0 BiH Ma€ MaJIvii pO3Mip BiIKPHTOTO
KJIfoYa Ta TIAOUCY, IO BAaKIWBO y 0OaraThox
3aCTOCYBaHHSX.

SPHINCS+

SPHINCS+ — e cxema mianucy 6e3 30epexeHHs
CTaHy Ha OCHOBI XeIy.

Koncmpykuia. Cxema TNO€IHYyE BHUKOPUCTAHHS
OJTHOPA30BUX IMIJMUCIB, KITBKOX IMiIIUCIB, JEpeB
Mepkiia Ta rinepAaepeB i CTBOPEHHS CXEMHU
nM(ppPOBOTo MANUCY, KA MIXOIUTH JUIsl 3arajJbHOrO
3aCTOCYBaHHS.

3ayBakuMoO, 10 KpunrtorpagiuHa Oe3meka
SPHINCS+ rpyHTyeThest nuine Ha Oesmeni BUKO-
pHUcTOBYBaHMX 0a30BuX XemI-¢pyHkUii. Lle npumyre-
HHS 11070 OC3MEeKH HE 3aJIeKHUTh BijJ TOTO, Ha SKHX

e Keygen()

0a3yroThCs iHIII cXeMM MmianuciB Qinamictis (Hamp.,
Dilithium i Falcon), Tomy SPHINCS+ 3a6e3mneuye
VCHIITHAN 3amacHuii BapiaHT y pa3i Hemepen-
0aueHUX KPUNTOAHATITHYHNX aTaK.

Ilpooykmuenicms. Yepe3 cmoci® dhopmyBaHHS
nigmuciB SPHINCS+ renepyBaHHs Ta mepeBipka
KITIOYiB BiIOyBa€eThCsl Habarato mBuie. Hapite s
6esnexku Kateropii 1 naiimennni (i HaWMOBIMbHIIII)
BUOOpH MapaMeTpiB AArOTh MiJIHC, PO3MIpP SKOTO
cTaHoBUTH OJM3bK0 8 Kb 1 € HabaraTo OLIBIINM, HIXK
y alnbTepPHATUBHUX CXeMax MiAMUCY, Takux sk Falcon
a6o Dilithium (Topbenko Ta iu., 2018):

" W pO3MIp CIiB, SIKi BAKOPHCTOBYIOTHCS,

* |;i ¢QikcoBaHa KUTBKICTH CIIB, PO3MIp SIKHX
CTaHOBUTH W, TIOBIJIOMJICHB, SIKI TOTPIOHO i IIKCATH;

* |5 ¢ikcoBaHa KUTBKICTH CIIB, PO3MIp SKHX
CTAaHOBUTh W, 3HAYCHHS MEPEBIPKH MAPHOCTI, IO
BUKOPUCTOBYETHCSI B aropuTM™i miamnucy (puc. 5).

1. Let sk = (s;);=1..._¢ where the s; are uniformly random w-bits words;

2. For 1 <i < ¥4, p; « HY I(s;);

3. public key: pk + (p1,---, pe), private key: sk.

e Sign(m,sk)

1. Express m in base w: m = (mimga ... mg, )y

2. Compute the parity-check value C' + Zf‘ J(w—=1-=m;);
3. Express C in base w: C = (C1C5...Cy, )w;
4. b= (b1,ba,...,be) + (my,...,my,,C1,...,Cp) — we will later call it the

b-vector of m;
5. For 1 <i < ¥, 0; «— HY%(s;);
6. signature: o + (d1,...,0¢).
o Verify(m, o, pk)

1. Compute the b-vector of m as in the signature algorithm (steps 1-4);
2. Accept if and only if Vi € [[1,£€], p; = H* 1% (a;).

Puc. 5. lladaon aas cxemu mignucy SPHINCS+
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[TapameTpu MPOMOHYIOTH XOPOIINH KOMIIPOMIC
MIX pO3MIpOM 1 IIBUAKICTIO, 1 3a3BUYAN € TAKMMH Ti,
10 oOpaHi B OCTaHHIX KOHCTPYKILiSX.

SPHINCS+ — ne ckinagHa cxema, IO BKIJIIOYA€E
OaraTo pi3HHX TapaMeTpiB A KOXXHOI Kareropii
ocsmekn. KoskeH HaOip mapaMeTpiB BU3HAYAE ICBHUI
KOMITPOMIC MIX CKJIaJHICTIO Pi3HUX €TaIliB IpoIecy
HiAMUCaHHA Ta NMEPEBIpKU H po3MIpOM OCTAaTOYHOTO
miamucy. Po3poonuku SPHINCS+  posrnsHyu
IMIMPOKHUH Jiama3oH HaOOpy mHapaMeTpiB i 3ampo-
MOHYBaIM J1Ba HA0oOpW [UIg KOXHOI Kareropii
6e3nexu. OnuH HaOip pOOUTH MiANKCH IBUALIMMU 32
paxyHOK OLIbIINX MiJIKCIB, a iHIMNA HAOIp POOHUTH
MIMACH MEHIIMMH 332 PaXyHOK TOBUIBHIIIHAX
mignuciB. Xoua 11 Habopu mapameTpiB go0pe
MiJXOAATH ISl OUTBIIOCTI 3aralbHOTO BUKOPUCTAHHS
SPHINCS+, moxHa 3poOWTH iHII eKCTpeMabHIIIi
KOMIpoMick  (Hamp., 3pOOMTH TMIAMHCH JyXe
MOBUIBHUMH, 00 3pOOUTH MiANKC HAa Mapy THCAY
0alTiB KOPOTIIUM), SIKi MOXKYTh OYTH YYTIMBUMH B
JEsIKUX BUIIAJKaX.

Cruiagnicte SPHINCS+ e noTenmiiiHoro mpooiie-
MOIO Uil Oe3leKH BIPOBAIKEHHSA, a TaKOX IS
OLIiHIOBaHHS Oe3MekH BCi€l cxeMn (OCKIBKY TOMUII-

Ky y cnenudikaiii a0 KOHCTPYKIIIT JIeTIIe Mpomyc-
TUTH y CKIanHimomy anroputmi). Kpunrorpadiuna
oesmeka SPHINCS+ moknagaerbest uire Ha Oe3meKy
BUKOPHCTOBYBaHMX 0a3oBuX xem-pynkmiit. SPHINCS+
3a0e3nedye yCHIIIHUN 3amacHuUil BapiaHT y pasi
Henepen0adyeHnX KPUNTOAHATITUYHUX aTak. Ckiaa-
HicTh 3axucty SPHINCS+ Bix aTak OiyHUMHU KaHa-
JIaMH MIEPEBAKHO BU3HAYAETHCS CKIIAHICTIO 3aXUCTY
peaizarii Xerry 3 KITH04eM BiJl aTak OlYHIMH KaHAJIaMH.

Uepes cnioci6 popmysanns miamucie SPHINCS+
TCHEpYBaHHS Ta IEpPeBipKa KIIOUiB BigOyBaeThCs
Ha0araTo MBUALIE, HIK MiANUCaHHs. BigkpuTi kiroui
SPHINCS+ nyxe xopotki, ane miamucun SPHINCS+
mocuth noBri. OcHoBHOo igecero SPHINCSt e
CTBOPEHHsI 0E3MEYHOTO MiAIUCY, KU HEMOMKINBO
HiApOoOUTH, HABITH SIKIIO TOW, XTO aTaKye, OTPHUMAE
cekpeTHUH Kirod miamucyBada. Croci6 moOyaoBu
nigmucy SPHINCS+ po6uts #ioro mye CTiMKUM 10
aTak, TakMx sK araka [pomra, 1 HamgiiHEUM aus
noBrorepminoBoro Bukopucrtanus (Ducas, Lepoint,
& Lyubachevsky, 2024).

HaouHe mopiBHSHHS XapaKTEPHCTUK AJITOPHT-
miB EIl HaBeneHo B TaOIHLI.

Tabnuya
Xapakrepuctukn aaroputmis EII
CRYSTAL S-Dilithium Falcon SPHINCS+
Koncrpykuist mexanizmy EIT Mexani3m Falcon e SPHINCS+
. Dilithium 6asyerscst wa migxoxi | possutkom EII NTRU ta | BUKOpPHCTOBYE BENTHKY
Mexanizm EII - . L -
Fiat-Shamir 3 mo3HadaeTbes Sk NTRU | kibkicTh Xem-pyHKIii
MepepPUBAHHAME' — Facon i mepeso ['opHepa
HIBunkomis +H+* +++ ++
Po3mip kmoga ++r* + +++
SPHINCS+ mae
. . Falcon po3po6ieno 3 ..
Crifikicts Mexanizmy EIl BHUCOKHI PIBEHb
e OISy Ha . o .
Dilithium rpyuryetscst Ha . AV BIZIMOBOCTIHKOCTI Ta
. . ; BiZIMOBOCTIHKICTb i - .
BiaMoBOCTIHKICTB CKJIaJIHOCTI TTOIYKY KOPOTKHX AV . CTIMKOCTI JI0 aTak,
. CTIHKICTh JI0 pi3HUX
BEKTOPIB y areOpUuHUX . BKJIFOUHO 3 aTaKaMu
THITIB aTaK, BKIIOYHO 3
rpaTKax I'poiia Ta KBAHTOBUMH
KBAaHTOBUMH aTaKaMH
aTakaMmu

IHpumimxu. +++*— BUCOKa MIBUIKOMIS; ++ — MOMIpHA IIBHIKOIIS;

++ — oMipHi po3Mipy KJTtoua; + — HeBEJIMKI PO3MIpH KIIroYa.

Juckycist i BHCHOBKH

Metomu Falcon i CRY STALS-Dilithium Bimomi
BHCOKOIO LIBHJIKICTIO MiANUCYBaHHS i MOMipHIIIUM
pPO3MipoM KiIto4a, 0 pOoOUTH IX MPAKTUYHUMU IS
OaraThox 3actocyBadb. SPHINCS+, He3paxaroun Ha
CBOIO BIJIMOBOCTIHKICTb, MAa€ MEHIIY IIBHIKICTh 1
BHMarae OuTpIIOr0 po3Mipy Kiroua. Bubip wmik
CRYSTALS-Dilithium, Falcon i SPHINCS+
3ane)XaTuMe Bil KOHKPETHUX MOTped 3aCTOCyBaHHH,
a TaKOX BiJ KOMITPOMICIiB MiXK IIIBUAKICTIO, pO3MipOM

36

* — HHU3bKA IIBUJAKOMISA, ** ++ — BENHKI PO3MipH KIrOYa,

KJIFOYa T4 BiIMOBOCTIMKICTIO. 3a3BHUUail Il CUCTEMU
MIPOTIOHYIOTh BHCOKY IMBUIKICTH TIAMMCYBaHHS, 1 TI&
OJlHA 3 iXHIX KIIOYOBUX IepeBar. BoHu mpu3HaueHi
JUIS  BUKOPUCTaHHA Yy IIBUJAKHX  OIeparisx,
HaIlpUKJIaa, Ha cepBepax 4l BOYIOBAaHUX CHCTEMaX.
Falcon Bupi3HAETHCS BUCOKOO MIBUAKICTIO MiAMUCY-
BaHHs Ta MOMIpHUM po3MipoMm kmtoya. Lleit metox
MiIXOAUTH ISl 3aCTOCYyBaHb, J€¢ BaXKIUBO 3a0e3-
MEYUTH BUCOKY MPOAYKTUBHICTH ITiIMUCYBaHH.
Falcon mae mocTaTHIO BiIMOBOCTIHKICTH 1 piBEHBb
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3aXUCTY BiJ] KBAaHTOBHUX aTak, a TaKOX XapakTe-
PU3YETBCS BHUCOKOK) INBUJIKICTIO MiANMHCYyBaHHS,
cxoxkor0 Ha Dilithium, BiH mnpusHadenuit s
MIBUJKAX OTNEpamii 1 BHMarae MEHINE dYacy It
CTBOPCHHS MiJIIIHCY .

SPHINCS+ BigoMuii CBO€K BHCOKOIO BiIMOBO-
CTIMKICTIO Ta 3aXMCTOM BiJi KBaHTOBUX aTak. llei
METO/I AXOIUTH JJIsl 3aCTOCYBaHb, /I BiIMOBOCTIii-
KICTh € TIepIIOYeproBOl0 BHMOTOI, HaBiTh 3a
BHCOKMX BHUTPaT OOYMCIIOBAIBHUX  PECYPCIB.
3azsuuaii SPHINCS+ wmae wMeHmry miBHIKICTB
MiNPCYBaHHS Ta BEIUKUH PO3MIp KIIFOUA, IO MOXKeE
OyTH OOMEKCHHSM TSI TeIKUX 3aCTOCYBaHb.

CRY STALS-Dilithium xapaktepu3yeThcst BHCO-
KOO IIBHJIKICTIO IJIMUCYBAaHHS T4 MCHIIUM PO3Mi-
pom kitova. Lleit MeTos miaxoquTh I 3aCTOCYBaHb,
Jle BaXJIMBI 1 BHCOKA IIBUIKICTH MiIMUCYyBaHHS, 1
BigmoBocTiiikicte. CRYSTALS-Dilithium e edex-
THBHHM pIIICHHSAM JJIs1 0araTb0X 3acTOCYBaHb,
OCKITBKA ~TIOEAHYE BHCOKY MPOTYKTHUBHICTH 1
BimMoBocTitikicte. SPHINCS+ 3a3Buuait mae momip-
Hy IIBUIKICTh MANMUCYBaHHA. BiH BUMarae 3Ha4HOI
KUTBKOCT] Omepamiii Ui CTBOPEHHS MIAMHKCY, IO
pOOUTH HOTO MEHII MBHUIKAM MOPIBHSIHO 3 IHIIMMHU
MmeTtogaMu. 3a3Buuaii  mBuakicte  SPHINCS+
OIIHIOETHCS B COTHSX OTIepalliil 3a CeKyHy.

Po3mip kimoua B CRY STAL S-Dilithium 3a3suuaii
MeHmmid mnopiBHsHO 3 SPHINCS+, mo nosBosse
30epiraTi Kao4i # oOpoOJIATH nmaHi eeKTUBHIIIE.
Po3smip kmowa y FalCOn HeBeawKMiA, M0 MOJETIINYE
YOpaBIiHHSA  KIIOYaMH Ta  iXHE  30epiraHHs.
SPHINCS+ Bumarae BenMKOTro po3Mmipy Kitoya, Lo
MOXxe OyTH Hee(heKTHBHUM JIJIS IESIKUX 3aCTOCYBaHb,
0COOJTMBO HAa OOMEXKEHHUX pecypcax.

Buecox aBTopiB: AHnpiii DeceHKO — KOHLENTY-

amizamis; METOJOJIOTIS;, aHaJi3 JpKepel, MiArOTyBaHHS
OISy JTEpaTypu ab0 TEOPETHYHHX 3acajl JOCIIKSHHS;
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Mapist MupoiHiueHKo — 30ip eMITipUYHUX JTaHUX Ta 1X
BaJIiIAIlisl; eMITIPUYHE JOCITIHKCHHS.
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COMPARISON OF POST-QUANTUM STANDARDS AS IMPLEMENTED
IN CLASSICAL ELECTRONIC SIGNATURE ALGORITHMS

Background. Thework examines the development and promotion of post-quantum standards, as well as the analysis and
improvement of existing algorithms, on the basis of which the functioning of standards in the field of electronic digital signature can
be based. One of the main reasons was also the migration of classical cryptography to post-quantum cryptography. The robot is
aligning three popular post-quantum standards: CRYSTALS:-Dilithium, Falcon and SPHINCS+. As a result of the investigation, the
most optimal standards were selected before implementation of classical electronic signature schemes.

The articleis dedicated to the devel opment and promotion of post-quantum standardsin the field of electronic digital signature. It
is also necessary to analyze and level up existing algorithms, on the basis of which the functioning of such standards can be based.
The research is considered relevant due to the growing interest in quantum technologies and the need for secure electronic
communications in the upcoming quantum world.

Methods. Migrating classical cryptography to post-quantum cryptography. However, power isimportant, because the power
of quantum computers can be affected by certain cryptographic algorithms. An analysis of the feasibility of transitioning to new
standards and their existing security capabilitiesis also carried out.

In addition, three popular post-quantum standards are being updated: CRYSTALS-Dilithium, Falcon and SPHINCS+. Thisallows
us to determine the most optimal and reliable standard for implementation of classical electronic signature schemes. The authors of
the work carry out the selection of the optimal standard, ensuring the safety and security of its authorities.

Results. Containsimportant results from the study of post-quantum standards for electronic digital signatures, which may be
useful for developers of cryptographic software and information security engineers.

The power supply to theinfluences and changesin the advanced post-quantum standar ds, such asthe complexity of implementation,
the flexibility of infrastructure and power standardization, are thoroughly examined. The prospects for the future development of post-
guantum cryptography and its influx into modern electronic signature systems have also been highlighted. This will help readers to
take away the more common sense and context of the importance and potential contributions in this area.

Conclusions. Falconand CRYSTALS Dilithium have a high signing fluidity and a larger key size, making them practical
for rich stagnation. SPHINCS+, regardless of its viscosity, has less fluidity and requires a larger key size. The choice between
CRYSTALS-Dilithium, Falcon and SPHINCS+ will depend on the specific drying needs, as well as compromises between fluidity, key
size and viscosity. This demonstrates the high speed of subscription, and thisis one of its key advantages. It isintended for use in quick
operations, for example, on servers and industrial systems.

Keywor ds: electronic signature, post-quantum cryptography, cryptoflexibility, post-quantum standards.
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MODEL OF IMPLEMENTATION OF MANAGEMENT
OF ACCESS TO INFORMATION ASSETS
IN THE CONCEPT OF ZERO TRUST

Background. Controlling access to information assets is one of the key functions of information security. This
task in one form or another must be solved both as a whole at the level of the entire information technology (IT)
infrastructure of a company or organization, and in each local information system.

Methods. Methods on existing approaches, the article develops a model for providing access to information
assets, which allows implementing access control processes in a distributed IT infrastructure. A special feature of the
model isan algorithmfor dynamically determining the necessary security policies, taking into account the access of users
with different privileges.

Results. The model takes into account remote access at several conventional "levels' — access of the
organization's clients, organization employees, as well as partners and contractors. Snce modern information
infrastructures of organizations have become complex and distributed, the model assumes the presence of a significant
number of access points, including automated workstationsin the infrastructure, remote automated workstations, various
user and mobile access devices, as well as specific devices, such as effective access control should ensure centralized
access of all usersto information assets.

Conclusions. Themodel provides for the implementation of a single access point, built on the basis of access
models fromthe zero trust concept, for users and for "robots" — technical accounts used for inter-systeminteraction. The
results of the study will make it possible to develop an architecture for remote user access to distributed information
assets and organize access control and management processes based on dynamic determination of the level of trust in
access subjects, which generally increases the security of organizations.

KnwuoBi caosa: zero Trust, multifactor authentication, single Sgn-On, security Policies, fast IDentity Online.

Background reliability in the decision to grant access for each

The Zero Trust security model addressestheneeds — request on an untrusted network. Its main goal is the
of applications, users, and devices for fast and secure  prevention of unauthorized access and the most
data access in distributed architectures. Using this detailed access management, with this concept, an
concept, it is possible to create fail-safe and a@pproach is proposed, rather than specific algorithms
continuous protection of users and information assets and models of access control implementation
in cases where it is not possible to be reliable in the  (Chapman, & Chapman, 2021).
security of the network. This concept requires that Infact, the concept of zero trust isa set of concepts
each individua user, device, or session access each  designed to minimize the level of uncertainty when
specific request to an information asset without making decisions about providing access to an
initially verifying and verifying security. The concept ~ information resourcein discovered insecure networks
of zero trust is a set of ideas designed to increase that meet the requirements of least privilege. It should
ISSN 2707-1758 © Khoroshko Volodymyr, Brailovskyi Mykola, Parkhomenko Ivan, Kyrychuk Taras, 2024
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be emphasized that the planning of bringing the
infrastructure into compliance with the principles of
zero trust cannot be carried out partially or within the
framework of updating information systems.
Restructuring of the information infrastructure as a
whole, as well as integration into all aspects of the
organization's activities, is required in order for the
principles of zero trust to show their effectiveness
(Lambert et al., 2023).

At the same time, the greatest efficiency is
achieved by investing sufficient funds and increasing

investments in the processes of supporting zero-trust
infrastructure (Lambert et al., 2023).

The basis of the concept is laid in the specia
publication NIST 800-207 207 (NIST CSWP, 2023.
https://www.ibm.com/topics/zerotrust), which can be
used as a guide for the development and
implementation of ZTA (ZeroTrustAccess) in
organizations. This publication also provides an
abstract logica model of the zero-trust architecture
(Fig. 1), which was the basis of the devel oped access
control implementation model.

Fig. 1. Basic L ogical Components of the Zero Trust Model NIST

The main e ements of this model are TechRadar,
2023 (https://www.techradar.com/opinion/whyzero-/
trust-cybersecurity-relies-on-peopl e-as-much-as-tech):

= Policy Engine (PE) — the core of ZTA
implementation, components on which access
possibilities within requests are evaluated, usually
based on data from various sources (monitoring
systems and logs, threat detection systems at
endpoints, etc.);

= Policy Administrator (PA) — a component that
implements the policies set on the PE and ensures the
establishment, maintenance and termination of access
sessions through the control plane (a set of channels
between all model elements);

= Policy Enforcement Point (PEP) - a
component with which subjects interact by sending
reguests for access to information assets, collecting
information about access subjects and checking them
for compliance with policies received from the PA;

= information flows (Policy Information Points,
PIPs) — flows that are not the main functional
components of the zero trust model, but are used to
support the functioning of the PE by providing data
for making decisions about access requests.

The basis of providing access to an information
resource are the principles outlined in the same
concept, which can be briefly formulated as follows:

1) authentication and authorization of all access
subjectsis dynamic and mandatory;
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2) all data sources and services are pre-considered
resources;

3) the state of security and integrity of all
information resources is constantly monitored;

4) al interactions are protected regardless of
network membership;

5) access to specific information resources is
provided within the session corresponding to such
access,

6) the decision to grant accessis made on the basis
of dynamic policies that take into account the data
received from the PIP;

7) collection of the maximum possible amount of
data on the state of security of information assets,
network infrastructure and access subjectsis ensured.

The listed principles are basic and must be
followed when implementing the concept of zero
trust in the organization. However, the study does
not consider the abstract situation of providing
access to a certain subject, but to specific groups
of users with their own specificity, that is, subjects
with different powers in information assets — user
and administrative, as well as specific subjects —
external services.

For objects that require greater authority or
administrative access, this implies the use of
specialized methods and tools to ensure access
security for such objects. Thus, in addition to the
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basic principles of the concept of zero trust, the
following two principles were a so defined:

1) stricter policies are required to grant broader
privileges in an access session;

2) the formation of PP policies should be carried
out taking into account the maximum possible degree
of security and integrity of access subjects.

The first additional principle is based on the
specifics of granting access to entities performing
management functions, as these functions require
the provision of excess powers that go beyond
the minimum necessary. The access of such subjects
is usually carried out during the implementation
of additional measures to check the devices from
which the access is made, to control such access and
to monitor.

The second additional principle is based on the
likely limitationsthat may be present when requesting
access to technical services, as the various

technologies used to implement access may not
objectively meet the requirements of the main PE
policies. They should be formed taking into account
each specific technical service and ensure access to
the minimum necessary information resources.

M ethods

Methods on existing approaches, the article
develops amodel for providing accessto information
assets, which allows implementing access control
processes in adistributed I T infrastructure. A special
feature of the model is an algorithm for dynamically
determining the necessary security policies, taking
into account the access of users with different
privileges.

Results

Figure 2 presents the model of the enclave
gateway, on the basis of which the model of providing
access to information assets in potentially
unprotected networks will be organized.

Fig. 2. Model of the enclave gateway

It involves the use of the following logical
components:

= an agent located on aresource from which

= accessrequest;

= gateway, which is the entry point of access to
information resources.

Information resources located behind the gateway
are not unified (like, for example, aweb service), but
represent an "enclave" — a set of information assets
located on the same computing resources.

In this model, the access subject has an agent that is
used to connect to the "enclave' gateway and can be an
agent of a pecificinformation protection system, which
will alow, for example, to provide control of privileged
access. With the help of an agent, you can ensure the
implementation of targeted access palicies to a specific
resource, and with the help of a gateway, you can

ISSN 2707-1758
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control accessdirectly to alist of information resources,
which makes it possible to implement policies for
users with different privileges Wagenseil, 2010
(https://www.scmagazi ne.com/resource/identity-/
andaccess/how-identity-and-access-management-fits-/
into-zero-trust).

A disadvantage of this model is that the gateway
secures the resources of the enclave as a whole and
may fail to secure individual ones, thus giving access
subjects the potential to discover resources within the
enclave to which they do not have legitimate access.
The model developed as part of the study (Fig. 3) isa
complex version of the "enclave gateway model”,
which is characterized by more complex mechanisms
for providing access through the gateway to al the
above-mentioned groups of access subjects.
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Management layer

Data layer
I Agent
Organization system
Organization system
Subject

Fartner system
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Mechanism of
politicians

Policy Administrator

Resource

Dedicated
gateway

Fig. 3. The developed model of access control implementation

The access subject can make access requests from
the corporate system with or without an installed
agent, as well as from conditionally external partner
systems. Each access request is processed at the
gateway, which is the point of policy enforcement,
while requests from partner systems are processed at
a dedicated part of the gateway for which the policy
engine applies different policies.

Figure 4 shows the access request routing scheme
through the gateway. The access request comes

request I d1ala
access
balancing A“"'lc.e.“ from
¥ policies
tigs sources
Load quest
balancing determining the
source of the
reguest
access
Gateway request

through the load balancer because the gateway is a
composite object in the model. For each request,
based on the security status data coming from the PIP,
the source of the request and the subsequent
processing path are determined — which gateway
component will receiveit for processing. Next, based
on the access policies, identification and
authentication is performed, and if successful, an
authorization request is generated.

Access
policies

routing the request
to the appropriate

gateway |

Access

access policies

Gateway

request processing,
identification and
authentication

-authorization—»
requestt

Gateway

Fig. 4. PEP accessrequest routing diagram
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Identification is the first step in providing access
and at the same time the basis of the concept of zero
trust (Cai, & Zhang, 2019, pp. 46-49). Authentication
can be implemented in various ways, and adding a
second authentication factor can further reduce the

Access
policies

processing of the
authorization request by
the corresponding
component of the gateway

authorization—|
request

ACCess
policies

Authorization
data
Gateway

Data request about the
subject's security status

Gateway

authorization

risk of attacks on the access control system (Zeng,
2020, p.48). After successful authentication, an
authorization reguest is conditionally formed, which
is subject to further processing, the scheme of which
ispresented in Fig. 5.

Access

data policies

Receiving and processing
security data

= Access
processed policies

Gateway data

making a decision on

= >
authorization access o

the resource

A
Ieway
Gateway Access
deny

Fig. 5. Processing of accessrequest through PEP

A feature of the proposed processing scheme is
repeated access to PIPs information streams, which
provide available data on the current security status
of the access subject at the time of authorization.
Thus, it isimplied that the decision to grant accessis
made with two stages of verification of the subject -
during the processing of the request for identification
and authentication, and aso after successful
authentication, which will increase the confidence
that this access request is legitimate and will not
create risks for information security.

Dual subject checking as part of access request
processing provides flexibility in decision-making on
the PEP side and alowsfor different policiesthat may
be more or less strict depending on the type of access
subject. Weak or insufficient control policies,
according to aVerizon study (Zuo., 2018, pp. 50-51),
leed to the magjority of incidents involving
compromised accounts, and according to areport by
XMCyber (Liu, 2018, pp. 80-87), 73% of the most
common attack methods involve poor access control
mechanisms or compromised accounts. By using
complex dynamic policies, access control can be
implemented, minimizing the risk of security breaches.

Zero trust generally reduces the possible attack
surface and reduces the level of damage and
consequences of cyber attacks by reducing the time
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and cost of managing security threats. A high degree
of transparency during the provision of access
simplifies administration processes and reduces the
risks of unauthorized access, since it can be obtained
only by those subjects who, based on a series of
checks, have confirmed their level of security
(Columbus, 2022). In addition, the unification of
access policies between applications and servers,
which are critical parts of the IT infrastructure, is the
key to unifying IAM into a single secure and
manageable place for on-premises and cloud IT
departments.

Discussion and conclusions

The proposed model of access provision has not
lost the shortcomings of the prototype model, but on
demand, it provides the possibility of access to
individual information resources through the
gateway, aswell asto resourcesin the enclave, which
ensures the implementation of more complex and
universal policies on the PP, which will be built into
the administrative policy. Thanksto this, it is possible
to build secure real architectures that will create
different access pathsto target information resources.
This creates difficulties for administration and policy
development, but this fact cannot be considered an
insufficient model, after the concept of zero trugt, it
implies constant revision of policies and changes in
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the information infrastructure. This is a complex
processin itself that requires a zero-trust architecture
and the ability to adapt to changes. As part of further
research, a detailed study of the process of granting
access and the development of an access policy based
on dynamic data on the security status of access
subjectsis possible.
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MOAENb PEAMNI3ALII YNIPABNIHHA AOCTYNOM
A0 IHOOPMALIIMHUX AKTUBIB Y KOHLIENLIT HYNbOBOI AOBIPU

BcTyn. Koumpons docmyny 00 ingpopmayitinux akmusis € 0OHIEI0 3 KI0408ux QyHKyiil 3abe3neuenns ingpopmayitinoi Oesnexu.
L]e 3a60anns 6 miil uu iHWiti opmi Mae pO36A3Y6AMUCS K 342aNIOM HA PIGHI 8Ciel iHhopMayitino-mexHoN02iuHOl I pacmpykmypu
KOMNAnii wu opeauizayii, max i @ KO#CHill TOKANbHIU iHghopmayitiniil cucmemi.

Y ecmammi na ocnosi icnyrouux nioxo0ig pospodieno modenv 3abe3nederuss O0OCMyny 00 iHOOPMAYIUHUX aKmusie, o 0ae 3mMoay
peanizyeamu npoyecu KOHmpoto 0ocmyny 6 poznooinenit IT-ingppacmpyxmypi.

MeTonau. Ha ocnogi ichylouux nioxodig y cmammi po3podieno mooeis 3abe3neyeniss 00Cmyny 00 iHPOPMayiiHux aKxmusia,
AKA 00380JIA€ peanizysamu npoyecu KOHMpoao 0ocmyny 8 posnooineniu IT-ingppacmpyxkmypi. Ocodausicmio moodeni € aneopumm
OUHAMIYHO20 BUSHAYEHHS HEOOXIOHUX NOIMUK Oe3NeKU 3 YPAXYEaHHIM 00CMYNY KOPUCMYBAYie i3 PI3HUMU NPUGLIEAMU.

PesyabTaTtu. Pe3yiomamom € aneopumm OUHAMIYHO2O 8USHAUEHHS HEOOXIOHUX NONIMUK Oe3neKu, AKUL paxosye 00Cmyn
Kopucmyeauig i3 pisHumu npusiresmu. Moodenv epaxosye siodanenuii 00CMyn Ha KilbKOX YyMosHux "pieusax" — oocmyn kiuienmis
opeanizayii, cnispobimnukie opeanizayii, a maxoodic napmuepis i niopsonuxie. Ockineku cyuacui ingopmayiini ingppacmpykmypu
opeauizayii cmanu cKIAOHUMU U pO3NOOIIEHUMU, MOOeNb nepedbaiac HAABHICMb 3HAUHOI KiTbKOCMI MOYOK 0ocmyny, cepeo AKUX
agmomamuzosawni poboui cmanyii 8 ingppacmpyxkmypi, 8i00aneni agmomamu3osani poooyi cmanyii, pisHOMaHimHi Kopucmysayvki ma
MOOInLHI npucmpoi 0ocmyny, a maxodic cheyu@iuni npUcmpoi Ha 3pa3oK MOP2OBUX MEPMIHANIE, eheKMUSHUL KOHMPOLbL OOCHYRY MAE
3a6e3neyyeamu MOXCIUGICMb YEHMPALI308AH020 OOCMYNY 6CIX KOPUCMYBAUi6 00 IHOPMAYIlIHUX aKMUBIE.

BucHoBKku. Modenv nepedbauae peanizayito €OuHoi mouxku 0ocmyny, noby0o8anoi Ha ocHo8i mooeneil O0CMyny 3 KoHyenyii
HYIb0BOT 008ipu, 01 Kopucmyeauie i 0ns "pobomig" — mexHiuHux 0ONIKOGUX 3aNUCIE, AKI GUKOPUCTNOBYIOMb OJisl MIdNCCUCTNEMHOT
63aeM00Ii. Pezynbmamu 0ocniodcensi 0a0yms 3M02y po3pooumu apximekmypy 8i00aieH020 O0CMYny KOPUCmysa4ie 00 po3nooiieHux
iHGhopmayitiHux axmuegie ma opeanizyeamu npoyecu KOHMpPOIo 1l YRPaIiHHA O0CMYNOM, AKI 0a3YI0MbCsA HA OUHAMIYHOMY 6USHAYEHHT
PpisHs 006ipu Ao cy6'ekmie 0OCMyny, Wo 3a2aiom ROKpauye Oe3neKy opeaHizayiil.

Kaw4oBi cJuoBa: nwosa 0osipa, bacamodaxmopha asmenmugpikayis, eOunuil 6xio, nonimuxu desnexu, Fast | Dentity Online.
ABTOpH 3asBISIIOTH PO BIACYTHICTH KOHQIIKTY iHTepeciB. CrioHcOpu He Opanu ydacTi B po3poOJIeHHI IOCHiIKeHHs,; Y 300pi,
aHai3i 4 iHTeppeTarii JaHuX; y HaMHCaHHI PyKONKCY; B PillIeHHI PO myOIIiKalilo pe3ysibTaTiB.
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AOCNIAXEHHA IHOAEKCIB
TEOPETUYHOI BIANOBIOHOCTI
ANA YKPAIHCbKOIO AN®ABITY 3 NMPOBINIOM

BeTryn. Bascausy ponv y euasieHni crabkocmeti Kpunmozpa@iyHux cucmem i 3abe3neyeHHi iXHboi cmilikocmi
gidieparomy iHOeKcu meopemuuHoi ionogionocmi. Ilpoananizysasuiu docmynti oxcepena inghopmayii, He Oy10 8Us181€HO
6KA3AHO20 NOKAZHUKA OJIs YKPAIHCLKO2O anghasimy 3 npooilom, Wo YHEMONCIUBTIOE 3HAXOOICEHHS MOYHUX Pe3YIbmamis
Y pO3paxyHKax, 0e 6UKOPUCIOBYIOMb Yell NOKAZHUK.

MeToam. [noekcu meopemuuHoi 8iOn0GIOHOCHI MAIOMb WUPOKE 3ACMOCYSAHH S, e Hallyacmiule iX 6UKOPUCO8YIoNb
y nepuiomy memooi Opiomana nio uac oouUCIeHHs PO3MIPY Kioua OJist wugpy Bidicenepa, sskutl GUKOPUCMOBYIONb Y 6UGHEHHI
bazosux nouams Kpunmoepagiunux cucmem. Posenanymo 3azanvHuil ancopumm 3HAXOOXNCEHHS IHOEKCi8 MmeopemuyHol
8I0n08IOHOCMI 01 YKPAiHCbKo20 anghasiny 3 npooiloM Ha OCHOGI AHANIZY 8eIUKOL BUOIPKU MeKCMIs.

s pospaxyukie npoananizosano 700 mexcmis, xkinokicme enemenmis sxux cmanosums 1500. Texcmu obpano 3a
oonomozoio APl i3 3acanvnodocmynnol éinbhoi bacamomosnoi onaatin-enyuxionedii Wikipedia. Pospaxynox euxonysanu
ons Kouie posmipy 6i0 2 0o 1. Indexkc meopemuunoi 8ionosionocmi oduucieno y 0ea emanu. Ha nepuwomy emani
3HAUOEHO NPAKMUYHI [HOeKCU GIONOBIOHOCMI OISl 6CIX MeKCmis, a Oaii 3a OONOMO20K) CMAHOAPMHO20 GIOXULEHHS
BUOIPKU  00UUCTIEHO NPOMINCOK HAUNOBMOPIOBAHIWUX NOKA3HUKIE. [Ipocpamuuii ko0 0na peanizayii anzopummy
obuucienHs iHOeKcy 6)10 npedcmasieHo y 8ueiisoi KOMNOHEHmI8 NPOEKMY, 5Ki 6I0N08IOAOMb 3d PI3HI ACeKmu Npoyecy.

Pe3yasTaTtu. Bpesyvmami 00CniodceH s GUAGILEHO 8apiayiio 3HAUEHb IHOEKCY 8ION0GIOHOCIIE 3A1EXCHO 810 POIMIDY
MeKcmy, Wo NiOKpecioe HeoOXiOHICmb 6paxosysamu 006ICUHY MEeKCMY Ni0 4ac aHanizy ma po3poodieHHs KpUnmozpagiunux
cucmem, 30Kkpema i y 8uoopi Kirouie uwiugpyearnts. 3podienHo 8UCHOBOK, WO POIMID MEKCHTy MOdice NIUBAMU HA Pe3)ibmamu
PO3DAXYHKIG THOEKCI8 8IONOBIOHOCI, A/le HeCYMMEBD BNIIUBAE HA 3A2AIbHY 3aXUULEHICIb MA eqheKMUBHICHb WUDPYBAHHSL.

BucuoBku. V npoyeci suxonanns pobomu npogedeHo amaniz YKpaincvko2o angasimy 3 npobiiom ma iioeo
enacmusocmeli. Pospobneno ma peanizoéano ancopumm oOYUCIEHHS THOEKCY meopemuunoi 8i0nogioHocmi 0l Yybo2o
angasimy. EKcnepumenmanbHO 8U3HAYEHO IHOeKC meopemudHol 6i0n08iOHOCMI 015l PIHUX MEKCMI8 YKPAIHCHbKOK MOBOIO
3a OONOMO2010 PO3POOLEHO20 ANCOPUMMY.

KawuyoBi caoBa: indexcu meopemuunoi 6ionogionocmi, inoexc 36icy, nepwuti memoo @Dpiomana, opyeuil
Mmemoo Dpiomana, KoMn'OMePHA NiHSBICMUKA.

Beryn Ta KOHGIACHIIHICT, 00MiHy manummu. OgHUM i3
B cy4acHOMYy CBiTi, e KiIbKiCTb Ta 06T iH(pop- BaXKJIMBUX HANPAMIB y LOMY KOHTEKCTI € KPHMIITO-
Mallii CTPIMKO 3pOCTalOTh, BAHMKAE HarajbHa nmorpeba TIpadis — Hayka, sfka BHBYAE€ METOAM 3aXHCTY
B IHCTpyMEHTAX, CIIPOMOXKHHUX 3abe3neuntn Oe3nexy — 1H(OpMAaNii Bij HECaHKIIOHOBaHOTO noctymy. Cepen
ISSN 2707-1758 © MupyTeHko Jlapuca, WecTtak fAHina, JlTo6aH AHacTtacis, 2024
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KpHUNTOrpadivHuX iHCTPYMEHTIB Ba)KJIMBE MiCIe Halle-
JKHTH iHIEKcaM TeopeTruuHoi BifmosiaHocTi (ITB), siki €
KpUNTOrpapivHUMH ~ METPUKAMH, IO JIO3BOJSIOTH
OIIHUTH CTYIIiHb BiMNOBIAHOCTI Mik TekcTamu. ITB
BUKOPHCTOBYIOTh U aHalli3y W OILIHIOBaHHS SKOCTI
mm@pyBaHHs, PO3MI3HABAaHHS MOBH, BH3HAYEHHS
aBTOPCTBA TEKCTY Ta 0ararbox iHIMUX 3aBIaHb. Y IIbOMY
KOHTEKCTI OOHMM 13  HaWBIOOMINIMX  1HAEKCIB
TeopeTHYHOI BiAMmoBiHOCTI € iHAekc lllenHoHa, sKwii
0azyeThCsl Ha KOHIICTIIIIi eHTpOITi.

Bxazani iHIEKCH BiirparOTh BAXKIUBY POJIbH Y
BISIBJICHHI CITA0KOCTEH KpunTorpadidHux CHUCTEM i
3abesriedeHHi iXHpoi criiikocTi. [IpoTe 3acTocyBaHHs
IHJCKCIB TEOPETUYHOI BiJIIOBIIHOCTI MOXE BHKIIU-
KaTu TPYAHOIII, TaKi sIK CKJIATHICTh OOYUCICHHS Ta
HEOJHO3HAYHICTh iHTeprpeTamii pe3ynasrariB. s
PO3B'sI3aHHS WX MTUTaHb, PO3POOIEHHS e€(EKTUBHIX
QITOPUTMIB CTa€ KIFOYOBOIO 3a7a4er0, IO CHpUs-
TUME aBTOMAaTH3alil Ta BIOCKOHAJICHHIO MpOIECY
BUKOPHUCTAHHS 1HICKCIB TEOPETHYHOI BiIITOBITHOCTI
B kpunrorpadii. ITB mo3Bossar0ThE OIIHUTH piBEHBb
BUMAJKOBOCTI Ta HeNepeadadyBaHOCTI 3reHepoBa-
HUX KITI04iB. BoHM MOXyTh OyTH BUKOpPHCTaHi JJis
BHABJIIEHHS aTak Ha KpunTorpadidHi CHCTEMH, TaKNX
SIK aTaKW 3 BUKOPUCTAHHSAM CTaTUCTUYHOTO aHAi3Y.

Iapexcu TeopeTHyHOI BIAMOBIAHOCTI JOIOMara-
OTh 3a0e3meunTd KOH(DIACHIIHHICTD, IITICHICTh 1
JNOCTYTHICTh TIepenaBaHHS JaHWX. BOHM MOXYTb
OyTH BUKOPHCTaHI Ui OLIIHIOBAaHHS SIKOCTI Pi3HHX
KpunTorpagiYHUX MPUMITHBIB, HANPHUKIAJT, XeII-
¢yskmii. ITB  go3BonstoTh 3mificHIOBaTH aHai3
KpunrorpadiyHuX CUCTEM 13 pi3HHMH ajdaBiTaMu i
cumBonsHUMH cuctemamu (Boneh, & Shoup, 2017).
BoHu MOXyTh 3acCTOCOBYBaTHCS sl OLIHIOBAHHS
SKOCTI TEHEpYBaHHS TICEBJOBUIIAKOBUX YHCET Y
kpunrorpadii. Hampukian, mudp BixkeHepa BHKO-
PUCTOBYE IHIEKCH TCOPETUYHOI BiNMOBIAHOCTI ISt
aHaJIi3y TEKCTy Ta BU3HAYCHHS KIIIO4a MHQPYBaHHS.
[udp Lezaps Takox MOXKe MiTTaBaTHCS aHATI3Y 3a
JIOTIOMOTOIO0 IIUX 1HJEKCIB, Jie BOHH 3aCTOCOBYIOTHCS
JUIl BU3HAYCHHS 3CyBY andaBiTy W BiJHOBICHHS
opurianpHoro Tekcty. Kpunrtocucrema Emp-l'amans
TaKOX BHKOPHCTOBYE 1HIEKCH TEOPETUIHOI BiIMOBII-
HOCTI JJI5 OLIHIOBAHHSI CTIHKOCTI A0 KPHUIITOAHAIRY.

Inaexcu TeopeTHyHOI BiAMOBITHOCTI € KOPUCHUM
IHCTPYMEHTOM JUIsl aHANIi3y W OIIHIOBaHHS Oe3meKn
KkpunrorpadpidHUX MPOTOKOIIB, Takux sk SSL/TLS.
Bonu ponomararoTh BHSBHTH TOTEHIIIHI Bpas-
JUBOCTI Yy TIPOTOKOJNAX, SKIi BHKOPHUCTOBYIOTH
ACUMETPHUYHI MUGPH ¥ OOMIH KITIOUaMU.

3acTocyBaHHS 1HJIEKCIB TEOPETUYHOI BiAMOBIN-
HOCTI J/I03BOJISIE PO3POOHMKAM KpHUNTOrpadivHuX
CHUCTEM IOKpPAIyBaTH iXHIO CTIMKICTh 1 HAJINHICTB,
AHATI3YIOYM ONTHMI3allifo MapaMeTpiB Ta airo-
pPUTMIB UG PYBAHHS.
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[IpoTe BUHUKAIOTH NEBHI TPYIHOII, HAIPUKIA],
CKJIAAHICTE OOYMCIECHHS IHAEKCIB IS BEIHUKHX
TekcTiB abo 00'eMHHX gaHuX. Takoxk Moxke
BUHUKHYTH HEOAHO3HAYHICTH B  IHTepHpeTamii
pe3yabTariB 4epe3 pi3Hi METOAONOTiT OOYNCICHHS Ta
BIICYTHICTh €IWHOTO CTaHAAPTY JUIA iXHBOTO
po3paxyHky. llpobnema Takok monsrae y BH3HA-
YEeHHI ONTHMAaJILHOTO MTOPOTOBOTO 3HAYCHHS 1HJICKCY,
SKe BKa3dye€ Ha CTYHiHb BIAMOBIAHOCTI. 3arauom,
BUKOPHUCTAHHS 1HACKCIB TEOPETHYHOI BiIMOBITHOCTI
y KpunrorpadpiqHAX CHUCTeMaX BHUMAara€ peTelbHOTO
BUBYCHHS Ta PO3POOOK i 3a0€3MEeYCHHS IXHBOT
CTIMKOCTI A0 KpHIToaHami3y. Peamizauis aaropurmy
CIIPUATHUME PO3BUTKY KOMIIIOTEPHOTO aHaji3y MOBH
Ta CTaTUCTUYHOTO MOJIEIIFOBAHHS B TEKCTOBUX JIaHUX.
BrpoBajkeHHsT alrOpuTMy J03BOJIUTH  3POOHUTH
mporec OOYMCICHHS 1HJEKCIB TEOPETHYHOI BiJIO-
BITHOCTI €(DEKTUBHIIIINM 1 IBUANINM, SK ITOKA3aHO Y
po6oti A Graduate Course in Applied Cryptography
(https://toc.cryptobook.us).

Mema. AnropuT™ 3HAXOKEHHS 1HICKCIB MOKHA
BUKOPHUCTATH JUIA TIOKPAIEHHS SKOCTI MAIIWHHOTO
NepeKaay i aBTOMaTHYHOrO OOPOOJICHHS TEKCTIB.

HasBHICTS anroputMy CHPOCTUTH TOPIBHSIHHA
pizHMX MOB a0o0 [iaJeKTiB Ha OCHOBI iXHBOI
BIJIITOBITHOCTI TEOPETHYHUM MOJIEIIM. Po3poOieHHs
aJrOPUTMY BHUKJIMKA€ HEOOXIJHICTh YIOCKOHAJICHHS
METOMIB OOpOOJNEHHSI TEKCTy Ta CTAaTUCTHYHOTO
amamizy manux (Rivest, Shamir, & Adleman, 1978,
pp. 120-126).

ANTOPUTM 3HAXOIDKCHHS I1HIIEKCIB TEOPETUYHOI
BIIMIOBIIHOCTI € aKTyaJbHUM 3aBIAHHSM y CyYacHUX
HAyKOBHX 1 IPUKIIQJIHUAX JUCIHILIIHAX, IO BUBYAIOTH
TEKCTOBY iH(OpMAILito.

Metonn

Ianekcn TeopeTWYHOi BIMMOBIAHOCTI MAalOTh
IIMPOKE 3aCTOCYBaHHA, aje HaWyacTime iX BHKO-
PUCTOBYIOTH y TmepmioMy wmetoxi @Dpinmmana y
npoueci o0YMCICHHA pO3Mipy Kiro4ya Aiasi mudpy
Bixxenepa, s[Kui BUKOPHUCTOBYIOTH Yy BHBYEHHI
0a30BUX MOHATH KpunTorpadivaux cuctem. Posrms-
HYTO 3arajJbHUN alTOpUTM 3HAXOPKEHHS 1HIEKCiB
TEOPETHYHOI BINMOBITHOCTI JUIsi  YKPaiHCHKOTO
andasity 3 npobinom (YA3Il) Ha OCHOBI aHamizy
BEJTMKOi BUOIPKH TEKCTIB.

Hns pospaxyHkiB npoananizoBano 700 TekcTiB,
KUIBKIiCTh eleMeHTiB skux craHoButh 1500. Tekctu
oOpano 3a momomororo APl i3 3arampHOAOCTYMHOT
BIJIBHOT 06araroMoBHOT OHJIAMH-€HIIUKIIOME i1
Wikipedia. Po3paxyHOK BHKOHYBallM JJisl KITIOYiB
po3mipy Bif 2 1o 7. [HaeKC TeopeTH4YHOi BiAMOBIA-
HOCTI pOo3paxoBaHo y JiBa eran. Ha nepiiomy erari
3HAWICHO MPaKTUYHI iHIEKCH BIAMTOBITHOCTI JUTSI BCIX
TEKCTIB, a Janmi 3a JONOMOTOK CTaHIAPTHOTO
BiIXWIJICHHsI BUOIPKU OOYMCIIEHO MPOMIKOK HAKITOB-
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TOPIOBAHINIMX MMOKA3HUKIB. [IporpaMHHN KO ist
peamizamii anropuTMy OOYHCICHHS IHIEKCY Ipen-
CTaBJICHO y BHIIANI KOMITOHEHTIB TIPOEKTY, SKi
BiJIMOBI/Ial0OTh 32 Pi3Hi aCMEKTH MPOIIECY.

PesyabTarn
3acanvHuii  aneopumm  3HAXOO0NHCEHHS  IHOEKCI8
gionogionocmi Ui yKpaiHChKOTO amndaBity 3

po0OisoM rependadae Taki KpOKH:

1. 3i0paTi AOCTaTHBO BENUKY BUOIPKY TEKCTIB
YKpaiHCBKOI0 MOBOIO, SIKi MicTaATh mnpoOinm. Lle
MOXXYTh OyTH JIITEpaTypHI TEKCTH, HOBHHHU, HAayKOBI
crarTi Tomo. BakmuBo, mo0 BuOipka Oyna pempe-
3€HTaTHUBHOIO 1 BKITIOYaja pPi3HOMaHITHI TEMaTHKH.

2. 3naiitu kinekicTs mitep YA3Il. Ykpaincbkuit
andasiT ckinagaeTses 3 33 miTep, ajie 3 MPoOLIOM s
KiTbKicTh cTaHOBUTHUME 34.

3. Po30uTn KOKEH TEKCT Ha OKpEMi eJeMEHTH,
BKIIIOYHO 3 mpobizamu. KokeH enemeHT Moxe OyTH
OKPEMHM CHMBOJIOM a00 KOMOIHAITI€I0 CHMBOJIIB,
HaIpHUKJIad, JiTepa 3 MpoOiJIoM.

4. IlopaxyBaTH YacTOTy BXOIKEHHS KOXXHOTO
enemenTa y BuOipii TekcTiB. Lle MoxkHa 3poOuTH,
CKJIaalouy TaONMITIO, Je CTOBMI BiAIOBIIAIOTh
CUMBOJIaM, a PSAIOKA — KOXXHOMY TEKCTY Yy BHOIpII.
KokHa koMmipka TaOmumi MICTUTHME KIUIBKICTb
BXOJPKEHb MIEBHOT'O CUMBOJIY BiJIIOBIJTHO JIO TEKCTY.

5. O0uncanTH YacTOTy BXOMKEHHS KOXKHOTO
CUMBOJIY y BCili BUOIpIIi, IMiICYMOBYIOYH BiITIOBITHI
3HAUEHHSA 3 YCiX TEKCTiB.

6. PozpaxyBari 3arajbHy YacTOTy BXOMKEHHS
CHMBOJTIB i3 TTPOOiIOM, sSIKa TOPiBHIOBATUME YaCTOTI
BXOJDKEHHSI TIPOOLTY TUTFOC CyMi 4acTOT BXOIDKCHHS
IHIIMX CHMBOJIIB 13 MPOOLIOM.

7. O0UMCIIUTH 1HIEKC BIAMOBIAHOCTI I KOXKHOTO
CHUMBOJTY, 3aCTOCOBYIOUH (HOPMYITY

4JacToTa BXO/PKeHHS CUMBOJIY

)

8. [lopiBHATH OTpUMaHi IHJIEKCH BiJIOBIIHOCTI
JUIL BCIX CHMBOJIB 1 BH3HAYWUTH TI, K1 MAarOTh
HaWOIBITY BiIOBIAHICTD.

9. BuokpeMHTH TPOMIXKOK HaWOULIBII IOBTO-
proBaHUX iHAEKCIB BiAmoBigHOcTi. Lleli mpomixok
BKa3yBaTUME Ha TEOPETUYHUH iHIIEKC BiIMOBIIHOCTI
s YAS3II.

10.3a HeoOXimHOCTI, BHKOHATH JOJATKOBY
CTaTUCTUYHE OOPOOJICHHS, HAIIPUKIIA]], PO3paxyBaTH
CepelHE 3HAUEHHS 1 CTAaHIAPTHE BIIXUJICHHS IS
OTPUMAHUX 1HIEKCIB BiIOBIAHOCTI.

11. TlepeBipuTH anTOpUTM Ha IHMKMX BHOIpKax
TEKCTiB AJISl MiATBEPKEHHS HOro e(eKTUBHOCTI i
CTabiIbHOCTI PE3yIIbTAaTIB.

Ileit 3arajpbHUNA aNrOPUTM JO3BOJISIE 3HAXOAUTH
IHAEKCH BiJIOBITHOCTI /I YKPaiHCHKOTO andasiTy 3
po01IoM Ha OCHOBI aHai3y BEJIMKOi BUOIPKH TEKCTiB.

Inpekc = - —,
3ara’JibHa 4aCToOTa BXOJ>X€HHSA CUMBOJIIB 3 HpOGl}lOM

ISSN 2707-1758

47

OTpuMaHUil TEOPETHYHHUM IHICKC BiIIOBIIHOCTI
MOYXHa BHUKOPHUCTATH IS TOAANBIINX PO3PaXyHKiB
y kpunrorpadii Ta immmx cdepax, xe HeE0oOXigHO
BpPaxoByBaTd OCOONMBOCTI YKpaiHCBKOI MOBH 3
poOiIoM.

Ipoecpamuuii ko0 0na peanizayii  aneopummy
00UUCTeHHsT  [HOeKCY Meopemudnol  ionosioHocmi
(IBPr) npexcrapieHo y BUIIISI KOMIOHEHTIB TIPOEKTY,
SIKi BiIMOBIAAIOTH 32 Pi3HI aCIIEKTH MPOIIECY:

1. Text.py: Lei#t xiac BiamoBizae 3a OTPUMAaHHS
BUIIAJIKOBOTO YKpaiHCHKOTO TekcTy 3 Bikinenii, foro
ounnieHHs 1 oouncinenss |BPr mng 3aganoro xmroua
3 BUKOPUCTaHHAM mudpy Bixkenepa.

2. Settings.py: ¥V upomy kiaci 30epiratoTbesi BCi
KoHQIrypamiiiHi mapaMeTpd TNPOEKTY, Taki sIK
yKpalHChKHi anaBit, MiHiMaJIbHa Ta MaKCHMaJlbHA
TMOBKHMHA Kirto4a, mapametpu APl Bikinenii Totmo.

3. Cipher.py: Moayns, skuii Hagae QyHKIHT s
mudpyBaHHS Ta JAeMIM(pPYyBaHHA TEKCTiB 3a
nmoromoroto mudpy Bixkenepa. Brximowae QyHkiii
JUISL TeHEpYBaHHS BHITAIKOBOTO KITFOYa TA BUKOHAHHS
oreparliii mudpyBaHHs Ta AeMHpyBaHHS.

4. |Bpr.py: Monynb, IKuid MiCTUTD (DYHKIIIO TS
obuncnenns |IBPr pams 3amanoro Tekcty. IBPr
OOYHCIIOIOTH K METPHKY JJIsi BU3HAYCHHS CTYIICHS
BiJITIOBITHOCT1 TEKCTY.

5. Main.py: Ileii CKpUOT BUKOPHCTOBYE 3raiaHi
BHUIIC KOMIIOHEHTH JIJIsi TeHepyBaHHs Tabmui |BPr.
[Iporpama 3acTocoBye 0i0IiOTEKH Ta MOAYII, TaKi K
json, logging, numpy, tgdm, matplotlib, defaultdict ta
colorama. VYV  ¢yukuii main()  BigOyBaeThcs
OpraHizailisi BHUKOHaHHS IPOTpaMH, SKa OTPUMYE
TEKCT, TeHEPY€E BUMAAKOBHH KIIFOY MIEBHOI JOBXHHH,
O00YHCITIOE 1HJEKC TEOPETUYHOI BIAMOBIIHOCTI IS
KOXHOI JIOBKMHHM KIIO4a W BHUBOAMTH rpadidHe
MIPEJCTaBIICHHS PE3yIbTaTIB.

3a OCHOBY s po3paxyHKy B3sTo anamiz 700
TEKCTIB, KUIBKICTh €JIeMEHTIB KX cTaHoBUThL 1500,
orpumanux i3 Wikipedia 3a gomomororo API.
Po3paxyHOK BimOyBa€eThCs IS KITIOYiB PO3MIpOM Bif
2 10 7 (puc. 1, 2).

O6uuciieHi 3Ha4YeHHS 1HACKCY TEOPETHYHOT BiIIO-
BIIHOCTI 30epiraroThCs y BiIMOBITHOMY (opmari, a
TaKOX BUBOJATHCS TpadidHi MpeACcTaBICHHS pe3yib-
TatiB 32 gomomoror matplotlib.  JloryBanHs
BUKOHYIOTh 32 JOMOMOrow monyis logging, kpim
TOTO, BHKOPHCTOBYIOTH 0i0mioTeky colorama mis
KOJIbOPOBOTO (pOopMaTyBaHHS BUBOAY. Pe3ynmsrath
Takox 30epiratots y JSON-aiimi.

Mu 3HaXOIUMO TIPAKTUIHI IHIEKCH BiATOBITHOCTI
IUIS BCIX TEKCTiB. | 3a TOMOMOTOI0 CTaHIAPTHOTO
BIIXWJIEHHS  BHOIDKH  OAEPKYEMO  MPOMIKOK
HaHTTOBTOPIOBAHINIUX MOKA3HMKIB. Lle i € HamT iHmeKc
TeopeTHuHOI BigmosignocTi (puc. 3, 4).
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Puc. 1. 3aganns napameTpiB [UIsl aHATI3y TEKCTIiB
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Puc. 4. IToxka3HUKY iHIeKCIB TeOpeTHYHOI BiAMOBiAHOCTI

[Haexcu TeopeTHyHOI BiAMMOBIMHOCTI IJIs YKpaiH-
cpKoro angasiTy 3 MPOOUIOM BiIKPHBAIOTH IIMPOKI
MOXIIUBOCTI Ul 3aCTOCYBaHHS B Pi3HHX Tally3fX.
HaBemeMo nesiki MOTCHINIHHI MOMUIMBOCTI 1 chepu
3aCTOCYBaHHS ITUX iHJIEKCIB:

1. Kpunirorpadist. ITB MoxyTh 6yTH BUKOpHCTaHI
JUTA aHaNi3y MIU(PPOBAHUX TEKCTIB 1 BCTAHOBJIECHHS
MOXJIMBOCTI po3mmdpyBaHHsI. BoHm momomararorhb
BU3HAYUTH PO3MOIJ CHMBOJIB y MIU(YPOBAHOMY
TEKCTI Ta MOPIBHATH HOTO 3 BiIOMHUM PO3MOALIOM
CUMBOJIIB Y MOBI1 BIIKDUTOTO TEKCTY.

2. MoBO3HABCTBO. IHIEKCH TEOPETUYHOI BiIIOBII-
HOCTI 3aCTOCOBYIOTb JIsl BUBUCHHS CTPYKTYpPH Ta BJIac-
THUBOCTEH yKpaiHChKOI MOBH. BOHH 103BOIISFOTH OIIiHU-
TH CTYTiHB BiJIIOBITHOCTI Mi’K PO3IIOIJIOM CHMBOJIIB Y
TEKCTi Ta TUITOBUM PO3IOAITIOM CUMBOJIB Y MOBI.

3. JlireparyposnaBctBo. 3a gonomoroto [TB moxHa
IIPOBOIUTH aHAII3 TEKCTIB JITEpaTypHUX TBOPiB. BoHM
JIO3BOJISTIOTh ~ BUSIBJIATH  OCOOJIMBOCTI  aBTOPCHKOTO
CTHJTIO, BUKOPUCTAHHS CHMBOJIIKH T2 JICKCUKU.

4. KoHTeHTHUH aHami3. IHOEKCH TeopeTHIHOL
BIIMOBIAHOCTI MOXYTh OyTH BHKOPWCTaHI s
OLIIHIOBaHHS CX0O0CTi 200 PO301KHOCTI MK PiI3HUMH
JOKYMEHTaMH YH TEKCTOBHMH JDKepelnamMu. BoHu
JIO3BOJIAIOTh  TPOBOIUTH TIOPIBHSIIBHUN — aHAI3,
BUSBIISITY TATepHU W  PO3POOJSITH  aJrOPUTMHU
ABTOMATUYHOTO IOIIYKY.

5. Anai3 couiansHEX Mepex. B anamizi komyHika-
LIHAX MEpeXk, sKI CKIAMAIOThCS 3 IMOBIIOMJICHB,
KOMCHTapiB Ta IHIIMX TEKCTOBHX JAaHWX, BOHH
JIOTIOMAaraloTh BUSBIIATH CXOXKICTh MiXK KOPUCTYBa4aMH,
rpynamMu abo TeMaMu 00TOBOPEHb.

6. BusiBnenns rmiariaty. [TB  ngomomararoTh
MTOPIBHIOBATH CEMaHTHUYHY CXOXKICTh MK TEKCTaMHU
Ta BHUSABIATH CHUTBHI (pasw, MmO CBigdaTh TIPO
MoxuBe komiroBanus (Gorkavenko, Popova, &
Tarasenko, 2019, p. 24).
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7. AHaniz enekrtponHoi momrtu. ITB MoxkHa
BUKOPHCTATH JJIsi aHAII3y TEKCTOBUX IOBIJOMIICHb,
CJICKTPOHHUX JIMCTIB Ta IHIMKX (OPM KOMYyHiKamii
yepe3 eJICKTPOHHY TOLITY.

8. Anamiz HacTporo Ta ceHTuMeHT-aHam3. ITB
3aCTOCOBYIOTh AJIsl BU3HAUYEHHsS HACTPOIO abo emo-
MIHHOTO BIATIHKY TeKcTy. BOHHM mgomomararoTh
BUSIBJIATH TIO3UTUBHUN, HETaTUBHUN ab0 HEHTpamb-
HUH XapakTep TEKCTY, 0 Ma€ 3HAUYEHHS IS aHaIli3y
BiJI'YKiB KOPHUCTYBaUiB i COIlIaTbHUX Meia.

9. Menuunnii aHami3. MoxxyTh OyTH BUKOPUCTaHI
UL aHal3y MEIUYHHUX 3aliCiB, MAIliEeHTCHKUX
OMNISAMIB Ta IHIMUX MEAWYHUX JOKYMEHTIB. BoHH
JOTIOMAraloTh BUSIBIATH 3B'SI3KM MK CHMIITOMaMH,
JIiarHO3aMHU i JIKyBaHHSIM.

10. ®inancoBuii ananiz. ITB MoxyTs OyTH
3aCTOCOBaHi JUIsl aHami3y (iHAHCOBUX 3BiTiB, €KOHO-
MIYHMX HOBHMH Ta IHIIMX (PIHAHCOBHX JOKYMEHTIB.
JonomararoTb BHABJISTH TPEHAM, ATEPHU W PU3HKH
y (iHaHCOBUX PHHKaX i MiANPHEMCTBAX.

HaBeneni moreHmiiiHi 3acTocyBaHHA iHIIEKCIB
TEOPETUIHOI BiMMOBIAHOCTI TOKa3ylOTh, IO BOHHU
MOXXYTb OyTH KOPHCHIMH {HCTPYMEHTaMH ISl aHAITI3Y
Ta PO3yMiHHS TEKCTOBUX JIAHUX Y PI3HHUX TAITY35IX.

3 po3paxyHKiB MOYKHA 3pOOUTH TaKi BACHOBKH IIOZI0
PI3HHIII PE3YyNBTATIB 3aJEKHO BiJ PO3MIPY TEKCTY.
36inpmenns posMipy Tekcty 3 1500 mo 2000 cumBortiB
MPU3BENO JI0 JESKOTO 3HIKEHHS 3HAYCHb IHIEKCY
BIITIOBITHOCTI 1711 BCIX PO3NISIHYTUX KiTodiB. Lle Moke
BKa3yBaTW Ha OUIbIIY BapiaTHMBHICTH i PO3MOIUICHICTD
CHUMBOJIB y OUIBIIMX TEKCTaX, IO 3MEHIIYE CTYIiHb
TTOBTOPIOBAHOCTI Ta CTPYKTYPOBAHOCTI.

Xoda BemMUMHA 3MiH 3HAYEHb IHACKCY BiAIOBII-
HOCTI HE € 3HAYHOIO, BOHA TI0KA3Y€, 1110 JIOBKHUHA TEKCTY
MOXE€ BIUTMBaTH Ha CTYIiHb MOAIOHOCTI  MiX
YKpaiHCbKUM asi(aBiTOM i3 MpOOIIOM 1 TeKCTaMu, IO
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aHaJi3yroThCs. binmpmi  po3Mipu  TEKCTIB  MOXYTb
MPU3BOAMTH IO MEHINOI BIIEBHEHOCTI B TOYHOCTI
IHIEKCIB TEOPETUIHOT BiIOBITHOCTI.

HesBaxkatoun Ha 3HKEHHS 3HAYCHb IHICKCY
BIJIIOBIIHOCTI, PE3yJbTaTH 3aJMIIAIOTHCS B MEXKax
NPUAHATHUX 3Ha4deHb A mudpyBaHHA Ta 3a0e3-
TICYCHHS BUCOKOTO PiBHS 3aXHIEHOCTI TEKCTIB.

Bapiartist 3HaueHb iHACKCY BiIIOBIAHOCTI 3aJICKHO
Bi pO3MIpy TEKCTy IIiAKPECTIOE HEOOXiAHICTh
BpaxOByBaTW NOBKHMHY TEKCTy IIii 4Yac aHamily Ta
po3polieHHs KpunTorpadiqHiX CUCTEM, 30KpeMa i y
BHOOPI KITIOUiB MU pyBaHHS.

OTxe, po3Mip TEKCTy MOXKE BIUIMBaTH Ha
pe3yiBTaTH pOo3paxyHKiB 1HIEKCIB BiAMOBIAHOCTI, ajie
HECYTTE€BO BIUIMBA€ Ha 3arajbHy 3aXWIICHICTh Ta
edpekruBHicTh mmppysanns (Rivest, Shamir, &
Adleman 1978, pp. 120-126).

Juckycist i BUCHOBKH

VY mporeci BUKOHAHHS poOOTH MPOBENEHO aHai3
yKpaiHcbkoro andasity 3 mpobiiom 1 #oro
BiacTUBOCTEH. Po3pobieno i peanizoBaHo anroputm
00YHCIICHHS 1HAEKCY TEOPETHYHOI BiIITOBITHOCTI JIS
uporo aidasiTy. EkcrnepuMeHTanbHO BH3HAYEHO
IHAGKC TEOPETUYHOI BIAMOBITHOCTI sl PI3HUX
TEKCTiB  YKpaiHCBKOIO MOBOIO 32 JOIOMOIOIO
PO3pPOOICHOTO ANTOPUTMY.

OtpuMaHi pe3ynbTaTd IMPOaHaNi30BaHO 1 3po0-
JIGHO BHCHOBKM IIOAO iXHBOI 3HAYYIIOCTI Ta
3acToCcyBaHHs y Kpunrtorpadii ta minrBictumi. Lli
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pe3ynbTaTd  JIO3BOJSAIOTH  3PO3YMITH  CTYIIiHB
BiJINIOBITHOCTI MOBHHX TEKCTiB yKpaiHCBKiii MOBIi 3
BUKOPHUCTAHHSIM BKa3aHoro andasiTy. BoHn MOXyTbh
OyTH BUKOpUCTaHi 15 TOOYA0BH €(heKTUBHUX KPHIITO-
rpagigyHMX CHUCTEM, a TaKOXK I JOCIHIDKECHHS
MOBHHUX OCOOJIMBOCTEH 1 CTHJIICTUYHUX BiIMiHHO-
CTel yKpaiHChKOT MOBH.

Buecox aBropiB: Jlapuca MupyTeHKO — KOHLENTY-
ayizarlis; METOOJIOTIs; aHami3 mpkepen; SAnina [lecrak —
MiATOTYBaHHS OTVIATY JIiTepaTypu a0 TEOPETHIHHX 3aca
nmociimkeHas; AHactacis JIJo6aH —30ip eMIipUYIHUX TaHUX
Ta X BaNiJaIlisl; eMIipUIHE TOCITiHKSHHS.
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RESEARCH OF INDICES OF THEORETICAL CORRESPONDENCE
FOR THE UKRAINIAN ALPHABET WITH SPACES

Background. Theoretical compatibility indices play an important role in identifying the weaknesses of cryptographic
systemsand ensuring their stability. After analyzing the available sources of information, thisindicator was not found for the Ukrainian
alphabet with a space, which makes it impossible to find accurate results in cal culations where this indicator is used.

M ethods. Theoretical correspondence indices have a wide range of applications, but they are most often used in Friedman's
First Method when calculating the key size for the Vigener cipher, which is used in the study of the basic concepts of cryptographic
systems. The general algorithm for finding indices of theoretical correspondence for the Ukrainian alphabet with a space based on the
analysis of a large sample of textsis considered.

Results. For calculations, 700 texts were analyzed, the size of which is 1500 elements. The texts were selected using an API
from Wikipedia, a free and open multilingual online encyclopedia. The calculation took place for keys of size from 2 to 7. The index of
theoretical correspondence was calculated in two stages. At the first stage, practical indices of correspondence were calculated for
the whole range of texts, and then, using the standard deviation of the sample, the interval of the most repeated indicators was
calculated. The program code for implementing the index calculation algorithm was presented in the form of project components
responsible for various aspects of the process.

As a result of the study, a variation of the values of the correspondence index was found depending on the size of the text, which
emphasizes the need to consider the length of the text in the analysis and development of cryptographic systems, in particular, the
selection of encryption keys. It was concluded that the size of the text can affect the results of the calculation of the compatibility
indices, but it does not significantly affect the overall security and effectiveness of encryption.

Conclusions. Inthecourse of thework, an analysis of the Ukrainian alphabet with a space and its properties was carried out.
An algorithmfor calculating the index of theoretical correspondence for this al phabet was also developed and implemented. The index of
theoretical correspondence was experimentally determined for various texts in the Ukrainian language using the devel oped algorithm.

Keywords: indices of theoretical correspondence, index of coincidence, First Friedman method, Second Friedman method;
computational linguistics.
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NMEPEBAIn TA HEBE3INEKM
BUKOPUCTAHHA CHATGPT

Beryn. [Ja cmamms npesenmye ChatGPT — nosuit uam-6om, ooun 3 ocmanmix npodykmie y chepi uwimyunozo
inmenexkmy, cmeopenuti komnanicio OpenAl, sika pospobuna yo mexuono2iio cninvho 3 Inonom Mackom. Y cmammi
HAao0aHo pexomeHOayii wjooo niokroyeHHs 00 yam-b6oma. Busnaueno ocnoeni nepegazu wimyyHo2o iHmeneKkmy, HageoeHo
npuxnaou 1oeo zacmocyeéanns. Huniwni oceimui npoyecu maromo po3eueamu y cmyoeHma Kpoc-OUCYUNIITHAPHUL i
NPAKMUKO-OPIEHMOBAHUI NIOXIO.

Peysyawstatu. [loxazano, wo cepeo ochosnux nepesaz ChatGPT —modiciusicmo cenepysamu mekcmu Ha 3a0amy
memy, 8i0nosidamu NpaKmuyHoO HA 6Ci 3aNUMAHHS KOPUCTYB8AYI8 1 BUCIOBTIOBAMUCL HABIMb YKPAIHCLKOIO MOBOIO.
Hagedeno koukpemui npuknadu numanes 00 uam-60ma, wo nog'si3awi, 30Kpema t i3 3axucmom iHpopmayii, ynpasuiHHsIm
pusukamu mowo. Ilpodemoncmpogaro 8i0nogioi 3 1020 60Ky. 30cepedceno yeazy Ha Hebesneyi, w0 SUHUKAE V pA3i
BUKOpUCMAHHA HOB020 uam-b6oma. Ilokazano, wo ceped GuAgiIeHUX HeDe3neK 0cobnuge micye 3auMalomsd MONCIUBUL
niaziam, npobremu CyMICHOCMIE, 3ACMOCY8AHHSL Y 3M06MUCHUX YLISIX, NPOoOAeMU KOHE@IOeHYIIHOCME, NUMAHHS W00
nopyuwenis asmopcokux npas i npooremu euxopucmanins ChatGPT y cucmemi oceimu. Iiokpecneno, wo nuni cucmema
ocgimu nepexicugsac 3HauHy Kpuzy i wod npoyec OmpuMAauHsA 3HAHL 0V8 A0eK8AMHUL BUKIUKAM CbO20OeHHs, mpeba
KapOUHAIbHO NEPeIsIHYmu NiOXio 00 Mo2o, AKUMU MAIOMb OYMU HUHIWHIT GUKIAOAY [ Cam HAGUATIbHULL npoyec. 3a3HaueHo,
wo Yrpaini nompiona ooxopinna mpancgopmayis camoi cymi cucmemu ocgimu. Huri 2o10681e 3a60ants 6uknaoaia —oamu
CMYOeHmY MOJCIUGICIb  CAMOMY NPOSIGUMU  [HIYIAMUGY 6 HAGHYAHHI, epeKMUGHO GUKOPUCTOBYSAMU OMPUMAHY
inghopmayiro, xombinysamu ii i 3acmocogyeamu OMpUMAHULL pe3yibmam Yy po36'a3aHHi c8020 3a80aHHA. YcniwHull
CMYOeHm MA€ HABYUMUCS PO36'53y8amu KOMIIEKCHI 3a80anHsL, AKI nepebysaioms Ha CIMUKY PI3HUX NPeOMemi6 | OUCYUNILIH.

Bucuosxu. ChatGPT ¢ nomyoicnum incmpymenmom, ane nuni 6in mac 0esxi nedoniku, Kl 6apmo paxyeamu,
SKUWO 8 NIAHAX € U020 GUKOPUCTAHHSL.

KawuoBi cuoBa: vam-6om, Hetipouni mepesici, 3acmocyHOK, WhpyeamnHsi, agmopcvKe npago, KOH@IOeHYilHicmb,
WMyl iHmenexm.

Inonom Mackom. GPT — aGpeBiaTypa, mo o3Hadae
Generative Pre-Trained Transformer.
ChatGPT Moske reHepyBaTH TEKCTH Ha 3a1aHy

Beryn
B mucromani 2022 p. y cBiti 3'IBHBCSA YHIi-
KaJbHUH 4aT-00T Ha 6a3i wty4yHoro intenexty (L)

ChatGPT — kpaitniit npoaykT y cdepi MITYyIHOTO
intenexty (III), crBopenuii kommanicro OpenAl
(Al — me ckopouenns Big "Artificial Intelligence"
abo "mTy4yHHi iHTENekT"), 1o po3poduia I
TEXHOJIOTII0 CIIJBFHO 3 BiZOMHUM OI3HECMEHOM

TeMy Ta BIJIIIOBiaTH, MPAKTUIHO, HA BCi 3aITUTAHHS
KopucTyBauiB. BoT neMoHCTpye cebe oOepekHHM
CIIBPO3MOBHUKOM, 3[IJaTHAM YIiTKO ¥ TOYHO BHCJIOB-
JIIOBATHCh, BXKE HABITh 1 YKPaiHCHKOIO MOBOIO. BiH
MiATpUMY€E Kimbka miaatopM, MO0 poOUTH HOro

© HakoHeuHun Bonogumup, Canko Bonogumup, MopaBuHueB Mukona, JlyueHko Bnagucnas, 2024
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iIealbHUM BHOOPOM Uil KOMIaHild, SKi MparHyTb
BUHTH 32 MEX1 aHTJIOMOBHUX PHHKIB.

®opmar uara pospoise LI Bignosimatu Ha
JOZaTKOBI 3alMTaHHS, BU3HABATH CBOI TMOMMIIKHU i
BIIXWJIATH HEBIAMOBITHI 3alUTH. ABTOPH HPOEKTY
ChatGPT Bumau Momens OyTH 00EpPEKHOI0, M0
3Mymye i BIAXWIATH 3alUTaHHs, Ha SKi BOHa He
MOJKe BiITIOBICTH MPaBUIIBHO.

Menm HiX 3a TWKISHL, HOBHUM dYaT-O00TOM,
CKOpUCTanmucsi Oiibllle MibHOHA KOPUCTYBadiB.
Crpobysamu ominuta pobory ChatGPT i# astopu
hi€i cTarTi, a A8 IBOro, 3BICHO, Tpeba MiJKIIo-
YUTHUCS IO HHOTO. TOMY CKaKeMO KiJbKa CIIB TIPO
e nporuec.

ChatGPT noctymuuit Ha oimiitHii cTOpiHI
opranizaiii-po3poouuka — OpenAl. Huni odimiii-
HOTO 3aCTOCYHKY IlI¢ HEMae€, TOMY 3aBaHTa)KyBaTH
tioro He cmia. [Ipraomy BapTo OyTH 00EPEKHIMH T[T
Yac yCTaHOBJIEHHS 3aCTOCYHKIB 13 TOA10HOI0 Ha3BOIO,
OCKUIBKM BOHM He € OQIUiHHUMHE TporpaMamMu
kommanii OpenAl (Kpakoserpkwuii, 2023).

Panime, o Toro six OpenAl Bimkpuia moctyn a0
yar-00Ta yKpaiHmsaM, kopucryBanus ChatGPT B
VYkpaiHi HarajayBaiao JOCTaTHhO CKJIAJHUIN KBECT, Y
sKkoMy Oynmu mOTpiOHI — BipTyaabHa MpUBaTHA
meperxa — virtual private network (VPN), iHo3emHuit
MOOUTPHUI HOMEp 1 0araTo MaHImyJIsAmid i3
Opayzepom, mo0 006iiTH BiAMOBITHE OTOKYBAHHS.

3apa3 Bce crano Habararo npocrime. [1{o6 mouatn
CIIKYBaHHS 3 4aTOM, TpeOa BUKOHATH TaKi Jii.

1. TlepetiTn 3a mNOCWIAHHSIM Ha IUIATHOPMY
ChatGPT.

2. 3apeecTpyBaTHCh.

3. BBectu agpecy cBO€i e1eKTPOHHOT MOIITH.

4. Tlpoiitn Bepudikamifo BXe 32 HOMEPOM
TeneoHy yKpaiHCHKOTO oIiepaTopa.

5. Hammcary moBigoMIieHHS 9aT-00Ty.

Jdnst xopuctyBanHs uar-0orom ChatGPT He
moTpiOHO pobuth xogHux omiar. Ane OpenAl
3amycTuIIa iaTHy manucky 3a $20 1051, Tak 3BaHOr0O
ChatGPT Plus, micast odopmiuenHs skoi i,
MepeaIUIaTHUKA  MaTHMYyTh TPHUIIBHIAINICHHH dac
BIJIMIOBIi/Ii, HABITH Y TOJMHU MTIKOBOTO HABAHTAXCHHS,
a TaKOXX TMPIOPUTETHUH MOCTYym 10 (QYHKIH Ta
OHOBIIEHb. [lmaTHa miANMWCKa HUHI JOCTYITHA
BuKItoyHO y Crionyuenux llltarax.

Mema. barato nroaeil, NOYMHAIOTh BUKOPUCTO-
ByBaTH 4aT-00T sik GOOQle-norryk. AJie MOKH 110 BiH
He HacTutbku oOi3Hanmii. Kommanis OpenAl
norepepKae, mo 4aT-00T me 6arato BUYUTHCS, TOMY
MOXK€ JIaBaTH HE 3aBXKAW KOPEKTHI BiJIOBili 4H
JEMOHCTPYBAaTH yIepe/KeHy NOBEHiHKY. JlochTb
4acTo 4ar-00T Ja€ He 30BCiM MpPaBHIIBHI BiIIOBiII,
MOJKHA 3a3HAYHTH, TIPOCTO BUTAYE iX.
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[Ipote BiH nmoOpe BMi€ CTPYKTypyBaTh TEKCT.
Hanpuknan, #oro Mo)XHa TONPOCHUTH HANKCATH
CTPYKTYpY pe3oMe TOLIO.

Bapto 3ayBaxuth, mo MoBHa mogmenb Al — 1e
mporpamMHe 3a0e3Ie4YeHHs, CTBOPEHE 3 BHKOPHUCTA-
HHSIM IITYYHOTO IHTENEKTY, 34aTHE PO3YyMITH W
TeHEePYBaTH TPHUPOIHY MOBY. MoBHY Moxaens Al
3aCHOBAHO Ha BEIMKOMY OOCS3i TEKCTOBUX JIAaHMX,
SAKi BUKOPUCTOBYIOTh JJISi TPEHYBAaHHS MOJIEI.
Mogna monens Al 3maTHa reHepyBaTH BiIMOBIII Ha
3alUTaHHs, HagaBaTH TMOSICHEHHs, IepeKIaiaTH,
TeHEepyBaTH TEKCT TOIIO.

IToxi6ui no GPT-3.5 MoBHiI Moneni Al 3acHOBaHO
Ha INIMOOKOMY HaBYaHHI Ta PEKyPEHTHUX HEHPOHHHUX
Mepexax, SKi MOXYTh aHali3yBaTH KOHTEKCT,
pPO3YMITH MOBHI BiJHONICHHS, BUSBISATH B TEKCTI
3aKOHOMIPHOCTI ¥ TeHepyBaTH JIOTiYHI Ta 3B'A3HI
Bignosini. KpiMm Toro, i Mojaeni MOXXyTh HaBYATUCS
Ha BEJMKiMl KUIBKOCTI JaHWX, IO MAO3BOJSIE iM
pO3YMITH INUPOKHHA CIEKTP TEMaTHK 1 MOBHHUX
KOHCTPYKITiH.

Mogni mozeni LI MatoTh mmpoxe 3aCTOCYBaHHS,
a came:

" TeHepyBaHHS TEKCTY;

ABTOMATUYHUI NEpEKIIAL;

" po3mi3HaBaHHS MOBU,;

"  BiAIIOBIII HA TUTAHHS TOIIO.

ToMmy BOHM MOXYTh OyTH KOPHUCHHM 1HCTpY-
MEHTOM JJISI pO3ITUPEHHS MOKITUBOCTEH 00pOOICHHS
npupoAHoi MOBM ¥ aBTOMAartu3alii pi3HUX 3aBIaHb,
mo ToB'sI3aHI 3 Hero. [IpoTe ICHYIOTH 1 TIEBHI
HEJONIKU ¥ HaBiTh MpOoOIEeMH, MOB'sI3aHI 3 BUKOPHC-
tanasm ChatGPT, mpo ski mige mMoBa y Iiiif ctaTTi
(Yum nebesneunnii uar-60t ChatGPT ..., 2023).

PesyabTaTn

Ochb sike mepiie 3amUTaHHS 33aJald aBTOPH ITET
CTATTi MICNs peecTpaiii Ha CalTi JOCTIIHUIBKOT
koMITaHii mrydroro iHTemekry OpenAl: "Pozkaxu
mpo cebe". Pesynprar, HaBeneHWd HWK4Ye, OyB
oTpuMaHuii npotsarom 2—3 cekyHp (puc. 1).

[Iponosxkennssm  3maiomctBa i3 LI Oymo
3alUTaHHs A0 HbOT'O — CKJIaau mporpamy Ha C++, sixa
MOMHOXUTh nBa uncia A i1 B. 1 ock mo Oymo
zampornonoBano ChatGPT (puc. 2).

ITicis 1bOro 3axoTUIOCA MI3HATHCS, HACKUIBKHU
ChatGPT moxe O0yTu poMaHTHKOM. | Ha 3anUTaHHS —
HaANWINY Bipml Tpo J000B 10 YKpaiHu — 00T BHIAB
Bipmr, puc. 3 (Har-60t ChatGPT: momiunuk. .., 2023),
AKH{, X0 13 pUMaMH, Ha Hally AyMKY, OKH IO He
BCE Tapas, € IyKe 3BOPYILIUBUM.
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Pozkaxwu npo cebe

Mpwueit! A - ChatGPT, seauka MOAENb WTYUHOrO iHTenekTy, pospobnerHa komnaxico OpenAl.

Mosa OCHOBHA MeTa - HAAATU KOPUCHY Ta 3MICTOBHY iHpOopMaLito, BigNoBial Ha 3anuTaHHA Ta

AONOMCTY B PiSHWX cOepax 3HaHb.

A ByB HATPEHOBaHWIA Ha WKPOKOMY CNEKTPI TEKCTOBUX AaHKUX, BKAKUAHOUM KHWUIW, CTaTTi, 6e6-
cTopiHkw, popymu Ta baraTo iHWoro. ¥ MeHe € 3aransHa indpopmauia Npo pisHi Temu, Taki Ak

Hayka, icTopina, niTepaTtypa, CNopT, My3MKa, KyaiHapia Ta BaraTto iHworo.

byawv-aki Bignosiai, aki A Haaatro, basytoTeca Ha iHpopmauil, AOCTYNHIA meHi go BepecHa 2021
pDK)’, OCKiNbKK ue 6}"]10 MOE OCTaHHE OHOBAEHHA 3HaHb. LlE O3HaJaeg, Wo A He Maro ,B,OCT}"I‘I‘_,"AU

cBikol HOBMHHOT iHdpopmauil abo noaiid, aki cTanuca Nicna uLoro yacy.

fl 3aBxaKn HaMararca HagaTK AKICHI Ta KopWcHi Bignoeiai Ha Bawi 3anuTanHa. MNpoTte
nam'aTaiTe, WO A HE MOXKY MaTH ocobucTnx AYMOK, NepexveaHb abo p,ocaiﬂ,y, OCKINbKW A

BCLOrO MLUE KOMN'IOTEpHa Nporpama, cTBopeHa Ans obpobkw TekcTy.

AKWoO ¥ Bac € NnuTaHHa abo notpebz |

o~ A 3BepTaTica 40 meHe!
~n Regenerare response P A

Puc. 1. ®parment Tekcry Binnosini ChatGPT na 3anutanus " Po3kaxu npo cede"

CKNaaW Nporpamy Ha C++ K3 NOMHOXMWTE B3 YUCNa Al B

3BuualiHo! Ock NPWKIaA NPOCTOl NPOrpamMi Ha C++, AKAa NOMHOMYE AEa uMcna A1 B:

(93
a, b, result;

rocout <<
ticim >= b

std: :cout << : std: :endl;

J F’.egeﬁsrate response
Puc. 2. ®parment Tekcry Bignosiai ChatGPT na 3anutanus " Ckiaaau nporpamy Ha C++,
fIKa IOMHOKUTH ABa yncjaa A i B”

HanuLLK BipLw Npo b0 A0 Ykpaitu

O YkpaiHo, kpaito mos,

TeOA Kpaca, HeMOB MPIA B CepLi MOEMY 3HAELL LUAAX.
Big Kapnatcekux BepwwH go MNpuazos's,

TEOT 3eMANi PO3KMHYAMCA, HEMOB MOPCLKa Xeansba.

Puc. 3. ®parmenTt Tekcry Bignopini ChatGPT na 3anutanus " Hamumu Bipin npo 110608 10 Ykpainu'
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My, 3 103BONTy YUTaYiB, HABEAEMO TIOBHUH TEKCT
Lporo "menespa’.

"O VYkpaiHo, kpaiHo Mo,
TBOs Kpaca, HEMOB MPisi B CEPIli MOEMY 3HAEI [IISX.
Bix Kapratcekux BepiimH a0 [Ipra3os's,
TBOI 3eMJIi PO3KUHYJIUCS, HEMOB MOPChKa XBaJib0a.
TBOT 1OJIS PACHIFOTH KHUTOM 30JI0THM,
Je criBatoTh coJIoBel y CyMepKax HiYHHX.
TBo{ piKH CIINIATh 10 MOPIB BIIbHHX,
MOB KapeTy KOXaHHSI BiJl COHI[SI PO3MECUCHUX.
O, TH MOl HEHbKO, MOB KaJIMHA B KPOBI,
Tu BIAPOMKYENI YNy, TAPYELT BOIIO JIFO/ISM.
TBol miTH, MyXHI ¥ HIXKHI, 10 TeO€ KIOHITHC,
Bo B TBoeMy ceplli cITiBae po3JIOruii XOpoBOJ IXHIX IMEH.
Twu npoiimnia Kpi3s BOTHI 1 BUIPOOYBaHHS,
36eperia MOBY, TpaaMLil i KyJIbTYpYy BIKIB.
Tu Hamis, cuia i Bipa I KOKHOTO MTOKOJIIHHS,
YkpaiHo Mos1, B TBOIX o4yax O0auy HeOa BUCOUIHb.
3axwumai cBoi 3emMii 1 He0O OJIaKUTHE,
TBos Kpaca HEIIOBTOPHA, HIXKHA W MilHa.
Mu OyemMo 3aBKId BipHi, IK TBOi CHHH W TOYKH,
Jlrobutu Tebe, YkpaiHo, 10 OCTAHHBOTO MOIUXY .
O, Ykpaino mMos, Halikpalia kpaiHa Ha CBiTi,
TBOT IPOCTOPH MIMPOKIi, TBOI TOPH BEJINYHI.
Mu 3aBxu OyaeMo 3 To00r0, HaBiTh Y TaJeKIM CBITI,
bo 11000B 110 TeOe B HamMX cepisix Oe3MeKHa
1 He3TiueHHa"

He 3nato six Bu, maHoBHI unTayi, a y Hac, Micis
nepmioro 3HaiiomctBa 3 ChatGPT, mnepexomnmio
IIOAVX BiJ] TOTO, SIKI TEXHOJIOT1] ICHYIOTh HHHI 1 CTaIn
JOCTYTIHI Cy4acHOMY JIFOZICTBY.

[Ipore He Bce Tak m00Ope, sSIK 34a€ThCS HA MEPIIUH
MOTJIAN, 1 TOMY, 3HAIOYM MPOOJEMH i3 3aXHCTOM
indopmariii, Mu 3aJagd BIANOBIAHE 3alMTaHHA [0
I, a came: "fki 3arpo3W TH Hecell JIIOJICTBY?
Uepes kinpKka cekyH1 Oyiia OTpruMaHa Taka BiMmoOBiIb
(uuTyemo opurina).

"4, sK MOBHA MOJEIIb INTYy4HOro inTenekry (Al),
HeCy TNEBHI MOTEHIMHI 3arpo3u, 10 MOXYTh OyTH

MOB's3aHI 31 IIKIZJIUBAM BUKOPHUCTaHHAM  abo
3nmoBxuBaHHAM. OCh KiJbKa MOMIJIHMBHX 3arpos,
MOB'SI3aHUX 13 BUKOPUCTAHHSIM MCHE!

Po3noBcromkenns aesindopmaii: skmo Hex00-
pPOCOBICHI 0COOM BUKOPHCTOBYIOTH MEHE ISt
CTBOPEHHS Ta TMOIIMPEHHA JAe3iHdopmamii ado
(GelKOBUX HOBHH, 1€ MOXXE CIPHUYUHUTH IIKOAY
CYCHUIBCTBY Ta AOBipi A0 iH(opMmarii.

MamninyJsinisi TpoMaacbK0I0 TYMKOIO. SKIIO S
BUKOPHCTOBYIOCST JIJIi MaHIMYyJIOBAHHS TPOMaJ-
CBKOIO TyMKOIO a0 CTBOpDEHHS NpONaraHjid, Iie
MOJK€ BIUTMHYTH Ha TOJIITUYHI MPOLECH, BUOOpH Ta
collianbHy CTabiIbHICTD.

Mopymenns koudineHuiiiHOCTI Ta nNpUBAT-
HOCTIi: fKIO0 HEJOOPOCOBICHI OCOOU 3J0BKHBAIOTh
MOIMM MOJKJIMBOCTSAMH, IM MOKE BIATHCSI OTPUMATU
KoH(iAeHNiHHY iH(pOpMaLio mpo Jroaeld abo mopy-
IINTHU TXHIO IPUBATHICTb.

IomMpeHHs 3JI0BMHCHOTO NPOTPaAMHOT0 3a0€3-

TMEeYeHHs. SKIIO0 3JIOBMUCHHKH 3MIHIOIOTH MO0
(YHKIIOHANBHICTE 200  BHUKOPHCTOBYIOTH  MOi
MO)K.HI/IBOCTi JIsL CTBOPCHHA Ta TMMOMINPCHHSA

HIKIAJIMBUX TIporpaM abo BipyciB, 1€ MOXe 3aBAaTh
IIIKOJTM KOMIT FOTEpHiH Oe3merni i iHppacTpyKTypi.

BaxauBo 3po3ymiTH, 1O 1 3arpo3d He
BUHHKAIOTh 0€3M0CEepeHbO Yepe3 MO0 IPUPOLY SK
Al wmopenmi, ane BOHU MOXYTh 3'SBJIATHUCS 4epe3
HenmoOpocoBicHe BukopucTaHHsa. [l[o6 moBHIiCTIO
KOHTPOJIIOBATH IIi TOTEHINiHI 3arpo3u, TOTpiOeH
peTeNnbHUIl  Harfsi, PpEryjlioBaHHS ¥ eTHYHE
BUKOPHUCTaHHS TEXHOJIOTIH MITYYHOTO iHTEIEeKTY" .

@®axoBO  3aliMAIOYHUCh  NHUTAHHAM  3aXUCTY
inpopmarii, mu momuikaBunucs y ChatGPT mpo
KibepOe3neky y Tpoleci HOro BHKOPUCTAaHHS W
OTpHUMAaJH Yy BiAMOBiAb Take (puc. 4).

po3kaxu npo kibepbesneky npu BukopucranHi chatGPT

Kibepbesneka € BaxM1BOI0 TEMOIO Npu BrKOpUcTaHHi ChatGPT abo Byab-akoro iHworo

IHTEPaKTUBHOrO OHAAMH-IHCTpyMeHTy. Xoua ChatGPT € noTy>XHuM iHCTpymeHTOM Ans

3abe3neueHHs KOPUCHOT iHGOPMaLLii Ta po3Bar, BaXMBO AOTPUMYBATUCh KINbKOX NPUHLMNIB

Besneku AnA 3aXMCTy CBOET KOHDIAGHLIAHOCTI Ta ocobucTol Besnekw:

1. KoHdiaeHUiAHICTE AanKx: YHVKalTe HagasaTv 0coBUCTY, KOHOIAeHUIHY a60 diHaHCoBY

iHpopmauiro uepes ChatGPT abo iHwi noaibHi cepsicu. He posronowyiite ceoi naponi,

HOMEPM COLiaNbHOro CTpaxyeaHHs, BaHKiBcsKi peksisuTy abo iHwi ocobucti aHi.

e

. bepexause NOBOAKEHHA 3 iIHOOPMaLLiEr: YHuKaliTe posronolwenHs KondigeHuidHol abo

Puc. 4. ®parment Tekcry Binnosini ChatGPT na 3anutanus
" Po3kaxu npo Kidep6esneky minx yac Bukopuctanns ChatGPT"
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KibGepbOesneka € BaXJIMBOIO TEMOIO IPH BHKO-
puctapni ChatGPT a6o Oyap-IKOro iHIIOTO
IHTEPaKTHBHOIO OHIAMH-1HCTpyMeHTy. Xoua ChatGPT
€ TOTYXHHM IHCTPYMEHTOM Ui 3a0e3leueHHs
KOpHCHOI iH(opMaIlii Ta po3Bar, BXXJIUBO TOTPUMY-
BAaTHCh KITHKOX IPHHIIMITIB OC3MEKH I 3aXHCTY
CBO€ET KOH(IACHITIHHOCTI i 0cOOMCTOT OC3MeKu:

1. KondinenuiiiHicTh JaHUX: YHUKaWTe Haja-
BaTu 0cCOOWCTy, KOoH(pimeHmiiHy abo ¢diHaHCOBY
inpopmartirto uepes ChatGPT abo immi momiGHi
cepBicu. He posromomryiite cBoi mapoii, HOMEpH
COL[IaJIFHOTO CTpaxyBaHHs, OaHKIBCBbKI PEKBI3UTH
a0o iHIT 0COOUCTI NaHi.

2. OmaniuBe MNOBOMKeHHsI 3 iHdopMmaii€cio:
YHUKaWTE pO3rojIoNmIeHHs KOH(iAeHIiiHOI a00 9yT-
nuBoi iH(opMalii, KO0 BM HE BICBHEHI B Oe3melli
orpuMmyBada. He HamaBaiiTe ocobucTi naHi mpo cede
a0o IHMMX JIOACH, AKIIO BaM HEOOXiIHO 30epertu
MPUBATHICTB.

3. ®inbTpyiiTe indopmamniro: He BCi BIANOBII,
mamani ChatGPT, Moxytes OyTH TOYHMMH abo
aKTyaJbHUMH. 3aBXKIH NepeBipsaiiTe Oyab-sIKy Hajaa-
Hy iH(poOpMaIlii0 3 JOBIPEHOTO JKepena, 0COoOIUBO
SIKITIO BOHA CTOCYETHCS KOH(IMEHIIIHHOCTI, 6e3nmeKu
a6o (iHaHCIB.

4. YcBinomienictb mpo ¢immAr: ¢QimuHr — 1e
METOJ IIaxpaicTBa, KOJM 3J0BMUCHUKMA HaMara-
IOThCSI OTPUMATH Bally ocoOucTy iHGOpMAIIiio
IUISIXOM iMiTarii JoBipeHoi ocobu abo opraHizarii.
He BimkpuBaiiTe mocwiaHHs, SKi BUIJISIAIOTH
I1103piI0 a00 MPUXOAATH BiJl HEHAIIMHHUX HKEpeEl.

5. Bukopucranus oginiiiHuX AxKepes. KoM BU
BukopucrtoByere ChatGPT ab6o Oyap-skuit iHIImit
IHTEPaKTUBHUHA OHJIAWH-IHCTPYMEHT, IepeKOHa-
Tecs, 0 BU 3acTOCOBYeTe odiliitHe Ta HaiiiHe
Jxepeno. He BUKOpUCTOBYWTE TOCWJIaHHSA Ha
HEBiIOMI a00 MiI03pii CalTH.

AK YNpaBAATH pu3Mkamu Kibepbesnexu?

i mpuHIUTA OE3MEKH ITOMOMOXKYTh BaM 3MCH-
IIMTH PU3HUKH, TTOB'13aHi 3 Bukopuctanusm ChatGPT
Ta 3a0e3mednT OULTBITY KOHQIMCHIIIHHICTE Ta
Oe3neky. 3aBxaAM MaM'sTaiiTe, 110 BAXJIUBO OYyTH
00epeKHUM 1 PO3YMITH MOKIIMBI PU3UKH, ITOB'13aHi 3
BUKOPHUCTAaHHSIM OHJIaWH-IHCTPYMEHTIB.

KpiMm Toro, BaXIMBO BpaxoOBYBaTH MOXKITUBICTh
37MOBXKMBaHb  4aT-0OoTaMH A TOIIUPEHHS
HIKIJTMBOTO TPOrpaMHOTO 3abe3neveHHs abo uis
3JIOBXKUBaHb JOBipOI0 KopucTyBadiB. YaT-00TH
MaloTh OyTH HaJIEXKHO TepeBipeHi MO0 HasBHOCTI
Bpa3IMBOCTEH 1 pEryJsipHO OHOBIIOBATHUCS, 00
3aXHUCTUTH iX BIJ HOBHX BHJIB aTak.

Takox BapTO BpaxOBYyBaTH €THUYHI AaCHEKTH
BUKOPHCTaHHS CHCTEM IITYYHOTO iHTENEKTY B Yat-
6otax. Hampukinaz, HeoOXiJHO YHUKATH BUKOPHCTa-
HHS CHCTEM sl TOIHMpeHHS ne3indopmanii ado
MpOBEACHHA Iaxpaicekux niil. Komanma po3po0d-
HUKIB 1 omeparopiB 4Yar-00Ta TOBHHHA JOTpPH-
MyBaTHCS  BUCOKHX  CTaHIAapTiB  €THKH  Ta
BUKOPUCTOBYBATH CUCTEMY BiIlIOBiAaJIbHO.

3aranpHI TPUHIUNNA KibepOe3mekw, Taki SK
peryJisipHe OHOBJICHHS TPOTPaMHOTO 3a0e3eueHHS,
MOHITOPUHT aKTUBHOCTI 1 aHaJIi3 TOBEIIHKH, TAKOK
3aCTOCOBYIOTBCS JIO CHUCTEM INTYYHOTO IHTEIEKTY.
3abesneueHHs1 Oe3meKkn 4aT-O00TiB — 1€ MOCTIHHUHA
mporiec, SKWUH BUMarae yBard 1 3axomiB i3
MiHiMi3alii pU3UKiB.

3aranom kibepOe3nexka BUKOPUCTaHHS 4aT-0O0TiB,
BKIIOYHO 13 cuctemoro ChatGPT, e komruiekcHUM
3aBJ/IaHHSM, K€ BUMArae MocTiifHOTO BJJOCKOHAICHHS
1 BIPOBADKCHHS 3aXOAiB OE3MEeKH IS 3aXUCTy
KOPUCTYBauiB 1 IXHIX JaHUX.

Ha nuwramas "SIk kepyBath pu3uKaMu KiOep-
6esnexu?’, ChatGPT nanaB taky Bianosiap (puc. 5).

el . . -
.@4 EdexTiBHE YNPaBniHHA pusmKkamu Kibepbesnexu € BaIMBKUM 3aB4aHHAM 407 Byab-akoi

opranizauii. Huxue HaBeaeHo Kinbka OCHOBHUX KPOKIB, AKI MOXHA BUKOHATH ANA

edeKTUBHOrD YNpasniHHA puankamu kibepbesnexu:

1. Ouixka pusukie: BusHauTe BCi MOXAMBI 3arpo3v Ta BPasNNBOCTI, AKI MOXKYTb BIAMHYTH Ha

Bawy opranizauito, Lie MoxyTe ByTy XakepcoKi aTakm, BUTOKM 4aHMX, COLIaNbHMHA IHAMHIpUHT

Towo. OuiHiTL NOTEHUIRHI HACNIAKKM LKX 3arpo3 | Bu3HAUTE AMOBIPHICTL X BUHMKHEHHA,

2. Pozpobka crpaterii: Ha ocHoEl ouinkw puswkie pospobite cTpateriio ynpasaiHHA Wumm

pusukamu. Lle exnrouac & cebe BUSHAUEHHA NPUAHATHOIO PIBHA PU3KUKY, po3pobKy NoAiTuK

Hesnexw, Npoueayp Ta CTaHAAPTIB, a TAKOX BM3HAUEHHA BiANoBigansHux ocib i

BCTAHOBNEHHA KOMYHIKALIFHWX KaHanis.

3. 3axmcT i npoakTWBHI 3ax0aM: BUKOPUCTOBYIATE WHPOKKA CNEKTP 3axuMcHWX 3axoais, wob

3ano6irtu atakam Ta SMEHWWTKH BPa3AnBoCTi. Lie Moy Tb ByTv wndpysaHHa 4aHMx,

BMKOPWUCTaHHA CUABHUX NAPOAIB, BCTAHOBABHHA GaipPBOoAis, aHTUBIPYCHOMO NPOrPaMHOTo

Puc. 5. ®parment Tekcry Binnosini ChatGPT na 3anuTtanns " SIk kepyBaTu pu3nkamu Kidepoesnmexu”
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EdexTuBHe ynpaBmiHHS pU3HKaMu KibepOe3neku
€ BRYUTMBUM 3aBJIaHHSM JJIs OYy[Ib-sKOi OpraHizarii.
Hwuxue HaBeleHO KijdbKa OCHOBHMX KpOKIB, sKi
MOXHa BHKOHATH IS C€(QEKTUBHOTO YIIPaBIiHHSI
pHU3UKaMH KibepOesneku:

1. OuinoBaHHsA pU3NKIB: BU3HAYTE BCi MOYKITHBI
3arpo3u Ta BPa3IMBOCTI, SKIi MOXYTh BIUIMHYTH Ha
Bamry opraizamito. lle MOXyTh OyTH XakepchKi
aTaKW, BHUTIKaHHA JaHWUX, COI[QJIbHUN 1HXKMHIPUHT
tomro. OIiHITE MOTEHIIIHHI HACTIAKKA IHX 3arpo3 i
BH3HAYTE HMOBIPHICTH IXHBOI'O BUHUKHEHHS.

2. Po3po0siennsi cTparterii. Ha OCHOBI OIIiHIO-
BaHHs PHU3UKIB PO3pO0ITH CTpaTerilo yNpaBiiHHA

IMMH  PU3UKaMH{, 100 BKJIIOYa€ BHU3HAYCHHS
MPUAHATHOTO PIBHS PU3UKY, PO3POOJIECHHS MOJITHK
Oesmekw, TpoUEqyp 1 CTaHOapTiB, a TaKOX

BA3HAYEHHS BIINOBIIANbHUX OCIO 1 BCTAHOBJICHHS
KOMYHIKAI[IfHIX KaHAaIIiB.

3.3axmucT i MPOAKTHBHI 3aX0aU. BHKOPHUCTO-
BYHTE IIMPOKHHA CIIEKTP 3aXHCHHX 3aXOMdiB, MO0
3amo0IrTH aTakaM 1 3MEHIIUTH Bpa3iIuBOcTi. lle
MOXYTh OyTH MHUGPYBaHHS MAHUX, BUKOPHUCTAHHS
CHWJIBHUX TapOJIiB, BCTAHOBJICHHS (alipBOJIB, aHTH-
BIpYCHOTO IMPOrPaMHOro 3a0e3MeueHHs, PeryJsipHe
OHOBJICHHS TIPOTPaMHOTO 3a0e3ledYeHHs, HaBYaHHS
CHiBpOOITHHKIB 0€31IeKOBUM MPAaKTUKaM TOIIO.

4, BusiBjieHHsi i BigHOBJeHHSI.  pO3po0iITh
MEXaHI3MH BHUSBIICHHS BTOPTHEHb 1 Kibepartak, o0
BUACHO BUSBISTH 1 pearyBaTH Ha HHUX, BKIIOYHO 3
MOHITOPUHTOM CHCTEM, BHSBICHHSIM aHOMAJiH,
ayJINTOM O€3IeKHU, pe3CPBHUM KOIIIOBAHHIM IaHUX 1
[JIJAHOM BiTHOBICHHS HisSUTBHOCTI MIC/SA IHIUACHTY.

5. HapuanHsa Ta cBigomicTh: 3a0e3meute
HaBYaHHS CHIBPOOITHUKIB MIOJO0 KiOepOe3neku Ta
CBIIOMOCTI TIPO TOTEHIIHHI 3arpo3u. lIpoBompTe
peryJsipHi TpEHiHTH, OHOBIIOHTE IXHI 3HAHHS PO
HOBI 3arpo3u Ta MeToau aTak. CIiBpOOITHHKY MAalOTh
OyTd O3HaWOMIIEHI 3 TOJITHKAMHU Oe3leKku Ta
MPOLIeAYPaMH, a TAKOXK 3HATH, SIK TOBITOMIISITH TIPO
MiJJ03piTy aKTUBHICTb.

6. AyAUT Ta OHOBJIEHHSI. PETYJISIPHO TIPOBOJBTE
ayJIUT CUCTEM OE3MEKH sl BUSIBJICHHS MOTEHIIHHIX
cmabkux Micib 1 BpasmuBocTeil. OHOBIIOWTE CBOI
3aXMCHI 3axX04M Ta IOJITHKMA BIAIOOBIAHO 10
KibepcepenoBHINa, IO 3MIHIOETHCS, Ta HOBUX 3arpo3.

YnupapniHHs pu3UKaMu KiOepOe3neKku € IMOCTiii-
HHAM TIPOIIECOM, 1 HOTO HEOOXiTHO CHUCTEMATHYHO
OHOBJIIOBaTH Ta BAOCKOHamoBatu. [lam'staiite, 110
KOXXHA OpraHizalis Mae CBOi yHIKalbHI MOTpeOH 1
3arpo3u, TOMY BaXIJIMBO aJaNTyBaTH i peKOMeHIaIlii
JI0 KOHKPETHHX YMOB BaIloi oprasizarii.

3narnicte ChatGPT BiamoBimatd Ha 3amnuTaHHS
3MYIIY€E JeSKUX KOPUCTYBauiB 3aayMaTHCs, YU
3MO2ke BiH 3aMinuTi Google. [ 3aIUTyI0Th, 44 He
3arpoXkye BiH poOOTi XKypHAICTIB?
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3a cnoBamu Kapii King 3 [acruryty Anm Jlaneiic,
cuctemu Il 3arampHOrO mpHW3HAYEHHS, TakKi SK
ChatGPT Ta iHIIi, CTBOPIOIOTH HU3KY ETHYHHX i
comianbHux pusukiB (Yum HebGesneuHuit 4ar-00T
ChatGPT ..., 2023).

Cepen noteHLiiHUX poodiieM € Ta, mo I moxe
MMOCWJINTH TIOMHPEHHs ae3indopmariii adbo 3pyiHy-
BaTH HAasBHI IHCTUTYTH Ta MOCIyru. Hampuxmarn,
ChatGDT 3Moke HamucaTh 3asBKy Ha TpaHT,
YCHIITHIN MOTHUBAIIMHUN JUCT HA POOOTY TOIIO.
Takox ICHYIOTH MpPOOJEMHU IIOJ0 MMOPYIICHHS
aBTOPCHKUX ITPaB, KOHQDIMECHITIHHOCTI, 3 OTJIATY Ha Te,
[0 Il CHCTEMH 4YacTO MICTATH JaHl, sSKi HEETHYHO
30uparoThcst Big KopuctyBauiB iHTepHeTy. Llo-
mpaBja, Taki BUHAXOMW y HAWOIMKUIIA IMePCIEKTHBI
MOYTh IPUHECTH I[iKaBi IepeBaru JJis CyCIiIbCTBA.

[TouecHuii npe3uaeHT KUiBChbKOT MIKOIU €KOHO-
Mikn Tumodiii MunoBaHOB TakoX TECTyBaB
ChatGPT. Bin mumie mpo iHIIHA pH3HK — 9ar-60T
Oepe Ha Bipy pi3HI TEKCTH, 30KpeMa i Ipomarasmy.
Hanpuknaza, BignoBinaw4yu Ha MOJITHYHI TTUTAHHS,
9aT-00T YacTo MOBTOPIOE poOCiiichki HapaTuBu. Ha
nutaHHs MunoBaHoBa — umii Kpum? — wyar-6ot
BIZIITOBIB, IO "I CHipHA TEPUTOPId, SIKy (HaKTHIHO
KOHTPOITIOE POCis, sika BBaxae ii CBOE0, a YKpaiHa —
cBO€K0". MIIOBAaHOB 3a3HAu4MB, L0 4aT-00T HE 3MII
Ha3BaTH NMPHUYMHY BiHU B YKpaiHi, BIH MHCaB MpO
MaiinaH, BIUIMB pIi3HUX MIKHApOJHUX TPaBIiB 1
BIZIMOBHBCSI Ha3BaTH HUHINIHIO BilfHy B VYKpaiHi
BifiHOI0. lle moOB's3aHO 3 THUM, IO YaT-00TH
TPEHYIOTHCSI Ha BCiX AHTJIOMOBHUX TEKCTaX, TOMY
CIpUUMAIOTH iX SIK PIBHONpPAaBHi. A pocis BUpOOIIse
3HAYHO OiNbIIe aHTIIOMOBHUX TEKCTiB HiXK YKpaiHa.
Tomy, 1 me myke Ba)JIMBO, CHOTOMIHI TMPE3UICHT
YkpaiHu nepeKoHy€ MOJITHKIB 1 KypHAJICTiB CBITY
Xapu3Molo, eMmoIie i Qakramu. Ane Bxke 3apas
noTpibHo rotyBatuch nepexonysatu LI cBiTy, a Tam
eMolis 1 HaBiTh (akTH HE NPAlIKTh 1 IIe
BEJIIMYC3HUN BUKITHK.

IMpoTte BaxknuBo 3a3HauntH, o ChatGPT mocriii-
HO HABYA€THCS, OHOBJIIOIOYHM CBOI 3HAHHSA 1 HUHI
nymka ChatGPT crocoBHo "umii Kpum?' 3minnnacs.
Och sKy BiANOBINb BiH N1aB HaM y CEpeInHI YSPBHSI
2023 p. "Kpum, Ttakox Bimomuil sk Kpumcbkuii
MiBOCTPiB, € TEPUTOPI€I0, IO CHOPIAHIOETHCS
icropuuHo 3 Ykpainoto. OqHak BHACTIIOK MOIIH, SKi
BinOymucs 2014 p., pociiicbka denepauis anekcyBana
Kpum 1 oronocuna Horo cmoiM cy0'ektom. lleit
MpoIeC BU3HAHO OaraTbMa KpaiHaMu Ta MiKHApPOJ-
HUMH  OpraHi3amisMH HE3aKOHHUM.  YKpaiHa,
€spomneticekuii Coro3, CILIA Ta 6araro iHIIMX Kpaidn
MPOJOBXKYIOTh  BBaXaTH KpuM  yKpaiHCBKUM
TePUTOpiaTLHUM YTBOPEHHIM, a pOCifichka OKymarlis
Kpumy € nopymeHHsIM Mi>KHApOIHOTO mpasa”.
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Sk 6aunmo, xoua ChatGPT mae me 6araro qomy
HAaBYMTHCS], MIPOTE, SIK 1 TOBOPUIIM HOTO PO3POOHUKH —
quM OLTBITIC 3 HUM CIIUIKYBATHCS, THM PO3YMHIIITIM
CTa€ 1ei HOBUI iIHCTPYMEHT.

AHaui3 6araTbOX IHTEPHET-PECypCiB MOKa3aB, 110
mpo ChatGPT B Vkpaini 3a3nagarore Take. Jleski
Ha3WBAIOTh MOT0 "MOBHUM IIOKOM' Ta BBAXKAIOTh, 11O
y MaiOyTHROMY IISI TEXHOJOTISA "CTpyCHE CBIT
CHJIBHIIIE HIX mosiBa iHTepHery". "binbme Hemae
CEHCYy BMITH THCAaTH KypcoBi, Oiumpmie He Tpebda
MYYHUTHCH ITiJ] 4aC HAITUCAHHS CYNPOBOKYBaJIHHOTO
nucTa Ha poOoTy, Oiblle He MOTPiIOHE OaraTofeHHE
[UTaHyBaHHS MOI3/I0K, CLIEHapii U1 XyZ0XKHIX TBOPiB
Terep MOCTYIHI Maiike B HEOOMEKEHOMY pexumi”.
"3a mapy pokiB ymoBHui Disney remepyBaTmmMe
cuenapiii 'y ChatGPT, 3moxe CTBOpIOBaTH Mepco-
HaXli, aHIMyBaTH iX B SKIiCh IHIIIN HelpoMepexi.
[Ipraomy BapTiCTh iHTENEKTyalIbHOI POOOTH CTPIMKO
HaOJIMKAETHCS 10 HYJIS

Jleski ekcmepTH KaXyTh, IO MOMIJIMBOCTI YaT-
00Ta IIOKYIOTh, a JCSKi MEePEeKUBAIOTH, 110 HEBJIOB31
ChatGPT moune 3abupatu B IOl IXHIO po6OOTY.

Binomo, mo minictp foctumii Jennc Manrocska
nonpocus ChatGPT nanucaru 3akononpoekt. Kaxe,
xapryroun: "Hanwucano 3a 30 cexyna. [Tino3proro, 1o
MiH'IoCT YeKaloTh CKOPOUCHHS BKe 3 IOHEeAIKa" .

Kpim 3asmauenmx mepeBar LI, € BaxiuBa
po0JieMa BUKOPUCTAHHS HOTO B CUCTEMI OCBITH.

Takuii "momiuHWK" 3a JiYeHI CEKyHAU 3IaTHHM
[iKaBO ¥ pO3rOPHYTO BIAMOBICTM Ha MHUTaHHA,
HaIUCaTH BipII, CTBOPUTU KPEATUBHUI KOHTEHT Ha
OyIb-sIKy TEMY TOIIIO.

3ayBaxkumo, mo ChatGPT it amanoriuni ceppicu
CTaBJIATH ITKOJAPIB a00 CTYAEHTIB MEPea CIIOKYCOI0
CXUTPYBaTH 1 3a JOTIOMOTOI0 dYaTa-TIOMidHUKA
BHUKOHATH CBOI JOMAILHI 3aBJAHHS B KUIbKA KIIKIB
MUK

I cmpaBai, HaBimo BUTpayaTH Oarato 4yacy Ha
momyk iHgopmamii B iHTEepHETI Ta 1i cHcTeMa-
TH3auio? MoXHa BBECTH 3alUT Yy 4aT-00T, 3a4eKaTH
KilIbKa CEeKyH] 1 Ha pyKax y IIKOJisIpa ado CTyAeHTa
poboTa, HamricaHa 3B'S3HOIO, IIIKOM KHBOIO MOBOIO,
sIKa TPaKTUYHO HE BiNPi3HATHMETHCS Bif Ti€l, SKy
BOHM Hamucaiud OH BIIACHOPYY, CHHUPAIOYNCh Ha
iHpopmarito 3 iHTepHeTy. [Ipuyomy TeKkcTH, CTBO-
peni vatom GPT, ycHminmHo mpoXoAsaTh MEepeBipKy Ha
aHTHUIUIATIAT 1 JOBECTH, IO iX MUCaB poOOT, a He
y4eHb a00 CTy/IEHT OyBa€ JIy’Ke CKIIaTHO.

ChatGPT — me jmme oxHa 3 MEPIIMX CIPOO
IIUPOKOr0 BIPOBAJKEHHS Y MACOBHM BIKUTOK TaKoOl
TexHoJIoTii. Jlaii 11e IBUIIE TUTEKH PO3BUBATHMETHCS
it HabupaTrmMe 00epTiB. ToMy B moanbIIoMy B OCBITI
Taki mpocTi (OpMU KOHTPOIIO 3HaHb, SK TECTH,
HamMcaHHA ece abo TBOPY-pO3AyMy, IEpecTaroTh
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Oytu aktyampHEMEH, 00 IIII Moxe 3HaliTH Ta
CTPYKTypyBaTH iH(OpMAaIil0 1 pO3MICTHTH Ha
claiax 3aMicTh MIKOJsipa abo cTymeHTa. Tomy
BUHHUKAa€ MUTAaHHS. SK pearyBaTH HaBYaJIbHOMY
IpoLecy Ha TaKuil TeXHIYHUI porpec?

Huni cucrema ocBiTH niepexuBae 3HaUHy KpU3y, 1
mo0 mporec OTpUMaHHS 3HaHb OyB aJEKBAaTHUI
BUKJINKaM CBOTOAEHHA, MM MYCHUMO KapAWHAJIbHO
MEPErasHyTH MiAXiJA 0 TOrOo, SKUMH MAalOTh OyTH
HUHIITHIA BUKJIAAa9 1 caM HaBYaIBHHN TIporiec. CBiTy
3arayioMm, 30Kpema i YkpaiHi, , moTpiOHa JTOKOpiHHA
TpaHCchOpMaIlis CaMoi CYTi CUCTEMHU OCBITH.

Temep ToyOBHE 3aBAAaHHS BHKJIAnada HE JaTH
3HAHHS 1 HaBITh HE IEPEBIPUTHU 3aCBOEHHSI CTYICHTOM
Marepiairy, a JaTH CaMOMY CTYICHTY MOKIIUBICTh
OPOSIBUTH  iHINIaTHBY B HaBYaHHI, €QEKTUBHO
BUKOPHCTOBYBAaTH OTPUMaHy iH(popMaIliro, KOMOiHY-
BaTh il 1 3aCTOCOBYBATH OTPUMAaHHUI pPE3yIbTaT y
pO3B's3aHHI CBOEI 3ajadvi. YCIINIHUIA CTYACHT Mae
HaBUYUTHUCS PO3B'I3yBaTH KOMIUICKCHI 3aBIaHHS, SKi
nepeOyBarOTb Ha CTHKY PpI3HHX TpPEIMETiB i
MUACIUTLIIH. HWHIIHI  OCBITHI TPOIECH MAaroTh
PO3BUBATH B HHOTO TaKWH KPOC-AMCHUILTIHAPHHUA 1
MPAKTHKO-OPIEHTOBAHMM ITiIXi/I.

Bin maiibyTHiX crneniamicTiB poOOTOAaBII OYiKy-
IOTh YMIHHS TIOAMBHUTHCS Ha poOOYe 3aBHaHHA 3
pi3HUX OOKIB 1 3HAWTH TSI HBHOTO HETPHBIAIBHI
pimenHs. Lle oxommoe BMiHHS MpawioBaTu y Kpoc-
(GYHKIIOHATBHUX KOMaHIax, ¢ KOXKEH YYacHUK —
¢daxiBenb cBoei Tamys3i. Hailfwacrime s Takoi
CHiBMpall CTyA€HTaM TOTPIOHI 3HAHHS Ta KOMIIe-
TEHIIIT 3 Pi3HUX Tpodeciii, a TaKoXK MPOCTO BMIHHS
CIpuiiMaTé apryMeHTH Bifl MpPEACTaBHHKIB 1HILIO]
CIEIIATEHOCTI, 3 IHITUMH TOTJISIaMH, W iHTeTrpyBaTH
11l MPOTIO3HUIIIT Y CIIJIBHUN KOMaHIHUH MPOEKT.

VY mpomynpoueci TOJIOBHE 3aBIaHHA KOXKHOTO
YCHINTHOTO CHETlialicTa, SKUi X04ue 3aiHITH MICIle B
Takiii KoMaHni, [ 3aCTOCOBYBATH KPHUTHYHE
MHCJICHHS, 3IaTHICTh AyMaTU CBOEIO TOJIOBOIO, BMITH
aHaizyBaTd iH(pOpMaLil0 ¥ I1HTErpyBaTH CBOIO
YacTKy B 3arajbHe IiJe, Mif KOHKPETHHH IMPOEKT.
I[poro He MOXke 3po0OUTH POOOT 1 )KOAEH JaT-00T, ane
1€ TTOKH LIO.

A 0Ch IS THIX, XTO X0Y€ 3IHITUTHUCS "BY3bKUM
crierianicrom”, po6oTa, sIKy BUKOHYIOTh HUHI JUNIOr-
(daxiBili, 3 PO3BUTKOM IINTYYHOTO IHTEIEKTY MOXKE
crati GakTHYHO HemoTpiOHoro. Taki yarw, sik GPT
abo Helipomepexi Ha kmTant Midjourney, Bxe 3apas,
YCHIIHO BUKOHYIOTH POOOTY NMPUMITHBHHUX IH3aii-
HepiB 1 KomipaiTepis.

Jlisi HaBYaHHA W PO3BUTKY MalOyTHI (haxiBIni
MaloTh OyTH CyNepnpoAyKTUBHHMH U pi3HOOIUHO
KOMIIETeHTHIMH, 1100 3aJIMIIaTHCS Ha IJ1aBy Ta OyTH
3aTpeOyBaHMMHM W YCIIIIHO KOHKYPYBaTH 3 PO3BHT-
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koM [1II. V naBuaHnHi i poOoTi OUTBIIIE HE OY/Ie MicLis
MpUMiTHBI3MOBi. TOMy OCBiTa Mae 30cepeIuTUCS Ha
KOMILUICKCHUX 3aBIAaHHSX, JUIS PO3B'SA3aHHS SKHAX
CTYJEHT Ma€ ONaHyBaTH pi3HI AWCUWILTIHU, ale
HaWTOJIOBHIIIE, MaOyTHIH (haxiBellb Ma€ aKTUBHO
B3a€EMOJISATH 31 CBOIMH  OJHOTPYIHHKAMH B
VHIBEPCUTETI Ta CHUTHPHO 3 HUMH NIYKaTH ILITXH
PO3B'sI3aHHS TOTO YH IHIIOTO 3aBIAHHS.

Mu Maemo pyxaTucs Big mpobiemu, 3amis
pO3B'sA3aHHS K01 MOTPiOHA Ta abo iHma iHpopmaris.
I B mpoMy Bumaznky Bxe HE TaK BaKJIHMBO, SIK came
CTYIEHT ii 3Haiife: B miapydHuKy, y Bikimemii un y
ChatGPT.

CBoro vacy mono KOMaHAHOI poOOTH JOCHUTH
momyisipHuM ~ OyB  TepMmiH  “cuHepris®  ToOTO,
MPOCTUMH CJIOBAaMH — 1€ CIJIbHUHA e(peKT BiX
B3a€EMOJIIT JTIOCH, SIKUiT 3HATHO TICPEBUIIYE CYMY ik
KO>KHOTO OKpPEMOTO yYacHHKa nporecy.
MarematnyHo e MOXxHa nojatu sk "1+1=11". VY
HaBYaHHI TAKUH IMiIX11 A0 CIUIEHOT KOMaHTHOT TTparli
— Halpe3yNbTaTUBHIMIMHA. AJKe B CYCHUIBCTBI
MaiiOyTHHOMY (DaxiBIIO IS MOCATHEHHS YCHIiXy
JOBEAETHCSl PO3BUBATH HacamIiepell KOMyHIKaTHBHI
HaBHYKY B3a€EMOJII Ta OPraHi3aTOpChKoi poOOTH 1 118
camMe Te, 4Oro 3a CTYJeHTa He 3MOXKe 3pOOHUTH JKOJCH
yat-0ot ab6o IIII.

Tinpku 3 ypaxyBaHHSIM TEHACHLINH PpO3BUTKY
CYCITIILCTBA Ta TEXHOJOTIH MU 3poOuMO YKpaiHy y
chepi OCBITH KpaiHOIO, IO CTaHE MPUKIIAIIOM IS
BCHOTO CBITY, IIOKa3aBILIH, SIKUM Ma€ OyTH CIIPaBKHE
maBuanas y XXI| cr., B mudpposy enoxy (Hoswmii
garoor ChatGPT..., 2023).

Juckycist i BUCHOBKH

Otxe, ChatGPT € moTyxHUM iHCTpYMEHTOM, aje
HUHI BIH Ma€ JIesKi HEJIOJIKH, SKi CIiJI BpaXOBYBaTH,
SKIO Yy IUIaHaX € HOro BUKOPUCTaHHS.

1. MoxuauBuii maariat. Oaniero 3 npodieM €
PU3UK IUIariaTy 4epe3 TPYAHOIII 3 BiJICTEXKEHHSIM
MTOXO/KEHHSI CTBOPEHOTO BMICTY. 3aBISIKM 34aTHOCTI
ChatGPT reHepyBaTH MOBY, CXOXY Ha JIOJCBKY,
0araro XTo cTypOOBaHUN MOKITUBICTIO TIATiaTy.

2. Ilpodemu  cymicnocri. Hwuni  MoxHa
OC3KOIMTOBHO  BHKOPHCTOBYBaTH  4Yar-00T  Ha
BeOcaiiTi OpenAl. OpHak i3 3pocTaHHSIM TOMYJISIp-
Hocti mogedi L1 3pocna KimbKicTh KOPUCTYBAYIB, SKi
HAMararmTbCsi OTPUMATH JOCTYH JO BeOcalTy
OpenAl. B pesymbrari Le iHOAI NPU3BOAUTH 1O
mpo0JIeM i3 TporryckHoro 3aatHicTio ChatGPT.

3. HepocratHpo  po3ymHuii. Buxopucranss
ChatGPT s cTBOpeHHs inelt y chepi MapKeTHHTY
Ta peKJIaMu MOXke OyTH LiKaBUM pilleHHAM. BBiBmn
Ha3By OpeHay abo NpPONYKTy Ta 3aluTaBILU Y
ChatGPT imei mpo Te, sk #oro mpocyBaTH,
MapKeTOJIOTH MOXYTb OTpPHMaTH 0arato TBOPYHX
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MPOMO3UIIIH 1 MEPCHEKTUB, SKi BOHH, MOXJIMBO, HE
posrnsiaanu paninie. Aige ChatGPT moxe Matu
mpoOeMu 31 CKIIATHUMHU TeMaMH, SKi BHUMAararoTh
TIMOMIOTO piBHA aHaii3y, HDK TOW, y sSKoMy Oyia
HaBYCHA MOJIEINb.

4. ChatGPT mae nesiki mpo6JieMu, 1moB' si3aHi 3
PacoBHMHU Ta TeHJePHUMH yhepemxeHHsMH. Ha
novatky rpyans 2022 p. mpocdecop mcuxonorii Ta
HeBpoJorii Kamidopsilicekkoro yHiBepcutety B bepruti
Crisen ITianTtamoci mominuBes y Twitter Garatema
TPUBOKHUMH pe3yJbTaTaMH, SIKi BiH 3HAWIIOB Mij
Yyac BBEJICHHS IIEBHOTO TEKCTY B 4aT-00T.

5.ChatGPT wne nmae cratucruky. ChatGPT
migOvuBae MiICYyMOK TeMi, alle He TIPOIOHYE
yHIKanbHOCTI i1 po3ymiHHS. Jltogn TBOpATH 3aBISKH
3HAaHHSM, a TaKOX 4Yepe3 CBiii 0COOMCTHH JOCBIf Ta
cy6'extuBHe crpuiiHaTTa. Xoda ChatGPT wmoxe
JEeMOHCTPYBaTH BHCOKI TIpaMaTH4HiI SKOCTI M
BHUTOHYCHI i71e1, HoMy Bce 0HO OpaKye po3yMiHHS.

6. ChatGPT Bce mie Ha cTajaii HaBuYaHHsA. 3apa3
ChatGPT Bce e nepedyBae y mpolieci HaBUaHHS Ta
BrockoHaneHHs. Kommanis OpenAl pexomeHnye,
1100 yBech KOHTEHT, cTBopenuit ChatGPT, nepesipsiB
¢daxiBerp, MO0 OTPUMATH BIATYKH IS BIOCKO-
HaJICHHS HeHpoMepexi y MaiiOyTHbOMY.

7.ChatGPT mae wmamumuny wmoBy. II[o6
imeHTn(iKyBaTH CTBOPEHHH MAIIMHOIO KOHTEHT,
JOCHIJIHUKNA BU3HAYUIN OCOOJIMBOCTI, SIKUMH BIH
3BYYHTh HENpPHUPONHBO. OJHi€0 13 IHUX 0co0H-
Bocreli € mpobiemu 11 3 iziomamu. Is ocobiuBicTh
T€HEepOBAHOTO MAIIMHOI KOHTEHTY € OJHI€I 3
npobiem ChatGPT. Xoua III uepmae Bimmosimi
Maike 3 OyAb-fKOro AOCTYIHOTO JDKepena i Mae
MEBHUM YHHOM YCEPEIHIOBATHCS, OCOOIMBOCTI
MporpaMyBaHHs 1 Te€, 3BIAKH 3700yBarOThCS JIaHi,
BHKJIMKAIOTh CEPO3HI MPOOJIeMH 3 TOBIPOIO.

8. ChatGPT Mo:XyTh BHKOPHCTOBYBAaTH Y
3y0BMHCHEX miax. Skiro 3amuratu ChatGPT mpo
TeBHI HEOE3MeYHI TeMH, HAPUKIIAL, K CIUIAaHyBaTH
ineanpHe BOMBCTBO a00 3pOOMTH HamaiM BIOMa,
CHCTEMa TOSCHUTH, YOMy BOHA HE MOXE JaTH BaM
BIJNOBiMi. AJie TIpU I[bOMY MOXXHa 3MYCHTH 0OTa
CTBOPIOBATH TaKy HeOe3meuHny iHdopmariito 3a
JTOTIOMOTOF0 TICBHUX MPUHOMIB, HAIPUKIIA], BAABATH,
oo Ie HepcoHax y ¢impMi abo, IO BiH MUIIE
crieHapiit mpo Te, sk wmomeni Il we mnoBuHHI
BIJIIOBIIATHA HA MMOAI0H] TUTAHHA.

9. [Ipodaemu koHpinenuiiitnocti. HemomaBHo
ChatGPT mnotpanuB y ckaHgan, MOB'3aHUA 13
30epexenHsM aanux. OpenAl sassus, mo ChatGPT
OyB BINMOBIJAIGHAM 32 BUTIKAHHA TUIATDKHUX
nmaHux. Jleski kopucTyBadi MOTJIM TTOOAYHUTH iM'S Ta
MIPIi3BHINE iHIIOTO0 aKTHBHOTO KOPHCTYyBada, aapecy
HOro eNeKTPOHHOT IOIITH, MJIATIXHY aIpecy, OCTaHHi
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qoTUpH nU(pH HOMEPA KPEAUTHOT KapTKH Ta TEPMiH
nii KpeauTHOi KapTku. [IoBHI HOMEpHM KpEeOUTHHUX
KapTok He Oymu poskpuri. Kommanis OpenAl
nepeena ChatGPT B aBTOHOMHUIT pexuM i Tenep
BHITPABUIIA TIOMUJIKY.

10. € nuTaHHS W00 MOPYIIEHHSI ABTOPCHKHUX
npaB. € npoOiemu 100 KOH(IAESHIIHHOCTI,
BpPaxXOBYOUH, IO I[i CHCTEMH 4aCTO MICTSTh JaHi, sKi
HEeTUYHO 30MPAIOTHCSA BiJl KOPUCTYBaiB III00aIbHOT
mepexi "Iareprer”. IllompaBma, Taki BHHAXOIU
TaKO)X MOXYTh TPHHECTH I[iKaBi Ta TOKHA III0
HEBiIOMI IlepeBaru AJsl CyCIilbCTBa.

11. lIpo6aema Bukopuctanus ChatGPT B
cucremi ocBitu. IlimBoasun mizcymoK W€l CTaTTi,
X04YeMO BHCIIOBUTH JTyMKY BHKOHAaBYOTO JUPEKTOpa
OpenAl Cema AnbprMaHa, "IITYYHUH IHTEICKT Mae
MPOMTH JOBTUH LUIAX, a BEIUKI ijiel 11e HalekHuTh
Bimkputu. IHomi mue Oynme HeBmano. IHomi ™um
YXBaJTIOBATUMEMO CIIPaB/i NIOTaHi PillieHHs], a iHOi Y
Hac OyayTh MOMEHTH HaI3BHYANHOTO TIporpecy i
yemixy" (Yar-6or ChatGPT: nomivunuk ..., 2023).

Buecok aBtopiB. Bomogumup Hakoneunumii —
KOHIIeNTyai3aliss; MeTtomonoris; Bomogumup Caiiko —
aHaNi3 JpKepesl, MiAroTyBaHHS OIJLILy JITepaTrypu abo
TCOPETUYHHUX 3acall HOCJ’Ii,H)KeHHH; Muxkona MOpHBI/IHHCB -
30ip eMIipuYHHX JaHUX Ta iX Bamigamis; Brmammcnas
JIytieHKO — eMIipUYHEe TOCIIIKEHHS.
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ADVANTAGES AND RISKS OF USING CHATGPT

Background. Thisarticle presents ChatGPT - a new chatbot, one of the latest productsin the field of artificial intelligence,
created by OpenAl, which developed this technology together with Elon Musk. The article provides recommendations for connecting
to a chatbot. The main advantages of artificial intelligence are defined, and examples of its application are given.

Current educational processes should develop a cross-disciplinary and practice-oriented approach in the student.

Results. Itisshown that among the main advantages of ChatGPT is the ability to generate texts on a given topic, to answer
almost all user questions, and to express oneself even in Ukrainian. Specific examples of chatbot questions related, in particular, to
information protection, risk management, etc., are given. Demonstrated responses from his side. Focused on the dangers of using a
new chathot. It is shown that possible plagiarism, compatibility issues, malicious use, privacy issues, copyright infringement issues,
and problems of using ChatGPT in the educational system occupy a special place among the identified dangers. It is emphasized that
the education system is currently experiencing a significant crisis and that the process of obtaining knowledge is adequate to the
challenges of today, it is necessary to radically revise the approach to what the current teacher and the educational process itself
should be. It is noted that Ukraine needs a fundamental transformation of the very essence of the education system. Now the main task
of the teacher isto give the student himself the opportunity to take theinitiative in learning, to effectively use the information received,
to combine it and to apply the received result in solving his task. A successful student must learn to solve complex tasks that are at the
junction of various subjects and disciplines.

Conclusions. So, ChatGPT isa powerful tool, but today it has some drawbacks that should be considered if you plan to useiit.

Keywor ds: chatbot, neural networks, application, encryption, copyright, privacy, artificial intelligence.
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YAOOCKOHAJNEHHA METOAY
BUABJNIEHHA PAOIOCUTHANIB 3A AONOMOroio
TOMONOrIYHOI IAEHTUGIKALLII 3ArPO3

BceTyn. Jlwocmeo esiiiuiio 6 enoxy iHghopmayiiinoi yinnocmi, 8 sKill IHghopmMayis cmae pecypcom, 8aiCiuiuium
3a iHwi pecypcu. Tomy docmyn 0o ingpopmayii, 0codau60 00 KOHPIOeHYIIHOT, 30KpemMa i 00 iHopmayil, sika micmumao
OCHOBHI KOHKYPEHMHI nepesazi, € NEPUIOYepeo8UM 3a80aHHIM KOHKYDeHmHOI po36ioxku. Ompumaris makoi ingpopmayii,
Hauuacmiwie, Nos'a3ane 3 NOPYUWEHHAM 3aKOHY Md 3ACMOCY8ANHAM CNEYIATbHUX MEXHIYHUX 3ac00i8. Huni € modcausicme
posg'azysamu CKIaoHi npobremu w000 SUMIKAHHA [HOOPMAYIl WEUOWUMY MEMNAMU, dle CReyianicmu MmexHiuHOT
PO3BIOKU MOX*CYMb BUKOPUCIOBYB8AMU HOBI CHOCOOU NPOHUKHEHHS ) 8auly CcUcmemy, wob SUKPACU BaAXHCIUBY
iHGhopmayiro ma 3a60amu HeNONPAasHOI WKOOU.

MeTtonam. Jocnioxceno memoou 6UssieHHS HeOe3sNneuHux paoioCUSHAI8, 5K MOXNCYMb Oymu cucHaiamu 60
Paodio3axknaoHux npucmpois. 3anponoHo8aHo B00CKOHANEHUN Memoo 8UAGNIeHHA pAdiOCUSHATIB, 8KA3AHE B800CKOHANEHHS
3ACHOBAHO HA BUKOPUCMAHHI MONOA02IYHOI i0enmuixayii 3aepo3. Memoo 3acHoéano Ha momy, wjo 00'ekm inghopmayitinol
oisuibHocmi mpeba po3bumu Ha gpakmanu, mobomo obracmi camonodionocmi. Qbnacmi camonoOiOHOCME BU3HAYAIOMbCS
@izuunumu eracmueocmsimu padiocuenanie. Kpim gopakmanvnoi posmipHocmi, 3 MEMOoI0 3HAYHO20 NIOBUWEHHSL UMOBIPHOCTE
BUABIEHHS Hebe3neuHUX padiocueHanis, sk idenmugbixayiro padiocusHanie 86001msb 8i0N08ioHi hpakmanvHi mipu. PpakmanvHi
MIpU 000amK080 00360/50Mb GUIHAYAMU 30HU, 6 SKUX GUAGIAIOMbC HeDesneyHi padiocucHanu. 3adarouu 6i0N0SIOHI
EeMAIOHHI 3HAYEHHS. BIONOBIOHUX NAPAMEMPIE PAOIOCUSHANIE MONCHA SUSHAYAMU (DPAKMATLHI POZMIPHOCIE Yepe3 NOKAZHUK
T'epcma i 3anedxcHo 6i0 OMpuMaHO20 3HAYEHHS POIMIPHOCHE MOMNCHA I0enmughiKysamu Hebe3neuHi paodiocueHal, CUSHAIU
PAdio3aKIAOHUX NPUCMPOI8 ab0 THUUX PUCMPOIE 3HIMAHHS THOpMAayil, SIKI 6CMAHOGIEHI HA 00 €KMI 3 KOHEIOEHYIIHOW
ingopmayicio. Buxopucmanusi 3anponoHO8aHO20 Memody 0030umb 30UIbuumu  eqheKmueHiCmb  BUSGTICHHS  CUCHATIG
Paodio3aKnaOHUX PUCMpois ma y UNAOKy 6UAGIEHH MAKUX CUSHAIE OJIOKY8amuU KAHA 8UMIKAHHS iHopMmayi.

PesyasTaTtu. 32idno 3 0ocniodxcenuamu anarimuxie 16 Y% midcHapoOHux KoMnamiti ma 0epicasHux YCmaHos
CMUKAIUCL 13 NPOMUCILO80I0 P0o36i0Koio. 3a donomozoio mexuivnux 3acobie sudodysacmovcsi 80-90 % neobxionol
inghopmayii. 'V 36'sa3ky i3 yum, 30epicanns y mMaAcMHUYi KOMEPYIUHO BaNCIU6oi IH@opmayii, 00360715€ YCHIUHO
KOHKYPY8amu Ha pUHKY 6upoOHuymea ma 30ymy moeapie i nociye. /[ ompumants 00cmyny 00 Komepyiunoi ingpopmayii
BJI0BMUCHUK 3ACMOCO8YE MexXHiunI 3acobu. OOHUM [3 6U0i6 MEeXHIYHUX 3ac00i8 € padio3akiadHuil npucmpiu. /s
nepedasanist inghopmayii cmeopiocmovcst Kanan nepedasannsi ompumanoi ingopmayii.  Tomy Oyorce sadxciugum €
NUMAHHA BUABNLIEHHA MA OJIOKY8AHHs KAHANIE UMIKAHHS IHGopmayii.

BucHoBKU. /osedeno, wo uxopucmosyouu memoou pakmanioHoi ceomempii, ModicHa 06'exm iHgopmayitinoi
odisnbHOCmI po3bumu Ha pakmanu, Ha obracmi camonodionocmi. Kpumepiamu, 3a sxumu eusnavaioms yi ooaacmi, €
@izuyni npunyunu pobomu 3aKkia0HUX npucmpois. 3adarouu 8I0NOGIOHI eMAaNOHHI 3HAYEHHS 8IONOBIOHUX NApAMempis,
MOJICHA 8U3HAYAMU PPAKMANLHI PO3MIpHOCHI Yepe3 nokasHuk I'epcma.

KawyoBi c¢ioBa: padiocucnan, padio3akiadnuii npucmpiil, UmiKarHs ingpopmayii, hpakmansHa po3mipHicme.

Beryn iHpopmaLii, ocobanBo 10 KoHQiAeHUiiHOI iH(pOp-
JroncTtBo yBilimuIo B emoxy iHdopMamiiiHoi — Marlii, 30kpema i 10 indopmartii, ska MiCTHTb OCHOBHI
HiHHOCTI, B #Kid iHQopMalis cTae pecypcoM, KOHKYPEHTHI II€peBar, € MEepLUIOYEPrOBUM 3aBJa-
BAXUIMBIIIMM 3a iHm pecypcd. ToMy gocTym 10  HHAM KOHKYPEHTHOI po3Biaku. OTpUMaHHS Takoi
© Tonwona Ceprin, IllanteB Ceprin, 2024
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iH(popMarii, HaifyacTime, MoB's3aHe 3 MOPYIIEHHIM
3aKOHY Ta 3aCTOCYBaHHSM CICIIaJbHUX TEXHIYHUX
3aco0iB. HuHI € MOXKIIMBICTh PO3B'S3YBAaTH CKIIATHI
mpobiaemMu 3 BUTiKaHHA iHGopMmamii OLIBII LIBHUI-
KHUMH TEMITaMH, aji¢ CIICMiaJliCTH TEXHIYHOI PO3BIAKH
MOYTh BHKOPHCTOBYBATH HOBi CIIOCOOW NPOHUK-
HEHHS y Bally CHCTEMY, OO0 BHUKPACTH BaXKIUBY
iH(pOpMALIiIo Ta 3aBAaTH HENOMPaBHOI IIKOIH. SKIiCTh
indopmariii, 1O BHKOPHUCTOBYETHCS, TO3BOJISIE
OTPHMYBATH BiANOBIAHUI €eKOHOMIYHUHN 200 MOpaIb-
HUH eekT. 3rigHo 3 JOCTIKEHHSIMA aHATITHKIB 76 %
MDKHapOJAHUX KOMIAaHid 1 JepKaBHUX YCTaHOB
CTUKAJIUCh 13 TPOMHUCIOBOIO PO3BiIKOI0. 3a JOTIO-
MOTOI0 TeXHIUYHHUX 3aco0iB BHOoOyBaeTbes 80-90 %
HeoOximHoi iHdopMarii. Y 3BSI3Ky i3 muM, 30epi-
TaHHS y TAaEMHHII KOMEpLiHHO BakIMBOi iHGDOp-
Marlii, J03BOJISIE YCIIITHO KOHKYPYBaTH Ha PUHKY
BUPOOHHUITBA Ta 30yTy TOBapiB i mociyr. BinmosigHo
IO MEeTH, SKy CTaBUTh Ui cebe KOHKYpEeHTHa
PO3BilKa, BUKOPUCTOBYIOTh Pi3HI KaHAIN BHTIKaHHS
indopwmartii. IcHye 6araTo pi3HHX THITIB MOJEICH, SKi
Jaf0Th MOXKJIMBICTh BHSABIISTH OKpEMi DPi3HI KaHaJIH
BHTIKaHHS iHQOpMaIrii.

Tomy po3po0biieHHs i yIOCKOHATICHHS MOIesiel Ta
METOMIB imeHTU(IKaIil KaHaliB BUTIKaHHS KOH(QI-
neHIiinol iHdopmamii Ha 00'ekTi iHOpMaIiHOT
TSTTEHOCTI HHAHI € Ay)Ke aKTyaTbHIMH.

Memoro i€l cTaTTi € MABAMIECHHS e(EKTHBHOCTI
BYSIBJICHHS KaHAJIiB BUTIKaHHS iHpoOpMaIlii Ta CHr-
HaJIB paJio3akiaJHHUX Ta IHITHX TPUCTPOIB 3HIMAHHS
iHdopmariii 3aBIIKH BIOCKOHAJICHHIO METOAY BHSIB-
JICHHsI He0e3MeYHUX PalioCUTHAIB 200 1HIINX BHIIIB
HeOe3MeYHUX CUTHATIB.

Oznao nimepamypu. IlutanasaM 3axucty KoH}i-
IEeHIHOT iH(opMarii, po3poOIIEeHHI0 Ta BIOCKO-
HAJICHHIO MOJEJeil BUSBJICHHS KaHAJNB BUTIKaHHS
iHpopMaLii Ta CHIHAJIB palio3aKiafHUX IPUCTPOIB
MIPUCBSYCHO 3HAYHY KUIBKICTh MyOJTiKaIiii.

VY po6oti (Ko3zauok, 2017) po3risiHyTO pi3Hi METOAN
010METPUYHOT CTATHYHOI Ta AMHAMIYHOT iIeHTH(DiKaIli,
110 03BOJISIE MTiABUILMTH CTYIIHb 3aXUCTY iH(popMariii.
LIi meTonu Ga3yroThcs Ha (i3i0I0TIYHUX OCOOTMBOCTAX
moauan. Ha ocHOBI ux (hizionorivHuX 0coOImBOCTEH
MOKHA OyIyBaTH pPi3HI MaTeMaTHYHI MOJENI iICHTH-
¢ikamii. Bxkazani mMoneni MO)KHa BHKOPHCTOBYBAaTH Y
TpoIieci CTBOPEHHSI PI3HUX TEXHOJOTIH 3aXUCTY
iHpopMamii 3 O0OMEKEHHM JOCTyIoM. AJje Iei
NPUHIMIT HE JO3BOJISIE TOBHOK MIpOI0 3aXHUCTHTH
KOHbIIeHIIHY iH(hOpMAaIIifo.

JlocmiKeHHAMH, BHUCBITICHUMH Yy  TIparsax
(Sobchuk, Samoilenko, & Samoilenko, 1999)
BH3HAYCHO BEIIMKY KIIBKICTh TapaMeTpiB It
ineHTHdIKamii kibepaTak Ha iHGOPMAIIIIHI CUCTEMHU.
InenTudikanis kibepaTak Ia€ MOXIHMBICTH IiJIBH-
LIUTH piBeHb 3axuCTy iH(opmarii. [Ipore kibepaTaku
iIeHTU(IKYIOTBCS He TIOBHOIO MIipOKO Ta BH3HaueHI
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JUIIEe JUIsI BY3BKOTO Kiacy OO'€KTiB, O TOTO K,
MOCTIHHO PO3BHBAIOTHCA. TOMYy imeHTH]iKalis He
PO3B's13y€ MpoOIIEeMy MOBHICTIO.

B po6orax B. Cobuyka, O. Kamycrsna, O. bapa6ara,
O. MamkoBa po3KpUTO 0COOIUBOCTI iIeHTUdIKAIT B
KOPIIOPaTUBHUX  iH(QOpMAaIiHHO-TeIeKOMYHIKaIIii-
HuUX cucreMax. JlocmijpkeHo cywacHi 3aco0u
inentudikamii. Ilpore wmeroau imeHTUdIKAIi He
PO3MIIIHYTO 3 TOTJSAY MOXKIMBHX 1HQOpMaLiifHUX
atak. He 3amponoHOBaHO MaTeMaTW4YHOI MOJEI, 3a
JIOTIOMOTOK0 SIKOi MOYKHA CTBOPIOBATH TEXHOJIOTIIO
BUSIBIICHHSI 3arpo3.

VYueni O. bapa6am, H. JIykoBa-Uyiiko, [. Cananga
3apOTIOHOBANI  TEXHOJOTIYHE  pIIEHHS IS
imeHTU(IKAIl 00'€KTIB iHGOPMAIIHHOT TiIsITEHOCTI y
CTBOpEHI TEXHIYHUX CHCTEM OXOpoHu. OjHaK e
pIIIEHHS MpUTaMaHHe He KOXHIN crucTeMi, OUTBIITICTh
13 HUX 3QJIUIIAI0THCS 11032 PO3POOICHUM METOJIOM.

Jocnimkenas Takux ydenux, sk H. B. Jlykosa-
Uyiiko, C. B. Tomtomna, C. O. Jlantes, O. A. JlanTes,
OMHUCYIOTh METOX (PpaKTaIbHOI po3MipHOCTi. [IpoTe
HOro 3amporoHOBAaHO JHINE s iAeHTUdIKaIi s
ONTUYHHUX cHUcTeM. lle 3Ha4HO CKOpOYy€e KITBKiCTh
rajysedl, y SKAX MOXHAa BUKOPHCTOBYBAaTH
¢bpaktanpHUil  aHamiz. ToMy pPO3BUTOK  Teopii
¢bpakraniB morpedye MOJATBIIOTO MOIIUPEHHS Ha
pi3HI raxysi i 00'exTH iH(OPMAIIHHOT TiSITEHOCTI.

VY HaykoBiii miTeparypi € 0arato MeTOIVK,
METOIB 1 MOJEJIE, Kl JAaIOTh MOKIUBICTh BUSABIISITH
KaHaJ W BHTIKaHHS iHQoOpMalii, KaHalu SKAMU
BiIOYBAEThCS BUTIKAHHSA KOHQIAEHIIHHOT 1H(OP-
Marlii, aje 3araipHoi a00 yHiBepcanbHOi Mojedi, abo
3arajJpHOTO METOJY BWSIBJICHHS KaHAJIB BUTIKAHHSI
iH(hopMallii, HUHI He iICHYE.

3 orUIsAay Ha BUKJIAJCHE BUIIE, HAYKOBE 3aBIaHHS
3 TiABHINEHHS €(QEKTHBHOCTI BUSBICHHS KaHAIIB
BUTIKaHHSA iH(pOpMAIll Ta CUTHAIIB paio3aKIaJHIX
MPHUCTPOIB MOJI0 BJOCKOHAJICHHS METO Y BUSIBICHHS
HeOE3MEeUHNX paTioCHTHANIB Ha 00'ekTax iH(Op-
MariitHoi misttbHOCTI € aktyansHuM (Koszauok, 2017,
C. 42-48).

MeTtoau

Y po6oTi TOCIIIKEHO METOIM BUSBJICHHS HEOE3-
MEYHUX PaJiOCHTHAMIB, SIKi MOXKYTb OyTH CUTHAJIAMH
BiJl panio3aKIafHUX MPHUCTPOIB. 3amponOHOBAaHO
BJIOCKOHAJICHUH METOJ] BHSIBIICHHS PajiOCUTHAIB,
Bka3zaHe BJIOCKOHAJICHHS 3aCHOBAHO Ha BHKOPHC-
TaHHI TOMOJIOTIYHOI imeHTudikarii 3arpo3. Meton
3aCHOBAaHO Ha TOMY, IO O00'ekT iH(opMamiifHOl
IisTbHOCTI Tpeba po30MTH Ha (QpakTaim, TOOTO
oOmacti camomogionocti. Taki oOmacti camorno-
JIOHOCTI BU3HAYAIOTHCS (hiI3MYHUMHU BIIACTHBOCTSIMHU
pamiocurHamiB. KpiM ¢pakTanpHOi po3MipHOCTI, 3
METOI0 3HAYHOTO ITiIBUINECHHS WMOBIPHOCTI BHSIB-
JIeHHS HEOE3NMEYHWX paTiOCUTHANIB, SK 1MeHTH(I-
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Kallif0 paJioOCUTHATIB BBOJATH BIAMOBITHI (pak-
taneHi  Mipu. @pakraibHi  MipH  J1OJAaTKOBO
JO3BOJISIIOTH BU3HAYATH 30HH, B SKHX BUSBIISIOTHCS
HeOe3MneuHi pajiocurHaiv. 3ajaroud  BiJlIIOBIIHI
CTaJOHHI 3HAYCHHsS BIANOBIAHUX  IapaMeTpiB
panmiocurHamiB, MOXHa BH3HA4aTH (QpaKTaabHi
PO3MIpHOCTI Yepe3 MOoKa3HUK ['epcra i 3a1eKHO Bill
OTPUMAHOTO  3HAYEHHS  PO3MIPHOCTI  MOJXKHA
imeHTr(ikyBaTi HeOe3MeyHi pagioCUTHAIHN, CUTHAIIN
pamio3akIagHUX TPUCTPOIB ab0 IHIIMX MPHUCTPOIB
3HIMaHHSA 1H(pOpMaIlii, sIKi BCTAHOBJIEHI Ha 00'€KTI 3
KoH(OineHniiHOIO  iHpopMmarieo. Buxopucranus
3alporOHOBAHOTO METOAY JO30JHTH ITiIBUIIUTH
e(heKTHBHICTh BUSBIICHHS CHTHATIB Pajio3aKIIaTHUX
MIPUCTPOIB Ta Y BHUITAJKy BUSBJICHHS TaKUX CUTHAJIIB
0JIOKYBaTH KaHaJl BUTIKaHHS iHpOpMAITii.

PesyabTaTtn

Ilinx gac pobir i3 momyKy Ta OJOKyBaHHS
pamio3akIagHUX TPUCTPOIB Ha 00'ektax iH)OP-
MarifHol  [OISUIBHOCTI, BHHHKAEC  HEOOXIJHICTH
PO30UTTS MPUMIIICHHS Ha TONTYKOBi 30HH. MOXHa
PO3AUTUTH 3arajbHE NPUMIMICHHA 3a ICHYIOUHM
po3noAiIOM. Y KOXKHIH IOIIYKOBOI 30HI 3 SKOKCH
IMOBIPHICTIO MOK€E PO3MIILlyBaTUCS Paio3aKia HIH
npuctpiii. IIpakTHYHO e 1 € MOYaTKOM BHKO-
PUCTaHHS Cy4aCHOTO TOIMOJIOTIYHOTO aHawizy. Takui
aHajJi3 MOXHa 3aCTOCOBYBAaTH B peaii3amii pi3HHUX
TOMOJIOTIYHUX €(eKTiB, MOB'SI3aHUX 3 aHAIi30M
aynioindopmarii Ta aHaizy 300paxkeHb. Y mporeci
JOCTiKEeHHS 00'€KTIB y 0araTh0X BUMIAJIKaX BHHUKAE
3aBJlaHHS 3'ICYBaTH, SKUM YHHOM IIONIYKOBI 30HHU
1mo3B's13aHi. HeoOXiIHO 3p03yMiTH, 9 MOXHA 3 OHI€T
MOIITYKOBOI 30HU (T€OMETPUIHOTO 00pa3y) OTPHUMATH
Marepian s iHmoi. ToOTo Bke MEPEeXOoaNMMO Y
(dbpakTambHy TEOpiF0 — B OKpPEeMHH  pO3Iii
MareMaTruku. YacTHHOIO (pakTanbHOI Teopii i € came
toroorist  cucremu  (Sobchuk, Samoilenko, &
Samoilenko, 1999, c. 926-933).

Ockinpku  (pakTanm — 1e¢ MHOXHHA TOYOK Y
pocTopi, TO Le MoXe OyTH sSKach IeOMETpHYHA
(irypa, mo Mae BIaCTHBICTh camomnomionocTi. Tomi
nociimkerns posmipHocti D Bkazanmoro 06'exra
MOJKHa BHKOPHCTOBYBATH y TIOUIYKY 3aKJIaIHUX

NPUCTPOIB y iHIKX 30HaX Ha 00'ekti. [linTBepmKYyE
IO TEOpil0 Te, IO PaAiOCHTHAIM MAalOTh O3HAKH
¢dpakTaibHOi CTPYKTYpH. BHKOpHCTOBYBaTHMEMO
Take TPUOYINEHHS a00 TO3HAYCHHS.  SKIIO
(pakTambHa PO3MIPHICTH 00JIACTI PO3MOBCHOIKEHHS
curmany D=1, 10 me osnauarume, 1o curHan
HETepPepBHO PO3MOBCIOKYEThCSI 0€3  IMEepemIKo;
axkmo D =2, To nonspuzoBanuii curuan nommpro-
€TBCS y TUIOCKIM oOmacti; y pasi D =3, curnan
PO3MOBCIOJUKYETHCSI Y TPUBHUMIPHOMY IPOCTOPI.
lammMu  cmoBamm,  3ampomnoHOBaHa  (hpaKTalbHA
PO3MIPHICTE JTA€ 3aTajIbHY XapaKTePUCTHKY PO3ITOBCIO-
JoKeHHs curHary. OTHAK 3a HassBHOCTI 3aBaj, 00J1acTh
PO3IOBCIOKEHHS CHTHATY HE MOYKHA PO3TIISIATH SIK
HeTlepepBHy, TOMY II0 B IIbOMY BHITAJKy BHHUKAIOTH
0COOMHBI 30HU, B SKUX CHUTHAT HE TIOMIMPIOETHCS 3a
IHIMME 3aKOHaMU. Toi B IMX BUTAAKaX (paKTaibHA
pO3MIipHICTE yke HaOyBatume HIpoOOBE 3HAYCHHS.
OTxe, ppaxTasbHy pO3MIpHICTB IIi€] 00JIaCT] 3aJIEKHO
Bifl 00JIaCTi PO3MOBCIOJKCHHSI CHTHAIY, MOXHa B

3araJbHOMY BHIAJKY 3amucaty Bupasom (1) (Sobchuk,
2018, p. 233-239):

D=k-H, k=13. (1)

Tyr H —nokasnuk Iepcra.

[Moxa3zamk I'epcta  HEBiAOMHIA, TOSICHIMO
BH3HAYCHHS IOT0 MTOKa3HuKa. CIo9aTKy HeOOXiTHO
pO3TIIYMayuTH  TOHATTS — oOpaHWH  mOpIr,
MEPEBUIICHHS SKOTO CBIJYATH TIPO HASBHICTH
3HaYHOTO PaJiOCUTHAIY B IOUTYKOBOT 30H1. K mopir
IUISL pajiocurHaly OakaHO BUKOPUCTOBYBATH (haiin
3paska. Qaiin 3pa3ka — e (aiii, SKuii OTPUMAaITH ITi T
yac CKaHyBaHHS pajiofianma3zoHy moOmm3y o0'ekTa
obcrexxenus. Toal MaTeMaTHYHUM OIMC BHUIJIA-
JaTAME TakK. {Ai =1, n} — TOCITITOBHICTE PiBHIB

MIEPEeBUIICHHS] TOPOTIB pajioCUTHANIB Bif (ailiry
3paska. Ha pmc. 1 300paxeHo, SKHM CIIOCOOOM
BM3HAYAETHCS TMEPEBHIIEHHS Topora Qaifimy 3paska
(Sobchuk et d., 2019, p. 79-95). [lensTa Ha PUCYHKY
MOKa3y€e NepEeBHUILCHHS TOpOTra paJioCUTHAITY 3pa3Ka.

Spectrum of signals
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Jna  BUsABIEHHS panio3akiagHOTO TPUCTPOIO
3aJa0Th MOPOTOBY aMILniTyay A, 1 B 3agaHoMy

niamasoni wacror Bin f; mo f,r 3a momomororo

CKaHyBaJIFHOTO TpHiiMada abo CHekTp-aHaizaTropa
BU3HAYAIOTh | -Ty aMIUIiTyJdy CHTHaly — TOTO
CUTHaIy, 110 HasIBHUN Y TIOIIYKOBil 30Hi.

3arajom MaeMo

A=A-A. @

Hexait R- posmax wMik MakcuManbHuUM i
MiHIMQJIbHAM 3HAYCHHSIMH IHX TTOPOTiB.
Toni

R=maxA; —minA;.

©)

Cepenne 3Ha4eHHs opora A BH3HAUMMO SIK CEpEJI-
He apudMeTHIHE BCiX JaHUX, TOOTO MAaTHMEMO BHpa3

(4)

a cepeaHEe KBaApaTUYHE BIAXWJICHHS BU3HAYa-
TUMETHCS BUPA30M

®)

3 omsany Ha Bupasu (3)—5) i MarouM MOKa3HHK
Iepcra, sikuii Oyae BU3HAUaTHCH BHpa3oM (6), Maemo
2)
In| —
H=—92 6)
n
Inf —
2
3poOHBIIHN IIiICTAHOBKY, a came Bupas (6) v (2)
OTPUMAEMO TPH MOXIIUBI 3HAa4YeHHS (pPaKTaIbHOI
PO3MIPHOCTI, SIKi OIIHCYBATUMYThCS BHpa3oM (7):
D,=1-H,D,=2-H,D,=3-H. (7)
JochipkeHHsIME  TIiJi Yac TMOIIYKOBHX pOOIT
YCTaHOBIICHO: SIKIIO (pakTaTbHA PO3MIPHICTH Mae
snavenns D, > 0,6, o 3 Bemmkoro iMoBipHicTIO
MOXHa CTBEPIKYBATH, IO HA 00'€KTI, ¢ IPOBOIATH
poOOTH 3 MOWIYKY Ta OJOKYBaHHS pPaAio3aKiaJHHX
MIPUCTPOIB, AKPa3 i PO3MIIICHO TAKHHA MPUCTPIH.

Axmo x ¢pakranbHa po3MipHICTE HalyBae
smauenns 1< D, <135, t10o mHa o0G'exri

BiIOyBa€eThHCS HECAHKI[IOHOBaHE 3HIMaHHSI
inpopmanii 3a gomomororo CBU-makauku, 06e3
BHKOPHCTAHHS pPajli03aKIafHUuX MPUCTpoiB. lIpoTe
TaKA{ KaHal BUTIKaHHSA 1HQoOpMamii ayXke BaXKO
BUSIBUTH Yy 3B'SI3KY 3 THM, IO BiH HPAIIO€ TUTBKH Y
pa3i HanpaBJIeHHs Ha 3aKJIaIHUN MPHUCTPIH cIpsMo-
BaHUM BUIPOMIHIOBAHHSIM.

Sxmo ¢dpakTankHa po3MipHiCT, HaOyBae 3Haye-

HHS D3 > 2, 10 Ha 00'eKkTi MicTHTBCA HHUPPOBUIA
3aci0 MpUXOBaHOTO 3HIMaHH iH(opMalii.
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OTxe, 3alMpoONOHOBAHO MOJENTh 1 METOH, SKi
JTO3BOJISIIOTH MIABUINNTH €(PEKTUBHICTh BHUSIBJICHHS
KaHaJiB BUTiKaHHA iHQopmamii Ta cHUTHANIB
pamio3akiaHUX Ta IHIIAX MPUCTPOIB 3HIMAHHS
iHQopMarlii  3aBASKH  BIIOCKOHAJICHHIO  METOAY
BUSBIICHHS HEOE3MeYHNX paJiOCUTHAIIB a00 IHIIMX
BU/IIB HEOE3IIEYHUX CUTHAJIIB.

Bapro BpaxoByBaTH, IIO KpHUTEpid, 3a SIKUM
3HaXOAATh 00JacTi MOMIYKY, BU3HA4YaeThCs (izuy-
HUMH TPUHOUIAMU POOOTH 3aKJIaJHUX IMPUCTPOIB.
Tomy He ciiz He 3BepTaTH yBary Ha I0cBiJ (QaxiBIis.
Came pocBim QaxiBis AoMOBHIOE BCi (i3n4HO-
MaTeMaTUYHI METOIH MOIIYKY 1 I03BOJISIE 3pO3yMITH,
B AKill 4acTHHI 00'€KTa MOXE 3HAXOIUTHUCH TOW YHU
iHmM#A THO  3aco0y TPUXOBAHOTO  OTPHUMAaHHS
iHpopmarii. Tomy HMOBIpHICTD BUSBICHHS KaHAMTIB i
NPUCTPOIB 3HIMAHHS 1HPOPMALIIT TAKOXK y)KE CYTTEBO
3aIIeKUTH Bix poceimy ¢axisms (Mashkov et a., 2019,
p. 344-357).

Ilpakmuune  3acmocyéanna  po3pooneHor
Moodeni. 3 METOI MPaKTUYHOTO BHUKOPHUCTAHHS Ta
MiATBEPKCHHS aJICKBAaTHOCTI PO3pOOJICHOT Mosei
MPOBEJIEHO HATypHE MOJIEIIOBaHHS. SIK MOUTyKOBUM
anapaTHO-IPOTPaMHUIA  KOMITJIEKC  HeOe3lmeuHunx
PalioCUTHAIIB y HATYPHOMY MOJIEIIOBaHHI 3aCTOCO-
ByBaJl MporpaMHo-anapatHuii komrmieke DigScan,
KU JT03BOJIIE MPOrPaMyBaTH MOPOTOBE 3HAYCHHS
paniocurHamiB. YCTaHOBIIOBAJIH Pi3HI MOpPOroBi
3HAUEHHs, aje B Wi poOOTi 3a MOPOTOBE B3SJIH
3HaueHHs ammutitynu mopora 50 nb. YacrorHwmii
nianazon obopamu Big 50 I'm mo 3 MI'n, ame ans
MOJIEITIOBAaHHSI MOXHA OyJI0 BUKOPHCTATH 1 MEHILNHA
JiarmazoH 4actoT. MeTa paJioOMOHITOPHUHTY IoJsiraia
B TOMy, IO MH HaMarajimcs JHWIIE OTPUMATH
BIIXWICHHS BiJi YCTaHOBIEHOTO HAMH IOPOTOBOTO
3HaueHHs. ToOTO y HaTypHOMY MOJICNIOBAaHHI Hac
IIKaBWJIO JIMIIE BIiAXWICHHS B YCTaHOBJIEHOTO
moporosoro 3HaueHHs (Barabash et al., 2018).

Y peanpHi pobOTI y mpoIeci MOmyKy Ta
OyioKyBaHHS 3acO0iB NPHUXOBAHOTO OTPHMAHHS
iHopMarlii, MOporoBe 3HAYCHHS BCTAHOBIIOETHCS
IUIT  KOXKHOTO KOHKpEeTHOro o00'ekta. Iloporose
3HAYCHHS OOMPAIOCh TICISA TOMEPETHHOTO CKaHY-
BaHHsS pamiomiana3oHy Oins o0'exkra. Iloporose
3HaYeHHS Yy METOJUYHMAX Marepialiax Mae Ha3By
¢aiin 3paszka. Cimig BpaxOBYBaTH, IO IOPOTOBE
3HAYCHHSI Jialla30Hy CKaHYyBaHHS pi3HE 1 3aJIe)KHTh
BIl YaCTOTHOIO 3aBaHTAXEHHS MICIEBOCTI, €
PO3TaIIOBaHO 00'€KT.

B pesynmbraTi HaTypHOrO MOJIENIOBaHHS OTpU-
MaJd pe3yNbTaTH, SKi JIO3BOJNWIM BUYUCIHTH
BIIXWJICHHSI BiJl MOPOrOBUX 3HAYCHb Y 3aJlaHOMY
YacTOTHOMY Jiana3oHi. Pe3ynbraTh ckaHyBaHHS Y
3aJJaHOMY paJiana3oHi Ta BIIXWICHHS aMILTITYaU
HaBeJIeHO Y TaOJIuUIi.
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Tabauua
Pe3yabraTn ckanyBaHHS
| — nopsIKOBHIT HOMep AMILTITYIH CHIHAJTY A;, nB

1 -6,0
2 -6,5
3 -4,0
4 1,0

5 05

6 -2,0
7 -5,0
8 2,0

9 —4,0
10 4.5
11 8,0
12 -10,0
13 -5,0
14 -15
15 =35
16 -5,0
17 30

18 1,0

19 2,0

20 -15
21 -1,0
22 4.5
23 5,0
24 —6,0
25 5,5

BukopucToByroun gani Tabnuui, BUSHAYMIIH, IO
AL,=-10, A, =3 i srizno 3 Bupasom (3)
R=13. V nopaneiomy 3actocyBainu Bupa3s (4) i
orpumanu, mo A =-2,84 , cepenne KBaapaTHYHE

BiJIXMJICHHSI piBH# 3rifHO 3 BUpasom (4) ¢ = 3,3 1b.
Hanani o6uucimroemo moka3uuk ['epcTa, SSKAi 3TiIHO
3 BUpa3oM (6) 3HaXOIATh TaK:

_In(3,94)
“In(12,5)
Maemo Taki pe3ynbTaTH (PpakTaIbHOI PO3MIPHOCTI

signosigno: D, = 0,46, D, =146, D,=2,46.

3a pesynpTaraMM HATypHOTO MOJETIOBAaHHA Ta
MaTeMaTHYHUX OOYMCIIEHb 3Ha4eHb (hpPaKTaIbHUX
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pO3MipHOCTEH JOXOAMMO BUCHOBKY, 110 HAMOLIbIIIH
00JacTi pO3MOBCIOKEHHSI HEOE3MEeYHOr0 CUTHATY

BiAnosinae ¢paxransHa posmipuicts D, a me y

CBOIO Yepry Ja€ MOKJIMBICTh CTBEPIKYBAaTH, IO Ha
00'eKTI  TONIIYKYy  CHUTHaJd  MOLIUPIOETBCA Y
TpuBHMipHOMY Tmpoctopi. Lle  goBoauTh, IO 3
BEITUKOI0 IMOBIPHICTIO MOXHa CTBEPIKYBaTH IPO
HAsBHICTh HEOE3MEUHUX CHUTHAIIB  HH(POBOrO
nmiana3zony. ToOTO € Benmuka WMOBIpHICTH, IO Ha
o0'ekTi  momyKy —mpamroe ubpoBuit  3acid
MIPUXOBAHOTO 3HIMaHHA iHpopmamii. Pe3ympTaTn
MOJICTFOBAHHS MiATBEPIUIIN aIcKBaTHICTh METOIY Ta
JIOBENTM  JI€BICTH METOMy TIONIYKY HeOe3meuyHnx
CUTHAJIB Ha 00'€KTI.
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BucHoBkH

B pesynpTaTi mpoBeAcHWX JOCTIIKEHb 3arpo-
[IOHOBAHO  BJIOCKOHAJICHUH  METOJ  BUSBJICHHS
HEOE3MEeUYHUX CUTHATIB. 3ampONOHOBaHHI METO/T
HajJa€ MOXJIMBICTh MiJBUINCHHS E(PEKTUBHOCTI
BUSBJICHHS KaHaJiB BWTiKaHHA iH(opmamii Ta
CHUTHAIIIB PamiO3akiIaJHAX Ta IHIIUX TPUCTPOIB
3HIMaHHA iH(pOpMaMii 3aBIJIKH BIOCKOHAJICHHIO
METOJTy BUSBJICHHS HEOE3MEUYHNX PaiOCUTHAIIB 200
IHINUX BUIIB HEOE3NEeYHUX CUTHATIIB. YIOCKO-
HaJICHHS TIOJSIrae y 3acTOCyBaHHI y  METOMI
TOIOJIOTIYHOT ieHTH ]Ikl 3arpo3.

JloBeneHo, 10 BHUKOPHUCTOBYIOUM MeETOAM (pak-
TaJbHOI TeoMeTpii MokHa 00'ekT iH(OpMaIiHHOT
IisUTBHOCTI  po30uTH Ha (QpakTamy, Ha o00JacTi
camonoziOHocTi. Kputepii, 3a skUMU 3HAXOAATH I
obyiacTi, BH3HAYAIOTHCS (DI3MYHUMH TPUHLIUIAME
poboTH 3aKIamHUX MPHUCTPOIB. 3aJal0YX BiAIOBIIHI
STAJIOHHI 3HAYCHHS BiAMOBIIHUX TapaMeTpPiB MOXKHA
BH3HAYaTH (PpaKTaIbHI PO3MIPHOCTI depe3 MOKa3HUK
I'epcra. 3a mokasumkoMm ['epcra, 3ajeKHO Bill OTpH-
MaHOTO 3HAa4YEeHHS PO3MIPHOCTI MOXKHa iAeHTHUQIKY-
BaTH BHJ[ 3aKJIAJIHOTO MPHUCTPOIO, SIKUH YCTAHOBJICHO
Ha o0'exTi. JlogaTkoBO 3 METOH 3HAYHOIO ITiJBH-
mIeHHs1 e(EeKTHBHOCTI BUSBICHHS 3aKIaJHUX TIPH-
CTpOiB, BapTO IJIsl TOKPALICHHS BUSBIECHHI HebOe3-
[EYHUX CHTHAJIB BBOAMTH BIJIOBiIHI (hpaKTanbHi
Mmipu. lle Hamae MOXKIHMBICTh HE TIIBKA BUSBISTH
HeOe3MeUHI CUTHAIIM, a IIIe ¥ BU3HAYATH MICIIe PO3Ta-
IIyBaHHA 3ac00y 3HIMaHHS iH(popMarii Ha 00'€KTI.

Buecox aBrtopiB: Cepriii Tomona — KoHLeENTy-
amizamis; METOJOJIOTIS;, aHaJi3 JpKepel, MiArOTyBaHHS
ODJISITY JTITepaTypu a00 TEOPETUYHUX 3acal TOCIIKCHHS;
Cepriii JlanTeB — 30ip eMIIpUYHNX JaHWUX Ta IX BaJiJallis;
EMIIpUYHE JOCIIPKCHHS.
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IMPROVEMENT OF THE METHOD OF DETECTION OF RADIO SIGNALS
WITH THE HELP OF TOPOLOGICAL IDENTIFICATION OF THREATS

Background. Humanity has entered the era of information value. An era in which information becomes a more important
resource than other resources. Therefore, access to information, especially to conference information, especially to information that
contains the main competitive advantages, is the primary task of competitive intelligence. Obtaining such information is most often
associated with breaking the law and using special technical means. Complex data breaches can now be resolved at a faster pace, but
tech intelligence professional s can use new ways to penetrate your systemto steal valuable information and causeirreparable damage.

M ethods. The work examines the methods of detecting dangerous radio signals, which can be signals from radio jamming
devices. An improved method of detecting radio signalsis proposed, the improvement is based on the use of topological identification
of threats. The method is based on the fact that the object of information activity must be divided into fractals, that is, areas of self-
similarity. Areas of self-similarity are determined by the physical properties of radio signals. In addition to the fractal dimension, in
order to significantly increase the probability of detecting dangerous radio signals, introduce the appropriate fractal measures as the
identification of radio signals. Fractal measures additionally allow you to determine the zones in which dangerous radio signals are
detected. By setting the appropriate reference values of the relevant parameters of radio signals, it is possible to determine the fractal
dimensions through the Hur st index and, depending on the obtained dimension value, it is possible to identify dangerousradio signals,
signals of radio interceptor devices or other information capture devices that are installed at the facility with conference information.
The use of the proposed method allows to increase the efficiency of detection of signals of radio interceptor devices and, in case of
detection of such signals, to block the channel of information leakage.

Results. According to research by analysts, 76% of international companies and government institutions have encountered
industrial intelligence. With the help of technical means, 80-90% of the necessary information is extracted. In this regard, keeping
commercially important information secret allows us to successfully compete in the market for production and sales of goods and
services. The attacker uses technical means to gain access to commercial information. One of the types of technical meansisaradio
device. For the transmission of information, a transmission channel of the received information is created. Therefore, the issue of
identifying and blocking information leakage channelsis very important.

Conclusions. Itisprovedthat using the methods of fractal geometry, it is possibleto divide the object of information activity
into fractals, into areas of self-similarity. The criteria by which these areas are determined are determined by the physical principles
of embedded devices. By setting the corresponding reference values of the corresponding parameters, it is possible to determine the
fractal dimensions through the Hurst index.

Keywords: radiosignal, radio deposit device, information flow, fractal dimension.

ABTOpH 3asBISIOTH NPO BiACYTHICTH KOHQUIIKTY iHTepeciB. CoHCOpH He Opanu y4acTi B po3poOJIeHHI JOCHIIKEHHS, y 300pi,
aHaNi31 9M iHTepIpeTanii JaHuX; y HalUCaHHI PyKONHCY; B PilIeHHI PO ITyOJIikamilo pe3yJIbTaTiB.
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