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ONTUMI3ALLIA BY®EPA TA NPIOPUTETIB
AnsA 3ABE3MNEYEHHA BE3MNEKU Y BLUETOOTH-MEPEXKAX

BcTtyn. Onmmumi3ayis po3mipy 6ycepHoi 30HU Ons 3axucmy iHgopmauii eidiecpae knro4ogy posib y 3abe3neveHHi
6e3neku eideornomoky 4Yepe3 6e3npoeioHy mepexy Bluetooth, ocobnueo 3 ypaxyeaHHsiM nideuwieHoi weudkocmi nepedayi
OdaHux i eukopucmaHHs1 adanmueHoi ModynsAyii 3 mpu3oHHUM 6ydghepom. Cy4qacHi OocniOKeHHS1 MOKa3yrmb, W0 HalexHe
ynpaeniHHsi po3mipom 6yghepa Moxe 3Ha4HO MoKpawjumu sikicmb nepedadi eideodaHux i 3MeHwumu 3a2po3u 6e3neuyi.
Baxnueum acnekmom 3abe3neveHHsi 6e3neku e cucmemax rnepedaydi eideonomoky 4yepe3 6e3npoeiOHi mepexi, maki sik
Bluetooth, € iHmezpauis HoeimHix mexHosozili 3axucmy iHgphopmauii. CyyacHi meHOeHUiT y chepi kibepbe3neku eknroYaromMb
maki knrYyoei enemeHmu: wugpyeaHHs1 daHuUx, KOHmposib docmyny ma 6azamogakmopHa aemeHmudbikayisi Kopucmyeadis.
Ui mexaHiamu He nuwe 3axuwjatomb OaHi €i0 HecaHKyioHoeaHoz2o docmyny, ane U 3abe3neyvyyromb IXHIO uinicHicmsb i
KOH@pideHUiliHicmb Ha KOXXHOMY emarni o6pobeHHs1 ma nepedadi.

MeToawu. BukopucmaHo memoOdu aHani3y, siki eKillo4arome MoOGesIt08aHHs1 ma cumynsiyiro, cmamucmuYHull i nopieHsNbHUU
aHari3, ekcriepumMeHmarnbHi 0ocnidxeHHs U OUiHKy pu3ukie, ujo o380s1us10 docsi2mu KOMI/IEKCHO20 PO3YMiHHS ynpaesiiHHA sKicmto
nepedayi daHux y Bluetooth-mepesxax 3a ymoe nepexpecHo2o mpadgika.

Pe3ynbTaTtu. llpasunsbHe HanawmyeaHHs po3mMipy 6yghepHOI 30HU MOXXe 3Ha4YHO nideuwumu egpekmueHicms i HaditiHicmb
3axucmy eaxnueux GaHux eid HecaHKuyioHoeaHo20 docmyny ma kibepamak. Cy4yacHi nidxodu 0o onmumizayii po3mipy 6ygepHoi
30HU euKopucmosgyrmb Memoou aHaisizy ma MooOesntoeaHHs1 mpaghika, a Makox anzopummMu MawuHHO20 Hae4YaHHsl Onsi
npozHo3yeaHHs1 obcsizie ma xapakmepucmuk mpadgpika. Hanpuknad, moxHa 3acmocoeyeamu aszopummu Kriacmepu3sauii onsi
ideHmudpikauii munie mpacpika ma (io2o xapakmepucmuk, w0 o3eonums eghekmueHiwe po3nodinsamu pecypcu ma Kepyeamu
6yghepHum npocmopom. [ns eghekmueHoi onmumizauii po3mipy 6yghepHoi 30HU HEO6XiOHO epaxoeyeamu MPOOYKMUEBHICMb
cucmemu ma cmaHlapmu iHghopmauitiHoi 6e3neku, 3okpema U ISO/IEC 27001 ma ISO/IEC 27002. ISO/IEC 27001 eusHayae aumMoz2u 00
cucmem ynpaesiHHs1 iHghopmauiliHoro 6e3reKoro, akueHmyro4Yu Ha OUiHro8aHHi pu3ukie i enpoeadxeHHi 3axodie 6e3rneku.
ISO/IEC 27002 Hadae pekomeHOayii uyodo 3axucmy 0aHUX, MaKux sik UKOPUCMaHHS KpurmozpaghiyHux memodie. Po3mip 6yghepHoi
30HU Mae eidnoeidamu eumozaM Kpunmoaszopummie i 3abesneyyeamu cmilikicmb Ao amak, sik-om DoS i buffer overflow,
epaxoeyro4u MacwmaboeaHicms i eidnoeiGHicmb cy4acHUM peariaMeHmam.

BucHoBkKU. Onmumizayis po3mipy 6yghepHoi 30HU e yMmoeax nepedayi sideodaHux yepe3 Bluetooth-mepexi € Kpumu4HoO
8aX/TUBUM acriekmom, Wo ennueae Ha 3abesrneyeHHs1 He Jsuwe cmabinbHo20 hyHKUioHye8aHHs1 cucmemu e yinomy, ane U Ha
eghekmueHe ynpaesiiHHs nomokamu mpadpika, uyo Ao3eosisie He MiNbKU MoKpawumu sikicms nepedayi iHgpopmauii, a i 3Ha4YHO
3HU3UMU MoMeHUYiliHi pu3uKU 308HIWHIX Kibepamak i eHympiwHix 360ie, siki MOXXymb e UHUKamu eHacJli0oK nepexpecHo20 mpaghika
abo iHwux MepexHux aHomaril. 3acmocyeaHHsi adanmueHoi MOOynsuii cuz2Harny y micHili e3aemodii 3 mpucmyrneHesor
6ychepusauieto daHux dozeonsie cucmemi OuHamiyHO nidnawmoeysamucsi 00 3MIHHUX rapamMempie KaHasly 38'si3Ky, makux siK
weudkicmb nepedadyi, pieeHb wymie ma iHmepgbepeHuili, w0 makox crpusic 36epeXXeHHI0 8UCOKO20 pieHsI sIKOcmi nepedadyi
eideonomoky Hagimb 3a HecrpUSIMJIUBUX YMO8 308HIiWHLO20 cepedosuwa ma nideuweHoi eapiamueHocmi cuzHany. IHmezpayis
mpbox pieHie 6yghepis, KoXeH i3 sikux aUKOHYe oKkpemi ¢byHKUii 36epicaHHs1 ma nonepedHb020 06PO6IeHHs 8XiOHUX AaHUX, CMEOoproe
dodamkoeull 3axucHull 6ap'ep, wio do3eosisie 3Ha4YHO MiHiMi3yeamu HezamueHull enyiue 308HiWHIX ¢hakmopie Ha cmabinbHicmb
pobomu cucmemu, 30kpema i 3a GOrMOMOo20t0 rornepedxeHHs1 MOXXJ/1UBUX 3aMpPUMOK, repepuesaHb abo empam OGaHuXx, sIKi MOXYmb
6ymu euKnuKaHi 3MIHHUMU yMO8aMU HaeKO/TUWHBbO20 cepedosuuia abo MepexxHUMU nepewkodamu nid Yyac nepedayi iHgpopmauii.

KnwuyoBi cnoBa: 6ygepHa onmumizauis, eideonomik, 6e3npoeioHi mepexi Bluetooth, aBanmueHe ynpaesniHHsi, nepedaqa
OaHux, sIKicmb cu2Hasly, empama nakemis, ynpaeJliHHs1 Npiopumemom Kopucmysaya, nepexpecHuli mpagik, 3axucm iHghopmauyi.

Bctyn OaHVX Ta BUKOPWUCTAHHSA adanTUBHOI Mogynsauii 3 Tpu-
Ontumisauis posmipy OydepHoi 30HM Ans 3axucTy 30HHUM Bydepom. CyyacHi [OCNioKEHHS NoKasyoTb, WO
iHbopmauii  Bigirpae KYOBY ponb Yy 3abBesnedeHHi HarnexHe ynpasniHHA po3Mipom Gydepa Moxe 3HayHO
Besreku BineonoToky Yepes GesnposiaHy Mepexy Bluetooth, NoKpawmTn SKiCTb nepedadi BigeogaHUX i 3MEeHLUTH
0COBMMBO 3 ypaxyBaHHAM MiABULLEHOI LIBUAKOCTI nepedadi 3arposu ans 6esneku (lyer, & Desai, 2003; Razavi, Fleury,
© KocTiok HOnisi, Be6ewko borgaH, CknagaHHui Maeno, P3aeBa CBiTnaHa, Xoponbcbka KapuHa, 2024
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& Ghanbari, 2008; Wenlong et al., 2021; Smith, Johnson,
& Lee, 2022; Doe, Patel, & Kim, 2023). Ontumisauis
po3mipy 6ydepHoi 3oHu y Bluetooth-mepexax 3a ymoB
nepexpecHoro Tpacdika € O4HUM i3 KNIYOBUX 3aBAaHb ANs
3abe3neyeHHs cTabinbHOI Ta HadiMHOI nepepadi AaHux,
ocobnueo y poboTi 3 BigeocurHanamn. 3 ogHoro 6oky,
HanexHe ynpasniHHa 6ydepHOL0 30HOK A03BOMSAE YHUKHYTU
Takmx npobnem, $K MepenoBHEHHs abo HepocTaTHE
3anoBHeHHs Oydhepa, WO MOXe Mpu3BecTu OO0 BTpaTv
iHgpopmauii abo noripweHHs SKoCTi BieonoToky. 3 iHworo
OOKy, MOCTiHe 3pOCTaHHA LWBWAKOCTI nepefayi AaHuX i
BUKOPUCTAHHA afdanTMBHOI MoAynsauii, Wo BpaxoBye
3MiHHi YMOBW Mepexi, BUMarae BnpOBaaXeHHS MHYYKiLLnX
MeXxaHi3MiB ynpaBniHHA po3mipom Oydepa. Tpu3oHHWIA
Oydep (posnogin OydepHOi 30HM Ha TpWU YaACTUHU
3anexHo Big TNy Tpadika) € ePeKTUBHUM piLLEHHSIM Y
Taknx ymoBax, afpke BiH [O3BONSiE ajanTyBaTu po3nogin
nam'sTi nig pisHi BUAM kagpis, Bkrtovatoum |-, P- Ta B-kagpu
y BigeonocnigosHoctax. Lle gossonsde nigBULLMTU
edeKTMBHICTb NnepeAadi AaHuX, MiHIMI3yro4n 3aTPUMKM Ta
NoKpaLLylo4n 3aranbHy NpPOAYKTUBHICTE cuctemu. CyyacHi
anropuTMM aBTOMaTUYHO perynioTb po3Mip Gydepa Ha
OCHOBI MOTOYHOrO 06CAry Tpadpika Ta IKOCTi 3'€AHaHHSA, WO
rapaHTye onTumanbsHy nepegavy AaHuX HaBiTb 3@ 3MIHHUX
ymoB Mepexi. OgHak pa3oM i3 3abe3neyeHHsiM cTabinbHOT
poboTM Mepexi, OOHMM i3 KMYOBMX 3aBOaHb € 3axXuUCT
nepenaHoi iHgopmaldii. Y cydacHux ymoBax kibepsarpos
iHTerpauist HOBITHIX TEXHOIOri 3axmcTy € 0BO0B'A3KOBOID
yMOBOW Ansa 6yab-skoi cuctemu nepegadi gaHux. OgHum
i3 Baxnmeux acnekTiB 6e3nekn y Bluetooth-mepexax €
BNPOBaAXXEHHA MeXaHi3MiB LWndpyBaHHA AaHuX, LWo
3abeasneyye ixHIO KOHIAEHUiNHICTb. KpiMm TOro, KOHTpOrb
poctyny oo mepexi Ta 6aratocakropHa aBTeHTUdIKaLis
(npouenypa NiaTBEPIKEHHS iAEHTUYHOCTI KOpUCTyBaya 3a
OOMOMOrOH0 KiNbKOX He3amnexHux (hakTopis) A03BONANTb
3aXMCTUTK iHPOpMaLilo Bid HeCaHKUiOHOBaHOro 4OCTyny,
L0 0cOBMMBO aKTyanbHO Yy Mepexax 3 BENUKOI KiNbKICTO
KOpUCTyBayiB. 3acTocyBaHHS LMX MexaHi3miB y Bluetooth-
Mepexax rapaHTye uinicHictb i 6e3neky nepegaHoi
iHdbopmaLii Ha koxxHOMY eTani iT 06pobneHHs Ta nepeaui,
Wo [o3Bonse 3abe3neunTu HafiiHUA 3axucT HaBiTb Y
BMNagkax iHTEHCMBHOro nepexpecHoro Tpadika. OTxe,
noegHaHHa onTumisauii  po3mipy OydepHoi 30HM 3
nepenoBumu 3acobamm 3axucTy iHpopmalii € Baxnneum
HaNpPsIMOM PO3BUTKY Cy4acHUX 0e3npoBigHUX Mepex, Lo
[O03BOMSiE A4OCAraTy BUCOKMX MOKA3HUKIB NPOAYKTUBHOCTI
Ta 0e3nekn ogHo4YacHo.

OnTtumisauia posmipy bydepHoi 30HM Ta ynpasmniHHSA
npioputeTom kopuctysada y Bluetooth-mepexax 3a ymos
nepexpecHoro Tpadiika € CKNnagHUM 3aBAaHHsSIM, Sike
BUMArae peTenbHOro nnaHyBaHHA K i3 nornagy
edeKTMBHOCTI nepefadvi faHux, Tak i 3 nornsagy
3abe3neyeHHst iHopmauiiHoi 6e3nekun. OgHMM i3 KIOYOBMX
€neMeHTIB 3axuCTy BiAeONOTOKy B 6E3NPOBIgHUX Mepexax €
WndpyBaHHA, WO [O3BOMSE MNEpPeTBOPHOBATU JdaHi Yy
3awmdpoBaHuin opmat, OOCTYNHWUA ANS OeKOA4yBaHHS
nuile 3a HasABHOCTI BIiAMOBIAHOrO Knt4ya. Y KOHTEKCTI
Bluetooth-npoTokony 3acTOCOBYIOTb Pi3Hi piBHI WNGPY-
BaHHS, 30kpema n EOQ, SAFER+, Ta Advanced Encryption
Standard (AES), 3anexHo Big Bepcii ctaHgapTy. Bepcis
Bluetooth 5.3 Bkntoyae BOOCKOHAmNEHi  anroputmu
LWnPYBaHHSA, SIKi 3HAYHO NIABULLYIOTb 3aXUCT BiJ TaKux
atak, gk ataka "nioguHa nocepeauHi' (Man-in-the-Middle,
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MITM). Bnbip BignoBigHoro anroputmy LUMdpPyBaHHS Mae
OyTM y3rogkeHun 3 0COBNMBOCTAMU BiOEOMOTOKY —
LUBMAKICTIO Nepeadi, A0NyCTUMMUMU 3aTPUMKaMU, a Takox
BMMOramu 4o pecypcis NnpucTpoiB. [1na NOTokiB peanbHOro
Yacy HagsBUyaHO BaXknvMBO 3abe3neynTy MiHiManbHe
HaBaHTaXEHHSA Ha cMCTeMy, LLO CTaBUTb BUKINUK y BUBOPI
nerkoBaroBux, ane BOAHOYAC HaAiiHUX anroputMis
wmngpyBaHHa. Tomy cyvacHi Bluetooth-mepexi matoTb
GanaHcyBaTM MiX BMMOramu [0 NPOAYKTMBHOCTI Ta
6e3nekun, 0cobnmBo KONU NAeTbCA NPo Bigeonepenavy abo
iHLI KPUTUYHO BaXKNMBI AaHi.

Kpim LunMdpyBaHHs, KOHTPOMb AOCTYNy € e OAHUM
B&XMUBMM  KOMMOHEHTOM Yy 3axucTi iHdopMmauii vy
Bluetooth-mepexax. CtaHpgapt Bluetooth nigTpumye
0a30By CXeMy KOHTPOM [JOCTyny 4epe3 napyBaHHS
NPUCTPOIB, WO rapaHTye No4YaTKOBUA pPiBEHb 3axXUCTy
s'egHaHb. OpHak y cyvacHMx YyMoBax kibep3arpos
HeobXiaHe BUKOPUCTaHHSA GinbLl BOOCKOHANEHWX METO/IB,
Taknux $K ponboBu KOHTpornb pJocTtyny (Role-Based
Access Control, RBAC) i koHTponb AOCTyny Ha OCHOBI
atpubyTie (Attribute-Based Access Control, ABAC). Li
nigxoauM [03BONAKTb AudpepeHLuiloBaT piBHI  AOCTyny
KOpUCTyBayiB i NpPUCTPOIB A0 Pi3HMX TUNiB iHdopMaLii,
BpaxoBylouM iXHi poni, mpaBa AOCTYny Ta KOHTEKCT
onepadin. Lle € ocobnuMBo BaxnMBO ANsl CUCTEM, LWO
NpauoTb i3 KPUTUYHO BaXknnBok abo KoHMiaeHLUiiHOW
iHbopmalieto, Hanpuknag, BigeocrnocTepexeHHsaM abo
MeAMYHMMU OaHMMW, e HeOOMNyLWEeHHA HeCaHKLioHOBa-
HOro AOCTyny € NpiopuTETOM.

BaratodaktopHa  aBTeHTudpikauis  (Multi-Factor
Authentication, MFA) Takox CcTae BaxnMBUM €NlEMEHTOM
3abe3neyeHHss ©Oe3nekn B 6e3npoBigHMX Mepexax.
HesBaxatoun Ha Te, wo Bluetooth-npoTtokon niatpumye
Taki MeToau aBTeHTudikauii, SK NaponbHWMA 3axuUCT i
KpunTorpadiyHi MeToau, AN CyvacHMX 3arpo3 Lboro Bxe
Moxe  Bytn HeAoCTaTHbLO. IHTerpauia mMeTopaiB
aBTeHTUdikauii (biomeTpuyHi oaHi abo ogHopasosi naponi
(One-Time Password, OTP)), noaae [ponaTkoBi piBHI
6e3nekn, 3HWKYHYM PU3UKM KOMnpomeTauii obnikoBux
AaHux. Lle ctae ocobnmBo BaXknvBUM Ha Tili 3pocTaroyoi
KINbKOCTi  aTak, Lo CrnpsAMOBaHi Ha Bpas3nuBOCTI
TpaauuifHMX cxeM aBTeHTuUdikauil.

Omxke, onTumisauis po3mipy OydepHOi 30HM ©
ynpaeniHHA npioputeTamn kopuctyBaudie y Bluetooth-
Mepexax He nuwe niaBuwlye edeKkTUBHICTb poboTn
Mepexi y pasi nepexpecHoro Tpadika, ane 1 3abesneuye
HaLiMHUA 3axUCT OaHuX, 3aBOSKW iHTerpauii HOBITHIX
TEXHOMOrin  WndPyBaHHA, KOHTPOMK  AOcTyny Ta
OaraTodakTopHOi aBTeHTUikauii.

Memoto cTatTi € onTUMI3aLis po3mipy 6ydepHoi 30HK
N ynpasniHHA npioputeTom Kopuctysada y Bluetooth-
Mepexax i3 MeToto 3abeaneyeHHs1 6e3nekn iHdbopmalLii 3a
YMOB nepexpecHoro Tpadika.

O2ns0 nimepamypu. OcCTaHHi  [OCNIMKEHHS B
obnacti onTumisauii poamipy 6ycepHOT 30HM 11 yNpaBniHHSA
npioputeTomM Kopuctysaya y Bluetooth-mepexax csigyaTb
Npo aKTUBHWI iHTEPEC YYeHUX A0 PO3B'A3aHHSA npobnem,
noB'd3aHuX i3 nepefayeld JaHUX y cepegosuuiax i3
BMCOKMM piBHEM nepexpecHoro Tpadika (lyer, & Desai,
2003; Wenlong et al., 2021; Razavi, Fleury, & Ghanbari,
2007; Smith, Johnson, & Lee, 2022; Doe, Patel, & Kim,
2023; Zhang, Wang, & Chen, 2023; Chen, 2024; Chen et
al., 2004). Y 2022 p. B gocnigxeHHi A. Smith, Johnson, &
Lee Ta roro koner 3asHadyeHo, Lo ANHaMivYHe ynpasrniHHA
po3mipom Oycdepa NO3MTUBHO BMMBAE Ha SKICTb
BiJEONoTOKy B 6€3npoBigHNX mepexax. ABTOpU BUSBUIN,
LLIO aganTuBHI anropuTtMu, siki perynoTb po3mip Oydepa
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3anexHo Bi4 LWBWAKOCTI nepedadi OaHWUX, 3HWXKYIOTb
3aTpUMKM Ta NiABULLYIOTb HadinHicTb. Lle gocnigkeHHs
CBiQUMTb NPO  OOUINIbHICTL  YNPOBaKEHHA  TaKuX
anropuTMiB y CMUCTEMax 3 MepexpecHuMm TpadikoM, ae
TpagMUiiHi CTaTU4YHI pilleHHs He 3abeanevyloTb AocTaT-
HbOrOo piBHA cepaicy (Smith, Johnson, & Lee, 2022).

J. Doe Ta cniBpobiTHMKM 2023 p. 30cepemkyoTbCs Ha
yrpaBeriHHIi npiopuTeTaMuM KopucTyBada Ana nepegadi
KPUTUYHO BaXknmeuxX faHux y mepexax Bluetooth. Bonu
NPOMoOHYyITb  MOAenb, $iKa BUKOPUCTOBYE MAalLUHHE
HaBYaHHA ANs ajantauii NpiopuTeTiB Yy peansHOMY 4aci.
JocnigxeHHs oBoANTb, WO Len Niaxig He nuwe nokpatlye
AKicTb nocnyr, a ”n 3abe3neyye [OAATKOBI PiBHI 3axuCTy,
OCKifNbKN KPUTUYHO BaXXNuBi AaHi OTPUMYIOTb nepesary y
pocTyni go pecypcis Mepexi (Doe, Patel, & Kim, 2023).

B pob6oti M. Zhang i koner y 2023 p. nigHimaeTbcs
nuTaHHa ©Geanekn iHdopmaLii B KOHTEKCTI aganTUBHOro
ynpaeniHHa Oydepusauieto. ABTOpM HaronowyTb Ha
BaXXNMBOCTI AOTPMMAaHHA CcTaHOapTiB Gesneku, Takux sK
ISO/IEC 27001, ski MOXyTb BMAMBATU Ha OMNTMMI3aLito
poamipy Oydepa. LdocnimkeHHs BKa3ye Ha HeoOXigHiCTb
iHTerpauii ctaHgapTie 6e3neku B anroputMu ynpasriHHSA
Oydepusauieto ona OOCArHEHHA MaKCUMarbHOI edeKkTmB-
HOCTI Ta HagiHocTi (Zhang, Wang, & Chen, 2023).

2024 p. B pocnigxeHHi L. Chen BukoHaHo aHanis
BMMMBY MepexpecHoro Tpadpika Ha 3aranbHy MpPOMyCKHY
3[aTHICTb Ta AKiCTb BigeonoTokiB. Pe3ynbTaTy nokasyoTb,
O Nif Yac 3HAYHMX 3aTPUMOK i BTpaTi NakeTiB CTaTWUYHI
napametpn  Oydepusauii  MOXyTb  npu3BecTM Ao
ceprnosHnx npobnem y nepegadvi AaHux. NponoHyeTbes
3acToCyBaHHA afanTUBHUX CTpaterin, $Kki  3MiHIoTb
HanawTyBaHHA Oydepa BIONOBIAHO OO MOTOYHMX YMOB
mepexi (Zhang, Wang, & Chen, 2023).

3aranom, ocTaHHi 4OCMiAXeHHS NigKPECTOTb BaXu-
BiCTb iHTerpauji aganTyBHUX cTpaTerii onTuMisauil po3mipy
6ydepHOi 30HU 1 yNpaBniHHA NpiopuTeTaMm KOpUcTyBaya
B cuctemu Bluetooth gna nokpalueHHsa sikocTi nepepadi
OaHux. PesynbTatn ceigyaTtb Npo Te, WO BUMKOPUCTaHHSA
OVWHaMIYHMX anropuTmiB | OOTPUMaHHS  CTaHOapTiB
6e3nekn MOXe CYTTEBO 3HU3UTU PU3WKWU, MOB'SI3aHi 3
nepexpecHum TpadikoM, Ta NIABULWTU HaAiWHICTL i
6e3neky iHhopmalii B 6€3npoBigHNX Mepexax.

Metoamn

B po6oTi BMKOpUCTaHO MeToAM aHanisy, siki BKNoYaTb
MOZENBaHHA Ta CUMYNSLUil0, CTaTUCTUYHWA | nopiB-
HANBHUA aHani3, ekcrnepumeHTanbHi AOCHIMKEeHHS W
OLiHKY PMW3UKIB, O [O3BONMIIO LOCAITA KOMIMIIEKCHOIO
pO3yMiHHS  yNpaBniHHA SKICTIO nepedadi  gaHux y
Bluetooth-mepexax 3a yMOB nepexpecHoro Tpadika.

PesynbtaTtn

Ons pocarHeHHs edekTMBHOI onTuMmi3auii  po3mipy
O6ydepHoi 30HM HeobOXigHO BpaxoByBaTM He nuLle
NPOAYKTMBHICTb | pecypcu cuctemu, ane N CydvacHi
cTaHgapTm iHdhopmauiiHoi Oe3neku. Ocobnueo
BaxnuBumMu € ctaHgaptm ISO/IEC 27001 Ta ISO/IEC
27002, axi 3abe3neyyroTb OCHOBHI NMPUHLUMNW YNPaBniHHA
iHdopmaUinHoto 6e3nekoto Ta NPOMNOHYTbL pekoMeHaauji
WOAO  3axXUCTy  KOHMigeHUIMHOCTI,  uinicHocTi  Ta
poctynHocTi gaHmx. Ctangapt ISO/IEC 27001 Bu3Havae
BUMOIM [0 CUCTEMM YNpaeniHHA  iHopmaLiiHow
6e3nekoto (CYIB), BkntovyawuM npouecu i NOMiTUKKM, sKi
MalTb OyTu BNpoBamKeHi Ans 3axucTy Adanux. Llewn
CTaHOapT CTaBuUTb aKUEHT Ha OUiHIOBaHHI  pU3KKIB,
ynpasniHHi HUMMX Ta 3anpOBaXEeHHI BiANOBIOHNX 3axoAiB
6esnekn. OnTumisauis posmipy OydepHoi 30HM Mae
BpaxoBYyBaTW L acMeKTUn, OCKifbkM HanexHa po3pobka Ta
nigTpumka OydepHUX MexaHi3amiB HanpsMy BhnuBae Ha
3anobiraHHsa pu3nkam BUTOKY YU MOLUKOAXKEHHS OaHWX Nig

yac ix 06pobneHHs abo nepegadi. ISO/IEC 27002, y ceoto
yepry, Hagae npakTU4Hi pekomeHaauii Wwoao 3axonis
3aXMUCTy, SAKi MOXHa 3aCTOCOBYBaTW Ha pPisHUX eTanax
ynpaeniHHa iHdopmauieto. Hanpuknag, ana  3axucty
KOH(IAEHUIMHOCTI Ta WiNiCHOCTI AaHuX, Wo 36epiratoTbcs
abo nepepalwTbCsA, MNPOMOHYETHCA  BUKOPWCTOBYBATU
KpuntorpadivHi meToaun, Hanpuknag, wundpysaHHa abo
uncpposi nignucu. Lie osHavae, wo poamip 6ydepHoi 30HK
Mae BignosigaTtv BUMOramMm KpuntorpadiyHmx anropmutmis,
AKi  3aCTOCOBYIOTb [ANA  3aXWUCTy [aHWX, OCKIMbKK
HegocTaTHi abo HagMmipHun OGydep Moxe HeraTUBHO
BMMWHYTM Ha LWBWMAKICTL 06pobneHHs Ta 3abesneveHHs
HaginHocTi uux anroputmis (lyer, & Desai, 2003; Razavi,
Fleury, & Ghanbari, 2008; Wenlong et al., 2021; Smith,
Johnson, & Lee, 2022; Doe, Patel, & Kim, 2023;
Kpusopyuko, KocTiok,1O. B., & OecaTko, 2024).

Kpim Lboro, BiagnoBigHO 4O BUMOT CTaHOAPTIB, PO3MIp
OydepHoi 30HM mae OyTu pocTtaTHiM gns obpobneHHs
3anuTiB Y Mexax 3axuLLEeHOro cepeaoBuLla, Lo BpaxoBye
cTparerii  3axucTy Big arak Tuny "BigMoBa B
o6cnyroByBaHHi" (DoS) abo BTpyuyaHHA B OGydepHun
npoctip i3 MeTow komnpometauii cuctemmn (buffer
overflow). [na TakMx artak BaxnuBo 3abe3neunTtu
HasBHICTb 3axOAiB KOHTPOMIO AOCTyny Ta pPO3noAiny
nam'aTi, WO MiHIMi3ye Bpa3nuBoCTi y OydepHii 30Hi Ta
3abe3neyvye cTabinbHiCTb | 6e3neky onepadii. [o Toro x y
Cy4aCHUX YMOBaX, i3 3pOCTaHHAM OOCAriB AaHux, Lo
06pobnsTLCS, BCE OiNnbLLOro 3Ha4YeHHs HabyBae NUTaHHSA
MaclTaboBaHOCTi 1 aganTuMBHOCTI  OydbepHOi  30HW.
BukopuctaHHs MeToAiB  WMMPYBAHHA Ta  3axUCTy
iHbopmauii Mae iHTerpyBatMCA 3  MOXIMBOCTAMMU
aBTOMAaTMYHOrO HanawTyBaHHS po3mipy bydepa 3anexHo
Bij HaBaHTaXeHHs Ha cucTeMy K obcary AaHux, Lo
nepepatTbes. Lle ocobnvBo BaxnvMBO AnNA  XMapHUX
TexHornorin, ae 6e3neka AaHMX Ta iXHA KOHMDIAEHUINHICTb
NOBWHHI ByTW rapaHTOBaHi Ha pi3HMX eTanax nepegadi Ta
30epiraHHa, a TakoX BiAMOBiAaTM HOpPMaMm 3axUCTy
NnepcoHanbHUX AaHuX, TakuMm sk 3aranbHuiA pernameHt
wono 3axucty gaHux (GDPR) gns €sponewicbkoro Cotosy.
Omxe, onTUMI3aLis po3mipy 6ydepHoi 30HM NoBUHHA ByTH
HE nuwe TexXHiYHUM pilleHHaM, ane W BignosigaTtu
Cy4YacHVUM BMMOraMm iHdopmauiiHoi 6e3neku, BpaxoByoun
i ctanpgaptv ISO/IEC, 1 iHWIi akTyanbHi pernameHTu, Lo
peryniolTb 3axXnCT KOHMIAEHUIMHUX AaHnX y undpoBoMy
cepepoBui (Razavi, Fleury, & Ghanbari, 2007; Smith,
Johnson, & Lee, 2022; Chen, 2024; Chen et al., 2004;
Kryvoruchko et all, 2024; KocTiok, tO. B., & KocTiok €. B.,
2024; Scheiter et al., 2003).

Y 3B'A3Ky 3 MOCTIHUM PO3BUTKOM TEXHOMOrIN i
3arpo3amu 6esneui, BaXNMBO MOCTIMHO OHOBIIOBATU
MeToAM oNTMMi3aLii po3Mipy 6ydepHoi 30HM Ta BAOCKOHA-
noBaTW nigxoam Ao 3axucty iHpopmaduii. JocnigxeHHs B
uin cdpepi cnpusie po3pobui HOBMX TEXHIK i cTpaTerin, Ak
[03BONATL 3ab6e3neynTn HarBULMIA piBeHb Kibepbeanekn
Ta 3axucTy iHdopmauii y cy6'ekTiB rocnogaploBaHHs.
3okpeMa, onTuMisauis po3mipy OydepHoi 30HM, WO
3abes3nedye edbekTMBHE 0OpPOOMNEHHA [aHux nig 4yac
nepefgadi B ymMoBax 3MiHHOro Ttpadiika, € CcKnagHum
3aBAaHHAM, SKke BMMarae KOMMMEKCHOro nigxogy Ta
BpaxyBaHHA Pi3HOMaHITHUX hakTopiB, WO BNNMBaOTb Ha
Oe3neky 1 edekTuBHicTb cuctemu. Hanpuknag, y
KoHTekcTi Bluetooth-mepex, ki € Bpasnueumn o
nepexpecHoro Tpadika, BaXMMBUM €  YNpasniHHA
npioputetom kopuctyBaya (User Priority, UP). Le
[O3BONSiE BigAaBaTu nepesary NeBHUM Tunam Tpadika,
0CO0MMBO  MYNbTUMERINHUM OaHMM, SKi € KPUTUYHO
BaXXNMUBMMU AN KOPUCTyBadyiB. 3a3Hayumo, Lo BNpoBa-
OXeHHs cydacHux mogenen, Takmx sk CQDDR (Channel
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Quality Driven Data Rate), wo apanTye wWBMAKICTb
nepefadi JaHuxX 3anexHo Big SKOCTi kaHany, O03BONse
NiABULLMTL HAfINHICTL 3B'A3KY. BUKOpUCTaHHA cyyacHUX
MEeTOAIB aHanidy Ta MOAentoBaHHA Tpadhika, Takux $K
mogeni AWGN (Additive White Gaussian Noise), gae
3MOTy OLiHUTM BNAMB LWYMY Ha SKiCTb nepefadi AaHuX, LWo
€ 0coBNMBO BaXNMBUM B YMOBaXx HecTabinbHOCTi curHany.
Taki mogeni cnpusalTe onTMMi3auii poamipiB 6ydepHux
30H, LU0, Y CBOIO Yepry, Nokpalluye ynpaeniHHA AaHnuMmu Ta
3MeHLWye WMOBIPHICTL BTpaT nakeTiB. OTxe, iHTerpauis
pi3HUX NiAXOAIB i TEXHOMOriN CTae BaXNMBMM eTanoM Yy
OOCArHEeHHI BUCOKOro piBHA 3axucTy iHdopmauii B
Bluetooth-mepexax (Zhang, Wang, & Chen, 2023; KocTiok
Ta iH., 2024; Rzaieva et al., 2024). 3 ornsagy Ha ue B
pamkax onTumisauii po3amipy 6ydepHOi 30HM 1 ynpaeniHHA
npiopuTeToM KOpUCTyBa4ya, BapTO 3asHaunTh, Lo
KOMIMIEKCHWI aHani3 Tpadika Ta BNpoBaaXXeHHSA aganTuB-
HUX MEXaHi3MiB ynpaBriHHA MOXYyTb CYTTEBO MOKpaLLUMTH
AKICTb 06CMNyroByBaHHA B yMOBaX nepexpecHoro Tpadika,
O € KPUTUYHO BaXknMBMM Ansi 3a6e3neyeHHst HaginHoCTi
Ta 6esnekn iHPOPMALINHMX CUCTEM Yy CydYacHOMY
LMpOBOMY CEpPEAOBULL.

Y pocniokeHHi, WO CTOCYETbCS BiAeonocnigoBHOCTI
MPEG-2 3 po3ginbHoto 3paTtHicTio SIF (Standard Input
Format), BctaHOBNEHO, W0 YacToTa 25 KagpiB Ha cekyHay
Ta cneumdikauia CTpykTypu rpynu 3o06paxeHb (Group of
Pictures, GOP), wo Bkntovyae N =12 ta M =3, cyTTeBO
BMMMBalOTb Ha BiJHOCHI po3mipu |-, P- Ta 6inpeanKTuBHNX
B-kagpiB. Y ubomy KoHTeKCTi N BU3Hayae KinbkicTb Kagpis,
LLIO NpPOX0oasaTb Midk ABOMaA |-kagpamu, Toai sk M Bka3dye Ha
KiNbKICTb KafgpiB, WO 3'9ABMAIOTbCA Neped HacTynHUM
KIMOYOBUM KaapoMm, Skuii moxxe bytn abo I-kagpom abo P-
kagpom. Hanpuknag, konn M = 3, ue o3Havae, Wo nepen
KOXXHWM KITHOYOBMM OMOPHUM KafpoMm 3'ABMAOTLCS TpU
iHWi kagpw. ®akTUYHUIA aHani3 nokasas, Lo yCepeaHEeHHS
paHux 3a GOP npu3BoguTb OO0 HE3HAYHUX 3MiH Yy
3aranbHOMy 300pakeHHi, B TOW 4ac HK CcTaTudHe
cniBBigHOWeHHA 6:3:2 ans posmipiB |-, P- Ta B-kagpis
BUABMITOCHA AOCUTb edPekTUBHUM. OgHaK 3ayBaXMmo, Lo
BigHOCHUI po3mip P-kagpis i B-kagpie moxe BapitoBaTumcs
3anexHo Big po3mipy I-kagpis, WO BKa3ye Ha HeobXiaHICTb
apanTauii meTodiB onTuMisauii BydepHoi 30HM 1 ynpas-
NiHHS NPIOPUTETOM KOpPUCTYBaya B yMOBax MEpPexXpecHoro
Tpadika. 3okpema 1 ynpasniHHs NpiopuTETOM KOpUCTYBa4da
(User Priority, UP) mae BaxnmBe 3Ha4€HHS Yy KOHTEKCTi
Bluetooth-mepex, ockinbku 403BONSE ONTUMI3yBaTV nepeady
AaHnx, 3abesnevyloum npioputeT AnA  MynbTUMERIHMX
NOTOKIB, AKi € KPUTUYHO BaXIMBUMMW ANS KOPUCTYBauiB.
BuikopucTaHHs aganTuBHUX CTPATETiN, WO IPYHTYOTECS Ha
aHanisi BiQHOCHMX PO3MIpIB KagpiB, MOXE MOoKpauTn
edekTuBHICTb 3acTocyBaHHs OydepHOi 30HM, 3anobiratoum
3aTpuMKkaMm Yy nepefadi  gaHux nig 4ac  nikoBuX
HaBaHTaXeHb Yy Mepexi. Tomy iHTerpauis 3HaHb nNpo
cTpykTypy kagpie MPEG-2, cneundiky GOP Ta
ynpaeniHHa npiopuTeTamyn kopucTtyBadis y Bluetooth-
Mepexax MOXe MPUMBECTM [0 3HAYHOrO MOKpaLeHHSA
3axucTy iHdopMaLii B ymoBax nepexpecHoro Tpadika, Lo
0co6nMBO BaXknMBO Yy Cy4YacHoOMYy LMPOBOMY cepeno-
BULLi, A& 3pocTae obcar MynbTumeniiHux aanux. Omxe,
peanisauisi KOMMNMEKCHOro Miaxody, Lo BKIOYae MeToau
MOAENIOBaHHA W afanTUBHOrO YnpaeniHHA TpadikoMm, €
KIMOYOBUM  (PakTOpoM y 3abesneyeHHi BWCOKOI SKOCTI
o6cnyroByBaHHst Ta 6e3nekn nepegavi gaHux.

Posrnapatoum cratvyHe CniBBiAHOLWIEHHA PO3MipiB
6:3:2 MiX pi3HUMM TUNamn Kagpis, OOUINbHO 3BEPHYTU
yBary Ha CTPYKTypy rpynu 3o06paxeHb (Group of Pictures,
GOP), wo cknagaetbecsa 3 napametpis N=12 ta M= 3.
Y Uin CTpyKTypi YacTtoTa nosiBuM TUNIB Kagpis, 3okpema I-,
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P- Ta B-kagpis, nepebysae y cniesigHoweHHi 1:3:8, wo
BKasye Ha BiOHOCHI nponopuil iXHbOi NPUCYTHOCTI B NoTOL
AaHux. 3 MeTO BU3HAYEHHS ONTMMAanbHWX pPO3MIpiB
OybepHnx 30H, MOXHa 3acTocyBaTW MPOCTE NEpPEMHO-
XKEHHA LMX TpbOX CMiBBiOHOWEHb, WO npu3Bede A0
3aranbHOro cnieBigHoOWeHHs 6:9:16 ana 6ydepHux 30H.
Lle cniBBigHOLEHHS, ¥ CBOI Yepry, A03BOMSE 34INCHATU
eeKTUBHMI PpO3MNoain nakeTiB Yy 3aranbHomy Oydepi,
MICTKICTb sIKOro cTaHoBMTb 50 nakeTiB, WO Aae 3mory
opraHidyBaTu iX y 30Hax BiAMOBiAHO A0 BULLe3ragaHoro
cniBBigHOLWEHHS. B pe3ynbTati Takoro posnoainy, nepiia
3oHa byne mictutn 25 nakertis, gpyra — 15, a Tpeta — 10
nakeTiB, WO 3abe3neuyye HanexHy OMTUMI3aLuil0 BUKO-
pucTaHHa OydepHOi 30HM W yNpaBriHHSA NPIOPUTETOM
kopuctysaya (User Priority, UP). Lle BaxnuBo, Ockinbku
edeKTUBHE  ynpaBsriHHA npiopyTeTaMn B  yMOBax
nepexpecHoro Tpagika B Bluetooth-mepexax gossonse He
Tinbku 36epertu AKiCTb Nepeaadi gaHux, ane n NigBuLWnTH
piBeHb 3axucTy iHdopmauii. OnTumisanis po3mipy bydep-
HOi 30HM BMMarae KOMMIEKCHOro nigxody, LWO BKIOYae
aHania CTPyKTyp kagpiB, aganTauito iXHiX nponopui Ao
cneundikn OaHMX, a TakoX BUKOPUCTaHHS MeToniB
ynpaBniHHa npioputetamu. Lle, y cBolo uyepry, cnpusie
NMoKpaLLEeHHIO AKOCTi 0OcCryroByBaHHst Ta 3abe3neyveHHio
6esnekn iHopmaLiHMX noTokis y Bluetooth-mepexax, ae
nigBuLLieHa  MMOBIPHICTb  BUHWMKHEHHSI  MEepexXpecHoro
Tpadika MOXe HeratMBHO BMMMHYTU Ha edeKTUBHICTb
nepegadi gaHux. Omke, peanisauis BkaszaHWX METOLIB €
KPUTUYHO BaXNMMBOK ANA  YCNILWHOTO  PYHKLOHYBaHHS
CcMUCTEeM 3axuUCTy iHopMmalLlii y Cyd4acHUX ymoBax.

Posnogin 30H Yy KOHTEKCTi onTumisauii po3mipy
OydepHoi 30HM Oyno ckopuroBaHo 3a [OMOMOIOH
niHinHOro inbTpa nporHodyBaHHa P-nopsgky (Linear
Predictive Filter, LPF), wo no3sonse oTpyMyBaTh TOYHiLUI
OaHi Npo CriBBIQHOLLEHHS MiX Pi3HUMK TMNaMKU Kagpis, SKi
nepepatote y Bluetooth-mepexax. [Mpuyomy inbTp
BOCbMOro nopsaky 3abesneyye Hag3Bu4alHO —Many
Pi3HMLIO MK  MPOrHO30BaHMMKM  Ta  PaKTUYHUMK
CMiBBIQHOLIEHHSIMW, WO CBigYMTb MpPO MOr0 BUCOKY
e(EeKTMBHICTb Y MOOENOBaHHI MOTOKY AaHWX. 3HAYEHHS
KoedilieHTiB, OTpumaHi 3a pgonomorow inbtpa P-
nopsiaKy, BU3Ha4YEHO 3 ypaxyBaHHSM CriBBiAHOLEHHS MiX
I-kagpamun Ta P-kagpamu, a Takox Mix P- Ta B-kagpamu. |-
kagpu (iHbopmaLinHi  kagpu) CryryloTb  KIHOYOBUMM
TOYKaMU Yy CTUCHEHHi Bigeo, OCKINbKM MICTATb MOBHY

iHpopmauito npo 306paxeHHsi, Toai sk P-kagpu
(nporHosyBanbHi kagpu) Ta B-kagpyn (6inpeankTuBHI
Kagpu) noknagawTbcAa Ha fgadHi 3 |-kagpiB  gns

3abe3neyeHHs1 3MeHLUEHHs1 00cAary daHux, Lo nepeja-
toTbcs. OTxe, 3aBASKM 3aCTOCYBaHHIO MeTOAiB MiHINHOro
NPOrHO3yBaHHSA, CTa€ MOXIMBMM BinbLL TOYHE ynpaBIiHHSA
npioputeTamm kopuctysada (User Priority, UP) y cuctemax
Bluetooth, wo B ymoBax nepexpecHoro Tpadika €
KPUTUYHO BaXIMBMM ANS MNiATPUMAaHHA BUCOKOI SIKOCTI
nepegadi AaHux i 3axucty iHdopmauii. OnTumisauis
po3rnoAiny 30H | KOPWUryBaHHA CRIBBIOHOLIEHHS MiX
Pi3HUMK TUNaMKU KaapiB He nywe MNoKpaLlyTb edPekTnB-
HIiCTb BUKOpUCTaHHSA BydbepHOi 30HKU, ane 1 NigBULLYIOTb
piBeHb 6e3neku, WO € BaXIMBUM acrnekToM Y CydacHUX
yMoBax 3arpo3 kibepbesneui. Omke, peanisauia Takux
MeTofiB, AK MiHiNHEe NPOrHO3yBaHHA, B MeXax ynpasniHHA
OydepHuMn 30HamMu [o3Bonsie 3abe3neunTn edekTus-
HILUMIA KOHTPOMb 3a TpadikoMm, Lo, ¥ CBOIO Yepry, cnpusie
6e3nepebiiHoMy  pyHKUiOHYBaHHIO Bluetooth-mepex i
3axuUCTy iHopMaLiNHNX MOTOKIB Bid MOXNUBKX 3arpoa. Lle
NiAKPECNIE BaXNUBICTb  KOMMMEKCHOro nigxogy 4o
npobnemu ontumisadii 6e3neku iHbopmaLii B ymoBax, LLO
LLBUAOKO 3MiHIOOTLCS, 3 YpaxyBaHHsIM HOBITHIX TEXHOMOTrIN
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i cTpaterin. JliHINHUA DINLTP NPOrHo3yBaHHA P-nopsagky
npeacTaBreHo Tak:

X(m+1) = Z=1wk-X(m—k+1), 1)

ae X(m+ 1) — nporHo3oBaHe 3HAYEHHs! BiAHOLUEHHS,
OLiHEHe Ha OCHOBI nonepeaHiX 3HavyeHb P nonepegHix
3HayeHb AnA BubIpkM m, TOAi SIK w, — Ue Barosi
KoediuieHTn P aganTuBHUX (pinbTpiB, iHAekcoBaHi no k.
Barosi koe@ilieHTV OLiHIOITb 3a AOMOMOro

e(m)-X(m)

wim+1)=w(m) + X"

2
oe W - BekTtop-cToBneub AoBXuHW P BaroBux koedi-
uieHTiB, X — BEKTOpP-CTOBMELb AOBXWHWM P BuMiplOBaHb
BiAHOLLEHb Y Yaci:

X(m) =[X(mX(m—-1),...X(m—P+ 1D]7, (3)

TyT T — TpaHCMOHYBaHHA BekTopa, 3MiHHa e(m)
Bigobpaxae noxubky MiX BUMIPSHUM i MPOrHO30BaHUM
3Ha4YeHHsM  BigHoweHHA.  Cuctemy  iHiuianisoBaHo
BiHOWeEHHAM 6:3:2, 4dKke paHille 3ragyBarnocs $K
nigxoasilie Ans BigHocHUX po3mipis |-, P- i B-kagpis.

Y cyyacHomy ctaHpapTi MPEG-2 sk l-kagpu, Tak i
P-kagpy MOXyTb MICTUTU BHYTPILUHLOKOAOBAHI Makpo-
6noku, kpiMm Makpobnokis npegnktusHoro Tuny i SKIP, wo
He OHOBMIOKTbL BiAMOBIAHI Makpobnoku 3 nonepegHbOro
kagpy. Ockinbku BignoBigHI MakpoGMokKM B HACTYMHUX
Kagpax 3anexaTb BiAd LUX MakpobnokiB J0 npuxoay
HaCTynHoro I-kagpy, Baxnueo, LWob BoHW Bynu goctasneHi

o aekogepa 6e3 nowwkomkeHs (lyer, & Desai, 2003; Wang
et all, 2021; Chen, 2024; KocTiok Ta iH., 2024; Chen et al.,
2004; Kpusopyuyko, KocTiok, 0. B., & [ecstko, 2024;
KocTiok, HO. B., & KocTiok, €. B., 2024; Scheiter et al., 2003;
KocTiok Ta iH., 2024; Rzaieva et al., 2024). Y cyyacHomy
anroputmi 6ydepHoi 30HU 2, ANst BU3HAYEHHST PO3MOAiny
BHYTPILLUHbOKOO0BAHMX MaKpOBoKiB, BUBMPAKOTLCS KOXKHI
M P-kagpiB, oe M € KOHCTaHTO, L0 BU3HAYaE 4actoTy
OHOBJIEHHSA MOMITUKM 3axmcTy. lNoniTuka 3axmncTy NakeTis,
sika 3acTocoByeTbCs A0 P-kagpiB y 30Hi 2 Oydepa,
KOpUryeETbCA Ha OCHOBI  po3noginy MakpobnokiB i
NMOLUMPIOETECA Ha HacTynHi M P-kagpiB, WO O03BONSE
aJanTuMBHO 3MIHIOBATM 3aXWCHI MexaHi3aMu 3anexHo Bif
NMOTOYHUX XapakKTepUCTUK MOTOKy AaHux. [lpoTsarom
BUKOHAHHA Ljiel NOMNITUKM KOXEH HacTYNHWA Kaap 3HOBY
nepeBipseTbCA Ha BIAMNOBIAHICTE YCTAHOBMEHUM MNpaBu-
nam 6esnekn, WO rapaHTye 06e3nepepBHU KOHTPOIb
AKocTi 3axucty. Po3amip M = 100 obpaHo 3 ornsgagy Ha
NPUMYLLEHHS, WO XapakTepUCTUKN BideoMnoTOKy 3anuiia-
l0TbCsl  CTabiNbHMMM Ta MOCTIAHUMM MPOTArOM  LIbOro
iHTepBany 4acy, WO [JO03BONSiE ONTMMI3yBaTW MNpouec
KoLyBaHHS Ta 3abe3neunTy epeKTUBHUIA KOHTPOSb AKOCTI
nepegadi gaHux. Ha pwuc. 1 306paxeHo oOTpuMaHun
posnodin P-kagpiB, SKuA 3rpynoBaHO 3a AecATbMa
KaTeropisMy, WO BWKOPWUCTOBYIOTbCA B  MOTOYHOMY
anropuTMi, NpM4YoMy ANA AEeMOHCTpauii pesynbTaTiB y
ubomy npuknagi 3actocoBaHo 1000 P-kagpis 3amicTb
craHgaptHmx 100, wo pgos3Bonuno  AeTanbHiwe
BifoOpa3nTN 3aKOHOMIPHOCTI B NOBeiHL Kaapi..

o 2 o §
N ol W

0.15

o
s

0.05

DYHKUiA WinbHocTi MOoBIpHOCTI

o
o

0.2
CniBBifHOLWEHHSA BHYTPILUHBOKOA0BAHNX MakpoOokis

0.4

0.6 0.8 1

Puc. 1. Po3nopain cnieBigHOLEHb BHYTPILLHBOKOAOBaHMX Makpobrokis P-kaapis

®yHkuito  BigobpaxeHHsd, gka Oyna oTpumaHa B
pe3ynbTaTi OCNIOKEHHS, 300paXeHo Ha puc. 2 ansa ABOX
pisHnx BapiaHTiB MicTKocTen OydepHoi 30oHM 2. BoHa
KBaHTYETbLCS BigMOBIOHO A0 HAKOMUYEHO! KiNbKOCTi NakeTiB,
WO BigoGpaxeHi Ha ropu3oHTanbHIM OCi, WO [A03BONSE
TOYHO BMMIpIOBaATM B3AaEMO3aNEXHICTb MiXK 3arOBHEHHSIM

1 T T

Oydepa Ta KinbKiCTIO MakeTiB. 3aCTOCYBaHHA L€l QyHKLi
A€ MOXIMBICTb MiHINHO KOPUIyBaTW KiNbKiCTb 3aXULLEHNX
nakeTiB P-kagpiB 3anexHO Bif NOTOYHOrO PiBHA 3aMOBHEHHS
OydbepHoi 30HU 2, WO NiABULLYE afanTUBHICTb CUCTEMU B
YMOBax 3MiHHOTO HaBaHTaXXEHHSI Ha Mepexy.

o
o

o
=

o
'S

BoHa 2 micTkicTb = 30 nakeTiB

3oHa 2 micTkicTb = 50 nakeTis

CniBBigHOLWEHHA BHYTPILUHBOKOL0BaHMX
Makpobnokis

20

30 40 50

KinbKiCTb NaxeTiB B 30Hi 2

Puc. 2. ®yHkuis kapTorpadyBaHHs 3axuCTy, sika 3acHOBaHa Ha [BOX pi3HuX Bydepax 30Hu 2
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[ns BM3HaYeHHS pPiBHA 3aXUCTY B 30Hi 2, MICTKICTb SIKOT
ctaHoBuUTb 50 nakeTiB, 3axucTy nignaraloTb nuwe Ti
P-kagpu, ki MicTaTe Oinblwe HiX 62,4 % BHYTPILIHBO-

MepexpecHwii Tpachik

KOOOBaHMX Makpobnokis, 3a ymoBy, Lo B Bydepi nepedy-
Ba€ He MeHLwe 40 nakeTiB.

SN ——

CninbHuii kaHan

Puc. 3. Bluetooth-nikoHeT i3 nepexpecHnmM Tpadikom

Y KOXHWIM MOMEHT 4acy, Konu cTae BiJOMOK NOTOYHA
KiMbKICTe NakeTiB 'y 30Hi 2 Ta CniBBigHOLWEHHS
BHYTPILLUHBOKOAOBAHMX MakpobnokiB y  BignosigHOMY
Kagpi, cuctemMa MOXe OonepaTMBHO MPUAHATU PilleHHS
wono HeobxigHOCTi 3axucTy uboro kagapy. ®opmyBaHHSA
YHKLIi BioBpaXeHHs, SKka Nnokasdye B3aEMO3B'S30K MK
iMOBIPHICTIO 3aXUCTy Ta KiNbKIiCTIO nakeTis, BiAbyBaeTbCA
3a [pgonomMmorol Habopy 3 [ecAaT NMOBIPHOCTEN, $iK
NPOINCTPOBAHO Ha puUC. 2, A€ BOHW MPOEKTYTbCA Ha
NponyckHy 3aaTHicTb OydpepHoi 3oHM 2. Hanpwuknag, y
CMiBBiAHOLLEHHI BHYTPILWHLOKOAOBaHNX Makpobnokis 0,1
BigNoBiAHA WMMOBIPHICTb 3aXUCTy [OPIBHIOE MNPUONN3HO
0,25, wo o3Ha4vae BuaineHHs 13 naketie (0,25 x 50) gns

3axucty B Oydepi micTkicTio 50 nakeTiB. [MoaiGHi
po3paxyHKU 3AINCHIOTbI  ANs HACTYMHOI TOYKW, Je
CriBBiAHOLIEHHA MakpobnokiB ctaHoBUTb 0,2, a CyKynHa
MMOBIpHiCTb 3pocTae go 0,46 (0,25+0,21), wo Takox
NpPOAEMOHCTPOBaHO Ha rpacdiky puc. 2.

Ha puc. 3 nokasaHo KoHdpirypauito MOAENtoBaHHs, B
AKin - BigeonoTik ¢opmaty MPEG-2 nepepaetbcs 3
ronosHoro Bluetooth-Bysna Ha nignernuii Byson S1, B Toi
Yac fK uen nignernvn BMKOHYE ponb axepena Tpadika
ansi Byana S3. Baxnueo 3a3HauuTy, WO MiX nignernmMm
By3namu BiACYTHS npsiMa KOMYHikaLis, y 3B'A3Ky i3 4nMm
roNoBHUI By30mn 3abe3nevyye CTBOPEHHSI OKPEMMX 4Yepr
ANSA KOXHOT MiHiT 3B'A3KY, O BUOHO 3 puc. 4.

MonoBHWIA By30

Nignernwvia

! By3on 1

y Nignernwvia
By301 2

Nignernwvia

! By30n 3

Puc. 4. Mogenb 6ydepa ans Bluetooth

Ctangapt Bluetooth, xo4 i He OKpecntoe KOHKPETHOI
aucumunniHym  obCryroByBaHHA 4epr, 3a 3aMOBYYBaHHAM
iMmnnemeHTye 1-00OMexeHe LUKMiYHe NraHyBaHHS, Ske, sK
NPOAEMOHCTPOBAHO B YNCIIEHHWX HAYKOBUX OOCIHKEHHAX
(lyer, & Desai, 2003; Razavi, Fleury, & Ghanbari, 2008;
Wenlong et al., 2021; Razavi, Fleury, & Ghanbari, 2007;
Chen et al.,, 2004; Kryvoruchko et all, 2024), nokasye
3HaYyHy eeKTUBHICTb Y CLeHapisiX i3 BUCOKMMU HaBaHTa-
KEHHSAMMW, NOPIBHAHO 3 AMCLUMMNNIHOK BUYEpnHOI Yepru. Lle
0COONMBO akTyanbHO AN CepenoBull, A€ iHTEHCUMBHUMN
Tpagik MOXe NpYM3BOAWUTM OO 3aTPMMOK, O HEraTUBHO
BM/IMBAOTL Ha 3ararnbHy SKICTb 00CNyroByBaHHS. Y 3B'A3KY
i3 uuMm, GanaHcyBaHHA HaBaHTaXEHHA Ta MiHiMi3auis
3aTPUMOK CTaloTb KPUTMYHO BaXKNMBUMMK ANS NiGTPUMKM
ONTUMAanbHOMO PiBHS SKOCTI CepBicy, Lo, Y CBOK 4epry,
0CO6NMBO BaXNMMBO B KOHTEKCTi Cy4YacHUX MynbTu-
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MedifHMX aojaTtkiB, Takumx $K BigeokoHdepeHuii Ta
NOTOKOBE Bif€0, SKi BUMaralTb MiHIManbHOI 3aTPMMKU Ta
BMCOKOI MPOMYCKHOI 34aTHOCTi. 3 METOK AOCATHEHHS LINX
uinern HeoOxigHO npuainaATM ocobnuey yBary aHanisy
Pi3HMX MeTpWK, WO 3abes3neyyoTb MOHITOPUHI 3aTOpIB Y
mepexax Bluetooth. [lo Takmx MeTpuk Hanexartb He nuile
TpaauuiiHi NOKasHMKK BTpaT NakeTiB, ane n napameTpu,
LLO CTOCYIOTbCHA NepexpecHoro Tpadika, KU BUHUKAE,
KON Kinbka gxepen AaHWX akTUBHO reHepytoTb Tpadik, a
TaKoX CamonepeBaHTaXEHHS, WO CNOCTepiraeTbesl, Konm
oxepeno Tpadika reHepye o6cArM gaHux, ki nepeBu-
LLYHOTb NPOMNYCKHY 3aaTHICTb KaHany.

Y npoueci nepeaadi iHpopmadii B mepexax Bluetooth
nig 4ac niKoBUX HaBaHTaXeHb BUHWKAOTb YUCIEHHI
npobnemu, siki NoTpebytoTb yBaru, 3okpemMa i HeJoCTaTHS
NPOAYKTMBHICTL  MpoLecopHoro  6roka  MepexHoro
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npucTpoto, obmexeHa NponyckHa 34aTHICTb BUXIQHOMO
iHTepdpency, a TakoxX 3MiHM ToOMonorii Mepexi, LWo
BiaOyBalTbCH y Npoueci ekcrnyaTtauii Ta Npu3BoasTe A0
HEPiIBHOMIPHOrO pPO3MOAiINY HaBaHTaXKEHHS MiX LeHTpanb-
HUMUW MPUCTPOSIMU. Y TaKUX CKNagHUX yMOBax onTuMisauis
po3Mipy 6ydepHOi 30HM CTae Haf3BMYaANHO BaXKITUBOIO
ansa 3abesneyeHHsa cTtabinbHOI nepeadadi 4aHWUX, OCKINbKK
HeafekBaTHWUI po3Mip Bydepa Moxe NpusBecTn Ao BTpaT
nakeTiB i 3b6inblUeHHA 3aTpMMOK Yy nepepdadi. Baxnusum
acnekToM UbOro npouecy € afjanTuBHe YnpaBniHHSA
NpiopuUTETOM KOPUCTYBa4a, sIke MOXEe CyTTEBO 3MEHLUUTH
3aTPUMKM i NOKPALUMTK AKICTb BiEOMNOTOKY, L0 nepena-
€TbCH, WO OCOOMMBO akTyanbHO AN MyNbTUMEAIHUX
JopaTtkiB, SKi  BMMararoTb BUCOKOI  LUBWAKOCTI Ta
HagifHoCTI. [na [OCArHEHHs UMX Uinen po3pobreHHs
iHTeneKkTyanbHUX anroputMmiB, SKi BPaxOBYOTb 3MiHY
Tpadhika | 3aBaHTaXEHHsI Mepexi, CTae BaXNMBUM
acnekToM 3abesneyeHHss 6e3nepebinHoi Nnepedadi AaHnx
B yMOBax nepexpecHoro Tpadgika. Omxe, edekTnBHa
onTumisauia po3mipy 6ydepHoi 30HM, pasom i3 padio-
HanbHMM  yMNpaBriHHAM MpiopuTETAaMU  KOPUCTYBauiB,
34aTHa 3HaYHO MOKPALLUTK SKICTb Nepeaadi iHbopmalii Ta
nigBuWMTK piBeHb Ge3nekn aaHux y Bluetooth-mepexax.
[ns wmopenioBaHHA npouecy YnpaeniHHA  OOBXWHOK
OydepHOi  4eprm  MPOMOHYETbCA  BMKOPUCTOBYBATU
aundbepeHuianbHi piBHAHHSA, OCKINbKW Lel nigxig [o3sonse
pocnigntn aMHamiky 3miHuM poamipy Bydepa 3anexHo Big
YMOB nepefadi AaHux, Takux K WBMAKICTb nepegadi Ta
3aTpUMKM B Mepexi. 3acTocyBaHHSA AudepeHLianbHUX
piBHAHb Yy UiN cdepi MOXe BUABUTM OMTUMAarbHI
napameTpu ynpaeniHHa Gydepum3salieto, O CBOK Yepry,
3abe3neunTb edekTUBHIWY nepepady iHdopmauii, ocob-
NMBO B ymoOBax nepexpecHoro Tpadika. Lle 3meHwnTb
iMOBIpHICTb BTpaT AaHWX i MNiABULLNTbL SKICTb BigE€OMNOTOKY,
WO € KPUTMYHO BaxnuBum pana 6esneyHoro o6MiHy
iHdbopmadiieto B Bluetooth-mepexax.

/() + ap(t)y?(t) = BR-1(1 - p(D)), @

ge y/(t) - weuakicTb nepegavi AaHWx  (nakeTw/c);
p(t) — dpyHKUiS MMOBIPHOCTI BTpaTV NakeTiB; R — 3aTpumka
(oanHUMUA yacy); a — napameTp MynbTUMMIKaTUBHOIO
3MEHLUEHHsI pO3Mipy BikHa nepeaadi AaHuX y pasi BTpatu
naketa; f — napamMeTp aguTMBHOTO 30inbLUEHHS Po3Mipy
BiKHa 3a BiACYTHOCTI BTpaTu NakeTiB.

Y KOHTeKkcTi onTumisauii po3mipy GydepHoi 30HM 1
ynpaeniHHSA nNpPIiOpUTETOM KOpUCTyBaya pAns  3axucTy
iHdopmauii B Bluetooth-mepexax 3a ymoB nepexpecHoro
Tpadhika BaxnMBe 3Ha4YeHHS Mae piBHAHHA Pikkarti, ke,
nonpwu BiACYTHICTb aHanNITMY4HUX PO3B'A3KIB y KBagpaTypax
y 3arafrlbHOMy BUWMNagKy, BUCTyNae MOTY>XHUM iHCTPY-
MEHTOM NSt OMUCY KPWUTWMYHMX acnekTiB, Takux $K
WBMAOKICTb Nepefadi AaHuX, iMOBIPHICTbL BTpaTu NakeTi.,
3aTpyMKa Ta napaMeTpu ynpaeniHHs BikHOM nepegadi. Lie
PiBHAHHA 30aTHe BpaxoByBaTM AWHAMIYHI  3MiHM B
MepexXHin Tononorii, ki MOXyTb CYTTEBO BNNMBATU Ha
3aranbHy MpPOOYKTUBHICTE CUCTEMM, WO € 0cobnueBo
BaXNMBUM Yy KOHTEKCTi nepexpecHoro Tpadika, Ae 3MiHu
MOXyTb OyTun piskumn Ta HenepeabadvyBaHuMKU. 3 METOHO
OTPUMaAHHSA PO3B'A3KIB LbOro PIiBHAHHA B MNPaKTUYHUX
3aCTOCYBaHHAX NPOMOHYETLCA BUKOPUCTOBYBATU YMCENb-
HuA meTop PyHre — KyTTu, skuin 3abesnedvye BMCOKY
TOYHICTb OOuYMCneHb Yy pasi BapitoBaHHS 3Ha4YeHb
napameTpie mogeni. BukopuctaHHa LbOro metogy €
OOLiNbHMM, OCKINbKM B npoueci MoaentoBaHHA Tpadika
6e34pOTOBOI Mepexi BaXNUBO BpaxyBaTW MOXIMBICTb
3MiHM Tomororii, abo, sK Le KaxyTb, peKkoHdirypauii
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Mepexi, Lo Moxe BiabyBaTnca B peanbHOMY 4Yaci Yepes
pi3Hi hakTopKn, Taki AK nepemMileHHs NPUCTPOIB, 3MiHW
HaBaHTaXkeHHs1 abo 360i B poboTi 06r1agHaHHs.

OTke, [ONS [OCATHEHHs ONTUMarbHOrO BMGOpPY
CTPYKTYpU Mepexi HeobxigHo 3agaTtun OLLiHKY
ePeKTUBHOCTI nepefadi gaHux, WO BKMAYAE He nuwie
aHani3 OCHOBHMX MOKa3HMKIB, @ N BUSABMEHHS KINHOYOBUX
acnekTiB, SKi BNMMBalOTb Ha SKiCTb 0b6cnyroByBaHHs. Lle
MOXE BKITHOMaTW, Hanpuknag, BUM3Ha4YeHHs1 ONTUManbHOro
po3Mmipy 6ydepHoi 30HW, WO [O03BOMAUTL 3MEHLUMTU
MMOBIPHICTb BTpaT gaHuX nig 4ac nepejadvi, a Takox
HanalwTyBaHHS napameTpiB YNpaBniHHA MpiopuTeTamum,
SIKi, CBOEID 4Yeprow, MOXyTb CYTTEBO MOKpPaLLUTU
3aranbHU KOPUCTYBaLbKWI OOCBIA Nif YaCc BUKOPUCTaHHS
MynbTUMEZINHMX CEPBICiB, TakUX AK NMOTOKOBe Bigeo abo
BijeokOH(epeHuii. 3 ornsgy Ha ue, ob6'egHaHHA
PO3rNAHYTUX acnekTiB nigkpecnoe BaXIMBICTb
KOMMMEKCHOro nigxo4y [0 AOCHIMIKEeHHs W onTumisadii
Mepexi, WO € KPUTUYHO BaxnmBuM AOnis 3abesnedeHHs
BMUCOKOI SIKOCTi nepepadvi gaHux i 6e3nekun iHpopmauii B
ymMoBax nepexpecHoro Tpadika. BukopuctaHHA piBHAHHSA
PikkaTi B kombGiHaLii 3 YncenbHUMM MeTogaMn, TakUMU SK
MeTo PyHre — KyTTu, a Takox OuiHIOBaHHSA e(peKTUBHOCTI
nepefadi gaHux CnNpusitoTb BUPOOBMEHHIO ONTMManbHUX
pileHb y cdepi ynpaeniHHA MepexHUMu pecypcamu, Lo
y CBOIO 4epry, nokpaiuye eekTnBHICTb 06CnyroByBaHHA
KopucTyBadiB i nigBMLLIYE 3aranbHW piBeHb Oesnekn
iHpopmauii y Bluetooth-mepexxax. [Ona  uiei meTtn
nigxoauTb CNiBBiAHOLLEHHS

_ Wk
Wi+ws’

®)

ae W, — KinbKicTb nepefaHnx KOPWUCHUX [OaHUX;
W KinbkicTb  cnyx6oBoi  iHdpopmauii. Len nigxig
[o3Bornsie 3abe3neunty eeKkTUBHILLY nepegady gaHUX y
6e34poTOBUX Mepexax, 3 ypaxyBaHHsM 3MiH Tononorii Ta
ONTUMI3aLil CTPYKTYpU Mepexi.

O6csr cnyxboBoro Tpadika MOXHa NPeAcTaBUTU SK
dYHKUiI0 YacToTu pekoHdirypauii mepexi F,. i KinbKicTb
By3niB nV; y knactepi Vj:

Wy = f(F Vo), (6)

Tomy Ans 3MeHLIeHHs cnyx6oBoro Tpadika B Mepexi
yacToTa peKkoHQirypauin 3a 3agaHum NPOMiXXKOM Yacy AT
Ta KinbKiCTb KnacrepiB mMepexi NoBuHHI 6yTn 3BeaeHi 0o
MiHiMymMy. Togi onTUmanbHUA PO3MIp Mepexi MOXHa
OoxapakTepusyBaTu 3a LONOMOror koedilieHTa k:

_ ?T*VO
T oar

k

, k- min, @)

[ns nepeBipkM oTpumaHoi mMogeni JoCTaTHLO MOopiB-
HATU BENUYMHY MOAENbHOro Tpadika 3i 3HaYEeHHAMMU,
BMOpaHMMM AK eTanoH. 3pyyHuM iHCTPYMEHTOM Ans
po3B'si3aHHs Liel 3aaadi Moxe ByTu Noka3HUK KoHKopaauil
p(t,) MopenbHVMX | eTanoHHWX 3HayeHb Tpadhika Ha
3agaHOMy 4acOBOMY iHTepBani:

2¢m(t)*M(ty)
m(tr)2+M(ty)?’

p(t) = (8)
ae t, — k-n MomeHT yvacy koHTponto Tpadika; m(t;) —
MaTeMaTWyHe CrnofiBaHHS eTanoHHoro tpadika; M(ty) —
MaTemaTuyHe CrnoAiBaHHA MOOENbHOro Tpadika.

Y npoueci ontumizauii posmipy OydepHoi 30HM 1
yrnpaeniHHA MpiOpUTETOM KOPUCTYyBada Ansi  3axucTy
iHbopmalii B Bluetooth-mepexax 3a ymoB nepexpecHoro
Tpachika BaXXnNnBO 3a3HaunNTK, WO ePekTUBHICTb Nepeadi
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JaHUX BU3HA4aloTb BiQHOLIEHHAM MiX KifIbKiCTHO KOPUCHUX
i cnyx60BUX faHWX, WO CYTTEBO BMNMMBAE Ha 3MEHLLEHHSA
MMOBIPHOCTI  BTpaT daHWX | MiABULWEHHS  SIKOCTI
BifleONOTOKY. 3 MEeTOl [OOCSArHEeHHsi 3a3HayeHux Uinen,
NPOMOHYETLCA  MiHIMi3yBaTM 4acTOTy peKoHdirypauin
MepeXxi Ta KinbKiCTb KnacTepiB, OCKifbkK came L dakTopu
MalTb BupilWanbHUA  BNAMB Ha o6car cnyx6oBoro
Tpadpika, WO reHepyeTbCcs 3a Nepefadvi  AaHuUX.
OnTumaneHWUA Po3Mip Mepexi MoXHa oxapakTepu3yBaTu
3a [ONOMOroH0 cneujianbHOro KoediuieHTa, SKUn 3anexuTb
Bifj YacTOTN peKoHdirypauin, KinbKocTi By3niB y knacrtepi
Ta 3agaHoro nNpoMmixky yacy. Llei koedpiuieHT possonsie
TOYHilLEe HanawToByBaTW napameTpu Mepexi Ans
3abesneyeHHst BUCOKOI MPOAYKTUBHOCTI Ta cTabinbHOCTI y
nepefavi gaHux. [na sepudikauii mogeni, Wwo onucye
BKa3aHy CUCTEMY, HeOOXiAHO MOPIBHATM MOAENbHUIA
Tpadik 3 eTanoOHHUMM 3HAYEHHSMU, LLIO A€ 3MOry OLiHUTK
il TOYHICTb Yepes Noka3HUK KoHkopaauii. OTxe, peaniszauis
3a3HayeHux 3axopniB 3abesnedye He nuwie HafdiiHICTb, a i
AKiCTb 006MiHY iHdbopmauieto y Bluetooth-mepexax, wo €
KPUTMYHO BaxnueuMM s 6e3neyHoi nepepadvi gaHux y
cepedoBuLi, Ae iCHye puU3WK nepexpecHoro Tpadika.
BUKOPUCTaAHHA CTAaTUCTUYHUX METOAIB 4N OLiHIOBaHHSA
edeKTMBHOCTI  nepefjadi, a Takox obrpyHToBaHe
ynpaBniHHA CTPYKTYPOK Mepexi Crnpusie MoKpaleHHIo
3aranbHOr0  KOPUCTYBaUbKOro  AOCBIQY, 3MEHLUYH4M
MNMOBIPHICTb 3aTPMMOK i BTpaT AaHux, SKi MOXyTb
HeraTMBHO BMIIMHYTW Ha AISNbHICTb KOPUCTYBaYiB. TOMY B
Mexax  OOCMigKeHHs  onTuMMi3audii  Mmepexi  BapTo
BpaxoByBaTW Linui pag aktopis, BKNOYAYM He nve
TEXHIYHI napameTpu, a W BMMOMM [O  SKOCTI
06CrnyroByBaHHsl, WO TaKOX BMfIMHE Ha PO3POOMEHHS
6inbLU echeKTUBHNX METOAIB yNpaBniHHA JaHUMW B yMOBaXx
nepexpecHoro Tpadika. OTxe, KOMMMEKCHUA nigxig no
aHanisy n onTuMisauii cuctemMm Moxxe CyTTEBO NiABULLATU
HagdivHiCcTb | 6e3neky iHdopmauiHux noTokis y Bluetooth-
Mepexax, WO € BaXMBUM acrnekToM Yy Cy4acHOMY
iHdopmauinHOMy cepenoBULL.

Y pobotax (Wenlong et al., 2021; Razavi, Fleury, &
Ghanbari, 2007; Smith, Johnson, & Lee, 2022; Doe, Patel,
& Kim, 2023; Zhang, Wang, & Chen, 2023; Chen, 2024,
KocTiok Ta iH., 2024; Tahir et al., 2021) 3anponoHoBaHO
OVWHaAMIYHMI ~ METOA4  KOHTPONKO  MepeBaHTaXKEHHS,
3aCHOBaHUW Ha afanTMBHOMY pEerynioBaHHi LUBUAKOCTI
BXiQHWMX MakKeTiB 3anexHOo Big PiBHA BTPAT: SKLWO BTpaTu
3anuanTbCs HkuYMMKn 3a 5 %, wWwBmMakicTe nepegadi
30inbLUYETHCSH, a SAKWO piBeHb BTpaT nepesuilye 15 %,
WBKAKICTb 3HMXYETbCA. [MpoTe 3a YyMOBW [OCATHEHHS
10 % BTpaT, cnocTepiraeTbCa 3Ha4YHe MOripLIeHHs SKOCTI
Bifle0, WO € KPUTUYHUM ANS iHTEPaKTUBHMX 3aCTOCYHKIB. Y
poboTtax (Chen et al., 2004; Ramana et all, 2009; Rzaieva
et al., 2024; KocTiok Ta iH., 2024) pocnigxyBanacsa Takox
3aTpMMKa NakeTiB AK iHAMKATOpP MNepeBaHTaXeHHs, Lo
BUSABUIOCSA TOYHILUMM MOKa3HUKOM, HiX BTpaTa MNakeTis,
ocobnmeo gnsa Bluetooth-3s'askiB. OgHak BMKOPUCTaHHS
LbOro NnokasHWKa sik 3BOPOTHOrO 3B'sI3KYy ANSl KOHTPOIO
nepeBaHTaXXeHHS CMPUYNHANO KONMBaHHA SIKOCTI Bigeo Ta
3aTPUMKM MakeTiB, WO NPM3BOAWIO A0 HecTabinbHOCTI B
poboTi mepexi. CyyacHi pocnimxeHHsl y Ui cdepi
30cepeKeHo Ha BIOCKOHAmNEHHI anroputmis
ajanTMBHOIO ynpasmniHHA TpadgikoM, 3 ypaxyBaHHAM
iHTeneKkTyanbHi MexaHi3Mu nporHo3yBaHHA 3aTopiB i
BUKOPUCTAHHSA MAaLUMHHOIO HaBYaHHA AN onTumisadii
posnoginy pecypcis y mepexax Bluetooth. Lle gossonsie
3a6e3neynTn He nuile ctabinbHy NPoAYKTUBHICTL, ane i
agjanTauilo cucteMm A0 3MiHM YMOB HaBaHTaXEHHs B
peanbHOMY 4aci, WO € BaXMMBUM KPOKOM Y HarnpsiMKy
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nigBuLLEHHA edeKTMBHOCTI poboTM cydacHux Gesnpo-
BiJHWX Mepex, ocobrnMBo B yMOBax IHTEHCMBHOIO
MynbTUMEAINHOro Tpadika.

3 iHworo 6oky, Bydep 3aaTHUA BIACTEXYBATU 3MiHN i B
npsmMomy, i B nepexpecHomy Tpadiky. Y [OCHiIOXEHHI
(Smith, Johnson, & Lee, 2022; Doe, Patel, & Kim, 2023;
Zhang, Wang, & Chen, 2023; Chen, 2024; Chen et al.,
2004; KocTtiok Ta iH., 2024) Takox nigTBEpAXEHO, Lo
MOHITOPUHI  3anoBHeHOCTi OydepiB 3Ha4YHO 3MeHLUYE
3aTpumky Ta nokpawye PSNR y pasi 3actocyBaHHS
KOHTpONio nepeBaHTaxeHb. [padik wBuakocTti Bigeo-
Tpacdika 4EMOHCTPYE hikcoBaHW nepexpecHuin Tpadik i3
nocTinHoto WweuakicTio nepegadi gaHux (CBR) Ha pisHi 200
k6iT/Cc i po3mip naketa 800 b. Baxxnueo 3a3HaunTy, Lo Le
03Havae edheKkTMBHY LWIBUAKICTb Nnepeaadi gaHnx 400 kbit/c
yepes CNifbHUA KaHamn, OCKifbkW Tpadik i3 NOCTINHOM
LWBMAKICTIO MPOXOAWUTb Yepe3 [ABa Mepexoau [0 Micus
npusHa4veHHs (Chen et al., 2004; Kryvoruchko et all, 2024;
KocTiok Ta iH, 2024; Scheiter et al., 2003; KocTiok Ta iH,
2024). Kpim TOro, posmip naketa npuW3BOAMTbL [0
HEeONTMManbHOro BMKOPUCTaHHA MPOMYCKHOI 34aTHOCTI
kaHany. [xepenom sigeoTtpadika € 40-cekyHaHun MPEG2
CIF HOBWHHWMIA KniN (3 MOMIPHMM pYXOM) i3 4acTOTO
kagpis 25 kagpis/c Ta cTpyktypoto GOP N =12 ta M = 3,
3 MOBHICTIO 3anMoBHEHMMU MakeTamu. Konw LWBMAKICTb
OaHuX nepeTuHae nopir 6nmabko 1,6 MOiT/c, 3anoBHEHICTb
OydepiB pi3ko 3pocTae, OCKINbKMA LIBUAKICTb HAaCUYEHHS
Bluetooth-3'egHaHHa 2,1 M6iT/c  HabnwxaeTbcsa [0
MaKcMManbHoi. AHanoriyHo, y pasi ikcoBaHOI LBUAKOCTI
oxepena MPEG2 Ha piBHi 1,25 MGit/c, cnocTepiraetbcs
pi3ke 36inbLUeHHs 3anoBHeHHs Bydepa, KOnu LBUAKICTb
CBR HabnwuxaetbCsd [0 MakCMManbHOi  NPOMYCKHOI
30aTHOCTI KaHarny.

OnTtumizauis poamipy ©OydepHoi 30HM [o03BOMSiE
YHUKHYTV NepeBaHTaxeHHst bydepa, sike Moxe Npu3BecTu
0O BTpaTy nakeTiB abo 3HMXKEHHSI SKOCTi BiJEOMOTOKY.
HenpaBunbHO HanawToBaHa OydepHa 30Ha Moxe abo
3aHagTO  WBMAKO  3aMOBHUTWCK, WO npu3Bede Ao
nepenoBHEHHA | BTPaTK AaHux, abo 3anvwaTtncs HagTo
Marnow, Lo npu3Bede A0 3aTPUMOK i HeCTabinbHOCTI B
nepenavi. 36anaHcoBaHuii po3mip Oydepa gae 3mory
eeKTMBHO ynpaBnsTM NOTOKaMu AaHux, 3abesnevyroun
CcTanuin piBeHb SKOCTi CepBiCy i MiHiMi3yloun BMnMB Ha
3aTPpUMKM nepefadi, WO € KPUTUYHO BaXNMBUM AniS
BiJEONOTOKIB y peanbHOMy 4aci. Y mepexax Bluetooth
3aCTOCOBYIOTb afanTuMBHY MOAYNALil0, fka [03BONse
3MiHIOBATK LUBMAKICTb Nepefadi AaHMX 3anexHo Big YMOB
MepeXxi, Taknx AK iHTepdepeHLUis, BiaaaneHicTb NpUCTpoiB
abo HasiBHiCTb nepexpecHoro Tpadika. BukopucTaHHs
TpU3oHHOrO Bydhepa A03BOMSIE PO3NOAINUTY BXIOHWI NOTIK
OaHUX Ha TpW 30HM (Hanp., HU3bKOro, cepeaHboro Ta
BMCOKOro NpioputeTy), Wo 3abe3nevye Kpawimin KOHTPOrb
Hag Tpadpikom. KoxxHa 30Ha Oydepa o6pobnsie noToku
OaHVX i3 Pi3HMMM XapakTepucTukamuM Ta BMMOramm [0
3aTpuMkm i BTpaT. Lle niasuilye edeKkTMBHICTL 3axucTy,
OCKiNbKM OaHi piHMX TuniB 06pobnaTbesa BiANoOBIiOHO 4O
IXHBOro npiopuTeTy Ta YYTNMBOCTI 4O BTPAT i 3aTPUMOK.
OpHuMm i3 knioYyoBuX 3aBAaHb Gydepusauii B Bluetooth-
Mepexax € 3axucT Big 3arpos, MoB'A3aHux i3
nepenoBHEHHSIM Gydhepa Ta BTPATO KPUTUYHO BaXKIMBUX
AaHux. BydepHa 30Ha Moxe cTaTy MilleHH0 Ansa atak
Tuny Denial-of-Service (DoS) abo Buffer Overflow, konu
3MTOBMUCHUK HamaraetbCs NepeBaHTaXWUTU CUCTEMY, LLO
npu3BoauTb OO BiAMOBM B obcnyroByBaHHi  abo
BMKpaAeHHsa aaHux. OntumisoBaHun 6ydep 3 aganTuBHO0
Moaynsilieto Moxe ANHaMIYHO KOpPUryBaTUCS 3anexHo Bif
3arpo3 abo 3miH y Tpadiky, Wo A03BOMSE MigTPMMyBaTK
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3aXUCT AaHMX Ha BUCOKOMY PiBHI HaBiTb Nif Yac aTak.
CyuacHi anroputMm ontumisadii 6ydepa MoxyTb BUKOpUC-
TOBYBaTU 3BOPOTHUN 3B'A30K Big Npurumava Ansa agantauii
po3Mipy 6ydepHoi 30HM B peanbHOMY Yaci. Lie Baxnueo B
YMOBaXx 3MiHHUX MEPEXHUX MapamMeTpiB, KON WBUAKICTb
nepefadi AaHux Ta SKiCTb CUrHany MOXyTb 3Ha4HO KOMu-
BaTuCs. AKWO cuctema BuABNSAE 36iNbLUEHHS 3aTpUMKU
abo BTpaT nakeTiB, BOHa MOXe BiAMNOBIAHO 3MiHUTW PO3MIpP
Bydepa, wob 3anobirtn noganswmnm npobnemam. Takun
nigxig niaBULLYE THYYKICTb | e(eKTUBHICTL cucTemu
3axuUCTy Bi4EONOTOKY. 3a nigBuULLIEHOT LWBMAKOCTI Nnepeaavi
OaHuX, XxapakTepHin ana cyyacHux Bluetooth-mepex,
Oydep BUKOHYE YHKLiO  3rmagkyBaHHA  MIKOBUX
HaBaHTakeHb | MiHiMi3auil BTpaT nakeTiB. 3aBasku
npaBubHOMY HanawTyBaHH0 bydepa, BiaeoaaHi MoXyTb
nepegaesatucss 3 MiHiManbHUMKM BTpaTtamu, WO €
BaXNMBUM A8 NIATPUMKU BUCOKOI SKOCTI Big€OMNOTOKY,
ocobnmBo nig 4vac BigeokoHdepeHUin abo NoTOKOBOro
nepegasaHHa MynbTUMe[ia B peXUMi peansHoro yacy.

YnpaeniHHA MpiopuTeToM KOpUCTyBaya Ta 3axucT
iHdopmaLii B yMOBax BiACyTHOCTi Ta HAasABHOCTI nepexpec-
HOro Tpachika € HeBiA'€EMHOK YacTUHOK CTpaTerin
3abe3neyeHHst 6e3nekn BioeonoToky yepe3 6e3npoBigHy
mepexy Bluetooth. CyuacHi TtexHonorii Ta nigxogu Ao
ynpaBeniHHa 6e3nekoto BMMaralTb yBarM A0 AVHaMIYHUX
YMOB MEPEXHOro cepefoBMLla Ta MOCTIMHOMO PO3BUTKY
3arpos3. 3 ogHoro 60Ky, B yMOBax BiACYTHOCTI nepexpec-
HOro Tpadika, ynpaBniHHA MpPIOPUTETOM KOpUCTyBaya
MoXe OyTu CnpoLLEHUM, OCKINbkM Mepexa mae Ginbluy
NPOMYCKHY 3A4aTHICTb | MEeHLi WMOBIPHOCTI KOHAIIKTIB
pecypciB. [poTe ue He o3Havae, Wo 3axodamu Gesneku
MOXHa 3HexTyBaTW. HaBnaku, HaBiTb 3a BIACYTHOCTI
nepeLukon, BaXnNMBO 3abe3neunT  KOHQIAEHUiMHICTb
OaHMX | 3axucT Big MOXNUBMX artak. 3 iHworo 6oky,
y MPWCYTHOCTI MepexpecHoro Tpadika ynpaBniHHA
npiopuTETOM KOpUCTYBa4ya CTae CKNagHILLIUM 3aBAAHHSAM.
Lle Bumarae po3pobneHHs anropuTMiB i MexaHiaMiB, siki
[03BONATL ePEKTUBHO pearyBaT Ha 3MiHU Y MEPEXHOMY
cepefoBui Ta Ha piBHi nepewkon. CyyacHi pilleHHs
BKITHOYaIOTb IHTENeKTyanbHe Mpu3HaYeHHA MNpiopuTeTIB,
ajanTMBHE KepyBaHHA pecypcaMyM Ta 3acCTOCYBaHHS
po3ymMHUX anroputmis Oydepmsadii. Yci ui 3axoam
cnpsiMOBaHi Ha 3abe3nedeHHs 6e3neku BigeonoToky Yepes
6e3nposigHy mepexy Bluetooth i3 niaBuLLeHoto wemakicTio
nepegadi AaHux 3a AOMOMOroK aganTUBHOI Moaynsuii 3
Tpr3oHHUM Bydhepom (Ramana, et al., 2009; Rzaieva et al.,
2024; KocTiok Ta iH., 2024; Chia, & Beg, 2003). Po3BuToK i
BAOCKOHANEHHS TaKMX CTpaTerii CTaloTb KIOYOBUMU Y
3abe3neyeHHi HagilHOCTI M KOHMIAeHUIMHOCTI nepeaadi
BifleogaHnx B Cy4acHOMY LMPPOBOMY CEpefoBULL.

Mig yac ananidy AinsaHok 6e3 kopuryBaHHs Oydepis,
YCTaHOBMNEHO CTaTUYHIi MeXi MiXK 30Hamu BignoBigHO A0
CNiBBIOHOLIEHHs1 po3mipiB 6:3:2, Ae 3aCTOCOBAHO MiHiNHY
dyHKUilo BigobpaxeHHss UP (npiopuTteT kopucTyBadis),
3aMicTb HeniHiHOI chyHKUii. BogHovac ans obnactein i3
KopuryBaHHsiIM  Oycdepa 30HM Oynu  BCTaHOBIEHI
BiAMNOBIAHO A0 (PaKTUYHOrO CriBBIAHOLLEHHSA PO3MIPIB MiX
TMNamun Kagpie, ycepeaHeHoro 3a nocnigosHicTio (Smith,
Johnson, & Lee, 2022; Doe, Patel, & Kim, 2023; Zhang,
Wang, & Chen, 2023; Kpusopyuko, Koctiok, KO. B., &
DecaTtko, 2024; Koctiok, K. B.,& KocTiok, €. B., 2024;
Scheiter et al.,, 2003). AHania nokasas, WO Yy pasi
cTaTUYHOro rpadika MeX 30HW ChnpaBOXYeTbCA MeHLUa
3aranbHa MpPOMyCkHa 34aTHICTb, OCKINbKA 3aXULLAETbCS
3aHaaTo OaraTo makeTiB, WO MOXe Npu3BecT Ao GinbLoi
BTpaTyX NakeTiB Yepes NepenoBHeHHs Oydepa Ans NeBHNX
TUNIB nepexpecHoro Tpadiika. 3 iHworo 6oKy, KoM
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noniTuka BiACYTHOCTI  kopuryBaHHs Gydepa 6Hyna
3acTocoBaHa [0 HanawTyBaHb MEX KOHTPONbOBaHOI
30HM, TO Ue Morno 6 npu3BecTV OO0 MpUMMMBY NakeTiB
P-kagpiB i3 BULLIOK LWBMAKICTIO nepedadvi  AdaHux,
30iMbLUEHHS KiNbKOCTI NakeTiB i3 NTOMUMKaMU i, IK Hacnigok,
0O 3HWKEHHA AKOCTi oTpumaHoro Bigeo. OTxe,
perynioBaHHa Bydepa BNNMBae Ha AKiCTb Nepeaadi JaHNX
i 6eaneky iHopmauii, a onTumisauis LbOro npouecy
BaknueBa Ans 3abe3neyeHHs e(EKTMBHOI 3axMLLEeHOCTI
N HaZiNnHOCTI Mepexi.

BapTo 3a3HauunTk, Lo 3aranbHa NponyckHa 34aTtHICTb y
CTaTUYHMX MeXax 30HW MEHLUA, HK y pasi perynoBaHHS
Oydepa Ta BCTaAHOBINEHHS KOHTpPONMbOBaHOi Mexi. Lle
O3Hayae€, WO 3axuLLaeTbCa 3aHaaTo Garato nakeTis, Lo
MOXe MPU3BECTU [0 BTPATU NaKETIB Yepe3 nepenoBHEHHS
Bydbepa Ansa neBHWX TUNIB NepexpecHoro Tpadika. 3 iHWoro
BoKy, BiACYTHICTb KopuryBaHHs Bydepa Moxe Nnpn3BecTv 40
npunnuey nakeTiB P-kagpis i3 BULLOKO LWIBMAKICTIO nepeaavi
OaHUX, WO TaKoX 30iMbLUYE KiNbKICTb NaKeTIB i3 NOMUIKaMm
Ta 3HWKYE SIKICTb OTPUMAHOTO BiEO.

MepexpecHnt Tpadik 3acTOCOBYIOTb BIiAMOBIOAHO A0
cueHapito, ToAi sIKk NocnigoBHICTb HOBUHHUX KNiMiB hopmMye
Bigeonotik MPEG2. Y KOHTEKCTi LbOro AocnigXeHHs
BMKOPUCTAHO 5K OAHOCTALUiOHapHY, Tak i ABOCTaLiOHapHY
mogeni wymy. [lig vac nepwoi cepii cumynauin
nepexpecHun tpadik 6ys ctatmyHum CBR 3i wBuakicTio
200 «6it/c Ta po3mipom naketa 800 b, a TpaHCNOPTHUM
npotokonnom ans CBR 6yno o6paHo UDP. PSNR
BMKOPUCTOBYIOTb 51K O0'EKTUBHY METPUKY AN OLiHIOBaHHSA
AKOCTi Bigeo, 3 piBHeM 6nm3bko 40 b, Wo BBaXaeTbcs
BiAMIHHMM ANnsA MOGinbHOro 3B'A3Ky, Ta piBHI HX4Ye 25 b,
AKi MMOBIpDHO € HenpuaaTtHuMy Ansa nepernagy. Ans
AeTanbHiLLIOro NOpPiBHAHHSA AKOCTI Bigeo y 6e3gpotoBomy
3B'A3Ky MOXHa 3BepHyTucs Ao axepen (Chen et al., 2004;
Kpusopyuko, KocTiok, FO. B., & [lecatko, 2024; Rzaievaetal.,
2024). MNoyaTkoBa MoAENb LWYMy B KaHamni BUKOPUCTO-
ByBana ofHoCTauioHapHy Mopenb. 3acTtocoBaHO £k
OVHaMiYHY 3MiHYy MeXi 30HM, Tak i perynioBaHHs bydepa
30HM 2. Konu BCi NakeTu 3axuLleHo Ha pafiov4acTOTHOMY
KaHani, CcrnocTepiraeTbCs MOMITHE MOKPALLEHHA SKOCTI
Bifl€0, sike BUABMAETLCS i K 3aranbHun pieeHb PSNR, i ik
dnykTyauia sakocTi. MNagiHHA SKOCTI NoB'a3aHe 3 BTPATo
nakeTiB 4epe3 nepenoBHeHHs Oycdepa. [MoyaTkoBun
CMIecK SIKOCTi NpuinoMy Bieo Ha piBHi 40 [16 nosicHOETLCSA
BiACyTHICTIO akTMBaUii mxepena CBR o 3akiH4eHHs uboro
nepiogy. Xo4a Bi3yanbHO CKnafHille po3pi3HUTU
noYyaTKOBWUI CMMECK SIKOCTi MpUMOMY Bifgeo, y3ararbHeHi
pesynbTaTh OeMoHCTpytoTb nepesary UP (npioputet
KOpPUCTYyBayiB) 3 afanTUBHOK MOAYNSLIEH.

B wmexax ontumisauii poawmipy OydepHoi 30HM 1
ynpaeniHHA npiopuTeTOM KOpUCTyBaya AN  3axucty
iHbopmalii B Bluetooth-mepexax 3a ymoB nepexpecHoro
Tpacbika BaXXnMBO 3BEPHYTW yBary Ha acrnekTu, NoB'sa3aHi 3
MoZenammn wymy kaHany. OfHieto 3 Takux moAenen €
AWGN (Additive White Gaussian Noise), ska
BMKOPUCTOBYETBLCA A1 OUIHIOBAHHSI BMAMBY LUYMYy Ha
nepegadvy AaHux y KaHanax 3B'a3ky. Lia mogenbs gossonsie
Kpale 3po3yMiTn cKnagHiCTb YMOB nepefadi, 30Kpema i B
yMoBax 3MiHHoOro Tpaduika. [ns TO4YHiWoro onucy ymoB
nepegadi gaHmx Oyno npoBedeHO OHOBMEHHS MoAeni
wymy, WO Jano 3mory nepent OO ABocTauioHapHOi
mMogeni. Lle ymoxnusuno getanbHuin aHanis, 3okpema i
nopisHsHHA 3 mogenno CQDDR (Channel Quality Driven
Data Rate). CQDDR apanTtye WwBMAKICTb Nepeaadi AaHuX
3anexHo Big AKOCTI kaHarny, 3abe3nedyoun edekTUBHY
nepefady B ymoBax 3MiHHOro Tpadika. Y 3acTOCyBaHHI
cxemu UP (User Priority), BaXknMBOro acnekTy ynpasniHHs,
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Bi3HA4YeHOo, WO SAKICTb BigeOMOTOKY MPOTSAroM 4Yacy He
3a3Hae pi3KNX 3MiH, WO € KPUTUYHO BaXIUBUM NS
CMoXuBayiB MynbTUMEAINHOrO KOHTEHTY. BuseneHo, wo
nagiHHA SKOCTi Yepe3 BTpaTy NakeTiB € CeprosHinMm
nopiBHAHO 3 opHocTaginHum  kaHanom AWGN. Le
CBiAYMTbL NPO CKNagHi ymoBW yHKUioOHyBaHHA Bluetooth-
Mepexi, 0cCobBNMBO 3a BMCOKMX PIBHIB LUYMY i LUBUAKOCTI
nepegavi 3 Moit/c, konu cnocTepiraeTbCcsa 3Ha4yHe NafiHHA
SIKOCTi Bijeo, L0 MiaKpecrntoe HeobXiaHICTb aganTMBHOIO
ynpaeniHHA napameTpamy nepegadi. Xoya Mogenb
CQDDR 3abe3neyvye nokpaLleHHs NOPIBHSAHO 3 NOMiTUKO
€OWHOI LUBMAKOCTI Nepeaavdi, cepeHst sikicTb Bigeo B LN

CXeMi 3anuacTbCs HWK4YO0l, HiX Yy cxemi UP. Le
NiOKPECNioe BaXNUBICTb  aganTMBHOI  Mogynsuii 3
KepyBaHHsM  Oydbepom,  OCKinbku  BOHa  3[aTHa

3abe3neynTn BULLY SKICTb BI4€O, 3MEHLLYHYM BTpaTU
nakeTiB, SIKi BUHMKAOTb Yepe3 padiodacToTHI nepeLukoam
nig 4ac nepegadi gaHmx. Y mogeni 3 ABoMa CTaHamu
BTpaTu nakeTiB Ha weuakocTi 3 M6iT/c 3pocTatoTb Yepes
30inblIEHHA WMOBIPHOCTI MOMWMAOK Yy KaHani, Lo
NigTBEPAXYE  BaXNMBICTb  PEeTEenbHOro  ynpaemniHHA
Tpadikom. 3 ornagy Ha ui haktopu, AN nepegadi Bigeo
cxema UP BusiBMNaca BuWrigHILLIOW, OCKiNbKM BOHa
edeKTMBHO BpaxoBye BMICT nakeTiB i ymoBu Tpadika,
nigBuvLLyoYM 3aranbHy SKicTb o6cnyroByBaHHSA. Buko-
pUCTaHHA aganTMBHOI MoaynAuii B KOMOiHaUii 3i cxemoro
UP 3abesneyye 6GanaHC MK pisHUMW BUMOramu, LU0
Jossonsie BuOpaTy oONTMManbHWA nigxig ans  pisHux
cueHapiiB nepegadi gaHux. Omke, nigxoam Ao ynpasBniHHA
AakicTio  nepepadi  y Bluetooth-mepexax 3a ymoB
nepexpecHoro Tpadika noTpebyloTb  KOMMIEKCHOro
aHanisy 1M iHTerpauii pisHux mogenew, WO [A03BONUTb
NigBULWMTL  HafiNHICTb Ta  edeKTUBHICTE  0BMiHy
iHbopmauieto. BaxnmBuMM € aKUeHT Ha aganTUBHUX
cTparterisix, ki 3abe3nedvyloTb 0e3neky Ta SAKICTb
MynbTUMEAINHUX cepBiciB y 6€30p0oTOBNX Mepexax, Wo €
KPUTUYHO BaXMBUM Yy Cy4YacHOMY iHcpopmaLiiHoMy
cepeposui (lyer, & Desai, 2003; Wenlong et al., 2021;
Doe, Patel, & Kim, 2023; Zhang, Wang, & Chen, 2023;
KocTiok, HO. B., & KocTiok €. B., 2024).

Llogo 3anoBHeHocTi Oydepie nig 4vac cumynsuii
nepexpecHoro Tpadika CBR, BusiBNeHo, wWwo 3
BUKopucTaHHsiM cxemu UP 3anoBHeHicTb Gydepa BupiB-
HIOETLCA A0 MOCTIHOrO PiBHA MpOTAroM 6 C, nepesu-
wytoum 50-nakeTHy MicTkicTe Oydpepa Ha 6Ginbw Sk
10 nakeriB. 3a 3aranbHoi wBunakocTi 2 M6iT/c Ta SNR Ha
pieHi 16 pgb BTpaTa nakeTiB 4Yepe3 pafio4acTOTHI
nepeLuKkoam MiHiManbHa, oAHak, 3axuLLeHi NakeTu Takox
MOXyTb OyTW BTpayeHi 4epe3 OGNM3bKiCTb A0 MICTKOCTI
6ydepa. HapewwrTi, HaBiTb 3a nepefadi BCix nakeTiB Ha
HamBuLWiN weunakocTi 6e3 UP pusmk BTpaTn nakeTiB Yepes
nepenoBHeHHsA Oydepa BiACyTHIW, NpoTe BTpaTa MakeTiB
yce e BiabyBaeTbCa Yepe3 padiovacToTHI NepeLuKkoau.
Omxke, Ans edeKTUBHOro ynpaeniHHA Tpadikom i
3abe3neyeHHss HaMBUILLIOI SIKOCTI BiAeo BapTO po3rnsagatu
BukopuctaHHa UP 3 apgantuBHOWO Mopynsuieto, <dka
[03BONSIE BUPIBHATM Ui ABI NPOTMREXHOCTI Ta 3abes-
neuynTn OonTUMAanbHy MPOAYKTUBHICTL cuctemn (Zhang,
Wang, & Chen, 2023; Chen, 2024; KocTiok Ta iH., 2024;
Chen et al., 2004; KocTtok, HO. B., & KocTiok €. B., 2024).

AHani3 3anoBHeHoCTi BydepiB nig Yac MogentoBaHHSA
nepexpecHoro Tpadika CBR Bkasye Ha Te, wWo 3a
weuakocti nepepadvi ganmx 3 MG6it/c Oydep yce we
3annwaeTbCcs HeQo3anoBHeHNM 6e3 3arpo3u nepenos-
HEHHS, LLO NiATBEepAXYE 3anexHiCTb NagiHHA SKOCTi Bigeo
Ha Uil WBMAKOCTI Big BTpaTV NakeTiB Yepe3 padiodacToTHI
nepewukoamn. Ak Ans cxemu agantueHoi mogynadii UP, Tak
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i ana cxemu CQDDR cnocTepiraetbca MOXNMBICTb BTPATU
nakeTiB Yepes rnepenoBHeHHs1 Bydepa B ymoBax noraHoi
nponyckHoi 3gaTHocTi kaHany. [Mpote cxema CQDDR
BUSIBNSE TeHAeHLUilo BubupaTtn BuLLy GpyTTO-LIBMAKICTL 3
M6it/c, wo npussoanTb A0 po3psmxkeHHa Bydepa, ane
36inbLUye pM3nk BTpaTK BinbLL BaXXNMBUX NAKETIB, TaKMX SIK
Knto4yoBi kagpu. Lle nosicHioe HWx4y sikicTb Bigeo, 3bepe-
»eHoro 3a gonomorot cxemu CQDDR. ns noaaTkosBoro
OUiHIOBaHHA BNAMBY YMOB KaHany 3HayeHHs BER gns
6pyTTo-weuakocti 3 MOiT/c y noraHomy cTaHi ABO-
KaHanbHoi mogeni n6epTta — EnnioTTa 3MiHOBanucsa Big
i-107%, pe i=1234,5 a iHwi napametpu wmopgeni
3anuwanuca HeaMiHHMmK. [Ona Bineo Newsclip cepegHe
3HayeHHss PSNR noripwyeTtbea 3i 36inbweHHsaMm BER, sk
MOXHa Oyno ouikyBaTu. Pexum i3 WBMAKICTIO nepepadi
Aannx 3 MG6it/c BuaBnsaB Binbluy CXUNbHICTL A0 BTpaT
nakeTiB 4epe3 pafioyacToTHi 3aBagu  MOPIBHAHO 3
pexumom i3 wewuakictio 2 M6it/c. Buwa edekTnBHiCTb
cxemu aganTtmsHoi mogynsAuii UP nopisHaHo 3 CQDDR
NiATBEPAXYETbCA Ha BCbOMY ChekTpi 3HadeHb BER
(KocTtok Ta iH., 2024; Chia, & Beg, 2003; Sabeen et al., 2021.

MopentoBaHHs BNAMBY 36iMbLUEHHS]  IHTEHCMBHOCTI
doHoBoro Tpadika CBR € BaxnuMBMM acnektom
aocnigxeHb y cdepi kibepbesnekn Ta 3axncTy iHopmallii.
Y pasi 36inbweHHa weugkocti CBR cnocTepiraetbes
30NMKEHHs1 SIKOCTi NepedaHoro BiAeOo MK  cxemamu
apganTmeHoi mopgynsuii UP i CQDDR. Lle noscHoeTbcs
3pOCTaHHAM  IMOBIPHOCTIi  BTpaTW  nakeTiB  4epes
nepenoBHeHHA Oydepa y cxemi UP, wo ocobnuso
aKkTyanbHo Ansa weuakocti 2 M6it/c (Razavi, Fleury, &
Ghanbari, 2007; Doe, Patel, & Kim, 2023; KocTtok Ta iH.,
2024; Scheiter et al., 2003; Koctiok, & Koctiok 2024;
Ramana et al., 2009). 3meHLweHHs wBuakocTi ob6cnyroy-
BaHHs Oydepa BignpasneHHs y 3B'A3ky 3 HasBHicTio CBR-
nakeTiB Mpu3BOAMTb OO BigKMAAHHA OiNbLIOi KiMbKOCTI
NakeTiB, L0 NPM3BOAMTL A0 LIBUAKOIO MOTPLUEHHS SKOCTI
Bigeo. [lo Toro X y npoueci 36inblUeHHs1 3anOBHEHHS
Oydepa MeHLIe nakeTiB MoXe OyTW 3aXMLLEHO CXEMOH
UP, wo 36inbLuye HabnumxeHHs npoaykTuBHocTi cxemn UP
no cxemun CQDDR.

PesynbTaTv NOpiBHAHHA nokasanw, L0 MeHLUi BTpaTtu
BinbyBaloTbCs 4Yepe3s nepenoBHeHHs Oydepa 3a weua-
KocTi 2 M6it/c y npucyTHoCTi BebGTpadika. [oaaTkoBo,
pes3ynbTat Ong iHWuWX BigeonocnigoBHocTen Bynu
BKMIOYEHI ANs AeMOHCTpaLii yHiBepcanbHOCTI OTpUMaHNX
pesynbTaTiB (Chen et al., 2004; KocTiok, 0. B., & KocTiok
€. B., 2024; Scheiter et al., 2003; KocTiok Ta iH., 2024).
MopiBHSAAHHS TakoX BKa3ano Ha MOripLEHHS CepefHbOoro
PSNR y cueHapisix 3 ABOMa CTaHamu kaHany, ane 3anumno
UP kpawyoto 3a CQDDR wopn0 skocTi nepegadi Bigeo.

OocniopxeHHs nigTBepaXye, WO aaanTMBHI CXeMy MaloTb
nepesary nepes ikcoBaHMMM, 0COOMMBO Yy BMMNagkax
HEeCnpuSTNMBMX YMOB nepegadvi ganux. Hanpwuknag,
HEepiBHOMIpHWUIA 3aXUCT Y NOTOKOBOMY nepefaBaHHi AaHnX
yepes Bluetooth npuBoanTb 4O NOKpaLleHHs AKOCTI Bigeo
NOPIBHAHO 3 (OiKCOBaHMMM cxemaMu. Taki AO0CNiIKEHHS
OalTb nigcTaBy AN BOOCKOHANEHHS METOAIB 3axuCTy
AaHnX y pisHNX yMmoBax nepepadi.

Ouckycis i BUCHOBKMU

OnTtumisauia posmipy 6ydepHoi 3oHu y Bluetooth-
Mepexax € BaXJIMBOKW CKNagoBok  3abe3neveHHs
HaginHol | 6e3nepebinHoi Nnepedadyi BigeoaaHux, ocKinbku
npaBunbHe HanawTyBaHHA OydepHuXx napameTpiB He
TiNbKM MoKpallye 3aranbHy edeKkTUBHICTL 0OpobneHHs
Tpadpika, ane i 3HWXKye BpasnmBiCTb CUCTEMU 0 30BHILLHIX
3arpos, Takmx sik nepexpecHuii Tpadik abo MepexxHi aTaku,
CNpsiMOBaHi Ha MNOPYLUEHHS  KOHMigeHUINHOCTI  uun
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OOCTYNHOCTI AaHux. BaxnusicTb LbOro npouecy 3ymoB-
NeHa TUM, Lo BiH 403BONSE 3anobirtv nepeBaHTaXXeHHAM
MEPEXHUX PEecypciB, CMPUYMHEHVUM BEIUKOK KiNbKICTIO
O[HOYaCHO nepefaHux [aHux, Lo, CBOEK Yeproto,
3abeasneyye nigTpMMKy 6e3nepepBHOro NOTOKy iHdopMauii
6e3 3Ha4YHUX 3aTpMMOK abo BTpaT AaHuX.

3acTocyBaHHA TexHONOrii aganTuBHOI Moaynsauii y
KOHTeKCTi ynpaBniHHsA Bluetooth-mepexamun € ocobnueo
aKTyarbHUM, OCKINbKW Liei MeTop, 403BOMNSE aBTOMaTUYHO
HanalwToByBaTU napameTpy MOAyNAUil 3anexHo BiA
NOTOYHMX YMOB KaHamy 3B's3Ky, Takmx $K LWBUAKICTb
nepefaui, piBeHb LYMIB Ta iHLIMX MOXIUBUX MepeLLKos.
Lle pae 3mory nigTpumyBaTtu cTabinbHICTb i HafgivHICTb
nepepgadi BigEOMOTOKIB HaBiTb 3a YMOB  3MiHHUX
napameTpiB cepefoBulla, B SKOMY MpaLloe Mepexa.
3paTHiCTb Mepexi AnHamiyHO aganTyBaTUCA OO 3MiHHKX
yMOB, 30KpemMa i B yMOBax nNiABULLEHOI NepexpecHol
iHTepdepeHLii, cyTTeBOo nigBuwye piBeHb 6esneku
nepegaHoi iHopmauii, 3HWXKYIUM PUNKU  MOXIUBKX
aTtak, WO MOXYTb BUHWKATU 4epe3 HeCaHKUiOHOBaHWMN
[OCTyn Ao nepefaHux AaHux.

[opatkoBy HagivHiCTb y npoueci nepefadi gaHWX
3abesneyye TpU3OHHWMI OBydep, AKUMA PO3NOAINSE NOTIK
iHopmauii Ha Tpu eTanu 36epiraHHA Ta nonepegHbOro
06pobneHHs. Taka 6araTopiBHEBA CTPYKTYpa LO3BOISE HE
TiNbKM  MiHIMi3yBaTW pu3uk 3aTpumok abo BTpar
iHbopmauii, ane N eMeKTBHO 3axXMCTUTN CUCTEMY BIf
30BHILLHIX (pakTopiB, Hampuknag, BiA4 panToBMX 3MiH Yy
HaBaHTaXeHHi Ha Mepexy abo HecnpuATNMBMX YMOB
nepefadvi AaHux. BukopuctaHHsa BydepHnx MexaHiaMiB i3
KiflbkoMa PiBHAMM 3aXWUCTy NiABULLYE 3aranbHy CTIiAKICTb
cuctemn Oo 360iB, CNpuUYMHEHUX iHTepdepeHuielo abo
nepexpecHMMu nepeLlkogamm, TMM CaMUM  TapaHTye
cTabinbHy poboTy Mepexi B ymoBax 3MiHIOBaHUX
napamMeTpiB kaHany 3B'A3Ky Ta Pi3HOro piBHs Tpadika.

OTxe, iHTerpauis aganTuBHOI Moaynsuii curHany 3
TPU3OHHUM Bydhepom A03BONSE ONTUMI3yBaTU YNPaBniHHA
pecypcamn y Bluetooth-mepexax Tak, Wo nepenava
BijeofaHMX BiAOyBaeTbCA 3 MakCUMarbHO MOXIUBOIO
AKICTIO | MiHIManbHUMK  3aTpyMkamu, 3abesnevyroun
BOAHOYAC BUCOKUW piBEHb 3axuCTy iHopmadii HaBiTb 3a
YMOB 3HA4HOI BapiaTMBHOCTI NapameTpiB KaHany 3B'A3Ky,
WO ocobnMBO BaXMMBO Y Cy4aCHUX YMOBaX aKTMBHOMO
BUKOPUCTaHHs1 6e30poToBMX Mepex Ans nepefaBaHHs
KOHpiAeHUiNHOI iHpopmaLii.

MepcnekTMBo NoganbLLIOro AoCHimKeHHs byae nornmo-
NEHHS BNAMBY afanTUBHMX METOAIB yNpaBmniHHA TpadikoM y
Bluetooth-mepexax Ha edeKkTMBHICTb nepedadi gaHux 3a
YMOB BUWCOKOrO HaBaHTaXEHHS1 Ta MepexpecHoro Tpadika.
[opnatkoBo [0 UbOro, BaXKIMBMM aCMEKTOM OOCHIMKEHHS]
CTaHe OUiHIOBaHHS BMMMBY 30BHILLHIX (PaKTOpiB, TakuUX SK
papgiovacToTHi iHTepdpepeHuii abo 3miHM cepepoBua, Ha
NPOAYKTUBHICTb CUCTEMM, @ TaKOX MOLUYK ONTUMAarbHUX
piLieHb ANs MiHiMi3auii ux BNnvBiB.

BHecok aBtopiB: lOnia KocTiok — KoHuenTyanisauis,
MeTOAO0rOoris, aHani3 gxepen, NiAroTyBaHHA OrNsiAy nitepaTtypu;
BorpaH BebGelwko — 36ip eMnipMyHMX AaHMX Ta iXHS Banigauis;
MaBno CknagaHHUM — eMmnipyyHe [OCNIMKEHHS, pPO3pobka
pekomeHAauin, NpakTUYHi 3aCTOCyBaHHS OTPUMaHUX pe3yrbTaTis,
dOopMyInoBaHHA NepcrnekTuB AN nopanblvX  [OCHifKEHb;
CsiTnaHa P3aeBa — oUjHka e(EeKTUBHOCTI 3anpornoHOBaHMX
pilweHb, aHani3 puaukis; KapnHa Xoponbcbka — hopMyntoBaHHs
3aranbHWUX BUCHOBKIB.
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OPTIMIZATION OF BUFFER AND PRIORITIES FOR ENSURING SECURITY
IN BLUETOOTH NETWORKS

Background. The optimization of buffer zone size for information protection plays a crucial role in ensuring the security of video
streaming over Bluetooth wireless networks, particularly given the increased data transmission speeds and the use of adaptive modulation with
a three-tier buffer. Recent studies show that proper management of buffer size can significantly enhance the quality of video data transmission
and reduce security threats. An important aspect of ensuring security in video streaming systems over wireless networks like Bluetooth is the
integration of cutting-edge information protection technologies. Modern trends in cybersecurity encompass key elements such as data encryption,
access control, and multi-factor user authentication. These mechanisms not only protect data from unauthorized access but also ensure its
integrity and confidentiality at every stage of processing and transmission.

Methods. Thestudy employed analytical methods including modeling and simulation, statistical and comparative analysis, experimental
research, and risk assessment, enabling a comprehensive understanding of data transmission quality management in Bluetooth networks under
cross traffic conditions.

Results. Properly configuring the buffer zone size can significantly enhance the efficiency and reliability of protecting critical data from
unauthorized access and cyberattacks. Modern approaches to buffer size optimization utilize traffic analysis and modeling methods, as well as
machine learning algorithms to predict traffic volumes and characteristics. For instance, clustering algorithms can be employed to identify traffic
types and characteristics, allowing for more efficient resource allocation and buffer space management. To effectively optimize the buffer zone
size, it is essential to consider system performance and information security standards, including ISO/IEC 27001 and ISO/IEC 27002. ISO/IEC 27001
outlines requirements for information security management systems, emphasizing risk assessment and the implementation of security measures.
ISO/IEC 27002 provides recommendations for data protection, such as the use of cryptographic methods. The buffer zone size must meet the
requirements of cryptographic algorithms and ensure resilience against attacks such as DoS and buffer overflow, while also considering
scalability and compliance with contemporary regulations.

Conclusions. Optimizing the buffer zone size in the context of video data transmission over Bluetooth networks is a critical aspect
that affects not only the stable operation of the system as a whole but also the effective management of traffic flows, allowing for improvements
in information transmission quality and significantly reducing potential risks from external cyberattacks and internal failures that may arise due
to cross traffic or other network anomalies. The application of adaptive signal modulation in close interaction with three-tier data buffering enables
the system to dynamically adjust to variable communication channel parameters, such as transmission speed, noise levels, and interference. This,
in turn, helps maintain a high level of video stream quality even under adverse environmental conditions and increased signal variability. The
integration of three buffer levels, each performing distinct storage and preprocessing functions for incoming data, creates an additional protective
barrier that significantly minimizes the negative impact of external factors on system stability, particularly by preventing possible delays,
interruptions, or data loss that may arise due to changing environmental conditions or network impediments during information transmission.

Keywords: buffer optimization, video streaming, Bluetooth wireless networks, adaptive management, data transmission, signal quality,
packet loss, user priority management, cross traffic, information protection.
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MOOENb AHANI3Y BEBGEKCMNIOUTIB HA OCHOBI JAVASCRIPT

BcTyn. 3adava 3abe3sneyeHHs1 6e3neku ee6dodamkie i cepeepie 3anuwaembscsi akmyanbHOK 8 ymMoeax MocmiliHo2o
3pocmaHHs Kinbkocmi amak y kibepnpocmopi. BukopucmaHHsi pi3HUX cucmeM KepyeaHHsI eMicmoMm i3 8iOKpumumMm KoOOM
(Hanpuknad WordPress, Joomla, Open Journal Systems, Drupal), siki 4epe3 ceoro npocmomy e ycmaHoesieHHi ma e UKOpUCMaHHiI,
€ doeosii nonynsipHUMuU 0151 cmeopeHHs1 eebcalimie, Ha )xa/lb eUMaz2aromb MOCMIIHO20 OHOBJIEHHSI He MiNlbKU OJisl MOKPAaW,eHHSI
3a 3micmom, ane i 0ns 3abe3sneyeHHs1 6esneku cucmemu. Aemopu cmammi 3ocepedusnu yeazy came Ha cucmemi WordPress, xo4a
yel nioxio moxe 6ymu eukopucmaruti i 0ns iHwux cucmem. Mamepian cmammi nidkpecstoe 3Ha4eHHS PaHHbLO20 8USIBITEHHS
epasniueocmeli 0151 3anobizaHHs NTOMeHUilIHUM Kibep3a2po3am ma ix HezcamueHUM HacJlidkaM. 3anpornoHoeaHo Modesb i ckpunm,
SKi Npu3HaYveHi Onsi NPUCKOPEeHHSs1 susiesieHHs epa3niueocmel y dodamkax WordPress. Aemomamu3auyisi npoyecy ckaHyeaHHs1 3a
dornomMozor eslacHo20 CKpurnmy 00380Ji€ WeEUOKO eusiesismu epassiueocmi, 3abesnedyyroyu ornepamueHe eurnpassieHHs U
oHoeneHHsl. Takul nidxid He nuwe 3MiyHIOe 6e3neky, ane i crnpusie 36epexeHHI0 penymauyii eebcalimie ma 6peHdie, wjo €
KPUMUYHO 8a)X/TUBUM y Cy4acHOMY yughpogomy cepedosulli.

MeToawu. BukopucmaHo memodu aHanily eebekcriolimie Ha ocHogi JavaScript 3 ypaxyeaHHsIM 3a2aflbHUX NMPUHYUIie ix
aHani3zy ma 3 oa2nsi0y Ha memodoJiozii aHanizy ee6dodamkie Ha epa3/iueocmi.

PesynbTaTtu. [IpedcmaeneHo edockoHaneHy Modesnb aHanizy ee6dodamka Ha CMS WordPress, e ocHoei sikoi €
cKkpunm, sikul 3abe3sne4yye aemomamu3oeaHe ckaHyeaHHsI ee60odamka 3a donomMo2oto 3anycky makux ymunim: NMAP, Dirb,
Nikto, SQLMap, WPScan i PwnXSS. Yci pesynbmamu 3anucyroms 6 okpemull ¢haiis1 05151 nodasibuio2o 8U84eHHs1 8Cix 3Hali0eHUX
npobnem 6e3neku se60odamka.

BucHoBKku. Po3pobneHa modenb i cKkpunm rnoguHHi dornoMoamu po3pobHukaMm i mecmyeasnbHUKaM MpUCKopumu rnpoyec
susienieHHs1 epa3znueocmel y WordPress, OCKifbKU 80HU MOXymb 3arycmumu OOUH CKpunm i 4Yepe3 Kopomkull mepmiH 4acy
ompumamu o6'eMHuli i 3micmoeHul 38im i3 eusiesleHUMU epa3/iueocmsAMuU. 3a paxyHOK UbO20 ONMUMI3YEMbCSH SUSIBJIEHHS
epasnueocmeli 3a G0MIOMO20H0 agIMoMalmu308aH020 3arlyCKy CKaHepie.

KnwuyoBi cnoBa: epasnusicms, sebcalim, se6dodamok, eebekcnyamauis, aHaniz ee60odamkie, mowyk epasueocmed.
SQL, XSS, CSRF.

Beryn MOXe NPU3BECTN 40 CePNO3HNX HACHIAKIB, TaKMX K BTpaTa
B cyuyacHomy undpoBomy CBIiTi BeGekcnnonTn cranu penyTauii, topyanyHi npobnemu Ta 36uTkn. JocnimxeHHs
OLHIED 3 HamncephosHiwmx 3arpo3 ans 6esnekn Beb- MeTofiB aHanidy BebekcnnounTiB JavaScript € kno4yoBuM
popatkiB Ta BebiHpacTpykTypu. Lia npobnema BuHukae akTopom y 3abesneveHHi Oe3nekv BebgopaTkiB Ta
3 TOro, WO BeGEeKCNNoWTN [AarTb MOXMUBICTL 3M10- iHppacTpykTypn B umndposy enoxy. Lia tema notpebye
BMWCHMKaM BUKOPWCTOBYBAaTU Bpa3nuBOCTi Bebgoaatkis MOCTIMHOrO  pO3BMTKY  Ta  BAOCKOHaNEHHs  Ans
ONs  BUMKOHaHHS  WKignMeBoro koAdy abo OTpuMaHHs rapaHTyBaHHsi 6e3neku B oHnanH-cepenoBuLli (Common
HeCcaHKLiOHOBaHOro JocTyny Ao cuctemu. Metoam aHanisy JavaScript Vulnerabilities and How They Manipulate
BebekcnnowTiB Ha ocHoBi JavaScript € HaasBuyariHo Data (2022), https://lwww.preemptive.com/blog/a-review-/
BaXXNMBUMM, OCKiNbkn JavaScript € ofHiel0 3 OCHOBHUX on-javascript-security-in-2022/ ).
MOB nporpamyBaHHs Ansi Bebpo3pobku, i BignosigHO, Mema [pocrnigkeHHs1 — aHani3 iCHyr4Mx MeTofiB i
BMKOPMCTOBYETBHCS MPAKTUYHO Ha KOXHil BEOCTOPIHL. mMofernen aHanisy BebgopaTkis, nobygoBa BRAcHOI,
JavaScript, sik ocHOBHa MOBa nporpaMyBaHHs1 45t BeOpo3- y[AOCKOHaneHoi mogeni aHaniy BeGeKCnnonTiB Ha OCHOBI
pobKK, MPOHWKAE MPaKTUYHO B KOXEH acnekT iHTepHeT- JavaScript.
npocrtopy. Big cTBOpeHHs1 guHamiyHOro 3micTy 4O B3aemogii O6'eKTOM JOCHIMKEHHS € NPOLLEC aHanidy BeGEKCNIoNTIB
3 kopucTyBadem, JavaScript € HeBif'€MHOLO CkIagoBoto Oyab- Ha ocHoBi JavaScript.
SIKOrO cy4vacHoro BebgopaTtka. Ll wwmpoka nowmpeHicTb MpeameToM gocnigkeHHs € MeToaun Ta Mmogeni aHanisy
pobutb JavaScript ayke npuBabnvBOK MILLEHHIO Ans BebeKcnnonTiB Ha OcHoBi JavaScript.
3MIOBMUCHWUKIB, SIKi LUYKAOTb MOXIMBOCTI BUKOPUCTOBYBaTU OTXe, OCHOBHE 3aBAaHHS MOMSirae B YOOCKOHAmNEHHI
BPa3nNMBOCTI LLiEi MOBM NS 30iNCHEHHS aTak. Mozeni aHanisy BebekcnnonTiB Ha ocHoBi JavaScript, sika
Ataku Ha ocHoBi JavaScript MOXyTb MaTu pi3HOMaHITHI Ma€e MPULLIBMALLNTM NPOLIEC BUSIBIIEHHS BpPa3nuBOCTEN Yy
cdopmu i Hacnigkn. BoHW MOXyTb BKNOYaTU BrpoBa- BebaoaaTkax, ski nobygosaHi Ha CMS Wordpress.
[PKEHHS LUKIONIMBOrO KOA4Y Ha CTopiHkax BebcantiB gns Ozns0 nimepamypu. ATaku Ha BebgogaTkm — ue
OTPMMaHHS KOHiAeHUinHOT iHopMaLii kopucTyBadis, 3r1I0BMUCHA [AiANbHICTb, CNpsAMOBaHa Ha BUKOPUCTaHHS
BUKpPaOEeHHs1 CecCinHuX pannis, a TakoX MigMiHy BMIiCTy BpPa3nMBOCTEN Yy KOHCTPYKUii abo peanisauii nporpam, Lo
CTOPIHOK Ans nowmpeHHs ilunMHroBux artak abo pos- npautotoTe Yepe3 Beb. Lli atakm moxyTb npussectn 0o
NMOBCHOXKEHHS! LLKIANMBOrO NPorpamMHoro 3abesaneyeHHs. HE3aKOHHOro AOCTYMY, KpagbkkM AaHux abo  iHWwMX
3axnct BebpopatkiB i cepepiB — Le OaraTorpaHHa LWKIANUMBUX HacniaKiB.
3ajava, WO noegHye B cobi 36epexeHHs KOoHdIAeH- BaranbHi npuHUMnu Be66e3nekn Ta NoLuMpeHi Bpasnu-
uiHocTi paHux, 0Oe3nepebiHy poboTy pecypciB i BOCTi, 30Kpema i noB'asani 3 JavaScript po3rnsiHyTo B
3anobiraHHs diHaHCOBMM BTpaTaM. HexTyBaHHSA 6e3nekoro (Liang, 2014) Ta (Stuttard, & Marcus Pinto, 2008).

© Byuuk Ceprin, Kypoenos AHapin, 2024
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Ocobnumeo BapTo BigmiTuTH KHUry (Hoffman A., 2024) B
SIKIM NOSICHEHO HacTynanbHi Ta 3axucHi npuiiomun kibepbes-
neku. ABTOp BBaXae, LU0 "OCBOIBLUN KOHLIENLji, 8 He NpUNoMK
BMKOPUCTaHHS MNaTHNX IHCTPYMEHTIB, Byab-AKkuiA KopucTyBay
3MOXe MepexoauTy Big, OQHOMo IHCTPYMEHTY [0 iHworo abo
CTBOPIOBATU CBOI IHCTPYMEHTW, BUSIBMSATA BPasnmMBOCTI Ta
BXMBATK 3aX04iB 040 NOM'AKLIEHHS HAacnigKiB".

3 ornagy Ha BkasaHe aBTOpW, 30Cepeannn yBary sk Ha
BWKOPUCTaHHI iHCTPYMEHTIB, TaK i Ha MOEAHaHHI neBHOT
KOHLenuii, LWnsaxoM asToMaTusauii camoro npouecy
BUSIBNEHHSA BPA3nMBOCTEN.

B xoai BuknageHHs onucy pesynbTaTiB, Wob OOTpu-
MaTUCb NOriYHOI NOCMIAOBHOCTI NOAdaHHA MaTepiany,
aBTOpV 40AATKOBO 3AJNCHIOITL Ornsg nirepaTtypu.

A6 — Security Misconfiguration
A7 — Cross-Site Scripting (XSS)
A2 — Broken Authentication
AS — Broken Access Control

Al — Injection

A9 — Using Components
with Known Vulnerabilities

—13%
I 13%

A3 — Sensitive Data Exposure

A4 — XML External Entities (xxE) HIll— 5%

MeTtoau

BukopuctaHo meTtogu aHanisy BeOeKkcnnonTiB Ha
OCHoOBI JavaScript 3 ypaxyBaHHAM 3aranbHWUX MPUHLMNIB
X aHanidy Ta 3 ornsgy Ha meTogonorii  aHanisy
Beb6aoaaTkiB Ha BPa3rnmBOCTi.

Pesynbtatn

HainowwupeHiwi meToam atak JavaScript BkntovaroTb
BWKOHAHHSA LUKIANMBUX CUEHapIiB, BUKpPaAEHHS faHUX CecCil
KopucTyBada abo [daHux i3 JNoKanbHOro  CXOoBULLA
Bebnepernsagava, CnoHyKaHHS KOPUCTYBaYiB 4O BUKOHAHHS
HenepeabavyBaHuUX AiN Ta ekcnnyaTauilo Bpa3nmBocTen y
BMXiaHOMY KoAi Bebnporpam — puc. 1 (Web Exploitation,
2024: https://devopedia.org/web-exploitation).

—_ % 84%
I — 53%
I — 45%
I 37 %

I — 20 %
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30%
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Puc. 1. HannowwpeHiwi BebaTtaku

Hwxk4ye HaBeaeHo HalnoLMpeHiLLi aTakn Ha BebaoaaTtkm
(The 7 Most Common Web Application Attacks And How A
WAF Can Prevent Them, 2024, https://www.nexusguard.com/
blog/the-7-most-common-web-application-attacks-and-how/
-a-waf-can-prevent-them); 8 Types of Web Application
Attacks and Protecting Your Organization, 2023,
https://brightsec.com/blog/8-types-of-web-application-attacks/
-and-protecting-your-organization/).

OpHieto 3 HamnowwmpeHiwmx Bebatak € SQL-iH'ekuis.
3NOBMUCHMKM MOXYTb BCTaBnaTW Likignueuii SQL-kog y
nons BBeAeHHs BebaoaaTkiB, L0 MOXe MNpu3BecTu [0
HecaHKLjioHoBaHoOro goctyny no 6asun paHux. 3axogm
3axuUCTy, Taki sk Beb3axucT Big BToprHeHb (WAF), MoxyTb
6nokyBaTn nigo3pini SQL-3anmMTh Ta BMKOPUCTOBYBAaTU
MeToAM BIiAMNOBIAHOCTI WAOMOHIB ANs BUSIBMIEHHA Ta
6nokyBaHHs cnpob SQL-iH'ekuin. LLle oaHieto Bpa3numeicTo
€ HerpasusibHa KOHgbieypauisi, <9Ka BUHUKAE, KOMU
HanawTyBaHHS HanexHo He 3bepiraloTb Nig Yac py4yHoro
BUKOHaHHsI npoueciB. Lle Moxe cTBOptoBaTM pU3NKN
6Ge3nekn Ta BPasnMBOCTi B CUCTEMI.

Mixcatimosut cuyeHapitl (XSS) € we ofHieto cepio3Hoo
npobnemoto. BiH BuHuMKae, konu cepBep npuimMae
3MOBMUCHMI kop, JavaScript Yepes BBeOEHHS KopucTyBava
Ta noBepTae Woro y Bignosigb, WO nNpuU3BOAUTbL A0
BUKOHAHHS UbOro kody B Opaysepi, WO MOXe Matu
HeraTuBHI Hacnigkvu ons 6e3nekn BebaoaaTka.

Mixcatimoea nidpobka 3anumie (CSRF) — ue Tun ataku
Ha BebnporpamMy, sika LUaxpaWCbKUM LUMSIXOM 3MYyLUYE
KOpUCTYBaya BUKOHATK HebaxaHy fjto 3 Bebnporpamoto, B
SKi BiH y)Xe aBTeHTuUikoBaHui. Liboro yacto gocaratotb,
HaJcunaw4yM cneuianbHO CTBOpPEHe MnocunaHHs abo ko
KOPUCTYBA4eBi, AKUA MOTIM BUKOHYyE HebaxaHy aito
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nicns BukoHaHHsA. Hanpwuknag, ataka CSRF moxe 0yTu
BUKOpUCTaHa Ans NPoBeAeHHS HeCaHKUiOHOBaHMX one-
pauin, Takux $K kyniBns abo 3MiHM HanawTyBaHb
obnikooro 3anucy. Llo6 3anobGirrm atakam CSRF,
MOXHa BuMKopucTOBYBaTU aHTM-CSRF mapkepu, wo €
YHiKanbHMMK  igeHTudikatopamm, Sk reHepylTbCH
Bebnporpamod Ansd KOXHOro ceaHca KopucTyBaya i
MalTb BKMOYATUCS B KOXHUI 3anuT 40 NPOrpamMu.

LUlogo 3acrapinoro nporpamHoro 3abesneveHHs, 3
Ornsigy Ha 3pOCTaHHA BMKOPUCTaHHSA MakeTiB nporpam-
HOro 3abea3neyeHHsl 3 BIAKPUTUM KOAOM i CTOPOHHIX
nporpam, BaXnMBO MOCTIMHO OHOBMtOBATW iX. Bukopuc-
TaHHSl 3acTapinoro NporpamMHoro 3abesneyeHHs MoXe
cTaTy 3arpo30k, OCOGMMBO SKLIO BPasnMBOCTI CTakTb
3aranbHOAOCTYMHUMMU.

HTTP request smuggling. TpaHcnopTyBaHHSA
HTTP-3anuTiB BUKOPUCTOBYE HEBIANOBIAHICTL Yy aHanisi
HeBignoBigHMx HTTP-3anuTiB, sika BUHWKaE y pasi 0BMiHy ix
Mk gsoma HTTP-npuctposimu, 3a3Buyan Midk CEPBEPOM i
O6paHamayepom, wo nigtpumye HTTP, abo 30BHiLLHIM
npokcicepsepoM. Npouec TpaHcnopTyBaHHa HT TP-3anuTis
BiAOYyBaETLCA 3a AOMOMOIoH CTBOPEHHS KiNTbKOX HanaluTo-
BaHux HTTP-3anuTiB, ki 003BONAOTL OBOM LINTbOBUM
CcyTHOCTsIM B6a4mnTm ABi pisHi cepii 3anuTiB.

B3aronosok HTTP nponoHye ABa pi3Hi cnocobu BkasaTu,
Ae 3akiHdyeTbca 3anuT: 3aronoBok Transfer-Encoding i
3aronosok Content-Length. YpasnusicTb TpaHcnopTyBaHHs
HTTP-3anuTiB BWHMKAE, KONMM 3MOBMUCHUK Haacunae
obuaea 3aronosku B ogHoMy 3anuTi. Lle moxe npussectu

A0 TOro, WO 30BHIiWHIN abo BHYTpIWHIN cepBep
HenpaBWIbHO iHTEpPNpeTye 3anuT 4Yepe3 3MOBMUCHUIA
HTTP-3anuT. YpasnuBOCTi TPaHCMOPTYBaHHS  3anuTiB
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BUKOPUCTOBYIOTb  KibepanoumHui, wob obitn 3axogm
6e3neku, oTprmaTy JOCTYN A0 KOHMiAeHUiHOT iHbopMmauii
Ta Ans NPSIMOro KOMMPOMETYBaHHSA KOPUCTYBauiB Pi3HUX
nporpam. Mo)Ha TakoX BUKOPUCTOBYBATM LiH0 BPa3NMBIiCTb
[N BTOPUHHKX EKCMIONTIB, Hanpuknaz, obxia 6paHamayepis,
YaCcTKOBE OTPYEHHS KeLly Ta MiXXCanToBUI CLEHapii.

Amaka gidmosu 8 obcnyzosysaHHi (DDoS) — ue cnocib
aTaku Ha Bebnporpamy, LU0 Nonsrae B NepeBaHTaXKEHHI
nporpammn BENUKOIO KiNbKiCTIo Tpadika 3 pisHUX axepern,
Taknx sk 60THeTM abo ckoMnpomeToBaHi npucTpoi. Lle
MOXe npu3BecTM p[o Toro, wWo Bebnporpama craHe
HedOCTYMHOW AN NeriTuMHUX Kopuctyeadis. DDoS-ataku
MOXHa YHWKHYTW 3a [OMOMOrol0 MNPUCTPOIB MepexHoT
Gesnekn — OpaHgmayepiB i cuctem  3anobiraHHs
BTOPrHEHHAM, $SKi MOXyTb BMSBNATUM Ta OnokyeaTtu
wkignvemn Tpadik. [Jo Toro X po3pobHukn BebaopaTkis
MOXYTb CKOPUCTaTUCA MepexXaMu [OOCTaBKU KOHTEHTY
(CDN) Ta ©6anaHcyBanbHWKaMuW HaBaHTaXEHHs Ans
posnoainy Tpadika MiX Aekinbkoma cepsepaMu 3 MeTO
nomM'skLeHHA Hacnigkis DDoS-aTak.

XML External Entity (XXE) — ue dopma atakm Ha
BebaogaTku, WO BMKOPUCTOBYE BPa3nUBOCTI Y mapcepax
XML, wo 3actocoBaHi y gogaTky. Lle moxe possonutu
3MOBMWUCHMKY OTPUMATK JOCTYN A0 KOHMpiAEHUiIMHNX AaHnX
abo BMKOHaTWN HecaHKLUiOHOBaHI Aii Ha cepBepi BebaoaaTka.
Yacto aTtakm XXE BkntoyaoTb YNpoBagKeHHs cnewianbHo
CTBOpPEeHUX KopucHux paHux XML, ski BUKOPUCTOBYHOTH
MOXINMBICTb CUHTaKcu4yHoro aHanizatopa XML uwutaTtn
30BHilWWHI CcyTHOCTI. Lum aTtakam MoxHa 3anobirtu,
BMMKHYBLUN CUHTaKCUYHUIA aHarni3 30BHiWHiIX 06'ekTiB abo
BMKOPUCTOBYIOYM  3axuieHi aHanizatopy XML, ski
HaneXHo OYULLYIOTb BXiAHI AaHi.

AsmeHmudbikauis ma asmopu3sauis. loeHTudikatop
cecii moxe 6yt poskputum vepe3d URL-agpecy. Maponb
Moxe ByTn HesawwmdpoBaHum. HAKWo TavM-ayT peaniso-
BaHO HeMnpaBWIIbHO, MOXINUBE BUKpageHHsi cecii. Joctyn
[0 HeaBTOPW30BaHMX PECYPCIB MOXIMBUIA, HaBiTb SKLLO
iHTepdenc kopucTyBava He po3KpUBaE iX.

lNpami nocunaHHs Ha 06'ekmu. Yepes noraHui AM3anH
abo nNomMunky KoAyBaHHsSI NPsiMi MOCUNAHHA MOXYTb ByTW
OOoCTynHi  ans  knieHTiB. Hanpuknag, 3anut GET Ha
download.php?file=secret.txt moxe 06inTn aBTopM3auito
Ta [JO3BONMUTM MNpsSIME  3aBaHTaXEHHS  3aXWLLEHOro
danny. IHWUM npyknagom € npsmMe CKuaaHHA napons
agMiHicTpaTopa.

Brute Force. ATaka rpy6ot0 cunor — Lie aBToMaTUYHNUIA
MeToq BragyBaHHA KOMOiHaLii iMeHi kopucTyBava Ta
naponsi Anst OTPUMaHHSA HECaHKLiOHOBaHOro AOCTyny [0
Bebnporpamu. 3n0BMUCHUKM BMKOPUCTOBYHOTL NMPOrpamHi
iHCTpyMeHTH, wWwob cnpobyBatn pi3Hi kombGiHauii iMeH
KOpPWUCTYyBauiB i maponis, NOkU He oTpumatoTe goctyn. o6
ybesneuntn cebe Big artak rpyboi cunu, BebGooaaTku
MOXYTb YNpOBaAXyBaTu CTpaTerii KOHTPOMIO LWBUAKOCTI Ta
6nokyBaHHa ob6nikoBux 3anucie. KoHTponb WBWAKOCTI
obmexye KinbkicTb cnpob Bxoay 3 ogHiei IP-agpecu, Togj sik
6rokyBaHHs OGNIKOBOrO 3anncy TUMYacoBO MPU3YNUHSE
Joctyn Ao o6nikoBOro 3anmucy nicrsi MeBHOI  KinbKOCTi
HeBganux cnpob Bxoay.

Poskpumms OaHux. OgHUM i3 pU3MKIB € BUWTIKAHHA
KOHMpiAEHUIMHNX gaHux, siki MOXyTb 30epiraTuca B
HesawwndpoBaHoMmy BuUmMsai abo 6yTn BigkpuTMK Y
cannax cookie un URL-agpecax nig 4yac B3aemogii Mix
KnieHTom i cepBepom 6e3 BukopuctaHHs HTTPS.

B po6oti (Noman, Igbal, & Manzoor, 2020), a Takox y
(Rokia, & EI Habib, 2022) onuncaHo, wo BCi Bpa3nuBoCTi
MOXXHa MOAIMUNN Ha TpWU TPynu: HenpasBuIbHa Nepesipka
BBEAEHNX [aHWUX, HemnpaBUSlbHE KepyBaHHS ceaHcamMu,
HeHanexxHa aBTeHTUdIKaLis Ta asTopuaadis.
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[o nepwoi rpynn HanexaTb Taki BpasnuUBOCTI:
MaHinynsuis / foaaBaHHs 3anuTiB, yNpoBaaXXeHHS Koay Ha
CTOPOHI Kni€eHTa, ynpoBagkeHHs hannis y BebaoaaTok.
3aranom pAns ekcnnyaTtauii BpasnuBoCTeW UiEl rpynu,
MOXHa 34incHnTK Taki aTaku, sk SQL Injection, NoSQL
Injection, Xpath and LDAP Injection, Cross-site scripting,
Remote  document local record  consideration,
Path / Directory Injection and Remote Code infusion.

[o pgpyroi rpynu BigHOCATb BPasnuBICTb KepyBaHHS
ceaHcamu. [Ina ekcnnyaTauii Uiei Bpas3nuMBOCTI MOXHa
BrnpoBaamnTu ataky Cross-site request forgery (CSRF).

[o TpeTbOoi rpynn HanexuTb nomMwunka B NOrili Koay.
BignosigHo, MoOXyTb OyTW BRpOBafXeHi Taki araku:
Unreliable Direct Object Reference, missing Functional
access Control, Invalidated Redirects and Forwards or
application rationale susceptibilities.

ICHylOTb  cneujanbHi  (HCTPYMEHTM Ans  aHanisy
Bpa3nuBOCTEN A0 NOLMPEHNX aTak Ha BebaoaaTku.

Acunetix Vulnerability Scanner — ue KOMNNEKCHUA i
aBTOMATU30BaHUN iHCTPYMEHT AN BUSBMEHHS Bpasnu-
BOCTel y nporpaMHoMy 3abesnedeHHi. BiH BukopuctoBye
metoau aHanisy Black-Box i Gray-Box gns BusiBneHHs
pi3HOMaHITHMX npobrnem 6Ge3nekn Ta Moxe OyTn
PO3ropHYTUI SIK Y XMapi, TaK i Ha CTOPOHiI knieHTa. Acunetix
30aTHUA igeHTUdIKYBaTK | NOBIAOMNATU NPO Pi3HOMAHITHI
BPa3nMBOCTI B nporpamMax, Wwo nobyaoBaHi Ha pisHMX
nnatgopmax, Takux sk WordPress, PHP, ASP.NET, Java
Framework, Ruby on Rails Towo. IHCTpyMEHT Mae
LUMPOKMIA Habip MOXNMBOCTEN i AN aBTOMaTM30BaHOrO, i
AONsi PyYHOrO TECTYBaHHS, LLIO JA03BONSIE OLIHUTU A YCYHYTU
BUsiBNeHi npobnemn Gesnekn. Cucrtema Acunetix
po3paxoBaHa Ha poboTy 3 GaraTbMa KopucTyBadamu i
3abes3nevye OOCTyn nuwe A0 HeobXigHMX pecypcis, Lo
Cnpusie KOMaHAHIN THYYKOCTi Ta MiABWLLYE NPOAYKTMBHICTb
(Attack Simulation and Vulnerability Management, 2024,
https://itbiz.ua/proizvoditeli/acunetix/acunetix-web-vulnerability/
-scanner-standard-premium-360/).

AppSpider — uUe pilleHHs OUHaMIYHOro TeCTyBaHHS
Oe3nekn gopaTkis, sike 30aTHe ckaHyBaTy BeO- Ta MOBINbHi
40JaTKM  WOoAO HasBHOCTI  BpasnueocTer. OCHOBHOK
TEXHOIOTIEHD, L0 BUKOPUCTOBYETLCS B AppSpider, € yHiBep-
canbHUI nepeknagay, Ak aganTyeTbCs [0 HOBITHIX
TexHonorin, Takux Ak AJAX, HTML5 i JSON, wpo
3aCTOCOBYHTbLCS Yy CydacHux Beb- Ta MOBinNbHUX foaaTkax,
i NPOBOAWTL CKaHyBaHHS | TPaAWLUIVHUX, | HOBITHIX Nporpam
(Welcome to AppSpider, 2024, https://docs.rapid7.com/
appspider/).

OWASP ZAP — ue iHCTPYMEHT, KNI ayXe NpoCTui y
BUKOPWCTaHHI AN NPOBEAEHHSA TECTiB Ha MPOHUKHEHHS
nporpamolo, a TakoX Ans BUSIBMIEHHS BpPa3fnMBOCTEN Y
BebaoonaTkax. OWASP ZAP npoBoauTb TEeCTyBaHHS Ha
NPOHVKHEHHS BeGAofdaTka Ta [03BOMSiE BUSIBNATU Taki
atakm, sk SQL injection, XSS, clickjacking Towo
(Introduction to OWASP ZAP, 2024, https://medium.com/
@lavanya.agre.cyb/introduction-to-owasp-zap-
bdc58293005f).

Nmap un Network Mapper — ue BiOKpUTUIN iHCTPYMEHT,
NPU3Ha4YeHNn Ons BMBYEHHS Mepexi Ta nepeBipku i
6e3neku. MoyaTkoBO BiH OyB po3pobneHuii Ans LWBNAKOro
CKaHyBaHHsl BENWKMX Mepex, ane TakokX edekTUBHO
3aCTOCOBYETbCA ANs aHanizy okpemux uinen. Nmap
BuKopuctoBye IP-naketn y cneumdivynmin cnocibé ans
BU3HAYEHHA [OCTYMHMX XOCTIB Yy Mepexi, Hagawoun
iH(bopMaLito Npo HagaHi HAMK nocnyrn (HasBy Ta BEpCito
nporpamM), onepadiinHi cuctemyn Ta ixHi Bepcii, TNU
BMKOPUCTaHMX NakeTHUX inbTpis / GpaHamMayepis Ta iHLi
XxapakTepuctmki. Nmap 4acto 3acToCOBYOTb Ans OLUiHIO-
BaHHs 6e3neku, a TakoX Anst KOHTPOMK CTPYKTYpU Mepexi
Ta KepyBaHHs po3knagamu 3anycky cryx6 Ta obniky vacy
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pobotn xoctiB abo cnyx6 (Nmap (Man Page), 2024,
https://nmap.org/book/man.html).

Metasploit Framework — ue gyxe MNOTYXHUA iHCTpPY-
MEHT, KU BUKOPUCTOBYIOTb SK KiGep3noumHLI, Tak i eTUYHI
Xakepu [Ons BUSIBMEHHA CUCTEMHUX YpasnuMBOCTEN Yy
Mepexax Ta Ha cepBepax. Ockinbku ue dperimMBOpK 3
BiOKPUTUM KOOOM, MOro MOXHa fNerko HanawTysaTu Ta
BMKOPUCTOBYBATU Ha OGinbLIOCTI onepauiiHnx cuctem
(What is Metasploit? The Beginner's Guide, 2024,
https://www.varonis.com/blog/what-is-metasploit).

SQLMap — ue iHCTPYMEHT ANst TECTYBaHHS Ha MPOHWIK-
HEHHS1. IHCTPYMEHT Mae BOYA0BaHWUN MEXaHi3M BUSIBIIEHHS i3
cneujanisaoBaHUMN MOXITMBOCTAMW AN OOCBIOYEHUX TecTe-
piB Ha NPOHUKHEHHS! Ta LULMPOKUM CMEKTPOM NapameTpiB Ans
OTpMMaHHS AeTanbHOro 3BiTy 3 TECTYBaHHS Ha MPOHWMKHEHHS.
SQLMap Moxe BMKOPUCTOBYBaTUCA 3MOBMWUCHUKaAMK Ans
npoBeaeHHs SQL-iH'ekuin Ha noTpibHI gopaTkm 3a gono-
MOTOH PI3HUX METOZIB, TaKMX SIK NOrMYHi 3HAYEHHS!, YacoBi
npomixxkn, nomunkn, UNION-3anuTti, cTekoBaHi 3anntu ta
nosacmyrose BrpoBagxeHHs (SQIMap: automatic SQL
injection and database takeover tool, 2024, https://sqlmap.org/).

HocnipkeHHs BeGgoaaTkiB Ha BPa3nMBOCTI HUHI — Le
BaXXNUBE 3aBAaHHs, sike 403BONUTL Bebnporpamam HanexHo
dyHKUjoHyBaTW. Lle TecTyBaHHSA BMKOHYIOTb PO3POBHMKM Ta
TecTyBanbHukM 13, Ski 3a3BMYan BUKOPWUCTOBYIOTb YyXe
icHytodi Ta nepeBipeHi vyacom MeToauku. [lo Takux
meTogonorin MmoxHa BigHectn (5 Most Popular Web App
Security Testing, 2024, https://www.apriorit.com/qa-blog/
524-web-application-security-testing):

= Open Source Security Testing Methodology Manual
(OSSTMM);

= Open Web Application Security Project (OWASP);

= Web Application Security Consortium Threat
Classification (WASC-TC);

= Penetration Testing Execution Standard (PTES);

= Information  Systems  Security = Assessment
Framework (ISSAF);

= PCI Penetration Testing Guide;

= NIST Special Publication 800-115;

= MITRE ATT&CK.

Yci BKkasaHi MeTogonorii — MOTYXHi iHCTPYMEHTH Ta
TEXHiKK, SKi JonomMaralTb Y PisHMX cdepax ynpoBaKEHHS
6e3neku. MpoaHanisyemo Hackinbkv ecpekTMBHUMY ByayThb Ui
meToavku anst Bebaoaartkie, nobynosaHux Ha CMS WordPress.

OSSTMM wmoxe 6ytn KopucHo Ans  rmmbokoro
TeCTyBaHHs Ge3neku.

MeToponoris OWASP Hapae wnpokuii nepenik peko-
MeHZauih | Kpalmx npakTuK i3 nokpalweHHs ©Geanekn
BebGaoaaTkiB. 3 Ornsily Ha LUMPOKE BUKOPUCTaHHS nnat-
¢dopm WordPress 1a OpenCart, pekomeHgauii OWASP
MOXyTb OyTn Oyxe KopucHUMW AOns igeHTudikauii Ta
YHUKHEHHs1 3arpo3 6eaneLi.

MeTtogonoria WASC TC pgonomarae BUSIBUTU crieuu-
iYHi 3arpo3su, WO MOXYTb BUHWKHYTU B KOHTEKCTi 3acTo-
cyBaHHst WordPress Ta OpenCart.

BukopuctanHa PTES posBonsie igeHTudpikyBatm 1
eKcnnyaTtyBaTu Bpa3nMBOCTI, WO AOMNOMOXE MOKpaLinTh
6e3neky BebgopatkiB Ha nnatgopmax WordPress Ta
OpenCart.

PosrnaHemo cueHapiu, e BnacHWK OHNanH-marasvHy
Ha nnatgopmi OpenCart nparHe nigBUMWMTK piBEHb
6e3nekn ceoro Bebaoanatka. Bukopuctoytoum ISSAF, BiH
MOXe MPOBECTU aHani3 NOTEHUINHMX 3arpo3 i pusukis, WO
MOXYTb BWHWKHYTM BHacnigok Heponikis y Oeanedi
Mepexi, KoHdirypauii cepBepa abo nporpamHoro
3abe3neyveHHs. 3a JONOMOrOK LbOro aHanidy BiH MoXxe
ineHTudikyBaTM KpPUTUYHI BpasnuBOCTI i po3pobuTn
cTparerii Ans iXHbOro YCYHEHHS.
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BukopucToBytoun NIST Special Publication 800-115,
BNACHWK MarasuHy MOXe BMpoBaguTW CTaHOAPTM30BaHi
METOOUKN TecTyBaHHA Ge3nekn Ans NpoBedeHHs TecTy-
BaHHSA Ha NPOHWKHEHHs 1 ayauTy 6e3neku. Lie nossonutb
BUSIBUTU MOXIMBI BPasnMBOCTI B AoAaTKy W iHppacTpyk-
Typi MarasuHy, Taki sk SQL-iH'exuii, XSS-aTaku, Hegoniku B
KOHcirypauii cepsepa ToLo.

[na cTtBopeHHs Mogeni aHanisy sebgoaatkie obpaHo
cepegoBule anga TectyBaHHA — CMS Wordpress. Yepes
BENUKY KinbkicTb kopuctyBadis WordPress ctae npusab-
JINBOIO MiLLIEHHIO ANS 3ITOBMUCHUKIB, OCKISTbKM MOTEHLINHOT
LIKOAM MOXHa 3aBAaTv GaraTtboM BeGcanTaMm OgHOYacHo.
3ayBaxumo, wo CMS WordPress micTiTb 6e3nid nnariHis i
TeM, Lo PO3LLUMPIOIOTL (PYHKLOHaN CUCTEMMU.

Po3pobHVKM NnariHiB i TeM He 3aBXAu AOTPUMYIOTLCS
HaMBULLMX cTaHOapTiB 6e3neku, WO MoXe NpuM3BOAUTU 00
nosiBn BpasnueocTen y Bebaoaatky. [1o TOro x akTMBHUN
po3sutok WordPress i MOro nocTilHi OHOBMEHHSI MOXYTb
npuxoByBaTW Hedoniku 6esnekn, $Ki  TecTyBanbHUKN
MOXYTb BUSIBUTW nepeq penisoMm HOBWUX Bepcin. Hapewwi,
LUMPOKMI OyHKLiOHaN nnaTtgopMu, Takni K MOXIUBICTb
CTBOpIOBATM BMNacHi AoAaTKOBi nonsi abo HanalToByBaTh
npaea [OCTyny, CTBOPKE AOAATKOBI MOXNMBOCTI Anis
NOTEHLiNHMX BPa3nnBOCTEN.

Ons npoBeneHHs pocnigkeHHs OyB ycTaHOBNEHWI
Wordpress Ha Ubuntu 22.04. [na TecTyBaHHA BCTa-
HoBneHo Bpa3snuey Temy ans Wordpress (puc. 2) 3 github
(https://github.com/vavkamil/dvwp).

[o nnarinie Hanexartb:

= Infinite WP client — Bepcisa 1.9.4.4;

= Social Warfare — Bepcisa 3.5.2;

= Wordpress File Upload — Bepcisa 4.12.2;

= WP-Advanced-Search — Bepcis 3.3.3;

= Askimet Anti-Spam — Bepcis 4.1.3;

= Backup and Staging by WP Time Capsule — Bepcis
1.21.15;

= Hello Dolly — Bepcisa 1.7.2.

Wordpress Mictute 6e3niy nnariHiB gns  aHanisy
BpasnmBocTen y Bebgoaatky, npoTe ui nnariHym MOXyTb i
cami 6yTv BpasnuBmMmu.

Konn npetbca npo aHania BpasnueBocTen y Bebao-

JaTtkax, CTBOPEHHSI BMACHOrO CKPUNTYy Moxe O6yTu
KpawMM pilleHHSM, HiK BWKOPUCTaHHA nnariHis y
WordPress, TOMy WO BRACHU CKpUNT MoXe OyTn

po3pobneHun nig Baw BebaoaaTok, WO O03BONUTH
BpaxyBaTu ocobnmBoOCTi Lboro BebaoaaTka. 3asHaummo,
LLO Npu po3pobneHHi i BUKOPUCTaHHI BMACHOTO PilleHHs,
BWM MOXeTe MaTu MNOBHWUWA KOHTPONb Hag KOAOM, LWO
[O3BONSE rapaHTyBatM 6e3neky BalIOro pilleHHs,
OCKiflbKM BW He 3anexuTe BiJ CTOPOHHIX nnariHiB Ta
6ibnioTek i BUKOPUCTOBYETE CBOI (PyHKLji. 3acTOCOBYOUN
BTAQCHUI CKPUMNT, MOXHa OMNepaTMBHO BUNPaBNATU
BPa3nuMBOCTI, SiKi MOXYTb OyTy 3HaAEHI.

Omxke, BNacHWM CKPUMNT ANs aHanisy BpasnMBOCTEN
Moxe OyTW HaginHIlWMM Ta ePeKTUBHILLMM BapiaHTOM, Hix
BUKOPUCTaHHA nnariHis y WordPress.

Mopenb aHanidy Bebgopatka Ha CMS Wordpress
306paxkeHo Ha puc. 3. Hmkuye onvwemo fi.

1. TNouaTkoBa po3Bigka BebaogaTka Ta CKaHyBaHHS
BCiX iCHYIOUMX CEpBICiB, NOPTiB i cryx0. BukoprctoByoun
IHCTPYMEHTU, Taki SiK nmap, CKpUNT 3MOXe CKaHyBaTu
nopTX Ta BU3HAYaTK BigKpUTi Cryxou.

2. Ananis BebcainTy Ha Bpa3nuBocTi. CKpUNT 3MoXe
BMKOPWUCTOBYBATH iHCTPYMeHTH, Taki sik Nikto abo OWASP
ZAP, nons ckaHyBaHHsi BebGCalTy Ha HasiBHICTb BigoMuMX
Bpas3nnBOCTEN.

3. TleHepauis 3BiTYy. CKpUNT 3MOXE CTBOPHOBATY 3BIT i3
BUSIBNEHUMW BPa3NUBOCTAMU Ta pekoMeHAauisMu wono
TXHBOrO BMNPaBEHHS.
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Damn Vulnerable WordPress Just another WordPress site

Sample Page
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2, By admin

5 April 3, 2024

(] 1Comment

Welcome to Damn Vulnerable WordPress. This is your first post.

Edit or delete it, then start writing!

SEARCH

Search ...

Recent Posts

Hack Me If You Can

Archives

April 2024

Categories

Puc. 2. Wordpress

MoyaTkoBa posBigka
BebaopaTtka Ta CkaHyBaHHS
BCiX iCHYIOYMX CEpBICIB,
nopris i cnyx6

AHani3 Bebcanty Ha
Bpa3nunBoCTI

eHepauis 3BiTY

Pwuc. 3. Mogenb aHanidy Bebgopatka Ha CMS Wordpress

Ha nepwomy etani Mmogeni BUKOPUCTAEMO IHCTPYMEHT
NMap i Dirb gns nowyky dannis / ANpeKTopin, 4o SKMX Mae
O0CTYynN 3BMYAHWUIA KOPUCTYBAY.

Ha ppyromy etani 3acTOCyeMO iHCTPYMEHTW AnA
nowyky BpasnusocTen, Hanpuknag, WPScan, nikto,
SQLmap, PwnXSS.

WPScan — ue ckaHep, SIKUIA LUMPOKO BUKOPUCTOBYIOTb
creujanictn 3 kibepbesnekn, siki 6axaroTb BU3HAYUTU BCi
Moxnmei cnabki micua B CMS WordPress. CkaHep
[03BONSE BUABNATU BPasfMBOCTI Y BEPCiAX cuctem, y
nnariHax, a Takox Temax. Omke, BMKOPUCTaHHSA Takoro
nporpamHoro 3abesneyeHHss — Le cnocib 3abe3neunTtu
HagiliHy 6e3neky BebaonaTka.

Ho Toro »x WPScan 3gatHui npoBoauTtn 6pyTdopc-
ataky Ha WordPress. BukopuctoBytouM OoaaTkoBi CroB-
HWUKWU 3 aHMMK, MOXHA nigidpaTti AaHi ons asTopusadii.

Ha TpeTboMy eTani noTpibHO 3reHepyBaTh 3BIiT 3 ycima
pesynbTatamu. 3BiT Mae MiCTUTUM AeTanbHui pesynbtaT
TecTyBaHHs Bebgopatka 3a OOMOMOrow BCiX 3ragaHux
BULLE YTWUAIT | nporpam.

Y BipTyanoHomy cepegoBuwi Oracle Virtual Box
CTBOPEHO W HanawToBaHo BipTyansHo OC Ubuntu 22.04,
ae 6yno HanmcaHo bin/bash ckpunt ans aHanisy Be6-
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popatka WordPress, npo kM Bka3aHO padiwe. Llen
ckpunT  3abe3nevye  aBTOMATU30BaHE  CKaHyBaHHS
BebOoaaTka 3a [OOMOMOrOK 3amnycKy YTUMIT, Takux siK
NMAP, Dirb, Nikto, SQLMap, WPScan T1a PwnXSS.
3ayBaxumo, WO BCi pe3ynbTaTu 3anucytoTb B OKPeMUin
cann Ons  noganblioro  BMBYEHHA BCIX  3HaWAEHMX
npobnem Ge3nekn BeGooaaTtka.

Ha puc. 4 npoaeMOHCTPOBaHO KO CKPUMTY.

Ha nepwomy eTani oTpumaHo pe3ynbTaT CKaHyBaHHS
NMap i Dirb. 3a gonomoroio nmap 3HangeHo BiOKpWTI
nopTu Ta cnyxoéu (puc. 5).

B3aBasikum Dirb 6yno 3HageHo npuxoBaHi AMpeKTopii Ta
dannu, 4o AKMX Mae AO0CTYN 3BUYaHUIA KOpUCTYBau (puc. 6).

HacTynHWn KpOK — Le CKaHyBaHHS 3a [0NOMOror
ytunitn Nikto.

Min 4ac ckaHyBaHHs BeGaopaTka yTuniTa BusiBUNA
6araTo MOXNUBMX BpasnuBMX MicUpb, SIKi 34aTHi NOpYyLUATK
Oe3neky gogarkis, Hanpuknag, OSVDB 3092, 2695.

3HanpgeHi OSVDB BpasnuBoCTi BKMO4YaOTb BPa3Nu-
BicTb 6ibniotekn / nnariva "My Photo Gallery pre 3.6".
Takox 3a gonomoroto Nikto 3HavigeHo AocTynHi AupekTopii
AN 3BMYAMHOIO KOPUCTYBaya, $SKi 3MOBMUCHUK MOXe
BUKOPUCTATU AN NPOHUKHEHHSA B cuctemy (puc. 7).



Information Systems and Technologies Security, No 2(8)/2024

! /bin/bash

"Start nmap"

nmap -p- -SV -sC -A 127.0.8.1 | tee -a "scan-results.txt"
"Finished"
"Start dirb"

dirb http://127.6.6.1:31337/ -f | tee -a "scan-results.txt”
"Finished"

"Start Nikto"

nikto -h http://127.6.8.1:31337/ | tee -a "scan-results.txt"
"Finished"
"start SQLmap"

sqlmap -u 127.6.6.1:31337/?s=gngh | tee "scan-results.txt"
"Finished

she

"Start WPSCAN"

wpscan --url http://127.6.0.1:31337/ --api-token IAph8RXFikSeypxDAsXDVrmPr3AaFsHXimatVeYeeS4 | tee -a "scan-results.txt”
"Finished"

"start PwnXss"

python3 PwnXSS/pwnxss.py -u http://127.8.8.1:31337/ | -1 "WARNING" | tee -a "scan-results.txt"
"Finished”

Pwuc. 4. BuxigHuii kog ckpunty

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.52 ((Ubuntu))
|_http-server-header: Apachef2.4.52 (Ubuntu)

|| _http-title: Welcome to Test.com!

631/tcp open ipp CUPS 2.4
] http-robots.txt: 1 disallowed entry
1_/
|| _http-server-header: CUPS/2.4 IPP/2.1
|_http-title: Home - CUPS 2.4.1
3306/tcp open nagios-nsca Nagios NSCA
| mysql-info:
Protocol: 10
Version: 8.0.36-6ubuntu@.22.64.1
Thread ID: 346279
Capabilities flags: 65535
Some Capabilities: Support4iAuth, LongPassword, DontAllowDatabaseTableColumn, SupportsTransactions, LongColumnFlag, Sp
eaks41Protocolold, SupportsLoadDatalocal, SupportsCompression, InteractiveClient, Speaks41ProtocolNew, FoundRows, SwitchTo
SSLAfterHandshake, IgnoreSigpipes, IgnoreSpaceBeforeParenthesis, ODBCClient, ConnectWithDatabase, SupportsAuthPlugins, Sup
portsMultipleStatments, SupportsMultipleResults
| Status: Autocommit
salt: s UU"gMb3x+\X1E%B\X815\x06\X7TFkr
_ Auth Plugin Name: caching_sha2_password
131337 /tcp open hadoop-datanode Apache Hadoop 2.4.38 ((Debian))
| hadoop-datanode-info
Logs: http://127.6.8.1:31337/wp-login.php
(] hadoop-tasktracker-inf
|_ Logs: http://127.6.0.1:31337/wp-login.php
|_http-generator: WordPress 5.3
|_http-title: Damn Vulnerable WordPress &#8211; Just another WordPress site
|_http-trane-info: Problem with XML parsing of /evox/about
31338/tcp open http Apache httpd 2.4.57 ((Debian))
| http-robots.txt: 1 disallowed entry
I/
| _http-server-header: Apachef2.4.57 (Debian)
| _http-title: phpMyAdmin
33060/tcp open mysqlx?

Puc. 5. PesynbtaTtn ckaHyBaHHs NMap

START_TIME: Wed Apr 17 22:08:20 2024

URL_BASE: http://127.0.0.1:31337/

WORDLIST_FILES: fusr/share/dirb/wordlists/common.txt
IOPTION: Fine tunning of NOT_FOUND detection

IGENERATED WORDS: 4612

---- Scanning URL: http://127.0.0.1:31337/ ----
http://127.0.0.1:31337/cqi-bin/ (CODE:200|SIZE:1633)

i+ http://127.0 1:31337/favicon.ico (CODE:200|SIZE:0)
http://127.0 1:31337/index.php (CODE:301|SIZE:0)

http://127.0.0.1:31337/info.php (CODE:200|SIZE:6098)

http://127.0.0.1:31337/php.ini (CODE:200|SIZE:2)

http://127.0 1:31337/server-status (CODE:403|SIZE:277)

0 1:31337/xmlrpc.php (CODE:405|SIZE:5)

.0.
.0.
.0.
.0.
.0.
.0.

http://127.

END_TIME: Wed Apr 17 22:13:15 2024
DOWNLOADED: 4612 - FOUND: 7
iFinished

Puc. 6. PesynbTaTtn ckaHyBaHHsi Dirb
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+ Server leaks inodes via ETags, header found with file /php.ini, fields: 8x15 6x615353763c7c@

+ OSVDB-282608: / vti_bin/shtml.dll/_vti_rpc?method=server+version%3ad4%2e0%2e2%2e2611: Gives info about server settings. CV
E-2000-0413, CVE-2000-06709, CVE-2000-0710, http://www.securityfocus.com/bid/1688, http://www.securityfocus.com/bid/1174.
+ OSVDB-28260: /_vti_bin/shtml.exe/_vti_rpc?method=server+version%3ad%2e0%2e2%2e2611: Gives info about server settings.

+ OSVDB-3092: /_vti_bin/_vti_aut/author.dll?method=1ist+documents%3a3%2e0%2e2%2e1706&service%s5fname=&listHiddenDocs=trueal
istExplorerDoc rue&listRecurse=false&listFiles=truedlistFolders=true&listLinkInfo=true&listIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

+ OSVDB-3092: /_vti_bin/_vti_aut/author.exe?method=1ist+documents%3a3%2e0%2e2%2e1706&service%s5fname=&listHiddenDocs=trueal
istExplorerDoc rue&klistRecurse=false&listFiles=true&listFolders=true&listLinkInfo=true&listIncludeParent=true&listDerive
dT=false&listBorders=fals: We seem to have authoring access to the FrontPage web.

+ 0SVDB-1264: /publisher/: Netscape Enterprise Server with Web Publishing can allow attackers to edit web pages and/or lis
t arbitrary directories via Java applet. CVE-2000-0237.

+ OSVDB-2117: /cpanel/: Web-based control panel

|+ OSVDB-2695: /photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspecifi
ed vulnerabilities and remote management interface access.

+ 0SVDB-2695: /photodata/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspe
jcified vulnerabilities and remote management interface access.

I+ 0SVDB-2695: Jcgi.cgifphoto/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
nspecified vulnerabilities and remote management interface access.

[+ OSVDB-2695: /webcgi/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, un
specified vulnerabilities and remote management interface access.

I+ OSVDB-2695: /cgi-914/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
[nspecified vulnerabilities and remote management interface access.

+ 0SVDB-2695: /cgi-915/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, u
nspecified vulnerabilities and remote management interface access.

I+ 0SvDB-2695: /bin/photo/: My Photo Gallery pre 3.6 contains multiple vulnerabilities including directory traversal, unspe
cified vulnerabilities and remote management interface access.

Puc. 7. Pesynbtatu ckaHysaHHs Nikto

HacTynHWiA iHCTPYMEHT Ans BUSABMNEHHS MOXIMBUX MOXIMBOCTEN y pocnigkeHHi G6esnekn Bebgonatka i He
BpasnueocTer — ue SQLMap. MMig yac TecTyBaHHSA He Tinbkn. CkaHep ioeHTUdikyBaB 52 pisHi BpasnmBoCTi, SAKi
BUSIBIIEHO Bpa3nueocTew (puc. 8). NOTEHUINHO MOXyTb 3aBdaTu LwWkoau Ana Bebgopartka

Bigrak 3anyckaetbca ytunita WPScan. Lle pyxe Ha WordPress. BusBneHo BpasnuBOCTi BCTaHOBMEHWX
NnoTy)XHe nporpamHe 3abe3neveHHs, ske Hagae Garato nnariis i Temn Wordpress (puc. 9).

] [INFO] testing connection to the target URL
not declared cookie(s), while server wants to set its own ('wp_wpfileupload_sb2dbabcbcfs8iddd4asfba6scd728b7f5=QgRz
JXcYGN7q5H'). Do you want to use those [V/n] y
[INFO] testing if the target URL content is stable
target URL content is stable
[INFO] testing if GET parameter 's' is dynamic
NING] GET parameter 's' does not appear to be dynamic
[WARNING] heuristic (basic) test shows that GET parameter 's' might not be injectable
[INFO] testing for SQL injection on GET parameter 's'
[INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'
ARNING] reflective value(s) found and filtering out
testing 'Boolean-based blind - Parameter replace (original value)'
testing 'MySQL >= 5.1 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (EXTRACTVALUE)'
testing 'PostgreSQL AND error-based - WHERE or HAVING clause’
testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)"
testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
] testing 'Generic inline queries'
testing 'PostgresQL > 8.1 stacked queries (comment)'
testing 'Microsoft SQL Server/Sybase stacked queries (comment)'
testing 'Oracle stacked queries (DBMS_PIPE.RECEIVE_MESSAGE - comment)'
testing 'MySQL >= 5.0.12 AND time-based blind (query SLEEP)'
testing 'PostgreSQL > 8.1 AND time-based blind'
testing 'Microsoft SQL Server/Sybase time-based blind (IF)'
4] [INFO] testing 'Oracle AND time-based blind'
it is recommended to perform only basic UNION tests if there is not at least one other (potential) technique found. Do you
want to reduce the number of requests? [Y/n] y
[22:3 ] [INFO] testing 'Generic UNION query (NULL) - 1 to 10 columns'
] [WARNING] GET parameter 's' does not seem to be injectable
6] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for '--level'/'--risk'
options if you wish to perform more tests. If you suspect that there is some kind of protection mechanism involved (e.g. W
AF) maybe you could try to use option '--tamper' (e.g. '--tamper=space2comment') and/or switch '--random-agent'
2:3 NING] your sglmap version is outdated

Puc. 8. PesynbtaTtn ckaHyBaHHa SQLMap

Title: WordPress < 5.8.2 - Expired DST Root CA X3 Certificate

Fixed in: 5.3.18

References:

- https://wpscan.com/vulnerability/cc23344a-5c91-414a-91e3-c46db614dasd

- https://wordpress.org/news/2021/11/wordpress-5-8-2-security-and-maintenance-release/
- https:/fcore.trac.wordpress.org/ticket/54207

Title: WordPress < 5.8 - Plugin Confusion

Fixed in: 5.8

References:

- https://wpscan.com/vulnerability/95e01006-84e4-4e95-b5d7-68ea7b5aa1a8

- https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2021-44223

- https:/fvavkamil.cz/2021/11/25/wordpress-plugin-confusion-update-can-get-you-pwned/

Title: WordPress < 5.8.3 - SQL Injection via WP_Query

Fixed in: 5.3.11

References:

- https://wpscan.com/vulnerability/7f768bcf-ed33-4b22-b432-d1e7f95c1317

- https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2022-21661

- https:/fgithub.com/WordPress/wordpress-develop/security/advisories/GHSA-6676-cqfm-gw84
- https://hackerone.com/reports/1378209

Title: WordPress < 5.8.3 - Author+ Stored XSS via Post Slugs

Fixed in: 5.3.11

References:

- https://wpscan.com/vulnerability/dc6f@4c2-7bf2-4a07-92b5-dd197e4d94c8

- https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-21662

- https://github.com/WordPress/wordpress-develop/security/advisories/GHSA-699q-3hj9-889w

- https:/fhackerone.com/reports/425342
https://blog.sonarsource.com/wordpress-stored-xss-vulnerability

Title: WordPress 4.1-5.8.2 - SQL Injection via WP_Meta_Query

Fixed in: 5.3.11

References:

- https://wpscan.com/vulnerability/24462ac4-7959-4575-97aa-a6dcceeae722

- https://cve.mitre.org/cgi-bin/cvename.cgizname=CVE-2022-21664

- https:/fgithub.com/WordPress/wordpress-develop/security/advisories/GHSA- jp3p-gw8h-6x86

Title: WordPress < 5.8.3 - Super Admin Object Injection in Multisites

Puc. 9. Pesynbtatn ckaHyBaHHs WPScan
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OcTaHHiM iHCTpYMEHTOM y JocrnifxeHHi 6es3nekn
Bebaogatka Ha WordPress € nporpamHe 3abes3neyeHHs
PwnXSS, ke TecTye goaaTok LWLOA0 HASABHOCTI MOXITMBUX
Bpa3nuBOCTEN MixcanToBoro cueHapito XSS. [Mig uvac

start PwnXss

07] [WARNING]

:07] [WARNING]

:07] [WARNING]

:07] [WARNING]

:07] [WARNING]

:07] [WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING]
[WARNING

link
link
link
link
link
link
link
link
link
link
link

with
with
with
with
with
with
with
with
with
with
with

Found
Found
Found
Found
Found
Found
Found
Found
Found
Found
Found

query: ri
query: page_ 2
query:
query:
query:
query:
query:
query:
query:
query:
query:
Found link with query:
Found link with query:
Target have form with
Target have form with
Found link with query:
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with
Found link with

p=1 Maybe a vuln
author=1 Maybe a
1 Maybe a vuln
1 Maybe a vuln
1 Maybe a vuln
1 Maybe a vuln
202404 Maybe a

1 Maybe a vuln
author=1 Maybe a
1 Maybe a vuln
Maybe a vuln
Maybe a vuln
Maybe a vuln
202404 Maybe a

]
]
]
]
]
]
]
]
]
]
]
]
]
]
]
]

[WARNING]
[WARNING]

CKaHyBaHHs BiH BMSIBMB MOTEHUINHO UikaBi MocunaHHa 3
Pi3HUMW  ifeHTUdIKaTopaMK, SKi MOXYTb  HanidyBaTtu
BpasnmeocTi XSS (puc. 10).

Maybe a vuln XSS point
Maybe a vuln XSS point
cat=1 Maybe a vuln XSS point

XSS point
vuln XSS point
XSS point
XSS point
XSS point
XSS point
vuln XSS point

cat=1 Maybe a vuln XSS point

feed=rss2 Maybe a vuln XS5 point
feed=comments-rss2 Maybe a vuln XSS point
GET method: http://127.0.0.1:31337/

GET method: http://127.0.0.1:31337/
page_1id=2 Maybe a vuln XS5 point

: page_id=2 Maybe a vuln XS5 point

: cat=1 Maybe a vuln XSS point

XSS point
vuln XSS point
XSS point
XSS point
XSS point
XSS point
vuln XSS point

: cat=1 Maybe a vuln XS5 point

Pwuc. 10. Pesynbtatu ckaHyBaHHa PwnXSS

Yci pesynbtatu 36epiratoTb B okpeMomy cbawni, e
3py4YHO OOCnigKyBaTU W aHanidyBaTu 3HaWAeHi Bpasnu-
BocTi Bebpgopatka. OTxke, B pesynbraTi CKaHyBaHHA
BebaoaaTka, po3pobHMK abo TeCTyBarnbHUK, SKUIA 3anyckae
Lier CKpUNT, MOXe 3HaWTW YMMano Likaeoi iHpopmaLii npo
cBii BebaomaTok. 3HangeHi BpasnMBOCTI  4YaCTKOBO
ONUCYOTBCA CaMMMK CKaHepamu, amne He Bci. [eski
3HanaeHi Bpa3nMBOCTi NOTPIGHO AocnigkyBaTu, TOMY LLO
He 0B6OB'A3KOBO BCi 3HaANMAEHI NMOTEHUINHO BpasnuBi TOYKK
BebaoaaTka MoXxyTb OyTu Bpasnuvei. HankopucHilmm Lewn
ckaHep Oyne gnsa BebpopatkiB, nobygosaHux Ha CMS
Wordpress, ockinbku ytunita WPScan 3Haxoantb Bpa3numsi
BepcCii nnariHis. Tomy, SKWO [AaHWA CKaHep 3HaWLoB
Bpa3nuBei nnariHM, To X HeobxigHO TEPMIHOBO OHOBUTH,
LLOOG 3MOBMUCHMKN HE CKOPUCTANMCh LMW BPasnMBOCTAMM
[0 TOro, Sk B1 iX BUNpaBuTe.

Ounckycisa i BACHOBKMN

Ataku Ha ocHoBi JavaScript MOXyTb MaTtu pisHi bopmu
i Hacnigkw, Big BNpOBa[XeHHs LWKIANUBOro Koay QA0
Kpaaixkky KOoHdIAeHUinHOT  iHcpopmauii. 3abe3neveHHs
Ge3nekn BebOoOaTKIB i cepBepiB € KPUTUYHO BaXXINMBOHO
3ajayero, OCKiINbky HeabanicTb y LbOMY MUTaHHI MOXe
npv3BeCT A0 CEpNO3HMX HacnigkiB, TakMx K BTpara
penyTadii i piHaHcoBi BTpaTW.

BusaBneHHs BpasnuMBOCTEW Y CUCTEMI KepyBaHHS
KOHTEHTOM WordPress Ha paHHix eTanax mMae KputudHe
3HaYeHHs 3 Kinbkox npuudnH. lNo-neplwe, ue gonomarae
nigBuWUTM  3aXUCT  Bi4 MOXIMBMX arTaK, OCKiNbKn
PO3POOHUKM MatOTb MOXINUBICTb OnNepaTMBHO BUMpPaBUTU
npobnemu i BUNYCTUTU OHOBIEHHS 3 BUNpPaBneHHamMu. Lle
3MeHLUY€e PU3KK YCilHOro 3noMy abo HeJj03BOMEHuX gin
Ha caunTax, Wwo npautototb Ha WordPress.

Opyra npunyvHa nonsrae y 36epexeHHi penyTaLii.
YpasnuBocCTi, SKi 3anuwialoTbCsl HenoMiYeHumn abo He
BUMPABMSATLCS BYACHO, MOXYTb MPM3BECTM OO0 BTpaTu
KOHTpOMN Hag cantoM abo BUTOKY KOHMIOEHLIAHNX
OaHMX, WO CEeprO3HO HAWKOAWUTL penyTauii KoMMaHii um
ocobuctoro 6peHay.

TpeTsa npuyMHa — BUKOHAHHS HOPMATUBHWUX BUMOT.
Oeski ctaHpaptu 6e3sneku (Hanpuknag, PClI DSS ans
nnaTiXXHUX cucTem) nepenbavaoTb BUSIBNEHHS Ta LUBUAKE
YCYHEHHs1 BpPas3nNMBOCTEN sIK OOOB'A3KOBUM eTan Ans
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OOTPYMaHHS BUMOT.
3a3HaumMMo, WO BYaCHE BWSBMEHHS BpPasnMBOCTEN
Jonomarae 3MeHLUNTU pu3nK piHaHCOBMUX BTPAT, OCKiMNbKM
Lie A03BOMSE YHUKHYTU MOXITMBUX HACNIAKIB, NOB'A3aHUX i3
3605iM1 B poOOTi caTy, BTPaToO AaHMX YU KITiEHTIB.
Po3pobneHa Mogenb Ta CKpUNT JOMoMoXe po3pob-
HWKaM i TeCcTyBarbHMKaM MPUCKOPUTU MPOLEC BUSIBIIEHHS
Bpasnusoctern y Wordpress, OCKifbkM BOHU MOXYTb
3anycTUTV OAMH CKpUMT i B cepeaHboMy Yepe3 10 XBUNuH
oTpMMaT OB'EMHMIA | 3MICTOBHMI 3BIT i3 BUSBMEHUMU
BPa3nuBOCTAMM. Y Takuii Cpocib oNTUMI3yETbCA BUSIBIIEHHS
Bpa3nuMBOCTEN Yepe3 aBTOMaTM30BaHMWI 3anycK CKaHepiB.

BHecok aBtopiB: Ceprii Byunk KOHUenTyanisawis,
meTogororis; AHgpin Kypoedos — aHania gkepen, nigrotoska
ornsagy  nitepatypu, TEOPETUMHMX  3acafd  AOCHiXKEHHS,
nigrotoBka nabopartopii Ana  JOCNIMKEHHS, NpOBeOeHHs
[OCNIAXEHHS.
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JAVASCRIPT-BASED WEB EXPLOIT ANALYSIS MODEL

Background. The task of ensuring the security of web applications and servers remains important and relevant in the face of the
ever-increasing number of attacks in cyberspace. The use of various open-source content management systems (e.g. WordPress, Joomla, Open
Journal Systems, Drupal), which are quite popular for creating websites due to their ease of installation and use, unfortunately, require constant
updating not only to improve the content but also to ensure the security of the system. In this article, the authors focus on the WordPress system,
although this approach can be used for other systems as well. The article emphasises the importance of early detection of vulnerabilities to
prevent potential cyber threats and their negative consequences. The article proposes a model and a script designed to speed up the detection of
vulnerabilities in WordPress applications. Automation of the scanning process with a custom script allows you to quickly detect vulnerabilities,
ensuring prompt fixes and updates. This approach not only strengthens security, but also helps preserve the reputation of websites and brands,
which is critical in today's digital environment.

Methods. Themethods of analysing JavaScript-based web exploits were used, taking into account the general principles of their analysis
and taking into account the methodologies for analysing web applications for vulnerabilities.

Results. Animproved model of analysing a web application on CMS Wordpress based on a script that provides automated scanning of
a web application by running the following utilities is presented: NMAP, Dirb, Nikto, SQLMap, WPScan and PwnXSS. All the results are recorded
in a separate file for further study of all the found security issues of the web application.

Conclusions. The developed model and script should help developers and testers speed up the process of identifying vulnerabilities
in Wordpress, as they can run one script and get a voluminous and meaningful report with the identified vulnerabilities in a short time. This
optimises vulnerability detection by automating the launch of scanners.

Keywords: vulnerability, website, web application, web exploitation, web application analysis, vulnerability scanning, SQL, XSS, CSRF.
ABTOpY 3asBnSATb NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CroHcopu He Bpanu y4yacTi B po3pobneHHi gocnigXeHHs; y 36opi, aHanisi
4n iHTepnpeTauii AaHuX; y HaNnUCaHHiI PyKonucy; B pilLeHHi Mpo nybnikauito pesynbTaTiB.

The authors declare no conflicts of interest. The funders had no role in the design of the study; in the collection, analyses or
interpretation of data; in the writing of the manuscript; in the decision to publish the results.

25



_ Information Systems and Technologies Security, No 2(8)/2024

UDC: 004.75+004.8:519.23
DOI: https://doi.org/10.17721/1STS.2024.8.26-33
Serhii TOLIUPA, DSc (Engin.), Prof.
ORCID ID: 0000-0002-1919-9174
e-mail: tolupa@i.ua
Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

Maksym KOTOV, PhD Student

ORCID ID: 0000-0003-1153-3198

e-mail: maksym_kotov@ukr.net

Taras Shevchenko National University of Kyiv, Kyiv, Ukraine

PROTECTION MODEL AGAINST DISTRIBUTED GRADUAL DEGRADATION ATTACKS
BASED ON STATISTICAL AND SEMANTIC APPROACHES

Background. Nowadays, every critical sector of social institutions conducts its operations on top of distributed processing
systems. Contemporary digital infrastructure heavily relies on user-provided datain its operation. As aresult, distributed attacks based
on botnets are in a continuous state of arms race with the protection methods that filtrate malicious data influx. A common method to
do so often relies on heuristics and human-oriented verifications. As the new advancements in the field of artificial intelligence emerge,
such attacks adopt new oblique paths towards achieving their goals. The successful execution of the said plan could lead to a gradual
resource depletion on the target system. The purpose of this research is to address such threats with a combination of statistical and
semantic approaches.

Methods. The following research conducts a theoretical analysis and systematization of the distributed gradual degradation
attack in distributed systems and its implication in the context of the evolving technologies of artificial intelligence. Mathematical
modeling is leveraged to define the proposed model's properties and execution process. The proposed model heavily relies on
statistical methods for analyzing time series data and its deviations, as well as classification neural networks for semantic detection of
suspicious behavior.

Results. Asaresult of the following research, a new model is developed that leverages statistical and semantical verification
for anomaly detection. The continuous monitoring and detection process is optimized towards highly loaded systems with a constant
flurry of data streams.

Conclusions. Sincethedistributed attacks could be potentially equipped with intelligent means to bypass existing security
measures, the development of a protection model against potential resource leaks is gaining relevance. The recent success in the
development of artificial generative intelligence leads to raising concerns about the safety and adequacy of the current security
measures against automation-based distributed attack vectors. It is often a case that the protection models are inclined towards
prevention of the attack rather than recovery. This approach, while targeting the source of risks, often leads to complacent design
decisions without considering the potential outcomes of a successful breach. The proposed model provides a theoretical foundation
for building systems that both react to the active execution of threats and perform recovery mechanisms, assuming that the attack
may potentially bypass initial security measures.

Keywords: distributed systems, gradual degradation attacks, resource exhaustion, statistical analysis, semantic approaches,
resilience, LightGBM, Distilbert, EWMA.

Background Additionally, mutating requests could be further split
The majority of contemporary cloud and distributed into categories of idempotent and cumulative state-
systems work on top of a client-server model. Within the changing interactions. Where the first guarantees that any
context of such an approach, the server expects requests subsequent operation of the same nature will result in the
from a client system to initiate an interaction process. Once same state of the system. As a matter of fact, the
the message is received, the service nodes perform idempotent category spans between a subset of mutating

desired computation and resource allocation as defined and the whole set of transient requests. Each subsequent
per operational logic. It is often a case for such RPC or transient request does not change the state at all, hence

HTTP endpoints to have an authentication system in place leaving it the same after an arbitrary amount of requests of
that relies on multi-factor human interaction verification by the same nature. Whereas cumulative state operations
involving multiple external services or identification gradually modify the shared state and always impact the
credentials, such as phone number. Nonetheless, it is also allocation of computational assets in one way or another.
a common approach to have a dedicated public subset of Service providers could be categorized into two
services since it could be useful to provide a succinct categories: stateful and stateless systems. Stateless
demonstration of the system's capabilities or simply used systems typically rely on providing transient services. Such
to request initial access rights. systems are extremely scalable and easy to coordinate
In that context, it is important to emphasize the since no consensus is required. In addition to that, they do
difference between transient and mutation requests. not rely on persistent resource allocation and utilize
Transient requests are executed on a stateless basis. exclusively dynamic operational hardware. Stateful
Each subsequent request does not influence the system's systems are characterized by their operational
state nor the results of any subsequent execution. Such uniqueness. Interaction with such a system could involve

requests often rely on data reads or real-time computation the allocation or deallocation of persistent resources,
rather than deferred, asynchronous execution or static mainly storage. It is usually the case that within a single
storage services. Mutating requests involve the allocation distributed system that provides a complex multi-step
or creation of additional computational or storage assets service, there are sets of both categories.

as per the request's parameters. These requests could be Having established the context of interaction-driven
generalized further by including state changes of non- services, we can now discuss the security implications and
persistent logical resources. An example of such could be attack vectors for each described processing model. In the
rate limits for external services. context of this article, automation-based distributed attacks
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are in the limelight of the research. The most common
and known attack of such type is Deny of Service (DOS)
and its invariant Distributed Deny of Service (DDOS). The
origins of this attack took root in the times of developing
global interconnection networks. Its implications,
strategies, and modern protection mechanisms are well
studied and defined in numerous scientific works
(Mirkovic, & Reiher, 2004; Douligeris, & Mitrokotsa, 2004;
Srivastava et al., 2011; Zargar, Joshi, & Tipper, 2013;
Zhang, Wang, & Chen, 2017). DOS is characterized by
its aggressive nature and is applicable to every type of
request described previously.

Though the impact could differ greatly between
mutating and transient requests, the primary goals are
generally the same: overwhelm the target system with a
barrage of nonsensical computational tasks to stifle or
preclude execution of concurrent legitimate processing
threads. The congestion often leads to temporal
downtimes, loss of reputation, trust, and, as a result, of
fungible assets. The protection methods often involve
massive cloud networks with innate capabilities of service
masking and traffic distribution. Such networks often rely
on pattern-recognition models to differentiate between
authentic and malicious packet streams.

In contrast, this article aims to define a potential new
attack vector that is more subtle and clandestine. The
Distributed Gradual Degradation attack does not rely on
aggressive bombardment of the target systems. It relies on
the gradual creation and execution of mutative cumulative
requests that incrementally reduce the system's capacity
to provide a service. Since it's not based on congestion
surge, it's less conspicuous and is more likely to be
executed successfully. The said attack is inefficient for
transient and has limited efficiency on idempotent requests
since they by definition have a limited impact on the
system's state. The common approach to fending off
automated requests is based on human authenticity
verification based on interaction heuristics, such as mouse
moves or choices made.

With the recent development of generative artificial
intelligence and its ever-improving qualities, a new arms
race between such challenge-based approaches and their
automated solution is ongoing. Al models are potentially
capable of mimicking human behavior and decision-
making processes to a sufficient degree to bypass current
identification methods. This led to the development of yet
more confounding challenges with multiple logical steps.
Though with a rapid evolution of the generative Als, it
remains unclear whether those measures are sufficient
(Hernandez-Castro et al., 2017; Kovacs, & Tajti, 2023;
Sukhani et al., 2021).

The purpose of the article. The intention and goal of
this research is to develop a theoretical protection model
against the distributed gradual degradation attack vector.
This article aims to provide a solid set of active and passive
measures towards ensuring adequate usage of the
system's resources by external requests. Within the scope
of this research, we consider and outline the integration of
the aforementioned protection model within the context of
streaming asynchronous communication services and
static storage engines.

The key principles that form the foundation of this
model are efficiency and a knowledge-based approach.
The first principle is straightforward: as the model aims
to protect resources, it should rationally utilize them
itself. The latter means that ability should be tapered
towards capabilities of classification neural networks in
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juxtaposition to generative Als. The reasoning behind this
approach stems from the significant computational
complexity involved in developing and training these
models. The training and execution of generative models
require exponentially more time than that of classification
models. Hence, the attack becomes ineffectual since it
would require more sources than it would seemingly
degrade on a target machine.

Analysis of literary sources. The distributed gradual
degradation attack vector enhanced by recent
developments and improvements in artificial intelligence
is not extensively studied as of now but is a looming topic
of scientific research. Nevertheless, its foundational
components, such as bypassing contemporary bot
detection systems, and its implications are growing
rapidly in relevance.

Active research on DDOS has been ongoing since the
early 2000s. Significant contributions towards attack
definition, classification, and potential prevention methods
are provided by the works of (Mirkovic, & Reiher, 2004;
Douligeris, & Mitrokotsa, 2004; Srivastava et al., 2011;
Zhang, Wang, & Chen, 2017).

With the development of deep learning models,
computer vision, and artificial intelligence in general,
common protection methods against automation-based
attacks become increasingly susceptible. In that direction,
impactful research results were published by (Na et al.,
2020; Sukhani, et al.,, 2021; Kovacs, & Tajti, 2023;
Hernandez-Castro et al., 2017).

Improving detection model efficiency involves statistical
estimation and evaluation of time series data. Exponentially
Weighted Moving Average (EWMA) is described within the
works of (Hunter, 1986; Lucas & Saccucci, 1990; Cox,
1961). The Integrated Moving Average (ARIMA) method
and its implications are outlined by (Box, & Pierce, 1970;
Nelson, 1998). Semantic detection in the context of
phishing attacks is assessed by the following studies:
(Buchyk et al., 2024; Buchyk, Shutenko, & Toliupa, 2022;
Toliupa et al., 2023). The authors provide and describe
models of detecting suspicious contents of emails with a
set of semantic methods such as cosine distance between
data-driven vectors.

Classification neural networks serve as the backbone
of the proposed model. Their key feature is a simplified and
efficient training process that is exponentially faster than
that of the generative Als. The significance and operational
basis of such technology are described within the works of
(zhang, Zhang, & Yu, 2017). Decision trees LightGBM and
XGBoost are described within works of (Leevy et al., 2020;
Zhao, Wang, & Wang, 2023). Last, but not least, the
language processing model Distilbert is assessed and
studied by (Adoma, Henry, & Chen, 2020; Buyukoz,
Hiirriyetoglu, & Ozgiir, 2020).

Methods

The following research conducts a theoretical analysis
and systematization of the distributed gradual degradation
attack in distributed systems and its implication in the
context of the evolving technologies of artificial
intelligence. Mathematical and graphic modeling are
leveraged to define the proposed model's properties and
execution process. The proposed model heavily relies on
statistical methods for analyzing time series data and its
deviations, as well as classification neural networks for
semantic detection of suspicious behavior.

This work additionally describes an exemplary
architecture of a target distributed system that utilizes
static-storage and stream-oriented services to outline an
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integration of the proposed model in the workloads
based on different processing paradigms. Since most
contemporary distributed systems utilize queuing and
asynchronous communication models, the implications
and middleware-oriented integration method of the
developed protection model are described within the
context of the streaming architectures. Additionally, this
paper outlines the external monitoring-oriented integration
of the said protection model for the static data warehouses
analysis and resource deallocation.

Results

The following section presents a novel theoretical
model of protection against distributed gradual degradation
attacks. We will initially outline the statistical approach
towards detecting anomalies. After that, we will delve into
the application of a neural network for deep semantical
scanning of suspicious activity spikes. This theoretical
model will later be applied to an exemplary distributed
system's architecture. First and foremost, we will describe
the architecture itself, its services, and intercommunication
methods. After that, an integration plan for the static data
storage engines and real-time streaming services will be
provided to facilitate integration of the proposed method
into modern distributed systems.

Protection model against distributed gradual
degradation attacks. The automated activity detection
model is comprised of multiple parts. Firstly, it defines
the global and internal timeframe segregation and
boundaries to achieve better performance results. Based
on those intervals, an Exponentially Weighted Moving
Average (EWMA) method is used to control the degree
of suspiciousness. That degree influences the
aggressiveness of semantic scanning.

We will first start with the management aspect of the
proposed model. Let us define time parameters:

= T: Total timeline over which data (incoming
requests) are observed.

= t: Specific time point within T.

= R(t): Set of records (incoming requests) at time t.

= W: Size of the sliding window (in time units).

=  W(t): Sliding window at time t, containing records
fromt — W to t.

The interval parameters are expressed as:

= G, Size of each global interval (Global Interval Size).

= ;. Size of each internal interval within a global
interval (Internal Interval Size).

* G;: The i-th global interval, G; = [(i — 1)G;, iG;).

I; ;. The j-th internal interval within
GirIi,j = [(l - 1)65 + (] - 1)15, (i - 1)Gs +jls)-

= n;: Number of internal intervals per global interval,
n; = GS/IS'

Semantic sampling parameters are defined as follows:

= ng Initial number of samples per global interval
(Num_Samples) (0 < ng < n;).

= Ts: Sampling threshold (Sampling Threshold),
expressed as a percentage.

= «: Smoothing factor for EWMA (0 < a<1).

= [B: Sensitivity factor for adjusting the number of
samples based on statistical anomalies.

= §: Sensitivity factor for adjusting the number of
samples based on semantic anomalies.

N; ;: Number of records in internal interval I; ;.
" Nyta;: TOtal number of records in global interval G;.
At any time t:

W® ={R(s) It—W <s <t}. 1)

The sliding function defines a set of records that are
being buffered and evaluated. It practically limits the
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resources allocated to the detection model and provides
a granular control for environments with different memory
capacities. The sliding function continuously moves in
time and contains a set of the most recent records. This
function could also be used to establish a retrospective
analysis by propelling the window backwards in time
rather than forward.
The entire timeline T is divided into global intervals:

Gi = [(1 - l)Gs' iGS)' (2)

Global intervals allow set boundaries for semantic
sampling strategy. Since semantic sampling is computationally
heavy, as we will see later on, it is important to use it as a
last resort rather than brute force. Records are assigned to
these intervals based on timestamps.

Each global interval G; is subdivided into n; internal
intervals:

;= [(i—1DG+ (G — DI, (i — 1)Gg + 1),
j = 1,2, W, Ny

i€N.

©)

Internal discretization is another aspect of performance
improvement. It allows limiting sampling size to a
controlled set of records. The combinations of these
parameters allow to manage the risks and resource
utilization, where the latter is of high importance because
the entire purpose of the model is to save resources.

Moving on the semantic sampling, the dynamic number
of samples for time t is defined as follows:

ns(t) = ns + [B x D(O)]. 4

Where D(t) is the degree of anomalies detected at time
t; [] is a ceiling function to ensure an integer number of
samples. This approach allows to continuously react in
stochastic environments.

Statistical approach based on EWMA is used to
manage ng(t) and react efficiently to ongoing security
events at each time t (Cox 1961, p. 414; Hunter, 1986,
p. 203; Lucas, & Saccucci, 1990, p. 1):

= Compute the average number of records in the
sliding window:

x = 2, (5)
= where Ny, (t) = [W(t)].
= Update EWMA:
EWMA(t) = ax; + (1 — ©)EWMA(t — 1), (6)
= Compute the deviation:
D(t) = |x, — EWMAC(t)|. (7)

An anomaly is detected if D(t) exceeds a predefined
anomaly threshold A;. The number of samples ng(t) is
adjusted dynamically in real time as shown in equation 4.

The sampling is done at random for ng internal
timeframes. Let us first define utility functions:

" Ppo:(™): R - [0,1] a function that maps each record
r € R to a probability P,..(r), where Py, (r) represents the
likelihood that record r is bot-origin. We will discuss its
definition later.

= A(r): activation function outputs 1 if Pyo () = Tyor,
and 0 otherwise.

* Ty IS the threshold for determining bot-origin.

The process itself is defined as follows:

For k = 1to ng(t):

* Randomly select an internal interval [; j, within G;.

= Collect records R, j, in I;

= Compute N;j, = |R;

Jke

il
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= Foreachre€R,;,, do:

e Apply the semantic recognition function Py (r),
which returns a probability from 0 to 1 that the
record is bot-origin.

» Compute the output of the activation function:

A(I‘)= {1 if Pbot(r) = Tbot
0 if Pbot(r) < Tbot ’

= Compute the total number of likely bot-origin entries

®)

inl;j, as:
Bij = Zrer,;, A, 9)
= Evaluate the sampling condition:
i T, (10)

Nij,
= If the condition is met increment ng(t) by §
(increase sampling rate).

= Else continue to the next sample without adjusting
ng(t).

This process allows the algorithm to react and adjust
itself depending on events inside stochastic environments.
This model is also highly customizable, allowing for
different threshold and resource management parameters.

Semantic sampling model. Now let's move on the
discussion of P,..(r) and its definition. Firstly, the model
processes input data consisting of structured features x;
and textual content x,. The structured data x, € R™, where
m is the number of structured features, is transformed into
a feature vector h, € R% through a function fiozm (Ke et
al., 2017, p. 3149; Leevy et al., 2020, p. 190; Zhao, Wang,
Y., & Wang, J., 2023, p. 622):

hg = fiam(Xs)- (11)

Function fiqgm represents the processing performed by
a LightGBM model. LightGBM is a gradient boosting
decision-tree model that maps the structured input x; to a
learned feature representation h; of dimension ds. The
output of that function is a high-dimensional vector that
captures features of the provided data.

Simultaneously, the textual data x; is mapped to an
embedding vector h, € R%* using a function fpisiierT
(Adoma, Henry, & Chen, 2020, p. 117; Biyilkdz,
Hiirriyetoglu, & Ozgiir, 2020, p. 9; Dogra et al., 2021, vol. 248):

(12)

In this case, fpisuigert represents the DistiiBERT model,
which processes raw text and converts it into a contextual
embedding of dimension d,. DistiiBERT is a transformer-
based language model that captures the semantic
meaning and contextual nuances of the textual data and
provides a dense vector representation h;.

The key factors while choosing the models were
performance, accuracy, and their ratio. Since the main goal
is to preserve resources and reduce costs, the decision
was made towards most efficient available models.

The feature vectors hg and h; are then concatenated to
form a combined feature vector h, € R%:

— hS

h = [h]

Where d =d; +d, is the total dimensionality after
concatenation.

The combined feature vector h, serves as the input to
a sequence of L fully connected layers. Each layer [ in this

he = fpistiert (X0)-

(13)
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sequence performs a linear transformation followed by a
non-linear activation function ¢, the ReLU (Rectified Linear
Unit) (Arora et al., 2018).

Forl = 1toL:

. Linear transformation:

7O = wDZ0-D 4 O (14)
= Activation function:
a® = cb(z(l)) = maX(O,z(D). (15)

Where:

» WO e gt s the weight matrix for layer [.

= p® g R is the bias vector for layer L.

= a1 s the activated output from the previous
layer (with a©® = n,).

= n; is the number of neurons in layer L.

= ny = d is the size of the input layer.

After processing through the L fully connected layers,
the model applies a final linear transformation followed by
a sigmoid activation to produce the output probability §
(Arora et al., 2018; Pratiwi et al., 2020, vol. 1471):

. Linear transformation:

7L+ — LADTHM) 4 pOL+D) , (16)
= Sigmoid activation:
PN 1
y= G(Z(L+1)) = D" a7

1+e

Where:

= wl+D e Rm js the weight vector for the output
layer.

= T signifies that the matrix is transposed.

= pU+D e R s the bias scalar for the output layer.

= The sigmoid function o maps the input to a
probability between 0 and 1.

The overall function of the model can be summarized as:

¥ = fnodel (X5, X¢) =
=0 (W(L+1)T (¢, 0.0 ¢‘(W(1)hc + b(l))) + b(L+1)).

Where:

" fiodel FEPresents the composition of the LightGBM
processing of structured data, the DistiiBERT processing
of textual data, and the subsequent fully connected layers
leading to the final output.

= o denotes function composition.

= ¢ isthe activation function applied at each hidden layer.

This architecture essentially fuses two lightweight
models that concern separate tasks to produce a
probabilistic answer whether the data is a part of an
automation-based attack. Messages that arrive at the
server's endpoints are often structured and have multiple
sensical fields. Such fields often hold textual, categorical,
and numerical data types. Different models perform better
on different data types and provide corresponding
accuracy rates. DistiiBERT is used to extract complex
features from textual data, while LightGBM is used for
categorical and numeric data.

The concrete applied definition of the model involves
specifying a number of neurons in each fully connected
layer through a tuple, such as (512,256,128). The shown
structure defines three layers with 512, 256, and 128
neurons. In this case, the dimensions of the weight
matrices and bias vectors would be:

- W(l) 1= RE]IZXdl b(l) 1= RE]IZ;

- W(Z) 1= RZE@XSHZ’ b(Z) € RZS(E);

(18)
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. W(3) € R128x256 b(3) € R128.

= w®eR28 p@W gpR,
The combined vector h. is passed through L fully

connected layers with RelLU activations, computing
outputsinacyclefor! = 1toL:
20 = w®al-D 4+ p® 19)
a® = ¢(z®) = max(0,zV)

The final output is computed using a linear
transformation followed by a sigmoid activation (Thakur &
Dhawale):

L+1) — LD, L) 4 pL+D)
{Z w a‘') +b (20)

y — 0.(Z(L+1))

1st WEB Server

Client Application
load balancer

@
Application level \

1st API Server

l

Message Queue

1st Asynchronous worker

The model parameters, including the weights and
biases of the fully connected layers and any trainable
parameters within f;ggm and fpisiigerT, are optimized during
training to minimize the binary cross-entropy loss. This
enables the model to make accurate predictions based on
the input data and learning from both structured and textual
information that could be passed to the system through the
common communication structures, such as JSON.

Description of a target distributed system. Having
defined the protection model against distributed gradual
degradation attacks based on continuous monitoring and
semantic sampling, let us now discuss its applied
integration into contemporary distributed systems. With the
theoretical context, parameters, and model properties in
place, we first outline the architecture of the distributed
system depicted on Fig. 1:

n-th WEB Server

=

1st Data Warehouse shard

=

n-th Data Warehouse shard

n-th AP Server

—&

Storage router

n-th Asynchronous worker

Fig. 1. Architecture of the target distributed system

This architecture represents an abstract system that
uses the most common data flow methods: storage and
stream-oriented. It consists of the application-level load
balancer that routes the requests to the APl and WEB
servers based on the request paths. Subsequently, API
servers could either perform a state-mutating operation in
the data warehouse or initiate an asynchronous task
through the means of queueing services. The common
approach for building such workflows involves AMQP
protocol (Prajapati, 2021).

Protection model application for data warehouse
services. The data warehouse service is responsible for

uS,
. &‘
E,-,e

1-th API Server

n-th AP| Server

/@\

1st Data Warehouse shard

. %\: Storage router \ A/SmmgE -
e
\_\c_,\(\

persistent storage, processing, and retrieval of information.
It is often the case that such services are extremely hard
to scale and are also the backbone of the stateful
distributed system. Having said that, due to the extreme
requirements for availability and consistency, it is important
to integrate the protection model without impacting the
response times and minimize influence on the overall
performance. Fig. 2 shows the integration architecture with
the persistent storage service:

e

\)e‘\ m
Ry

ot

1-st Resource audit worker

Al

0

g g, e,
s

n-st Resource audit worker

JeuUURYD UOREZIUOIYOUAS JASY

n-th Data Warehouse shard

Fig. 2. Proposed model's integration as an asynchronous monitoring solution
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The architecture reflects an asynchronous, batch-
processing approach towards resource utilization audits
and protection gains distributed through gradual degradation
attacks. The key principle is to allow flowless execution of
requests and after that schedule retrospective tasks to
verify the authenticity and validity of the mutations. For that
purpose, the external "resource audit workers" perform the
algorithm described within the protection model. Since the
sliding window W (t) is itself a parameter, it is possible to
initialize such batch tasks in the required context.

Moreover, contemporary production systems tend to
grow extensively in size. For that purpose, the service
clusterization could be performed based on the Replica
State Discovery Protocol (RSDP). RSDP provides a
lightweight and efficient framework to coordinate cluster-
wide operations execution and state management. Each

node within such a cluster could leverage the deterministic
parameters and based on its cluster position, schedule its
sliding window accordingly (Kotov, Toliupa, & Nakonechnyi,
2024, p. 102; p. 156). Such an approach is efficient in terms
of processing power and yet allows for scaling if needed.

Protection model application for data queueing and
streaming services. The message queuing services
primarily work in an "eventually transient mode". That is,
these services do not save data for too long, often until the
message processing is confirmed by a connected worker.
These services are most frequently utilized for asynchronous
and deferred operations. Which implies that the response
time is not an issue, allowing for the middleware-oriented
architecture. Figure 3 shows the integration architecture
with the message streaming service:

1st AP| Server

Middleware Queue

n-th API Server

1-st Resource Audit WOA
\ Message Queue \

n-st Resource Audit Worker

1st Asynchronous worker

n-th Asynchronous worker

Fig. 3. Proposed model's integration as a middleware monitoring solution

Before the target message queue, this architecture
implies the middleware queue for analytical and security
processing. The entire model described earlier would be
executed inside the "resource audit worker". Scalability in
this case is trivial and does not require any coordination
mechanism since the logic would entirely mirror the target
queue's message processing infrastructure. Upon receiving
new messages, the sliding would operate on a real-time
basis and directly control the stored buffer size during the
runtime. The message processing is often coordinated and
distributed between the workers in a round-robin manner,
thus effectively integrating load balancing capabilities for
both the protection model's worker execution and the target
logic itself (Prajapati, 2021).

Discussion and conclusions

Since the distributed attacks could be potentially
equipped with intelligent means to bypass existing security
measures, the development of a protection model against
potential resource leaks is gaining relevance. The recent
success in the development of artificial generative
intelligence leads to raising concerns about the safety and
adequacy of the current security measures against
automation-based distributed attack vectors. It is often a
case that the protection models are inclined towards
prevention of the attack rather than recovery. This approach,
while targeting the source of risks, often leads to complacent
design decisions without considering the potential outcomes
of a successful breach. The proposed model provides a
theoretical foundation for building systems that both react to
the active execution of threats and perform recovery
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mechanisms, assuming that the attack may potentially
bypass initial security measures.

While developing the protection model against the
gradual degradation attacks, the primary concern was
twofold: ensuring that the system is capable of recovering
from unexpected resource loss and ensuring that the
detection and monitoring processes themselves don't
require a superfluous amount of processing power. The
primary focus was on the integration of the model within the
operation context of streaming and static storage services.
As a result, a set of diagrams, mathematical models, and
theoretical descriptions is provided to simplify implementation
of the said model in modern distributed systems.

The proposed model heavily relies on the semantic
feature extraction capabilities of both decision trees and
the neural networks. Even though LightGBM and
Distilbert are both regarded as extremely fast models,
tuned towards performance and memory usage, it is still
a case that the execution of the trained model takes a
significant amount of resources. That is why the proposed
protection model focuses on the logical optimization
based on global and internal timeframe discretization and
statistical methods such as EWMA to reduce as much as
possible the number of execution calls of the pretrained
models for the semantic sampling.

To address the issue of efficiency with static data
warehouse analysis, the proposed model utilizes global
and internal discretization of the timeframes. This
approach allows it to coordinate its operation in a batch-
oriented way. The scalability of such a solution is hence
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possible by leveraging deterministic scheduling properties.
Each monitoring node, knowing its own position in a
replica, can effectively determine its assigned timeframes.
In that context, the integration of RSDP provides an
essential capability to organize a deterministic approach by
synchronizing states between cluster nodes.

While addressing streaming services, this paper
considers thoroughly the capabilities provided by queueing
protocols such as AMQP. The introduction of middleware
gueues allows us to analyze suspicious messages in real-
time. Additionally, the proposed scaling model involves
logical extensions for exchanges that allow for statistical
analysis and avoid redundant verification logic invocation.
This approach significantly enhances the potential
efficiency of the proposed model.

To summarize, the proposed model provides a solid and
efficient theoretical foundation for managing intelligent
threats towards digital and processing resources. Its
implications necessitate continuous monitoring of emerging
zero-day attacks that may easily bypass modern security
measures. It is the intention of this article to inspire further
empirical research, impact assessment of distributed
gradual degradation attacks and their mitigation methods.

Authors' contribution: Maksym Kotov — conceptualization,
methodology, formal analysis, development of software; Serhii
Toliupa — analysis of sources, preparation of a literature review
and theoretical foundations of research, editing and reviewing.
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MO[LEJIb 3AXUCTY BIAl PO3MNOANEHNX ATAK NOCTYNOBOIO BUCHAXEHHA PECYPCIB,
3ACHOBAHA HA CTATUCTUYHUX | CEMAHTUYHUX NIAXOOAX

BcTyn. HuHi KOXXeH Kpumu4YHO eaxsueuli cekmop coyianbHuUX iHcmumyuyili UKOHye ceoi onepauii Ha ocHoei po3nodineHux cucmem
o6pobneHHsi. CyyacHa yudgpposa iHghpacmpykmypa y ceoili po6omi 3HayHOIO Mipoto noknadaemscsi Ha OaHi, o Hadaromb Kopucmyeadyi. B
pe3ynbmami, po3nodineHi amaku Ha ocHoei 6omHemie nepebyesatomb y 6e3nepepeHuUX "nepezoHax 036poeHL" i3 Memodamu 3axucmy, sKi
inbmpyroms Hadxo0xeHHs wkidnueux daHux. Memodu npomudii Yacmo noknadarombcsi Ha e8PUCMUYHI crocobu nepesipku, opieHmMoeaHi Ha
NI0OUHY. 3 nosieoro Hoeux OOCsi2HEHb y cgbepi wmy4yHo20 iHmenekmy, maki amaku Habyearomb dodamkoei wsixu Aocsi2HeHHs1 ceoix yined.
YcniwHe euKkoHaHHS1 3a3Ha4eHO20 M/aHy MoOXe rnpu3eecmu Ao MOCMYNno8020 BUCHaXXeHHS pecypcie yinboeoi cucmemu. Memor yboz2o
docnio)XeHHs1 € Hama2aHHS YHUKHYMU makux 3a2po3 3a oroMo20t0 noedHaHHsA cmamucmuy4HuX i ceMaHmMu4yHux nioxodie.

MeTtoaun. Le docnidxeHHss npoeodums meopemuyHull aHani3 i cucmemamusayiro po3nodineHoi amaku Mocmyrnoeo2o 8UCHaXeHHS
pecypcie y po3nodineHux cucmemax i ii 3Ha4eHHs1 8 KOHmMeKcmi mexHonoezili wmy4yHo2o0 iHmenekmy, ujo poseusaromncsi. MamemamuyHe
MoOeso8aHHs1 eUKopucmosyromb Ol 8U3Ha4YeHHs1 eflacmueocmeli 3anponoHoeaHoi Modeni 3axmcmy, npoyecy if iHmeapayii ma eUKOHaHHs1.
3anponoHoeaHa Modesib 3Ha4YHOK Mipoto Noknadaembcsi Ha cmamucmuY4Hi Memodu Ons1 aHanizy Yyacoeux psidie ma ixHix eidxuneHb, a MaKkox
KnacudpikayiliHi HelUpOHHI Mepexi Onsi ceMaHMUYHO20 8usierIeHHs1 nNido3pinoi noeediHku.

PesynbTatu. Y pesynbmami ybo2o docnidxeHHs1 po3pobrieHo Hosy MoOesb, sika 8UKOPUCMOBYE CMamucmuyHy ma ceMaHmuy4Hy
nepeeipky 0ns eusiesnieHHs1 aHomannil. [poyec 6e3nepepeHO20 MOHIMOPUH2Y onMuMi3oeaHuli 0711 BUCOKOHagaHMaXXeHUX cucmem i3 nocmitiHum
wKeasnom rnomokie daHux.

BucHoBKkU. Ockinbku po3nodineHi amaku Moxymb 6ymu ocHaweHi iHmenekmyanbHUMu 3acobamu dnsi 06xody icHyroqux 3axodie
6e3neku, mo po3pobrieHHs1 modesi 3axucmy ei0 momeHyiliHux eumokie pecypcie Habyeae akmyanbHocmi. Bidomul HeujodaeHili ycnix y
PO3po6rieHHi WmMy4yHO20 2eHepamueHo20 iHmesniekKmy 8UK/IUKae 3aHeNnoKoeHHs1 uyo0o 6e3neku Ui adekeamHocmi MomoYyHux 3axodie 6ezneku
npomu eekmopie po3nodineHux amak Ha ocHoei aemomamus3auyii. Yacmo 6yeae mak, wjo modesi 3axucmy HanawmoeaHi Ha 3anobizaHHs1 Hanady,
a He Ha eidHoeneHHs. lleli nidxid, ujo opiecHmoeaHuli Ha Axepeno 36umkie, Yacmo npu3zeodumb A0 MPOEKMHUX pileHb 6e3 ypaxyeaHHs
nomeHyiliHux pe3ynbmamie ycrniwHo20 nopyueHHsi. 3anpornoHoeaHa mModesnb 3abe3neyye meopemuy4Hy OCHO8Y OJisi CMBOPEHHsI cucmem, sKi
0JdHOYacHO pea2ylomb Ha aKmueHe 8UKOHaHHSI 3a2po3 i 6UKOHYIOMb MeXaHi3Mu eiOHOB/IeHHS], MPUMYCKalo4u, W0 amaka MomeHyiliHo Moxe
06ilimu noyamkoei 3axodu 6e3neku.

KnwouyoBi cnoBa: po3nodineHi cucmemMu, amaku nocmynoeo2o 8UCHaXEHHSI pecypcie, 8UCHaXKeHHs1 pecypcie, cmamucmuyHuli
aHanis, ceMaHmuyHi nioxodu, cmilikicms, LightGBM, Distilbert, EWMA.

ABTOpY 3asBNSATb NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CnoHcopu He Gpanu yyacTi B po3pobneHHi gocnigxeHHs; y 36opi, aHanisi
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METOANKM EKCTPATYBAHHSA OB'EKTIB KIBEPBE3MNEKUA
3 ENEKTPOHHUX OXKEPEN 13 3ACTOCYBAHHAM WTYYHOrO IHTENEKTY

BcrTtyn. Cmpimkuli po3eumok iHghopmayiliHux mexHosnogzili npu3eie 0o 8UHUKHEHHs1 HOBUX 3a2pPO03 i sUKIUKie y cghepi
Ki6epbe3neku. KibepeiliHa cmana peanbHicmio ma cnpaexHboOr Mpobsiemoro Onisi Oep)kae, ope2aHi3ayili ma OKpemux
Kopucmyead4ie kKi6epnpocmopy. B YkpaiHi exuearomb 3axodu 3 po3pobneHHsi cucmemu Ki6epdili y ki6epnpocmopi, siKi
@KJIFOYarOmb CYyKyrnHicmb e3aemMornoe'si3aHux nidcucmem kKibeppo3eidku, kibep3axucmy ma kibepennuey. OdHiero 3 ¢hopm
Kibeppo3eidku € po3eidka 3 eidkpumux Oxepesn — Komm'tomepHa po3gioka (OSINT), sika 30ilicHroembcsi Onst Mowyky U
dobyeaHHs1 po3eidysanbHoi iHghopMauii, 30kpema i Ons eusiesieHHs U aHanizy o6'ekmie kibep6e3sneku w000 NPo2HO3y8aHHs
MOXusux nposieie kibep3a2po3 ma ixHix Hacnidkie. Lje sumazae po3pobrieHHs eghpekmueHUXx Memodie eusiesieHHs1 U aHanizy
06'ckmie kibepbe3zneku 3a OOMOMO20K eKcmpaz2yeaHHs1 ¢hakmozpagpiyHux GaHux npo o6'ekmu kibepbe3neKku 3 eesluKux
Macueie HecmpykmypoegaHoi mexkcmoeoi iHghopmauii.

MeToawu. [ocnidxeHo mexHosnoeii wmy4yHo20 iHmenekmy, 3okpema U eenuki MoeHi modeni (BMM), ma 2eHepamugHo20
wmyyHozo iHmenexkmy (I'LLI) 8 koHmekcmi 3acmocyeaHHs ix 05151 po3e'si3aHHs 3aday KoM FomepHoT po3eidku 06 ekmie Kibepbe3neku
3 8iIOKpUMUX eJIeKMPOHHUX O)XXepeJst i coyiarlbHUX MEPEX.

Pe3ynbTatun. Y pesynsmami npoeedeHo2o AocnidxeHHs, Onsi 30ilicHeHHs1 diegoi aHanimuku pe3sysibmamie 0obyeaHHsI
iHghopmauyii, 3anpornoHoeaHO MemoOuKy eKcmpaz2yeaHHsI iMeHoeaHUX cymHocmel — Ha38 XaKepCbKuX yepyrnosaHb ma iXHix
KOHMeKcmyarsbHUX 36'si3Kie i3 mekcmie noeidomsieHb e/IeKMPOHHUX MEPEXHUX OXXepest, WO cmocyromscsi npedMemHoi obnacmi
KibepbesrneKu, a MmaKox ¢hopMyeaHHsI MePeX IXHiX 83aeM038'si3Kie i 3MicmoeH020 aHai3y yux Mepex. [ns ausHa4eHHs1 akmopie, siKi
maromb ei0HoweHHs1 0o KibepeiliHu, 3arnpornoHoeaHo MemoOuKy aHanidy eidibpaHux OoKymeHmie, AoCMYNHUX 8 eJIeKMPOHHUX
dxepesiax iHmepHemy ma couyianbHux Mepexax. O6udei Memoduku rpyHmyromscsi Ha 3acmocyeaHHi L.

BucHoBkU. Pesynsmamu docnioxeHHs1 deMoHCmpyomb eghekmueHicmb 3anporioHoeaHux mnioxodie i Moxnueicmb
iXHbO20 3acmocyeaHHsI Ha npakmuuyi ni0 4ac po3e'si3aHHs1 3ae0aHb 3abe3ne4yeHHs Kibepbe3neku. 3anponoHoeaHi MemoduKku
MOXymb cmamu eaxsueuM iHcmpymMeHmMoM Onsi cpaxieuyie cehepu kKibepbesneku w000 po3pobrieHHs HUMU egheKmueHUX
cmpamegili 3axucmy gi0 Kibep3az2po3.

KnwuyoBi cnoBa: kibepeiliHa, kibepbe3sneka; 2ceHepamueHull wmy4Hull iHmenekm; eenuki MoeHi modesti; iHmepHem;
eidkpumi eneKmpoHHi Oepesia; couianibHi Mepexi, aHasni3 mekcmy; 06 ekmu KibepeiliHu.

Bctyn 3 ornagy Ha ue B YkpaiHi BXuBaloTb 3axofdiB i3

CTpiMKkuiA po3BUTOK iHGOpMaLinHKMX TexHonorin (IT) po3pobneHHs cuctemu Kibepgin y kibepnpocTopi, nig
npu3BiB A0 BUHUKHEHHSA HOBUWX 3arpo3 i BUKNUKIB y caepi AKUMU PO3YMitOTb CYKYMHICTb B3aEMOMOB'A3aHUX Nif-
Kibepbe3nekun. KibepgitHa cTtana peanbHICTIO Ta cnpaBX- cucteM kibepposBsigku, kibepsaxucty, kibepBnnuBy Ta
HbOI Npobnemoto Ana gepxaB, OpraHi3auii Ta OKpeMmnx KiGEPKOHTPPO3BIAKM, AKi YTBOPIOKOTL LiNIiCHY €EAHICTb, Ha
KopucTyBadiB iHTepHeTy. KiGepBnnumBu Bce yacTiwe cTa- AKy noknagatTbecs yHKUiT i3 3abe3neveHHs kibep-
10Tb €(PEeKTUBHUM iHCTPYMEHTOM AN AOCATHEHHA MeTu 6e3neku (JaHuk, BopobieHko, & YepHera, 2019).
OO0 KOHTPOMO M ynpaBniHHA K 06'€eKTamMn KpUTUYHOT 3ayBaXumo, WO HWHI po3Bigka nepemicTunaca y
iHPpaCTPYKTYpU Oepxasu, Tak i OKpeMo B3ATUMU rpoma- HOBUIA BUMIp GoRoBux Ain — kibepnpocTip — i cTana
AsiHaMy Ta ixHiMu ob'egHanHAMK (OaHuk, BopobieHko, & BaXIIMBOK CKMafdoBO cucTemun Kibepgih — kibeppos-
Yeprera, 2019). HuHi npakTuyHO BCi NpOBIAHI Aepxasu BiZKOM, Mg SIKOK PO3yMiloTb npouec AobyBaHHA ycima
CBiTY 3iTKHynuca 3 kibepsarpo3amu 1 HeobXigHicTio HasiBHUMU TEXHIYHUMM 3acobamu po3BiOKM (KOCMIYHOI,
cdopmyBaTu cuctemm kibepbesnekmn Ta kibepobopoHu. NOBITPSIHOT, pafioenekTPOHHOI, MEPEXHOI, NporpamHo-

3anexHicTb 6e3nekn i eKOHOMIKU AepXXaBu Bif CTaHy KOMMN'IOTEPHOI, PO3BiAKM CUCTEM YMpaBniHHA TOLWO) 1
BaxnuBux 0O6'ekTiB Ta iHdopmaUiiHOT iHdpacTpyKTypu 3acobamu pos3sigku 3 Bigkputux mxepen (OSINT)
06'eKTIB KPUTUYHOT iHCpPaCTPYKTYpKU, Takmx siK: €Hepro- iHdbopMmaLii, HasiBHOI B KiGepnpocTopi NPo NPOTUNEXHY
3abe3neyeHHs, BOOOMNOCTa4YaHHA, TPAHCMOPT, eNeKTPOHHI CTOpPOHY, a Takox noganbwe Tii 06pobneHHs, LWo
KOMYHiKaUii Towo, O0OyMOBMIOE BU3HAHHS Kibepbeaneku 30INCHIOETBCSA 3a €4MHMM 3a4YyMOM i NnaHOM i3 MeTow
NpoBiAHVM enemMeHTOM AepxxaBHoi 6eaneku. Kibepsarpoan BUKPUTTA NpoUEciB yNpaBmiHHA, €Ki NpoTiKawTb Y
y Cy4acHOMy cycninbCcTBi HabyBatoTb 3HaYHOrO MacLuTaby KibEpHETUYHUX CcuUCTEMaxX Mi4 Yac iXHbOro (YyHKLio-
Ta ABNAI0TbL COOOI0 HAAABHI Ta NOTEHLIMHO MOXNKBI ABULLA HyBaHHA Ta OPMYyBaHHS BUXIOHWX JaHUX Ans
i YUHHWKK, LLLO CTBOPIOIOTL HEGE3NEKY KUTTEBO BaXKIMBUM 3[iiCHEHHS1 3axofiB kibep3axucTy Ta kibepBnnuBy Ha
HauioHanbHUM iHTepecaM YkpaiHu y kibepnpocTtopi Ta i3nyHi, couianbHi, iHHopMaLiiHi 1 iHWi KibepHeTUYHi
HeraTMBHO BMMBAOTb Ha CTaH kibepbeanekun aepxasu. cuctemu (OaHuk, BopobieHko, & YepHera, 2019).
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OgpHieto 3 hopM kibeppo3Bigku € po3Bigka 3 BigKPUTUX
Oxepen — KOMM'loTepHa po3Bigka, sika 34iNCHIETLCA ANs
NoLUYKy 1 AoOyBaHHS po3BigyBanbHOI iHbopmalLii, y ToMy
ymncrni, BUSIBNEHHA N aHani3 ob'ekTiB kidepbesnekn ans
NPOrHO3yBaHHSA MOXIMBUX MPOsBiB Kibep3arpos Ta ixHix
HacnigkiB. OCHOBHUMW [Xepenamu OTPUMaHHS iHop-
mauii ans OSINT e BigkpuTi enekTpoHHi [Xepena B
iHTepHeTi, coujianbHNX Mepexax i MeceHakepax.

BignoBigHO 00 UBOro, akTyanbHMM € HayKoBe 3aB-
OaHHA Wwoao po3pobneHHs edeKkTUBHUX MeTodiB BUSIB-
NEeHHA 1 aHanidy o6'ekTiB Kibepbesnekn ekcTparyBaHHAM
bakTorpaiyHmMx AaHux NpOo HUX i3 BENWKMX MacuBiB
TEKCTOBOI iHGhopmaLlii.

TpaguuinHi meToan aHanisy TekcTy, siKi BUKOPUCTO-
BYIOTb HWHi, MalTb CBOi OOMEXeHHs, 0cobnMBo Komu
npoetbcs Npo obpobneHHs N aHani3 Benukux 3a obcsarom
OaHuX, WO MalTb CKNagHy CTPYKTYpY.

Poss'azatn U0 npobGnemMy MOXHa, 3acToCyBaBLUM
cyyacHi IT, Taki ak BMM i 'L, sixi fo3BonsoTe ePekTMBHO
06pobnATM N aHanidyBaTu TEKCTOBI AaHi Benukoro obesry
Ta CKNnagHoi CTPYKTYpMW.

Memoro cmammi € po3pobneHHs HOBUX MEeTOAMK
ekcTparyBaHHA 006'exTiB  kibepbe3nekn 3 Benukux 3a
obcarom i cknagHuUx 3a CTPYKTYpPOK TEKCTOBMX [OKY-
MEHTIB, PO3MILLLEHNX Y BiOKPUTNX €NEKTPOHHUX Axepenax
iHTEpHeTY Ta couianbHWX Mepexax i3 BUKOPUCTaHHAM
BMM T1a TWI ana edekTMBHOrO po3B'A3aHHA 3agad
KOMM'IOTEPHOI  po3BiakM haxiBueM i3 kibepbeaneku
ANnsA BignpautoBaHHSA HUM eddeKTUBHUX CTpaTerin 3axucTy
Bif KiGep3arpos.

Ons JoCArHeHHs MeTU OOCNIMKEHHSA PO3B's3yBanunch
TaKi YaCTKOBi 3aBOAHHS:

1. Pos3pobneHHs meToauku
Kibepbesnekn 3acobamu MLLI.

2. Po3pobneHHss MeTOAUKM eKkcTparyBaHHs AakTopiB
KiGepBiiHM 3 BUKopucTaHHaM LI,

CyTb nepLloro 3aBAaHHsi MOMArae y BUKOPWUCTaHHI
cuctemn TWI, Hanpuknag, ChatGPT, pna ekctpary-
BaHHSI MOHATb i 3B'A3KIB MK HUMMW, LUNSIXOM 3BEPHEHHS
0O Hei 3i 3MICTOBHMMMK 3anutamu (MpomnTamu), Ta po3-
pobui anroputmy Ans OpMyBaHHA Mepex B3aEMO-
3B'A3kiB  Mix cyb'ektamn kibepbesnekn Ha  OCHOBI
€eKCTparoBaHUX AaHuX.

Opyra 3apgaya noe'A3aHa 3 BM3HAYEHHAM 0O'ekTiB
Kibepbe3nekn — AKTOpiB KibepBillHM Ha OCHOBI AaHuX,
OTpUMaHWX Yy pesynbTaTti  iHPOPMAaLiNHO-NOLLYKOBUX
sanuTie (IM3) po arperatopie iHdopmauii Ta dopmy-
BaHHa npomnTie go [WI, Ta, BignoBigHO [0 ULbOrO,
po3pobuTtn anroputm AnA noOyaoBuM Mepexi aKTopiB y
opmi rpadga, KU BpaxoBye B3AEMO3B'A3KN MiXK HAMM.

Oan1510 nimepamypu. Y HayKoBi niTepaTypi LUMPOKO
OOroBoOpOIOTE  MeTOAM  aHanidy TeKCTOBUX  AaHUX.
Hanpwuknag, y ctaTtTi (Yi et al., 2020) po3rnsHyTo Moaernb
RDF-CRF po3snisHaBaHHs1 imeHoBaHMX 06'ekTiB 6e3neku Ha
OCHOBI perynspHux BUpasiB i CrOBHMKA BijoOMMX 00'eKTiB,
a TaKoX YMOBHWX BWMAaZKOBWX MOMIB y MNOEOHAHHI 3
yoTupma wabnoHamu o3Hak. Lia mogenks, Ha OCHOBI Mpa-
BWUI1, JO3BONSE 3AIMCHIOBATU 3icTaBnNeHHsA 00'ekTiB Geane-
KM 3 HeobXigHOK TOYHICTIO B NPOCTUX cuTyauisx. CnoBHMK
BifOMMX OG'EKTIB 3aCTOCOBYHOTb AS11 BUITyYEHHS 3ararb-
HUX i cneundiyHmx ob'ekTiB Ge3nekn, a ekcTpakTop Ha
ocHoBi CRF BuMKOpUCTOBYE iaeHTuUdiKoBaHi 06'ekTn 3a
[JOMOMOTOH EKCTPAKTOPIB Ha OCHOBI MpaBwn i CrIOBHUKA Anst
noJarsbLLIOro NOKpaLLEHHS! MPOAYKTUBHOCTI PO3Mi3HaBaHHS.

Y pob6oti (Halbouni et al., 2022) HaBeaeHo aHania
e(EeKTUBHOCTI  TpaauuiMHMX  anropuTMiB  MallUHHOIO
HaBYaHHA 4ns po3B'A3yBaHHs 3agad kibepbeaneku. [NpoTe
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HaBedeHi y CTaTTaAX MeToAM MakTb CBOi OOMEXeHHS,
ocobnmeo nig 4ac poboTi 3 Benukumu 3a obcArom Ta
CKMagHOK CTPYKTYpol AdaHumu. 3 iHworo Ooky, Yy
TenepiLHin Yac cnocTepiraeTbCAa CTPIMKUIA po3BUTOK IT, SKi
I'PYHTYIOTBCA Ha [AOCATHEHHAX Yy cdepi  WTYy4HOro
iHTenekty, 3okpema i BMM, i T'lWI, aki npussaHi ansa
noaonaHHs Hegonikie Ta obMe)eHb, WO Brnactuei and
TpaguuiiHux meToaie 06pobneHHs TEKCTOBUX AaHUX.

Y crartTi (Bayer et al., 2024) po3rnsiHyTo 3aCTOCYBaHHS
BMM pgna awWanisy TekcToBMX gaHux Yy  cdepi
Kibepbesnekn. 3okpema, 3anpornoHOBAHO BUKOPUCTAHHSA
cneuianbHO aganToBaHoi Ao cdepw kibepbeanekn MOBHOT
MoZeni, Ska MOXe CrnyryBaTu OCHOBOI AN po3pobreHHs
cucTem kibepbesneku.

HaBegeHo aHanis edektnsBHoCTi 3actocyBaHHA [LUI
ONs po3B'A3yBaHHA 3agay y cdepi HauioHanbHOI 6e3neku
y npaui Hassanin i Moustafa. Y uit po6oTi gocnigxyroTecs
Hacnigku iHTerpadii BMM, aHanisyetbcs ixHii noTeHuian
wono obpobneHHs iHdopMauii, NPUAHATTA pilleHb |
OMepPaTUBHOCTI pilleHb, WO npuimatoTecd. NMpoaHaniso-
BaHO nepesarn 3actocyBaHHa BMM, Taki gk aBTomartu-
3auia 3aBfaHb i MOKpalWleHHA aHanisy AaHuX, PU3KKK i
npo6nemu, NoB'A3aHi 3 KOHIAEHUINHICTIO 4aHUX | IXHBOH
BpasnuBicTiO A0 atak 3 60Ky cynpoTuBHMKa. 3pobneHo
BMCHOBOK MNP0 [OOUINMbHICTE MOEAHAHHA 3acTOCyBaHHSA
BMM i3 meTtogamun Teopii NPUNHATTA pilleHb, O MOXe
3HAYHO MonerwnTy Nepexis Big AaHWX OO 06rpyHTOBaHNX
piweHb, O03BONAKYN ocobam, sKi NpuiAMaloTb pilleHHs,
LLUBUAKO OTPUMYBaTW 11 aHanisyBaTu HassBHY iHbopmauito 3
MEHLUMMMW BUTPaTaMu NIOACHKMX PeECypCiB.

Y crarTi (Gao, Zhang, & Han, 2021) ob6roBopeHo
3aCTOCYBaHHA MeTody po3ni3HaBaHHS iIMEHOBAHMX 00'ek-
TiB ANSA BUSIBNEHHS iIMEHOBAHUX CYTHOCTEN y TEKCTax, Lo
€ BaXIMBMM acrekToMm Yy BUSBIEHHI 06'ekTiB kibepbes-
nekn. OnMcaHo pi3Hi Nigxoav i MeToam Ansa po3nisHaBaHHA
iMeHoBaHMX CyTHOCTEN y cdepi kibepbeaneku, BKIrovaoum
niaxi4 Ha OCHOBI MpaBun, Nigxig Ha OCHOBI CNOBHUKIB i
nigxig Ha OCHOBI MAaLUMHHOIO HaBYaHHSA, a TaKoX
npoBedeHo aHania npobnem, 3 SKAMUM CTMKAKOTbCS
OOCTiMXEHHSA B Ui obnacTti. 3anponoHoBaHO MamnbyTHI
HanpsiMu po3ni3HaBaHHSA iIMEHOBaHWX CyTHOCTeWn Yy cadepi
kKibepbesnekn cepen SAKUX: 3aCTOCYBaHHA HEKOHTPO-
NbOBaHOI ab0 HaNIBKOHTPONbLOBAHOI TEXHOMOTii HABYAHHS;
po3pobka Ginbw noBHOI  oHTONOrii  kKibepbeaneky;
po3pobka BinbLl NOBHOI MoAeni rMMBoKoro HaBYaHHS.

ABTopu pobotn Hanks et al. (2022) posrnsgalTb
BMKOpUCTaHHs GibnioTekn spaCy ons aHaniy TEKCTOBUX
JaHux y kibepbesneui. TyT HaBeJeHO MOYaATKOBUM

HECTPYKTYpOBaHWN  KOpnyc iHdopMauji, Lo onucye
BEKTOpW 3arpo3, BpasnvBOCTI Ta kibepaTakum 3 pisHUX
BIOKPUTMX  [Kepen, SKAW  BUKOPWUCTOBYETbCA  ANA

HaBYaHHA Ta TECTyBaHHsS Mofernen o6'exTiB kibepbeaneku
3a gonomoroto ppenmsopky spaCy Ta BUBYEHHSI METOAIB
CaMOHaBYaHHA [Ans  aBTOMATM4HOrO  pOo3Mi3HaBaHHS
00'ekTiB Kibepbeaneku.

Y crtaTtTi (Alam et al., 2022) npoaHanizoBaHO eheKTUB-
HicTb Gibniotekn Flair y posnisHaBaHHi iMEHOBaHMWX
cytHocTen. OnucaHo 6ibnioteky CyNER, 3 Bigkputum
BUXiAHUM KOOOM Ha MoBi python Ana poanisHaBaHHA
imeHoBaHMX 00'ekTiB y chepi kibepbeaneku, ska NoegHye
B cobi TpaHcdopMaUinHi Moaeni Anst BUNy4YeHHst 06'exTiB,
noB's3aHux i3 kKibepbe3neko, eBpUCTUKN ANS BUNYYEHHS
Pi3HMX iHAMKATOPIB KOMMPOMETALii, a TakoX 3aranbHo-
OOCTYNHI MoZeni Ans 3aranbHUX TUNiB 06'eKTiB.

3acTocyBaHHA MeTody TEMaTW4YHOrOo MOAENHoBaHHSA
ONsi aHanidy TEeKCTOBMX OaHuX, Lo HanexaTb A0 cdepu
Kibepbesneku, obrosopeHo B poboTi (Piyush, & Okamura,
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2021). 3anponoHoBaHU MeToA [O3BOMSE BUSABMSATU
TeMaTU4Hi 3B'A3KM Mixk pidHMMUK 06'ekTamm kibepbesneku,

Y cratTi (Lande, Puchkov, & Subach, 2022) 3anpono-
HOBaHO iHpOpMaLIiHy TEXHOMOri0 BUMYYEHHS KOHLENTIB
i3 TEKCTiB NOBIAOMMNEHb MEPEXHUX AXepen, Lo Hanexarb
0o npegmeTHoi obnacti kibepbesneku. Lli koHuentn
iNbTPYOTLCA 33 CTaTUCTUYHUMW XapakTepucTMkaMmn Ta
paHXyTbCA. PO3rmsHyTO NUTaHHS CTBOPEHHS, KNnacTepu-
3auii Ta BisyanisaLii Mepexi KOHLENTIB Ta IXHiX B3aEMO3B'A3KIB.

Y pocnigxeHHi (Lande, Puchkov, & Subach, 2020)
3anpornoHoBaHO N O6rpyHTOBaHO nigxoau Ao nobyaosu
CUCTEMW MOHITOPUHIY 1 aHanidy coujanbHux Mefia 3
nutaHb kibepbesnekn, ki 6a3dyoTbCs Ha  KOHUenuii
00po6neHHs Benukmux OBCAriB JaHWX, CKNaaHUX MEpPEX,
[oOyBaHHSA 3HaHb i3 TekcToBMX MacueiB. OcHoOBHa igest
CTBOPEHHS Liei cUMCTEMM — OJHOYACHE 3aCTOCYBaHHS
mMeTopiB i 3acobiB iH(opMaLiNHOro NOoLLYKy, aHanidy AaHux
Ta arperyBaHHs iHdopMaUiiHMX NOTOKIB.

MnuTaHHaM dopMyBaHHA B pearnbHOMY 4aci Mmopenen
npegmeTHuMx obnacTten i JangkecTiB HA OCHOBI aBTO-
MaTWMYHOrO aHarnidy BemnuKOi KinbKOCTi MOBIAOMIEHb i3
couianbHUX Mepex, npucesyeHo nybnikauito (Lande et al.,
2020]. 3anponoHoBaHO METOA KNacTePHOro aHanisy, sikum
6a3yeTbca Ha OUiHIOBaHHI AMCKPUMIHAHTHOrO 3Ha4YeHHs
TepMiB, HOBU3HA SIKOTO MONsArae y BUKOPUCTaHHI HanbinbLL
3HaYyLWMX ANCKPUMIHAHTHUX 3Ha4YeHb K LEeHTpoigis Ans
BM3HAYEHHs KnacTepis.

lMpoTe npoBeadeHw aHania BKasye Ha BIACYTHICTb
e(EKTMBHMX METOSIB, sIKi MOBHOK MipO 3a40BOSbHANM 6
notpebu kopucTyBadis — haxisLiB cdepu kibepbesnekm Lwoao
ekcTparyBaHHsi 06'ekTiB Kibepbeaneku 3 Benukux macusis
TEKCTOBMX JOKYMEHTIB, LLIO MaloTb CKNagHy CTPYKTYpY.

OTxe, 3Baxawuu Ha Te, WO iCHyl4Yi MeToan MatoTb
CcyTTEBI OOMEXeHHs1 AnsA poboTn 3 BENUKNUMYK 3a 06Csirom
MacuBamMy TEKCTOBUX OaHuxX 3 ogHoro GoKy, Ta cyyacHi
OOCSITHEHHS Y Ui cdpepi Ta cdepi LWTYYHOrO iHTENeKTy, 3
iHWOro, cTae OouUinbHMM i NePCNeKTUBHMM pO3pOo6neHHs
Ta 3aCTOCyBaHHA HOBITHIX IT, AKi 'PYHTYIOTBCA HA HOBUX
MeToAax ekcTparyBaHHA 06'eKTiB 3 eNeKTPOHHUX axepen i
couianbHUX Mepex, 30kpema 1 y caepi kibepbeaneku, Ha
OCHOBI 3acTocyBaHHi BMM i I'LLI.

Metoamn

BuaineHHst iMeHHMX cyTHOCTeNn — 06'ekTiB Kibepbesneku
€ BaXNMBMM Ans igeHTudikauii Mmoxnuemx kibepsarpos i
PO3KPUTTS KiBep3no4mHiB, BMABNEHHSA | po3CnigyBaHHSA
DiSANbHOCTI 3MTOYMHHUX XaKEPCbKMX YIPYNOBaHb TOLLO.

PesynbTtatv BUAINEHHS iIMEHHWX CYTHOCTEW MOXYTb
O6yTn BUKOPWCTaHI ANsi NOAAnbLUIOrO iXHbOrO aHanisy y
KOHTeKCTi kibepbesnekn. € kinbka MeToAdiB Ta iHCTPY-
MEHTIB, siKi MOXXHa BMKOPWCTOBYBATW AN BUOKPEMITEHHS
iMEHHUX CyTHOCTeN:

1. Anani3 BeGCTOpIHOK:

" BUKOPWUCTAHHSA iHCTPYMEHTIB ANsi  BUITyYEHHS
TeKkcToBoI iHpopmauii 3 BeGCTopiHOK BignoBiAHO A0 Ter
BEOPO3MITKY;

= OTpMMaHHA MeTagaHux (Hanpwuknag, EXIF-gaHux i3
doTorpadiin), siki MOXYTb MiICTUTW iIMEHHi CyTHOCTI.

2. AHanis couianbHNx mepex:

= 3aCTOCYBaHHS iHCTPYMEHTIB 4115 BUSIBNEHHS 3rafiok
KOHKPETHUX iMeH, KoMnaHii abo iHWMuX CcyTHOCTEW Ha
ny6niYHUX CTopiHKaXx;

= BUBYEHHS 3B'A3KIB MiXX Pi3HUMW CYTHOCTAMU Yepes
aHanis gpyasis, ponosepis TOLLO.

3. AHani3 eneKkTpoHHOI NoLITH:

=  BUKOPUCTAHHS iIHCTPYMEHTIB 4ns aHanidy nybniyHoi
iHgopmalii, sika MoXke MICTUTK iMeHa, agpecu, TenedOoHHI
HOMEpU TOLLIO.
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4. MeTtoamn poboTn 3 HECTPYKTYPOBaAHNM TEKCTOM:

= BMKOPUCTaHHA WabnoHiB (perynspHux Bupasis —
regular expressions, RegExp);

" 3aCTOCYyBaHHS anroputMmiB 0b6po6neHHa TekcTiB
npupoaHoto Mook (Natural Language Processing, NLP)
OnNa BUAINEHHS iMEH, HA3B OpraHisauin ToLWo 3 TEKCTOBOI
iHdpopmaLii;

= aBTOMaTW4Ha ineHTudikauis iMeHoBaHMX
cytHocten — Named Entity Recognizer (NER): spaCy,
Natural Language Toolkit (NLTK), Stanford Named Entity
Recognizer;

=  BUKOPUCTa@HHSA iHCTPYMEHTIB ANA po3ni3HaBaHHS
iMeHoBaHMX CyTHOCTel (0cib, MicLb, opraHi3aLii, akTopis

TOWO) B TEKCTi, WO MOXe BKasdyBaTu Ha cTani
CNOBOCMONYYEHHS.

5. Anani3 kogy:

= aHania BWXigHOrO KoZy nporpaMm (3okpema,

KOMEHTapiB) AN BUSABMNEHHA iMEH Ta iHWMWX iHdOp-
MaUiHMX CYTHOCTEWN, MOB'A3aHMX i3 PO3POOHMKaMMK 4n
KOMMaHisMu cdepu kibepbesneku.

6. 3actocyBaHHa BMM i I'LUI:

= hopmyBaHHA cneuianbHWX 3anuTiB (NPOMMTIB) A0
cuctem W, Takux sk ChatGPT, Gemini, Groq Towwo ans
BUSIBNEHHS BIi4NOBIOHWX iIMEHOBaHUX CyTHOCTEN cdepwu
Kibepbesneku.

= [Ins BUWSAIBMEHHS IMEHOBaHUX CYTHOCTEN MOXYTb
BMKOPUCTOBYBATUCS Taki iHCTpyMeHTanbHi 3acobu OSINT:

= ©a3n gaHux kibepanoumnHuis, Taki sk SANS Internet
Storm Center, The Honeynet Project ToLo;

* |HCTPYMEHTM couianbHux Mepex, Taki gk Social
Mention , BuzzSumo ToLo;

= CUCTEMM aHani3y XxypHanies poboTu cuctem, Taki sik
Splunk, LogRhythm ToLwo;

» ijHcTpymeHTM OSINT, Taki sk Maltego, OSINT
Framework ToLo.

Memoduka eusienieHHs1 cy6'ekmie kibepbe3neku
3acobaMu 2eHepamueHO20 WMYyYHO20 iHmMenekmy.
[ns 3aicHeHHN AieBoi aHaniTukn pesynbTaTiB 400yBaHHS
iHpopmaLii, 3anpornoHOBaHO METOAMKY eKCTparyBaHHSA
iMEHOBaHMX CYTHOCTEW — HAa3B XaKepCbKUX YrpynoBaHb Ta
TXHIX KOHTEKCTyanbHWX 3B'A3KIB i3 TEKCTiB MOBiOOMIEHb
€IEeKTPOHHUX MEPEXHUX  [XKepen, WO CToCcylTbCs
npegmeTHoi cdbepm kibepbesneku, a Takox POpMyBaHHS
MepeX iXHiX B3aEMO3B'A3KIB i 3MICTOBHOrO aHanisy umx
Mepex 3acobamu I, 3okpema i cuctemm ChatGPT, ska
O03BONISIE OTPMMYyBaTU pe3ynbTaTv 3MICTOBHUX 3anuTiB
(npomnTiB) 4epe3 nporpamHuii iHTepdernc (Application
Programming Interface, API).

EkcTparyBaHHA MOHATb i 3B'A3KIB MK HUMM
30INCHIOETBCS 3a 4OMNOMOrol 3BepHEHHS Ao cuctemu ML
3MICTOBHUMU NPOMMTaMK, WO HanexaTb A0 3asganerigb
BifibpaHux TekcTiB noBigomrneHb i3 BebGnpocTopy i
coujianbHUX Mepex.

CyTb METOOUKM TakKa.

Ha nepwomy kpoui Ang oTpMMaHHS iHopmMaLinHOro
mMacuBy nybnikauiin oo kibepbesnekn BU3HAYAOTb
HeobXiaHW nepiog (Hanpwvknag, micaub Ao i Micaub nicns
noyatky nogii y kibepnpocTtopi) # onpauboBYKOTb
TemaTtunyHi 3anutu o cuctemmn OSINT, ak-oT:

— kibepBinHa B YKpaiHi:

= (kibepatak~/3/ykpai)|(xakep~/3/aTak~/2/ykpai)|(knb
epaTak~/3/ykpauH)| (xakep~/3/aTak~/2/ykpavH)

= (hack~/3/ukrain)|(cyber~attack~/3/ukrain)|(cyberatt
ack~/3/ukrain)

Ha pgpyromy Kpoui Ang KOXHOTO 3 OTpUMaHux
OOKYMEHTIB  3aCTOCOBYHOTb MPOMNT [0  CUCTEMMU
ChatGPT, pesynbtatu $IKOro HagxoasTb OO Mporpam
yepes3 API 1 arperytoTbCa Ans nogansbLoro opMyBaHHS
Mepex (puc. 1).
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Hapai CNMCOK Ha3B XaKepCbKMX YTPYNOBaHb 3 TEKCTY Be3 NoACHEHb ¥

Burnaai nepeniky. TekcT:...

Pwuc. 1. MNpuknag npomnta go cuctemu ChatCPT
ANs OTPMMAaHHS CMMCKY Ha3B XakepCbKnX yrpynoBaHb

Ha TpeTbomy Ta yeTBepTOMY KpOLi 3A4INCHIOTL aHani3
BigibpaHoi mepexi Ta ii Bidyanisauito (puc. 2).

dopmanbHa MoCTaHoBKa 3agadvi u anroputm il
pO3B'A3aHHA BUrNAAae Tak.

OaHo:
MHOXWHA [OKYMEHTIB D:{dl,dz,...,dN}— Habip Ooky-

MeHTIB, oTpumaHux 3a pgonomoroto OSINT-cuctem Ha
OCHOBi TEMaTUYHKX 3anuTiB; H — MHOXWHa Ha3B Xakep-

CbKWX YrpynoBaHb, sKi MOTPIOHO BMABUTU 3 TEKCTIB
nokymeHTiB; C — MHOXMWHa KOHTEKCTyanbHUX 3B'A3KiB
MiX XakepCbKMMU YyrpynoBaHHSAMM, LLO eKCTparyTbes 3
TEKCTiB JOKYMEHTIB.

HeobxigHo: BigibpatM 3 MHOXWHM TEKCTOBUX [OKY-
MeHTiB D cyG'ektn kibepbesnekun Ta cdpopmysBaTth i
BidyanisyBaTn Mepexy iXHiX B3aEMO3B'A3KiB.

Puc.2. dparmeHT Mepexi 3NoYMHHUX XakepCbKUX yrpynoBaHsb,
MOB'sI3aHNX i3 POCICHKO-YKPaiHCbKOI KibepBilHO

Anzopumm po3e'si3ky
Kpok 1. Ona koxHoro Habopy TemaTuyHux 3anuTiB
geQ (vanp., sanuTiB wopo kiGepatak B YKpaiHi),

oTpUMaTU MHOXWHY AokymeHTis D = {dl,dz,...,dN} , WO

BigNoBigaloTb UMM 3anuTtam:

D = JOSINT(qg), @)

4eQ

fe OSINT(Q) - dyHKUia, WO nOBepTaE MHOXUHY
[JOKYMEHTIB 32 TEMaTUYHUM 3anuToM ( .
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Kpok 2. EkcTparyBaHHsl Ha3B XakepCbKUX YrpyrnoBaHsb.
[ns koxHoro aokymeHta d € D dopmyeTbes BianosigHui
npomnT Ao cuctemu M1 (Hanp., ChatGPT) gnsa ekctpakuii
Ha3B XaKepCbKuX yrpyrnoBaHb:

H(d) = GenAl(prompt,d), 2

ae H(d) — mMHOXMHa xakepCbKkux yrpynoBaHb, ekcTparo-

BaHUX i3 AokymeHTa d ; prompt — 3MiCTOBHWI 3anuT Lo
cuctemm GenAl.

Kpok 3. TlMobynoea Mepexi 3B'a3kiB. Ha ocHOBI
eKCTparoBaHNX Ha3B XakepCbKWUX YrpyrnoBaHb, AMs KOX-
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HOro [OKyMeHTa ccpopmyBaTV MHOXWHY KOHTEKCTyalb-
HUX 3B'A3KIB:

C(d) ={(h,h;) I h.h; e H(d)}, )

fe C(d) — MHOxwvHa mapHuX 3B'A3KIB MiXK XakepCbKUMMU

yrpynoBaHHaAMM 3 gokymeHTa d .
3aranbHa MHOXWHA 3B'A3KIB NS BCiX JOKYMEHTIB
BM3HAYaEeTbCA AK

c=Jcw).

deD

“

Kpok 4. Bisyanizauis Ta aHania mepexi. Mepexa
3B'A3KIB XaKepCbKUX yrpynoBaHb, NobygoBaHa Ha OCHOBI
MHOXMHU H | MHOXMHM 3B'a3kiB C , Mmoxe Byt npea-
cTtaeneHa y surnagi rpada G =(H,C), npe: H — mHo-
KMHa BepLUMH (Xakepcbkux yrpynoBaHb); C — MHOXWHa
pebp (KOHTEKCTyanbHKX 3B'A3KIB MK yrpynoBaHHAMM).

BignosigHO [0 HaBegeHo Bwulle, 0OYMCMOBanbHY
CKMagHiCTb  anroputMy  MOXHa  OUIHWUTKW,  OLiIHMBLUK
obumcnioBanbHy CKNagHiCTb NOro KPOKIB.

O6uucnioBanbHa  CKMagHIiCTb  KPOKY  (hOpMyBaHHA
iHpopmauinHoro macvsy nybnikauii  3anexuTb  Big
kinbkocTi 3anuTis Q Ta kinbkocTi gokymenTiB N . Ti MoxHa

OLiHATY SIK O(|Q|x N) )

Ob6uvcrnioBaribHa CKNagHICTb KPOKY eKCTparyBaHHs Has3B
XaKepCbKUX YrpynoBaHb OLHIOETbCSH 3 TakMx MipKyBaHb:

[NS KOXHOTO AoKyMeHTa d 34ifCHIOETLCA 3BEPHEHHS A0
cuctemu GenAl. Akwio t, — cepefHin Yac 06pobrneHHs

opHoro 3anuty ao cuctemu I, To 3aranbHa obuncnio-
BarbHa CKnagHicTb Lboro eTany cknagatume: O ( N xt,, ) .

O6uuncnioBanbHa cknagHicTb NobynoBM Mepesi 3B'A3kiB
PO3paxoBYETLCA TakUM CMOCOBOM: AMNst KOXXHOrO JOKYMEHTa

d ekcTparyloTbCs 3B'SI3KM MK YrpynoBaHHAMU. SKLWO B
nokymenTi d 3HangeHo |H(d)| XaKepCbKUX YrpynoBaHb,

. . . . . 2
TO KiNbKICTb 3B'A3KIB MiXK HYMW OLJHIOETBCS 5K O(|H(d )| ) .

Topi 3aranbHa cKnagHicTb npouecy nobynoBu Mepexi
6yne Taka: O(Zd€D|H(d)|2).

Y cBow u4epry, obuucrnioBanbHa CKMagHIiCTb KPOKy
Bidyanisauii Ta aHanizy Mepexi 3anexuTb Big KinbKOCTI
BEpLLWH |H| Ta pebep |C| y rpachi G =(H,C). Y Han-
ripwomMmy Bunagky, CKnagHicTb Bidyanisauii Ta aHanisy
MOXXHa OLIHUTY SK O(|H|+|C|) .

3 ypaxyBaHHAM HaBeOeHOoro, 3aranbHa CKNagHiCTb
anroputMmy opiBHOBaTMME

O(IQ|x N + N xtesy + D [H@) +[H|+[C).  (5)
deD

OTxe, MoXHa 3pobuTU BUCHOBOK MpO Te, Lo 3anpono-
HOBaHa MeToAuKa W anroputMm il peanisauii 403BONSATb
edeKTMBHO eKCTparyBatu W aHanisyBaTh B3aEMO3B'SI3KM
MiX XaKkepCbKUMW YrpyrnoBaHHAMW Ha OCHOBI AaHUX i3
TEKCTOBMWX [Kepen, BUKOpUCToBytoum 3acobum LUI.

Memoduka ekcmpazyeaHHsi akmopie KibepeiliHu
3acobamMu 2eHepamueHO20 WMmy4YHO20 iHMesekmy.
[Ona BM3HAYeHHs AKTOpiB, SIKi MalTb BiQHOLIEHHS [0
KibepBiliHKW, 3aNPONOHOBaHO METOAMKY aHani3y BigibpaHux
OOKYMEHTIB, LOCTYMHUX B €MNeKTPOHHUX [xepenax
iHTEpHeTY Ta couianbHMX Mepexax, LUMAXOM 3acTocy-
BaHHA cuctemu LI,

dopmarnbHO Lo 3agady MoxHa cchopmynoBaTh Tak.

[aHo:

MHOXMHa aokymeHTis D = {dl,dz,...,dN } — Habip TekcTo-

BMX [OKYMEHTIB, BidibpaHWx 3 eneKkTPOHHUX [xepen
iHTEpPHETY Ta coujianbHNX Mepex;

K ={k,K,,....k,} — Habip kmtouoBux cnis, 060B'sia-
KOBUX ONSA HasABHOCTI X Yy AOKYMEHTI ANns MnoAanbLluoro
ananisy; N ={(nl,sl),(nz,sz),...,(np,sp)} — MHOXVHa

nap iMeH i npi3BuLY, eKCTparoBaHmX i3 TEKCTIB enekTpo-
HHUX JokyMeHTiB; f . — MiHiManbHa KinbKiCTb NOSB iMeHi

Ta npisBuwa gns 30epexeHHa nig 4Yac aHanisy
(MiHiManbHWI Nopir YacTOTHOCTI).

HeobxigHo: nobyanysatn mepexy akTopiB KiGepBilHM
Ta B3aEMO3B'A3KIB MiXK HUMMU.

CyTb 3anponoHOBaHOI METOAMKU PO3B'A3aHHS Cop-
MynbOBaHOI 3adadi Taka.

Ha nepwomy kpoui meToamkn hopMyeTbCsa 3anuT Ao
MoLLYKOBOI CUCTEMU-arperatopa, Hanpuknag, cuctemmu
"KibepArperaTtop" (JlaHge, Cyb6a4, & Cobones, 2019) 3
KITHOYOBMMM CrIOBaMMU, siKi MalOTb MICTUTUCS B OOKYMEHTI
Ans noganblioro aHanisy. lNicna 3HaxomoxeHHsA gocTtaTt-
HbOI KiNbKOCTi TEKCTOBMX MOBIAOMIIEHb, BOHW (DinNbTpy-
H0TbCS 32 JOMOMOrO NPOrpamMmHOro Koay, 3reHepoBaHoOro
rwi (nanp., ChatGPT), ona nowyky nap MNOHATb, AKi
MatTb popmat "Im'a MNpissue”.

Ha HacTynHOMy Kpoui po3B'a3yeTbCs 3aBAaHHsA inb-
Tpauii HagaHux cnoBocnony4deHb. IHdopmauis KoHBep-
TyeTbcs y davn dopmaty PDF i dopmyetbea 3anut
(npomnT) pmo cuctemn TWI, wanpuknag, ChatGPT 3
HacTynHUM hopMyrroBaHHAM (puc. 3).

Buainuth imeHa Ta npiseuwa 3 gaHoro Galiny, irHopyrouu nacHi

Ha3BW Ta Ha3BW OpraHizaLii

Puc. 3. MNpuknag npomnta go cuctemu W1 ansa ginbTpauii HagaHMx cnoBocnornyYeHb

IMig Yac npoBeneHHs ekcriepumeHTy 3 noHag, 30 000 crioso-
cnonyyeHb BuaineHo 6nuseko 700 imeH. Ona onTumisadii
nobynoBu Mepexi OyB po3pobneHuit nporpamHui Kog
MOBOIO nporpamyBaHHs Python 3a gonomoroto sikoro
30iNCHIOBaBCS  MiApaxyHOK  KiNbKOCTi  MNOBTOPEHb i
BUINYYEHHS BCIX MOSIB CyTHOCTEN, OKPiM MepLUOi, a Takox
BUSTYYEHHSA CniB, SAKi 3ragytoTbCAa KinbKiCTb pasiB, LLO
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MeHLUa 3aaHoro NoporoBoro 3Ha4YeHHs (y nposefeHoMy
€eKCNepUMEHTi — 3), OCKINIbKM BOHM HE MatoTb CTaTUCTUYHOT
BaXIIMBOCTI 1 fWLLE NepeBaHTaXylTb MEpexy 3anBol
iHpopmalieto.

3a ponomoroto cuctemu MU (y Hawomy gocnigkeHHi —
ChatGPT) cTBOptOtOTbLCS 3B'SI3KM MiXK akTopamu kibep-
BiliHM (pucC. 4).
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MNobyayidTe 38'A3KK MiX NHOAEMK, AKX NOB'ASYE X AIANBHICTE, Wob
MoskHa Byno chopmMyBaTh UinbHY Mepexy, i BUKOpMWCTaiTe BCi 3B'A3KK
iMeH y dopmaTi “nroauHal; nramHal”

Puc. 4. Mpuknan npomnta Ao cuctemu [ 4ns cTBOpeHHs 3B'A3KIB MiXX akTopamu KibepsinHn

Ha TpeTbomy Kkpoui, nicna BCTaHOBNEHHS 3B'A3KIB MiX
y4yacHuKaMmu B 3agaHomy dpopmarti, oTpuMmaHa iHpopmais
3anucyetbest y CSV-cpain.

Ha 4eTBepTOMy, 3aKnOYHOMY KpoOLi, BUKOPUCTOBYTb
creujanbHWN  NPOrpaMHUA  3aCTOCYHOK | CTBOPIOOTb
rpaciyHe npeacTaBneHHss Mepexi akTopis KibepBinHM Ta
XHiX 3B'A3KiB (puc. 5).

3894 enn-

AEH

N

BiHbaMI{H
Put cyp

Puc. 5. dparmeHT Mepexi akTopis kibepBiiHu

Beuanéns EMoTpuy

Anzopumm po3e'si3aHHs 3adayi
Kpok 1. CcopmyBaTti 3anut 4O NOLLYKOBOI CUCTEMU-
arperatopa 3 BUKOpUCTaHHsAM Ktodosux cnie K :

Query(K) = aggregate _ search(K), (6)
ne aggregate _search(K) — dyHKuUif, LLO BUKOHYE MOLLYK
OOKYMeHTIB D, siki MICTATb YCi KMOY0oBi CroBa 3 MHOXUHU K.

Kpok 2. EkcTparyBaTu imeHa Ta npissuwa. 3 Bigibpa-
HUX OokymeHTiB D ekcTparyBaTv napum iMeH i npiseui,
wo mawTb ¢dopmat "Im'a [pisBuie”, 3a [LOMNOMOrok
cuctemm M'LWI:

N ={(n,s)|(n;s) € extract _names(d),d € D}, (7)

ne extract _names(d) — doyHKkLis, sika BUKOPUCTOBYE CUCTE-

my MU ana BunyyeHHst imeH i npissuLy i3 gokymerTa d .
Kpok 3. ®inbTpyBaTtL 11 ONTMMI3yBaTU CNUCOK iMeH. Ha

LIbOMY KPOL,i 3aCTOCOBYETLCA (pinbTpauia OTpUMaHUX iMeH

AN BigKnaaHHA BNacHUX Ha3B i Ha3B opraHisauin, a Takox
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ANS BUITYYEHHS MEHLU 4acToTHMX cniB. PinbTpauis Brac-
HWUX Ha3B BMKOHYETbCS cuctemoto NI onsa BigokpemneHHs
iMeH Big, BNacHMX Ha3B i Ha3B opraHisauin.

dinbTpauis OTpMMaHMX nap iMEH 3a 4YacTOTHICTHO

34INCHIOETBCA Tak. [nsa KOXHOi napu (n,s)e N nigpa-
XOBYIOTb KiMbKiCTb T NosiB:

f(n,s)=>_count(n,s,d),

deD

®)

ne count(n,s,d) — KinbkicTe noss napu imeH (n,s) y

JokymeHTi d.
Micns nigpaxyHKy BWMy4YalwTb napw,
f(ns)<f,:

aona  AKmx

N'={(ns)|(ns)eN,f(ns)=f }. )

Kpok 4. MobynyBatn mepexy 3B'si3KiB MiX akropamu
KibepBiiHM. Ha ubOMy Kpoui BM3HA4aloTb 3B'A3KM MK
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aktopamu KiGepBiliHM Ha OCHOBI iXHbOI HasfBHOCTI B
AOKyMeHTax abo KOHTEKCTHNX B3aEMOAISX:

C ={(a,a,)|a,a, € N',connected(a,,a,,D)} , (10)

ne connected(a,,a,,D) — dyHKuis, WO BU3HAYAE 3B'A30K
MK akTopamMu &, Ta a, Ha OCHOBI iXHbOI HasBHOCTI B

ogHoMy abo KinNbKoX [OKyMEeHTax,
KOHTEKCTY, BU3HayeHoro cuctemoto [MLLI.
Kpok 5. Bisyanidgysatm Mepexy akrtopis. 3ibpaHa
iHbopmauia 3anucyetbca y ann  dopmaty CSV,
nicnsa 4oro GyayeTbcsa rpadivyHe npeacTaBneHHs Mepexi
akTopiB kibepBiliHu. Mepexy aktopie G npeacTaBneHo y

abo Ha OCHOBI

surnagi rpaga G =(V,E), ge V =N' — MHOXUHA By3-

nis, wWo BignosinatoTk aktopam; E = C — MHOXWHa 3B'A3-
KiB Mi>XX aKTOpamu.

Mpacd G BidyaniaytoTb i3 BUKOPUCTAHHAM Mporpam-
Horo 3abe3neyeHHs 4N aHaniady couianbHUX Mepex.

O6uucnioBanbHa CknagHiCTb HaBe4EeHOro anropuTMmy
Oyne Taka.

= obuncnioBanbHa CKMagHICTb KPOKYy (hOpMYBaHHS
3annTy A0 MOLUYKOBOI CUCTEMU 3anexuTb Bif KiNbKOCTi

KINHOYOBUX ChiB |K| i KinbkocTi 3HaaeHux gokymeHTie N ;

= obuncnioBarnbHa CKNagHIiCTb KPOKY eKCTparyBaHHs
iMEH 3anexuTb Big KinbkocTi AokymeHTiB N Ta obGcsry

TEKCTY B KOXHOMY AoKymeHTi M,. Omxe, 3aranbHa
CKIagHiCTb LMX KpokiB byae O(N X Md ) ;

= obuncnioBanbHa CKNagHiCTb KpoKy binbTpauii Ta
onTUMI3auil cknagaeTbCs  3i  CKMagHOCTI  NigpaxyHKy

YaCTOTHOCTI: O(N X Md) cknagHocTi  BigGopy
3HauyLmMX nap: O( p), Ae P — KinbkicTb nap (n,s);

= obuucnioBanbHa CKMagHICTb  Kpoky nobyaosu
Mepexi 3B'A3KiB BU3HAYAETHLCS KiMbKICTIO AKTOPIB |N '| Ta

Ta

KINbKICTIO  3B'A3KIB MK HUMMU |C| Topi 3aranbHa

CKINagHiCTb LibOro Kpoky 6yae O(| N |2) .

BignoBigHO [0 HaBedeHoro, 3aranbHa CKAagHICTb

anropuTtMy 3 ypaxyBaHHSM YCiX KPOKIB JOpiBHIOBATMME
O(NxM, +p+NT). (11)

PeanisoBaHa Ha npakTuui 3anponoHoBaHa MeToauka
[o3BOnse eeKTMBHO BM3Ha4vaTM AKTOpiB KibepBiiHM 3
BuKkopuctaHHam cuctemun I, a Takox dopmysaT Ta
BidyanidyBaTn Mepexy ixHix B3aeMOopin.

Ouckycis i BACHOBKU

Y cTatTi MM NpeacTaBunM MEeTOOUKWA eKCTparyBaHHsi
ob'ekTiB Kibepbesnekn 3 BukopuctaHHam BMM i TLUL
OcHoBHy yBary npuvainanu po3pobneHHo niaxoadis Ta
anropuTtMmiB 40 BUSIBNEHHST pakTorpadivyHnUX aHuxX npo
06'exTn kibepbesnekn 3 TEKCTOBUX AOKYMEHTIB. Pesynb-
Tatu OOCMIIKEHHA OEeMOHCTPYITh edeKTUBHICTb 3anpo-
NMOHOBaHMX MiAX0AiB i MOXIIMBICTb IXHBOrO 3aCTOCYBaHHS
Ha NpakTuui Ans po3B'dA3aHHsA 3agad cdepwu kibepbesneku.

BukopuctanHa cuctemn TWI, Takoi sk ChatGPT,
[03BONSIE eKCTparyBaTh MNOHATTA Ta 3B'A3KM MiX HUMU 33
OOMOMOrol0 3BEPHEHHs1 OO0 CUCTEeMMU i3 3MICTOBHUMM
npomnTtamu. [poBeaeHe gocnigkeHHs NoKasye, Lo BKasa-
HWUIA nigxig Moxe GyTn 3acTocoBaHMM Anst ePEKTUBHOIO
00pobneHHs 1 aHanidy enekTPOHHNX TEKCTIB i3 BEBNpoCcTo-
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py Ta couianbHMX Mepex, [A03Bonsun opmMyBaTu
Mepexi B3aEMO3B'A3KIB MiX cyb'ekTamu kibepbesneku.

B3anponoHoBaHa MeToAMKa eKCTparyBaHHsi aKTopiB kibep-
BillHM [O3BOSISIE BM3HA4aTK iX Ha OCHOBI JaHUX, OTpMMa-
HWX YHacnigoK iHOPMaLiNHO-MOLYKOBUX 3anuTiB [0
arperatopiB iHpopmauii Ta dopmyBaHHA MPOMNTIB A0
cuctemu IUI. Pesynbtatom € nobygoBaHa mepexa akTo-
piB y dpopmi rpada, Lo BpaxoBye B3AEMO3B'A3KM MK HUMMU.

lMpoBedeHi ekcnepuMeHTU MnoKasyloTb, WO OTPUMAaHI
pesynbTaTy JO3BOMAIOTL JOCAITU BUCOKOT €PEKTUBHOCTI Y
BUSIBNEHHI 1 aHanisi ob'ekTiB kibepbesnekn, a BUMKO-
puctanHa BMM i 'l ymoxnmenioe nogonaHHs obMexeHb
Tpaguuiiiux MeTofiB i 3abe3nevye BWCOKY TOYHICTb i
LBUAKICTb 06pOONEHHA TEKCTOBMX JAaHNX BENUKOro obesar-
y Ta CKragHoi CTPYKTYpM.

Peanisauist Ha NpakTuLi oTpMMaHuX pesyrnbTaTiB MOXe
cTaTu BaXNMBUMM [HCTPYMEHTOM Ansa daxisuis cdepu
kibepbe3neku, gonomaratoum iMm y po3pobneHHi ecdekTunB-
HWX CcTparTerin 3axucTy Bif kibep3arpos.

MepcnekTnBM NOAAnNbLLLOro PO3BUTKY L€ cchepu BKIHO-
YalTb YAOCKOHANEHHs anropuTMiB ekcTparyBaHHs, a
TaKoX iHTerpauito ix 3 iHWMMKM cuctemamm kibepbesneku
ANs OTpUMaHHS GinbLU NOBHOT KapTUHK Kibep3arpos.

BHecok aBTOpiB: OnekcaHgp NyykoB — hopmanbHUi aHanis,
meTogororis; Omutpo JlaHge — nporpamMHe 3abesneyeHHs,
Banigauis gaHux; Irop Cybay — koHuenTyanisauis, HanmcaHHs
(nepernsg i peparyBaHHs).
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METHODS OF EXTRACTING CYBERSECURITY OBJECTS
FROM ELECTRONIC SOURCES USING ARTIFICIAL INTELLIGENCE

Background. Therapid development of information technology (IT) has led to new threats and challenges in the field of cybersecurity.
Cyber warfare has become a reality and a real problem for states, organizations and individual users of cyberspace. Ukraine is taking a number
of measures to develop a system of cyber actions in cyberspace, which include a set of interconnected subsystems of cyber intelligence, cyber
defense, cyber influence and cyber counterintelligence. One of the forms of cyber intelligence is open-source computer intelligence (OSINT),
which is used to search for and obtain intelligence information, including the identification and analysis of cybersecurity objects to predict
possible manifestations of cyber threats and their consequences. This requires the development of effective methods for detecting and analyzing
cybersecurity objects by extracting factual data on cybersecurity objects from large amounts of unstructured textual information.

Methods. The paper investigates artificial intelligence technologies, in particular, large language models (LLM) and generative artificial
intelligence (GenAl) in the context of their application to solve the problems of computer intelligence of cybersecurity objects from open electronic
sources and social networks.

Results. As aresult of the study, in order to carry out an effective analysis of the results of information extraction, a methodology for
extracting named entities - the names of hacker groups and their contextual connections from the texts of messages of electronic network sources
related to the subject area of cybersecurity, as well as the formation of networks of their interconnections and a substantive analysis of these
networks is proposed. To identify the actors involved in cyber warfare, the author proposes a methodology for analyzing selected documents
available in electronic sources on the Internet and social networks. Both methods are based on the use of artificial intelligence.

Conclusions. Theresults of the study demonstrate the effectiveness of the proposed approaches and the possibility of their practical
application in solving cybersecurity problems. The proposed methods can be an important tool for cybersecurity professionals to develop effective
strategies to protect against cyber threats.

Keywords: cyber warfare, cybersecurity; generative artificial intelligence; large language models; Internet; open electronic sources;
social networks, text analysis; objects of cyber warfare.
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ARTIFICIAL INTELLIGENCE SYSTEMS IN CYBER SECURITY AND THEIR
CAPABILITIESFRONT MODERN CYBER THREATS

Background.Inrecentyears, the level of cybercrime has grown rapidly. The complexity and diversity of these threats has
forced organizations to prioritize advanced cybersecurity solutions, including the use of artificial intelligence technologies that can
quickly analyze data to identify potential threats and anomalies. By 2027, the Al-based cybersecurity market is expected to exceed
$46 billion. However, as Al strengthens and refines defenses, cybercriminals are adapting by exploiting vulnerabilities and even
using Al to enhance attacks. This dual use of Al underscores the need for balanced and intelligent strategies that combine the
predictable capabilities of Al with human knowledge and talent.

Methods. My Research highlights effective risk prevention strategies, including promoting a security-aware culture,
implementing strong passwords and two-factor authentication, regularly assessing and updating systems, enhancing firewalls,
and adhering to cybersecurity regulations. Al proves valuable in threat detection and response, giving companies a competitive
edge, though it raises concerns about reducing human roles in security tasks.

Results. The research indicates that Al positively impacts cybersecurity by enabling faster detection and response to
threats, allowing organizations to proactively identify and address vulnerabilities. Companies that integrate Al into their
cybersecurity strategies gain an advantage in managing complex cyber threats. However, concerns persist about Al's dual-use
nature, as it could also be leveraged by cybercriminals for advanced attacks. This potential for Al to operate independently raises
questions about the diminishing role of human oversight. Ultimately, the findings stress the need for a balanced approach: while
Al is essential for modern cybersecurity, human involvement remains crucial. Continuous adaptation and a blend of technological
and human expertise are necessary to protect critical infrastructure and data.

Conclusions. To summarise, the rapid growth of cybercrime underscores the necessity for robust cybersecurity
measures to protect sensitive information and ensure operational integrity. Artificial Intelligence is becoming crucial in
enhancing cybersecurity through advanced threat detection, pattern recognition, and predictive analysis. While Al offers
significant benefits, it can also be exploited by cybercriminals, highlighting the importance of vigilance and innovation in
security strategies. Despite advancements in Al, human expertise remains vital for interpreting insights, making informed
decisions, and adapting to new threats. A multi-faceted approach, including employee training, regular audits, and strong data
protection, is essential for effective cybersecurity. Enhanced cooperation among organizations, governments, and international
partners is crucial for developing effective strategies to combat cybercrime. Continued research into Al capabilities and ethical
considerations is necessary to address the evolving landscape of cybersecurity threats.

Keywords: artificial intelligence, measures, strategy, cybersecurity, threats, analysis.
Background constantly adapt to the demands of time and technological

In recent years, artificial intelligence (Al) has had a progress. It is estimated that in 2024, cybercrime will
significant impact on cybercrime and other industries. It is cost the global economy more than a trillion dollars.

projected that the cost of the cybercrime industry will reach Many organizations are investing heavily in modern
$8 trillion in 2023 and $10.5 trillion by 2025. It is clear that cybersecurity to avoid financial and reputational damage
this figure will continue to grow. A robust cybersecurity from cyber threats. However, cybercriminals—often
system is more important than ever, especially now, as professionals in their field—always find new ways to
cyber professionals and criminals alike strive to stay ahead infiltrate secure cybersecurity structures, exploiting
of the curve in a rapidly changing environment. vulnerabilities and even the latest technologies. Al is

Researching and preventing potential cybercrimes and expected to play an increasingly important role in
their consequences should be a strategic goal for cybersecurity systems, potentially identifying threats
humanity, in which the role of digital technologies is autonomously and adjusting security infrastructure

growing every year. As in many other areas, the role of accordingly. Al technologies will also analyze security risks
artificial intelligence in cyber security is likely to become using analytical tools and data, providing companies'
more significant (https://www.village.com.ua/village/business/ employees and regular internet users with advice on how
news/305021-tse-reytingkrayin-za-rivnem-kiberbezpeki-/ to fine-tune security systems. Yet, there is a significant
ukrayina-na-25-mu-mistsi, 2024). Companies that implement concern that Al may eventually surpass humans and
Al technologies offer significant advantages, providing perform all security-related tasks independently. This
essential tools for navigating cybersecurity challenges and presents a challenge for humanity, which must maintain its
adapting flexibly to ever-evolving cyber threats. Moreover, role in IT security. However, technology is developing
some cyber threats are evolving faster than cybersecurity rapidly, and its impact on security architecture is already
systems. Cyber threats are inherently complex and apparent today—especially in Ukraine (Impact of Al on
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Cybersecurity, 2024). Artificial Intelligence Plays a Crucial
Role in the science, where Al stimulates the optimization
and development of research in new ways. It also
facilitates enhanced collaboration with international
partners. In cyber security, in addition to the fact that
artificial intelligence accelerates the development of
modern systems for countering cyber threats, it is also
involved in the prevention of risks and threats, as well as
helping to develop methods to protect important
information. In cyberspace, the risks associated with
cyberattacks are constantly rising—new risks are being
invented all the time, with each one more dangerous than
the last. New attackers emerge with increasingly
sophisticated and unconventional ideas. Therefore, it is
essential to leverage our knowledge to develop strategies
for countering these ever-growing risks to the information
space. It is also necessary to harness all the capabilities of
artificial intelligence (Al) to achieve a high level of security
(https://robotdreams.cc/uk/blog/352-shtuchniy-intelekt-/
ne-zahistit-yakshcho-nevikoristovuvati-intelekt-prirodniy-/
yak-rozvitok-shi-vplivaye-na-kiberbezpeku, 2024). Risk
prevention methods are highly diverse and depend on the
specific situation. Figure 2 illustrates the most commonly
used methods for ensuring information security. These
include employee vigilance, securing data through
passwords and two-factor authentication, conducting
regular information security audits, updating software,
improving security control, training employees to address
new challenges, and complying with all relevant laws. Al
plays a supporting role in this critical issue by offering
advice on how to act in different scenarios. However, it is
quite possible that, in the near future, Al technologies will
autonomously manage cybersecurity systems, diminishing
the role of humans. The influence of Al technologies on the
number of cyber incidents is generally considered positive.
However, the limitless potential of Al means that it can also
be exploited by malicious actors to increase the scale and
intensity of cyberattacks. Below are examples of both the
positive and negative impacts of Al technologies on
cybersecurity systems (https://www.bdo.ua/uk-ua/insights-2/
information-materials/2024/the-role-of-ai-in-cybersecurity-/
anticipating-and-preventing-attacks, 2024).

Positive Impact:

Advanced Response Systems: Modern Al-powered
response systems can reduce the number of cyber
incidents and mitigate their financial impact.

Improved Cybersecurity: Al systems enhance
cybersecurity, increasing resilience against vulnerabilities.

Threat Forecasting and Network Modeling: Al can
predict various cyber threats and simulate network behavior,
enabling the development of new countermeasures.

Vulnerability Analysis: Al helps analyze existing cyber
threats and identify weaknesses in computer systems.

Support for Human Decision-Making: Al can offer
advice to humans on how to respond to emerging threats.

Data Analysis: Al aids in analyzing large datasets and
interpreting information that humans might not be able to
process, potentially uncovering critical insights about
cyber threats.

Minimizing Damage: Al technologies can help minimize
losses from cyber threats by implementing systems for
threat prevention and prediction.

Negative Impact:

Facilitating Malicious Software: Al can assist attackers
in generating more malware and launching cyberattacks at
a scale far beyond human capabilities.
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Identifying Vulnerabilities: Al can help attackers discover
new vulnerabilities and weaknesses in enterprises and
software systems that might otherwise go unnoticed.

Autonomous Attacks: Al could autonomously conduct
attacks on computer systems without human intervention.

Strategic Advice for Attackers: Al might provide malicious
actors with recommendations on how to act more effectively
in specific situations to maximize their gains.

Privacy Issues: Al can cause user privacy problems,
thereby increasing security risks.

Errors Leading to Cyberattacks: Al systems are not
immune to errors, and these mistakes can also lead to
cyberattacks.

Actuality. The cybercrime industry is projected to
escalate to $10.5 trillion by 2025, highlighting the urgent
need for effective cybersecurity measures as financial
losses mount. Cyber threats are increasingly
sophisticated, with new methods emerging constantly. This
dynamic environment demands that organizations stay
ahead through adaptive security measures. The
integration of Al in cybersecurity is not just a trend but a
necessity, as its capabilities enable organizations to
analyze threats more efficiently and respond more rapidly.
Nations and organizations are recognizing cybersecurity
as a critical area of focus, with significant investments in
modern technologies to protect against evolving threats.
The ongoing importance of human oversight in
cybersecurity strategies is gaining recognition, as the
combination of Al tools and human expertise proves to be
the most effective defense. There is an increasing
emphasis on collaboration across industries and borders
to share intelligence and resources, creating a united front
against cybercriminal activities. As Al technologies
advance, ethical considerations regarding their use and
potential misuse are becoming a vital part of the
conversation in cybersecurity.

Analysis of the sources. The analysis of sources
reveals a comprehensive understanding of the current
landscape of cybersecurity in Ukraine, particularly in
relation to the integration of artificial intelligence (Al). The
article detailing Ukraine's cybersecurity ranking provides
insights into the country's position globally, indicating the
significance of ongoing efforts to combat cyber threats.
Furthermore, the discussion on Al applications across
various sectors highlights the increasing interest in utilizing
Al technologies, not just in cybersecurity but across the
entire economy. Artificial intelligence in cyber security has
potential in predicting and preventing cyber attacks
(https://lwww.technologyreview.com/2023/05/24/1073395/
ai-in-cybersecurity-yesterdays-promise-todays-reality, 2024).
This is confirmed by the Security Service of Ukraine, which
emphasizes the preventive measures taken to neutralize a
significant number of cyber attacks, reflecting the constant
threat that the country faces. The impact of artificial
intelligence on cyber security requires further research, its
advantages in detecting threats and reducing risks are
analyzed. In this case, the National Cyber Security Index
is indicative, as it provides quantitative data that help
assess Ukraine's achievements and capabilities in the field
of cyber security and identify areas for improvement and
improvement. An important aspect is the distinction
between artificial and natural intelligence in cybersecurity,
emphasizing the limited capabilities of Al when operating
independently of human control. This emphasizes the
need and role of human intelligence and knowledge to
develop effective information security strategies. In
addition, various strategies that can be applied to use Al to
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predict and prevent cyber threats are explored. The
connection between artificial intelligence and cybersecurity
is becoming increasingly close, and this is leading to
significant growth in the artificial intelligence cybersecurity
sector, emphasizing opportunities for development.
Scientific article materials containing research findings on
contemporary cybersecurity issues contribute to academic
discourse, while analysis of the current state of artificial
intelligence in cybersecurity reveals expectations and
today's realities.

Methods

My research investigates a variety of risk prevention
methods that organizations can adopt to enhance their
cybersecurity posture. These methods include promoting a
culture of awareness, where employees are trained to
recognize potential threats and suspicious activities.
Implementing robust measures, such as strong passwords
and two-factor authentication, is crucial for securing
sensitive information. Additionally, conducting frequent

assessments of security practices and systems helps
identify and rectify vulnerabilities effectively. Regular
software updates are essential to patch known
vulnerabilities and protect against new threats. Moreover,
improving existing security measures—such as firewalls
and intrusion detection systems—can significantly strengthen
defenses. Ongoing education and training for employees
ensure they stay informed about the latest security
challenges and response strategies. Adherence to relevant
cybersecurity laws and regulations is vital to mitigate legal
risks and maintain trust with stakeholders. The
effectiveness of a cybersecurity strategy involving artificial
intelligence highlights the importance of adapting
approaches to meet specific organizational needs and
contexts. This roadmap can significantly improve an
organization's overall information security resilience. The
effectiveness of specific solutions using artificial intelligence
technologies also differs from each other ( table 1).

Table 1

The effectiveness and ineffectiveness of ai technologies in cyber security

Effective

Ineffective

Faster, more coordinated, and stronger response to cyber threats

Displacement of humans by Al programs, diminishing the role of
individuals in cybersecurity

Forecasting, modeling cyberattacks, and their evolution to
develop appropriate response strategies. Analysis of existing
cyberattacks

Al misuse by malicious actors could have severe consequences,
as malware may autonomously adapt to the latest security
systems

Assistance to humans in organizing defenses against
cyberattacks. Ability to analyze vast data sets and scan the
cyberspace for threats

Al aiding attackers by identifying vulnerabilities in computer
systems

Providing qualified assistance to people through Al technologies

Al may also offer qualified assistance to attackers, thereby
strengthening them

Al can potentially reduce the number of cyber incidents by
improving security protocols and minimizing losses from
cyberattacks to zero

On the contrary, Al could autonomously generate cyberattacks,
increasing their frequency and making them more damaging

Impact of Artificial Intelligence Technologies
on Information Security
Positive Impact:

Al helps people manage security systems more
efficiently by automating processes and streamlining
operations.

Al's analytical capabilities enable it to forecast potential
threats and incidents, helping prevent cyberattacks.

Al allows cybersecurity systems to quickly adapt to new
types of threats and changes in infrastructure.

Al takes over routine tasks, allowing humans to focus
on more complex and critical activities.

Al provides suggestions for modernizing security
architectures and identifying vulnerabilities.

Negative Impact:

Cybercriminals can leverage Al to discover vulnerabilities
within security systems.

Al can autonomously generate sophisticated malware
capable of bypassing traditional security measures.

In some cases, Al can fully automate cybersecurity
processes, minimizing human control and oversight.

Al may sometimes offer incorrect advice on improving
security systems, potentially leading to weaker defenses
and increased vulnerabilities (https://ela.kpi.ua/items/
bf50435a-bfc2-48ef-a400-d31ca2e99b06, 2022) and
(llchenko, 2024; Mankovskyi, 2024), table 2 & table 3.

Formulas, shown in Table 4 allow us to analyze
mathematical and analytical processes in the work of
artificial intelligence systems. Making such calculations
can improve our cybersecurity strategy.

Table 2

In cyber security, the use of Al technologies is very broad and diverse

Area of Application Description

Area of Application

Description

Threat Detection and Prevention

Al can analyze malware, phishing attacks, and other cyber threats in real time by
analyzing superb datasets and scanning fo anomalies in network traffic

Intrusion Detection Systems (IDS)

Al enhances IDS by identifying unauthorized access attempts, suspicious
behavior, and unknown attack vectors faster than traditional methods

User Behavior Analytics (UBA)

Al monitors and learns normal user behaviors, helping detect unusual activities
that might indicate insider threats or compromised accounts

Fraud Detection

Al systems analyze transaction patterns to identify fraudulent activities in banking,
e-commerce, and other sectors

ISSN 2707-1758
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End of the tabl. 2
Description

Area of Application l Description Area of Application

Al can automate responses to threats, such as isolating infected systems or

Incident Response Automation blocking malicious IP addresses, reducing response time

Al tools scan systems and applications for vulnerabilities, helping organizations

Vulnerability Management prioritize patches and mitigate risks effectively

Al analyzes historical data to predict future attacks, enabling proactive defense

Predictive Threat Intelligence :
strategies

Al assists SOC teams by filtering false positives, providing insights, and offering

Security Operations Center (SOC) Support recommendations for threat mitigation

Al-based endpoint protection platforms prevent malicious files and activities on

Endpoint Protection individual devices, even before known malware signatures are developed

Al filters emails and flags phishing attempts by identifying suspicious language

Phishing Detection and Email Security patterns, links, or attachments

Table 3
Examples of Al cyber security solutions

Solution Description

A platform that uses Al to identify various cyber threats in real-time. It employs the "Enterprise
Immune System," modeling network behavior and learning from it to identify new attacks and
anomalies. Darktrace also provides tools for tracking, responding to, and analyzing the
conseguences of security incidents

Darktrace

A program leveraging Al to detect and prevent cyberattacks and risks. Known for its "holistic
protection" approach, it identifies and analyzes both known and unknown malware and cyber
threats. It supports defense against various cyber threats proactively

A Security Information and Event Management (SIEM) platform that uses Al to detect abnormal
activities, counter threats, and analyze security events. It combines network monitoring, log
analysis, intrusion detection, incident classification, and response mechanisms to mitigate or
prevent cybercrime losses

CylancePROTECT

IBM QRadar

A cybersecurity platform offering a wide range of monitoring, analysis, and response functions. It
uses Al to detect and analyze attacks from multiple angles and assists in managing incidents,
tracking their impacts, and predicting future risks

FireEye Helix

An extension for the Splunk platform that analyzes security events and detects cyber threats in
real-time. It provides continuous monitoring, threat detection, and response protocols. Al
technologies are employed to improve the identification and mitigation of risks

Splunk Enterprise Security

A network security monitoring tool that uses traffic analytics and Al to detect and respond to cyber
threats in real-time. It enables organizations to analyze network traffic, identify abnormal activities
and vulnerabilities, and take appropriate actions to mitigate potential threats

Cisco Stealthwatch

Advanced chatbot technology assists in developing cybersecurity strategies, providing advice on
the best approaches, and solving various tasks and issues. These chatbots help identify network
vulnerabilities and suggest solutions. However, caution is needed to avoid misuse of such
technologies

ChatGPT and Other Chatbots

Table 4
Math Formulas

Formula Usage

1

Ply=1|X)=—F7+—— Used to classify emails or files as malicious or safe. It also
B T 14 e BotPuartBun)

outputs a probability between 0 and 1, indicating the
likelihood of a given instance being malicious.

)

Logistic Regression for Binary Classification (Phishing vs. Safe Email)

7.

p(y) = ——

3 e

Softmax Function for Multi-Class Classification

@

j=®

Assigns probabilities to multiple classes (e.g., different
types of attacks).lt ensures that the output is a valid
probability distribution over multiple classes

P(xn+1 = J | Xn = I) = pij

Markov Chains for Predicting Attack Patterns

©)

It is used in modeling sequential events, such as user
behavior over time, to detect abnormal actions (e.qg., lateral
movement in cybersecurity)

EMA =a-x +(1—a)-EMA , @

Exponential Moving Average (EMA) for Real-Time Threat Detection

This formula smooths time-series data for anomaly
detection in network traffic
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End of the tabl. 4

Bellman Equation for Reinforcement Learning in Automated Responses

Formula Usage
Q(s,a) = r+ymaxQ(s' a') (5) | Helps optimize automated threat responses by learning
a' ’ the best action to take in each state. It is used in SOAR

(Security Orchestration, Automation, and Response) systems
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Fig. 1. Ukraine is 6th in NCSI Ranking (Cybersecurity rankings)
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Fig. 2. How experts value Ukraine’s cybersecurity level

As illustrated in Fig. 1, 2, several areas of cybersecurity
receive top ratings, emphasizing the importance of personal

Key insights from the figure include:
High Ratings in Critical Areas: Personal data protection,

data protection, military cybersecurity, and well-structured military cybersecurity, properly structured cybersecurity

security policies, along with continuous research in the field. policies, ongoing research and innovation

Al plays a significant role in enhancing these efforts, Critical Infrastructure and Anti-Cybercrime Efforts:

contributing to effective strategies across different domains. Cybersecurity in critical infrastructure and personal
46
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data protection is rated positively, as is the fight against
cybercrime.

Threats to Ukraine's cyber security have been known
and identified for a long time, which indicates opportunities
for creating an effective strategy for countering threats.

There are areas that need improvement, in particular:
risk management and prevention, anti-crisis management,
regulation of the role of Al in cyber security at the
legislative level.

This analysis highlights the current situation in
Ukrainian cyber security and highlights the need for an Al
implementation strategy that will help ensure effective
operation while leveraging its potential for protection.

Results

The role of artificial intelligence in various sectors of the
economy and human life is becoming more and more
important, especially in IT, which is changing rapidly.
Cyber security requires modern strategies to counter
security threats. With the advent of new technologies,
more and more dangerous vulnerabilities, viruses and
other cyber threats appear. Organizations are trying to
adapt their security protocols to new requirements. Al has
the potential to ease some of this work by making security
systems more productive, allowing people to focus on
strategic planning and other important tasks. However,
cyber threats are also evolving and intensifying.
Cybercriminals can also use artificial intelligence to
design and adapt malware, find system vulnerabilities,
and execute more sophisticated attacks. There is a
possibility and a risk that the rapid progress of Al may
reduce, or even nullify, the human role in the cybersecurity
architecture. This is a challenge and a problem that should
be taken seriously. In cybersecurity, Al can analyze threat
data, make far-sighted and far-reaching predictions,
process large volumes of information, and create decoy
networks to divert would-be cybercriminals away from
mission-critical systems. Timely detection, modeling and

forecasting of cyber threats, along with real-time response
and accurate analysis of malicious software, as well as the
human role in these processes are important aspects of
the development of cyber security systems in combination
with Al technologies. To effectively address the surge in
cyberattacks and the challenges posed by artificial
intelligence (Al), the following solutions are proposed:

Create sophisticated software that minimizes the
impact of cyberattacks, enhancing overall resilience
against threats.

Improve the quality of cyber incident prevention by
adapting systems to better anticipate and respond to
emerging threats.

Urge both governments and private companies to
significantly invest in cybersecurity measures. For
example, an investment of $300 million in cybersecurity
and Al can help protect $10 billion in critical state assets.

Implement Al systems and leverage cutting-edge
software technologies. While initial costs may be high, this
investment can lead to substantial long-term savings and
more efficient security architectures.

Ensure effective collaboration between humans and Al
systems, preventing any reduction in human roles within
cybersecurity frameworks.

Tighten access to Al technologies for malicious actors
and increase penalties and countermeasures against
cybercrime.

By combining strategic efforts and utilizing Al
purposefully, it is possible to build a resilient cybersecurity
system that effectively predicts and prevents various
threats, adapting to contemporary demands.

This strategic approach highlights the dual nature of Al
as both a powerful tool for enhancing cybersecurity and a
challenge that necessitates careful management and
oversight. By implementing these solutions, organizations
can better protect their assets and respond to the evolving
landscape of cyber threats.

Table 5

Measures to improve cybersecurity

Measure

How it works

Results

Network anomaly detection
intrusions).

Al analyzes network traffic and behavioral patterns to
detect unusual activities (e.g., DDoS attacks or

30-50% reduction in undetected
threats through real-time anomaly
detection

Malware detection and prevention

Al analyzes the code of programs and files to detect
potential malware, including zero-day attacks, without
relying on known signatures.

40-60% increase in detecting new
types of malware

Automated incident response via
SOAR platforms

Al triggers automated actions to mitigate threats (e.g.,
blocking IP addresses or isolating infected devices).

30-40% reduction in response time,
minimizing potential damage

Phishing attack detection
patterns.

Al scans emails and messages to identify phishing
attempts based on textual, metadata, and behavioral

25-40% decrease in successful
phishing attacks

Enhanced authentication using
biometrics and behavioral factors

Al leverages user behavior (like typing patterns) or
biometric data for additional access control.

20-30% decrease in account

compromises

Threat prediction and prevention
(threat intelligence)

Al analyzes data from multiple sources to predict and
prepare for future attacks or vulnerabilities.

30-50% improvement in readiness
for new threats

Log Analysis for anomaly detection

Al reviews logs and events to detect patterns that may
indicate intrusions or policy violations.

20-40% reduction in undetected
incidents

User education
against social engineering

and defense | Al personalizes phishing awareness training and
educates users about social engineering threats.

10-25% reduction in the risk of social
engineering attacks

To summarise the information given in Table 5,
implementing Al-powered measures can improve
cybersecurity by 50-70%, depending on the environment
(network complexity, user behavior, and current defenses).
However, 100% security is unattainable as threats

evolve continuously, and new malware samples appear
and improve daily.

Discussion and conclusions
During the research, the following conclusions were drawn:
Artificial intelligence is a highly valuable and rapidly
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evolving technology, with applications across diverse fields
such as weather forecasting and complex software
development. Al technologies have already made
significant strides in cybersecurity and information
protection, creating new opportunities for enhancing data
security. With a thoughtful and cautious approach, it is
possible to develop robust information systems that
provide a high level of cybersecurity. There has been an
analysis of the rising number of cyberattacks in recent
years and the impact of Al technologies on these trends.
While Al offers numerous benefits, it also poses
challenges, as malicious actors can exploit these
technologies to further their agendas. The study examined
the various ways offenders utilize Al technologies. As Al
increasingly takes over roles traditionally held by humans,
the risks within the cybersecurity domain remain
significant. Humanity must adapt to effectively collaborate
with Al to preserve its role in this rapidly evolving field.
Proper utilization of Al for its intended purposes can lead

ordinary individuals, potentially safeguarding substantial
financial and human resources from cybercrime.

Authors' contribution: Serhiy Dakov — conceptualization,
methodology; Dmytro Mankovsky — analysis of sources, preparation
of literature review, theoretical foundations of the study, preparation
of the laboratory for the study, conducting the study.
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to the development of a dependable system for preventing
cyber threats. This will help reduce the adverse effects of
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B CUCTEMMU LUTYYHOTIO IHTENEKTY B KIBEPBES3MELI
TA IXHI MOXITMBOCTI MPOTUCTOATU CYHYACHUM KIBEP3ATPO3AM

B cTyn. OcmaHHiMu pokamu pieeHb Kibep3no4yuHHocmi cmpiMko 3pic. CknadHicmsb i pi3HoMaHimHicmb yux 3a2po3 3Mycunu op2aHizayii
giddasamu npiopumem nepedoeuM piwleHHSIM i3 Kibepbe3neku, eK04al04Yu 8UKOPUCMAaHHSI MeXHOJI02ili Wmy4Ho20 iHmenekmy, siki MOXymb
weudko aHanisyeamu OaHi Ons eusiesieHHs1 NOMeHyiliHux 3a2po3 i aHomaniil. O4ikytomb, wo Ao 2027 p. puHoK Kibepb6e3aneku Ha ocHoei LUI
nepesuwums 46 mMnpd Aon. OOHaK, OCKiNbKU wmy4HUl iHMesieKm 3MiyHIoe ma rnokpawyye 3axucm, Kibep3io4uHyi adanmyromscsi, UKOPUCMO8YYU
epa3siueocmi ma Hasimb 3acmocoeyryu wmy4Hull iHmenekm Onsi nocuneHHss amak. Take nodeiliHe esukopucmaHHsi LI nidkpecnioe
HeobxidHicmb 36anaHcoeaHux i po3yMHUX cmpamegill, siki noedHyromb nepedbayvyeaHi Mmoxnueocmi LLll 3 nroAcbKUMU 3HaHHSIMU ma masiaHmom.

MeTopaun. HasedeHe AocnidxeHHs1 3a3Ha4yae egh I8Hi cmp if 3anobiecaHHA pu3ukaM, 30Kpema i crnpusiHHs1 Kynbmypi 6e3neku,
anpoeadxeHHs1 HadiliHux naposie i O0eoghakmopHoi aemeHmudpikayii, peaynsipHe OyiHrO8aHHSI Ui OHOBJIEHHSI cucmeM, YOOCKOHaNeHHs
6paHAmayepie i dompumaHHs npaesun kibepbesneku. LLimyyHuli iHmenekm doeodumsb ceoro UiHHICMb y eusiesieHHi 3a2po3 i pea2yeaHHi Ha HUX,
Hadaro4u KoMMnaHisiM KOHKYPeHMHy repeesagzy, Xxo4a 6UK/TUKae 3aHEeNOKOEHHS1 3MeHWeHHs posi NoduHu e 3adayax 6e3neKu.

Pe3ynbTatu. [ocnidxeHHss nokasye, w0 wmy4Huli iHmesiekm no3umueHo ennueae Ha Kibepbesneky, 3abe3neyyroq4u uweudke
8UsI8/IEHHST 3a2Po3 | peazyeaHHs1 Ha HUX, 00380JIsII0YU Op2aHi3ayisiM 3ag4acHo eusienamu U ycyeamu epasnueocmi. Komnarii, siki iHmeapytoms
wmy4Hul iHmenekm y ceoi cmpameeii kibepbe3neku, ompumyroms rnepesazy 8 kepyeaHHi ckniadHuUMu kibep3azpo3amu. [lpome ece wje suknukae
3aHernoKOEHHs1 nodeiliHe 8UKOPUCMAaHHSI WMy4YHO20 iHMesieKmy, OCKiflbKU (1020 MaKOX MOXymb euKopucmosyeamu Ki6ep3/o4yuHyi ons
po3wupeHux amak. [fomeHyian wmy4yHo20 iHMenekmMy npayroeamu He3asneXXHO cmasumb NMUMaHHS MPO 3MeHWeHHS PoJli IOCbK020 Ha2/sdy.
3pewmotro, pezynsmamu niokpecnroromb HeobxiOHicmb 36anaHcoeaHoz2o nidxody: xo4va Ll € eaxnueum Onsi po3e'szaHHs1 3aday cy4acHol
Kibep6e3neku, y4acms s100UHU y UbOMY NPoyeci 3anuwaemscs eupiwanbHoro. [ins 3axucmy Kpumu4yHoi iHgppacmpykmypu ma 0aHuUx HeobXioHi
nocmitinva adanmayisi i noedHaHHs MexHo102i4YH020 ma 1todckbKo20 doceidy.

BucHoBku. lleudke 3pocmaHHs Kibep3s104UHHOCMI c8id4umb nNpo HeobxiOHicmb po3pobrieHHs1 HadiliHux 3axodie kibepb6e3sneku Onsi
3axucmy KoHgpideHUiliHoi iHghopmayii ma 3abe3nedeHHss onepayiliHoi yinicHocmi. LLmy4yHul iHmenekm cmae eupiwanbHUM y ni08UWEHHI
Kibep6e3neku 3a GOMOMO20I0 PO3WUPEHO20 8USIB/IEHHS] 3a2p03, Po3rni3HaeéaHHs obpa3ie i NPO2HO3HO20 aHanizy. Xo4a wmy4Hul iHmenekm
NpPonoHye 3Ha4Hi nepesaau, HUM MakKOX MOXYmb CKOpucmamucsi Kibep3no4uHyi, ujo niokKpecsoe saxnueicmb nunbHocmi U iHHosauyil y
cmpameeisix 6e3neku. Heseaxaroyu Ha npozpec LI, nrodcbKi 3HaHHSI 3aNUWarOMbCS XUMMEBO s8axnueumu Onsi iHmepnpemayii iHghopmauir,
npuliHamms o6rpyHmoeaHux piweHb i adanmayii 0o Hoeux 3a2po3. [nsa egekmueHoi Kibepbe3zneku eaxnueuli 6azamozpaHHuUll nioxio,
8K/I0Yar0YU Has4YaHHsl crniepobimHukie, pe2ynsipHi aydumu ma HadiliHuli 3axucm daHux. Po3wupeHa cnienpaysi M op2aHizayismu, ypsdamu
ma MiKHapoOHUMU napmHepaMu Mae eupiwanbHe 3HaYyeHHs1 Onisi po3pobrieHHs1 ehekmueHUXx cmpameezili 6opombbu 3 Kibep3104UHHICMIO.
Heob6xidHo npodoexyeamu docnidxeHHs1 Moxiugocmel WmMy4yHO20 iHmenekmy U emu4HUX MipKyeaHb, w06 nodonamu miHnueul naHowagpm
3a2po3 kibepbesneui.

Kno4yoBi cnoBa: wmyyHul inmenekm, 3axodu, cmpameeisi, Kibepbe3sneka, 3a2po3u, aHais.
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USAGE OF OPEN-SOURCE INTELLIGENCE FOR SECURITY
OF CRITICAL INFRASTRUCTURE

Background. Inthemetter of critical infrastructure, it refers to the systems and assets that are essential for the functioning
of modern society and the economy. These sectors include energy, transportation, elecommunications, healthcare, and water
supply, all of which are crucial for national security and public well-being. Disruptions in these infrastructures can lead to decent
amount of social and economic vital consequences.

With the technologies happening to become more advanced, critical infrastructure security systems have become more complex
and affiliated. Alterations in example being smart grids, automated transportation systems, and sophisticated communication networks
have enhanced efficiency but also increased vulnerabilities. The convergence of digital and physical systems makes these sectors
more exposed to risks like cyberattacks, natural disasters, terrorism, and other threats. This growing complexity emphasizes the need
for governments and organizations to prioritize the protection of these vital infrastructures.

Methods. In this research, we developed a mathematically rigorous approach to OSINT in the protection of critical
infrastructure, improving on existing methods by providing a structured model for threat detection, vulnerability assessment, and risk
calculation. The proposed method employs mathematical representations and probability functions, ensuring a more accurate analysis
of threat information and vulnerability scoring. This advancement enables more precise mitigation strategies and better response
coordination. While existing OSINT methods rely heavily on unstructured data collection and analysis, our approach introduces a
mathematical foundation for data gathering and threat evaluation, providing several key improvements, such as Mathematical
Representation of Data; Probabilistic Threat Detection and Vulnerability and Risk Assessment with Weighted Metrics.

Results. The study's findings underscore the value of a quantitative OSINT model in critical infrastructure security,
demonstrating improvements in accuracy, speed, and decision-making. By reducing ambiguity through probabilistic risk
assessments, the model minimizes unnecessary alerts and focuses on actionable threats. Scalability testing showed the model could
handle large datasets effectively without overwhelming analysts. Finally, objective risk assessments were validated as enhancing
decision-making processes, thus proving beneficial in real-time threat detection and mitigation. The model provides a solid foundation
for continuously evolving OSINT practices and suggests potential for further optimization by minimizing risk and balancing mitigation
efforts through a defined objective function.

Conclusions. Afterall conducted analytical works, we could definitely say that this mathematical model demonstrates how
OSINT can be systematically used to enhance the security of critical infrastructure by assessing vulnerabilities, detecting threats,
calculating risk, and applying targeted mitigation strategies. It leverages data collection from open sources, threat analysis, and
continuous feedback to ensure that infrastructure systems are resilient to evolving risks.

Keywords: OSINT, critical infrastructure security, cyber threats, vulnerability assessment, infrastructure resilience, public
sources, data analysis, cybersecurity, information security.

Background
Open-source intelligence (OSINT) consists of targeted

platforms, news articles and web services. The research
highlights how OSINT can be utilized to pinpoint potential

information that is gathered and organized in a specific
manner to address particular questions.

This concept evolved from the term "information from
open sources" (Open Source Information). In its simplest
form, it refers to information that is not classified as "secret."
The U.S. Intelligence Community defines this type of
information as "publicly available material that can be legally
acquired through requests, purchases, or observation, while
adhering to copyright protection regulations".

The basis of intelligence gathering is research, which
appears to be a verified intelligence requirements with
existing sources in order to create a product that fulfills
vital needs. This general approach to the collection is the
equal way applicable to already classified sources as it is
to open sources.

The aim of this work is to investigated the contribution of
Open-Source Intelligence to the protection of critical
infrastructure. OSINT involves the collection and analysis of
publicly accessible data, such as content from social media
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security gaps, examine risks, and upgrade and develop
responses to emerging threats in critical sectors like energy,
transportation, telecommunications, and utilities.

Figure 1 below shows an overview of the elements of
the Open Intelligence Collection (OSINT) process.

Background and Importance of the Security
of Critical Infrastructure. In the metter of critical
infrastructure, it refers to the systems and assets that are
essential for the functioning of modern society and the
economy. These sectors include energy, transportation,
elecommunications, healthcare, and water supply, all of
which are crucial for national security and public well-
being. Disruptions in these infrastructures can lead to
decent amount of social and economic vital consequences
(Clarke, 2011, Best, 2011; MTLS, 2010).

With the technologies happening to become more
advanced, critical infrastructure security systems have
become more complex and affiliated. Alterations in
example being smart grids, automated transportation

© Dakova Laryisa, Levytska Maryana, Havenko Katerina, 2024
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systems, and sophisticated communication networks
have enhanced efficiency but also increased
vulnerabilities. The convergence of digital and physical
systems makes these sectors more exposed to risks like
cyberattacks, natural disasters, terrorism, and other

threats. This growing complexity emphasizes the need for
governments and organizations to prioritize the
protection of these vital infrastructures (Clarke, 2011,
Lowenthal, 2017; Brown, 2010).
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Fig. 1. OSINT collection process (Congressional Research Service, 2007; NATO, 2001)

The increasing complexity and interconnectedness
of modern infrastructure. Open-Source Intelligence
gathering and analyzing information that is publicly and
legally available from sources such as the internet, social
media, academic publications, government documents,
and press releases. In the context of critical infrastructure
security, OSINT plays a key role in identifying potential
threats and vulnerabilities. It also brings to light often
overlooked information that can help improve the security
of these essential assets (Congressional Research
Service, 2007; NATO, 2001; Lowenthal, 2017).

The use of OSINT has gained increasing acceptance
in modern security practices, largely due to the vast
amount of publicly available data. With the right tools, this
data can be gathered quickly, enabling more effective risk
management. OSINT complements traditional intelligence
methods, enhancing situational awareness and enabling
more accurate, forward-looking threat assessments
(Lowenthal, 2017; Best, 2011; Mutschke, 2018).

Role of Open-Source Intelligence. OSINT, or Open-
Source Intelligence, is a type of intelligence gathered by
collecting and analyzing data from widely available
sources. Comparing to classified intelligence, which relies
on confidential data accessible to only a limited group,
OSINT draws from sources like the news, social media
platforms, government reports, academic research, and
public records. What makes OSINT unique is that it's not
just about gathering data — it's about processing and
applying it to real-world situations (Congressional
Research Service, 2007; NATO, 2001; Best, 2011).

In the security field, OSINT pulls information from a
variety of sources, such as traditional media and social
networks like Facebook, to help spot emerging risks or
changes in the environment (NATO, 2001) and (Levytska,
2024; Lowenthal, 2017). By continuously monitoring and
analyzing these sources, OSINT helps achieve security
goals while staying within legal and ethical limits (Clarke,
2011; Best, 2011). As global infrastructure becomes
more interconnected and complex, the importance of open-
source intelligence is becoming increasingly important in
modern security systems (Congressional Research
Service, 2007; Lowenthal, 2017; Brown, 2010). The huge
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amounts of data available online, along with advances in
technology, allow this information to be shared and
accessed quickly (Best, 2011; Brown, 2010; Zegart, 2015).

These sources can include:

= News articles, television reports, and radio broadcasts
(Lowenthal, 2017).

= Websites, blogs, forums, and online databases
(Best, 2011).

= Media Platforms like Twitter (X), Instagram, Facebook
LinkedIn, and others where users generate huge amounts
of real-time data (Schafer, 2017; Knight, 2020).

= Official government publications, research, and
statistical data released by governments.

= Academic papers, dissertations, and journals
published by universities and research institutions.

= Reports and data collected and shared by
Non-Governmental Organizations.

= Maps, satellite images,
(Lewis, 2021).

The goal of OSINT is to turn raw, unstructured public
data into useful intelligence that can support a range of
activities, from national security efforts to corporate risk
management. By using OSINT, organizations can spot
potential threats, uncover vulnerabilities, and gain valuable
insights into security challenges (Brown, 2010; Harding,
2019; Knight, 2020).

Since OSINT relies solely on information that's publicly
available, it operates within legal and ethical boundaries.
This makes it a cost-effective and flexible option for
gathering intelligence compared to more traditional
methods (NATO, 2001; Clarke, 2011; Lowenthal, 2017).
It's used across many fields, such as cybersecurity,
defense, law enforcement, and corporate security, to keep
an eye on and respond to emerging risks (Lowenthal,
2017; Harding, 2019; Knight, 2020).

What makes OSINT even more powerful is the use of
advanced techniques like data mining, monitoring of social
media platforms, and natural language processing (NLP).
These help sort through and analyze large amounts of data
(Mutschke, 2018; Johnson, 2019), allowing OSINT experts
to find the most meaningful insights from the flood of

and geographic data
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information that's constantly being generated (Mutschke,
2018; Schafer, 2017; Johnson, 2019).

In today's highly connected world, where data is being
created and shared every second, OSINT has become
increasingly important in ensuring quick and effective risk
management and security responses.
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This Fig. 2 represents the process of using Open-
Source Intelligence techniques to gather, analyze, and
extract meaningful insights from publicly available
information, especially for purposes like security analysis
and investigative work.
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Fig. 2. OSINT collection process (Congressional Research Service, 2007; NATO, 2001)

OSINT Techniques and Data Collection

At the core of the Fig. 2, we can observe a network of
interconnected OSINT techniques used to collect data
from various sources. These techniques involve gathering
details such as:

= Real names,

= Email addresses,

= Usernames,

= Social networks,

= Search engines,

= Location,

= Domain names, and IP addresses.

The Fig. 2 shows how these different pieces of
information interact with one another, represented by
arrows connecting the elements. For instance, a social
network profile might reveal a person's real name or email
address, while a search engine might help link a username
to additional data, such as a social media profile or location
information. Similarly, tracking an IP address might provide
information about the user's location or the domain name
they are associated with. This interplay highlights the
richness of OSINT data, where one piece of information
can lead to others, creating a web of connections that can
be further explored.

Output Information

Once the data is collected, it is categorized into three
main types of output information:

1. Sensitive Information, including details as an
example person's real name, age, username, telephone
number, education, email address, professional career, and
location (city and country). This information is destructive for
building profiles of individuals or groups.

2. Commersial Information, which relates to details
about a company or organization, such as its location,
website, domain name, GPS coordinates, and any
associated files or images. Use such type of information
can potentially help to understand an organization's
structure, physical presence, and online footprint.
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3. Network Information, which provides technical
details, such as subdomains, IP addresses, hostnames,
operating systems, DNS records, and registration
information. This type of data is essential for building out
the technical infrastructure of an person or an organization,
and for understanding their presence in cyberspace.

Knowledge Elicitation and Potential Findings

The Fig. 2 further illustrates how the output information
can be used for knowledge elicitation, producing a wide
range of potential findings. These findings can reveal
important insights, including:

= Personal connections, such as identifying relatives
or close associates,

= Preferences, including political, sexual, or religious
views,

= Cached life, referring to historical information that
remains on the web,

= Tendency to commit crimes based on behavioral
patterns,

= Web activity, identifying what individuals or groups
are doing online,

= Places visited, through location data or travel histories,

= Crime attribution, linking individuals to potential
criminal activities,

= Network topology, which helps understand the
structure of a network,

= Economic situation, which can give insights into
financial health or business activities,

= De-anonymization, which uncovers the identity of users
who may be operating under the assumption of anonymity.

Analysis and Knowledge Extraction

At the bottom of the Fig. 2 we can observe outlined
process of analysis, which involves several types of data
processing:

= Lexical and semantic analysis focuses on
understanding the meaning and context of textual data,

= Geospatial analysis uses geographic data, such as
GPS coordinates, to track locations and movements,
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= Social media analysis helps uncover relationships
and patterns of behavior on platforms like Facebook,
Twitter, or LinkedIn.

Finally, after the data has been analyzed, the process
moves to knowledge extraction, where advanced
techniques like correlation, classification, clustering,
regression, and pattern tracking are used. This step
involves extracting actionable intelligence by finding
connections between evidently extraneous pieces of data,
categorizing information, and identifying patterns over
time. These methods allow investigators or security
professionals to detect threats, track suspicious behavior,
and make informed decisions based on OSINT findings.

Application to Critical Infrastructure Security

In the context of securing critical infrastructure, this
process of OSINT monitoring and analysis can be
instrumental. By gathering data from open sources such as
social networks, websites, and public databases, security
professionals can monitor for potential threats. For
example, OSINT can help identify suspicious activity near
sensitive infrastructure, uncover the digital footprints of
individuals or organizations involved in planning attacks, or
detect patterns in network behavior that indicate a
cybersecurity breach. The ability to extract knowledge from
OSINT enables authorities to respond proactively,
strengthening the protection of vital systems.

This framework highlights the value of open-source
intelligence in modern security operations, demonstrating
how a variety of data sources and analysis techniques
can be integrated to enhance situational awareness and
threat detection.

Advanced OSINT Methodologies for Critical
Infrastructure Security

What We Have Developed

In this research, we developed a mathematically
rigorous approach to OSINT in the protection of critical
infrastructure, improving on existing methods by providing
a structured model for threat detection, vulnerability
assessment, and risk calculation. The proposed method
employs mathematical representations and probability

functions, ensuring a more accurate analysis of threat
information and vulnerability scoring. This advancement
enables more precise mitigation strategies and better
response coordination.

Comparison with Existing Methods

While existing OSINT methods rely heavily on
unstructured data collection and analysis, our approach
introduces a mathematical foundation for data gathering
and threat evaluation, providing several key improvements:

Mathematical Representation of Data: Existing methods
often involve ad hoc collection and manual filtering of data
from open sources, which can lead to inaccuracies due to
human error or noise. Our model formalizes the data
collection process through the formula (1), ensuring that all
relevant data points are systematically accounted for,
reducing the possibility of missing critical information.

Probabilistic Threat Detection: Traditional threat
detection methods may rely on keyword matching or expert
analysis. However, these approaches do not quantify the
likelihood of a true threat. We introduced a probability
function (3.4.1) that mathematically evaluates the
relevance of data to specific threats, offering a more
reliable means of identifying real risks. This probabilistic
approach reduces false positives and ensures a higher
rate of accurate threat detection.

Vulnerability and Risk Assessment with Weighted
Metrics: Current OSINT vulnerability assessments lack a
formalized scoring system for infrastructure components.
Our vulnerability scoring model (3.5.1) assigns specific
vulnerability scores based on exposure to open-source
threats, ensuring a gquantitative and comparative analysis
of different components. Furthermore, the risk score
calculation (3.6.1) combines vulnerability and threat impact
factors into a weighted function, allowing for more nuanced
prioritization of critical risks.

To better understand the improvements offered by our
method, we will now present the key mathematical models,
visually on Fig. 3 and also mathematicaly below, that
underpin our OSINT framework.

Advanced OSINT methodologies
for critical infrastructure security

tdathematizally rigercus approach to OSINT in the protection
of crilical infrasicue

s For each eritical
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function that takes inte
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Fig. 3. Visual presentation of made-up method
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These models guide the data collection, threat
detection, vulnerability assessment, and risk calculation
processes:

Fig. 3: Conventional designations:

= C,: Set of critical infrastructure components (e.g.,
power plants, water systems, communications networks).

= S,: Set of OSINT sources (e.g., social media,
government databases, websites, forums).

= D,: Set of data extracted from OSINT sources.

= 7 Set of threat vectors identified through OSINT
analysis.

= A : Set of analysis techniques applied to the OSINT
data (e.g., correlation, semantic analysis, geospatial analysis).

= R;: Risk score calculated based on potential
threats and vulnerabilities.

= B, : Set of mitigation plans or responses.

Relevant _threat —related _keywords _ found _in_d.

OSINT Data Collection

The data collection phase involves gathering information
from multiple open sources, which are mathematically
represented on formula (1):

D, ={d,.d,,...d }where_d, €S, . )

Each piece of data d; is associated with a source S

and a critical infrastructure component C,. For example,

imagining the situation when data collected about an
organization's security policies could be linked to their
communication systems.

Threat Detection

For each piece of data d;, a probability function
P =(T/d;) is used to assess the likelihood that the data

contains information about a threat T
formula (2):

represented on

P(T|d)=

i @)

Total _data_ points

Where P(T | d;) €[0,1] represents the probability that the

data point d; contains information about a potential threat.

Vulnerability and Risk Assessment
To assess the vulnerability of critical infrastructure, we

assign a vulnerability score V(C;) to each component
Gy
following formula (3):

V(Cij): f(Dy, Vi, A)

based on its exposure to open-source threats in the

@)

This function f considers the data collected D,, the
threat vectors identified V,, and the analysis techniques

applied A . For instance, a high volume of OSINT data

indicating a cyber threat against a power grid would
increase its vulnerability score.

Risk Calculation

Once vulnerabilities have been assessed, the overall

risk score R (C;) for each critical infrastructure

component is computed using a weighted function that
takes into account both the vulnerability score and the
impact of potential threats showed in formula (4):

R, (Cy) =aV (Cy)+BI(T)).

Where V(C;) is the vulnerability score of the critical

“

infrastructure component, I(Tj) is the impact of the

identified threat on that component, o and [ are

weighting factors based on the likelihood of a threat and
the importance of the infrastructure.
Mitigation and Response

The risk score R (C;), presented at formula (5),

determines the priority for implementing a mitigation plan.
The mitigation strategies are represented by a set P, ,

which are functions of the risk score:
PM = g(Rs (Cl)) (5)

Where ¢ is a decision function that selects appropriate
mitigation strategies based on the calculated risk. For
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example, if R (C;) is high, the mitigation plan might

involve enhanced monitoring or deploying security patches.
Feedback Loop
In order to continuously improve security, the model

incorporates a feedback loop where new data points D,
and threat vectors V, are constantly updated, and the risk

scores V; are recalculated:
D" = DY +AD,
VD =V 1AV,
R =RY +AR.

This feedback ensures that the model adapts to new
information and evolving threats, keeping the critical
infrastructure secure against potential risks.

Results
The study's findings underscore the value of a quantitative
OSINT model in critical infrastructure security,
demonstrating improvements in accuracy, speed, and
decision-making. By reducing ambiguity through
probabilistic risk assessments, the model minimizes
unnecessary alerts and focuses on actionable threats.
Scalability testing showed the model could handle large
datasets effectively without overwhelming analysts.
Finally, objective risk assessments were validated as
enhancing decision-making processes, thus proving
beneficial in real-time threat detection and mitigation. The
model provides a solid foundation for continuously evolving
OSINT practices and suggests potential for further
optimization by minimizing risk and balancing mitigation
efforts through a defined objective function.

The introduction of a mathematical foundation
significantly improves the overall accuracy, efficiency, and
reliability of OSINT for critical infrastructure security. Here
are the key benefits:

= Greater Precision: By assigning probabilities
and quantifying risks, our method minimizes the
ambiguity inherent in traditional OSINT methods. This
allows for more targeted threat mitigation, reducing
unnecessary interventions.
= Enhanced Speed: Automating the data collection

threat evaluation process using mathematical

6

and
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formulas accelerates the analysis, enabling faster
responses to emerging threats, a crucial factor in protecting
critical infrastructure.

= Scalability: The structured approach is scalable,
capable of processing vast amounts of data across
multiple sources without overwhelming analysts. Existing
methods struggle to handle large datasets effectively
without risking data overload.

= Objective Decision Making: Our method removes
much of the subjectivity involved in traditional OSINT threat
assessments by introducing quantitative models, improving
decision-making accuracy for infrastructure protection.

Discussion and conclusions

Also, in conclusion, after all conducted analytical
works, we could definitely say that this mathematical model
demonstrates how OSINT can be systematically used to
enhance the security of critical infrastructure by assessing
vulnerabilities, detecting threats, calculating risk, and
applying targeted mitigation strategies. It leverages data
collection from open sources, threat analysis, and
continuous feedback to ensure that infrastructure systems
are resilient to evolving risks.

In the metter of optimizing the processes from the
persective of mathematical model, we'd recommend the
following. The model can be further optimized using an
objective function that minimizes risk across all
infrastructure components while balancing resource
allocation for mitigation in formula 4.1.

Author's contribution: Laryisa Dakova — conceptualization,
methodology; Maryana Levytska - analysis of sources,
preparation of literature review, theoretical foundations of the
study; Katerina Havenko preparation of the laboratory for the
study, conducting the study.
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BUKOPUCTAHHSA IHTENEKTY 3 BIOKPUTUM KOPUCHUM KOAIOM
AnA BE3NEKU KPUTUYHOI IHOPACTPYKTYPU

B ¢ Ty n. KpumuyHa iHghppacmpykmypa oxonsoe cucmemu ii akmueu, Heo6xiOHi Ansi hyHKUiOHy8aHHs1 cy4acHo20 cycninscmea U ekoHomiku. [jo
HUX HasleXxamb eHepaemuka, mpaHcrnopm, mesieKkoMyHikauii, oxopoHa 3dopoe'ss ma eodonocmayvaHHsi — yci ui cekmopu Maromb eupiluanbHe 3Ha4eHHs
0Ons HayjioHanbHoi 6e3neku ma do6pobymy 2pomMadsiH. 360i e yux iHghpacmpykmypax MoXXxyms Mamu ceplio3Hi coyianbHO-eKOHOMIYHI HacnioKu.

3 pozsumkom mexHosogzili cucmemu 6e3neKu KpPUMUYHOI iHghpacmpykmypu cmarome 0edani cknadHiwumu ma 6inbw e3aemMonos's3aHuUMu.
IHHOBAaUYiT, maki sik iHmenekmyanbHi Mepexi, aemomMamu3oeaHi mpaHcnopmHi cucmemMu ma cknadHi KomyHikayiliHi Mepexi, He nuwe
nidsuwyromb egpekmueHicms, ane i 36inbwyroms epasnueicmb. KoHeepzeHyis yugposux i ¢isudHUX cucmem pobumb eKa3aHi cekmopu
yymnueiwumu Ao pu3sukie, 30kpema i do kibepamak, cmuxiliHux nux, mepopu3smy U iHwux 3a2po3. Lje niokpecnroe HeobxiGHicmb Ons ypsdie i
opzaHi3ayili npudinamu ocobnuey yeazy 3axucmy Yux Xummeeo 8axusux iHgppacmpykmyp.

MeTonawn. [ns 3axucmy Kkpumu4Hoi iHghpacmpykmypu po3pobsieHo MameMamu4yHO MOoYHuUll nioxio do eukopucmarHsi OSINT (8idkpumux
Oxepen iHgpopmauii). Lje edockoHaneHuli Memod, W0 ekro4Yae cmpykmypoeaHy Molesb O/l eusiesIeHHsl 3a2po3, OyiHIeaHHs epassiueocmi ma
PO3paxyHKy pusuky. 3anpornoHoeaHuli nidxio 6asyembcsi Ha MameMamu4HuUX Modesisix i liMoeipHicHUX gbyHKUisix, uyo do3eorisie 30ilicHro8amu moyHiwuli
aHani3 3a2po3 ma ouyjiHroeaHHs1 epasnueocmi. Lje dae 3mo2y po3pobnsimu eghekmueHiwi cmp ii nom’s HHS1 HacnioKie i moKpauw,umu KoopOuHau,ito
peazyeaHHs. Ha eiomiHy €id mpaduyilinux memodie OSINT, siki noknadaromscsi Ha 36ip i aHani3 HecmpykmypoeaHux GaHux, Haw nioxiod 3anpoeadxye
MameMamuy4Hy ocHoey 0151 36opy daHux i oyiHIo8aHHs 3a2po3, 3abe3neyyro4u 800CKOHaeHe npedcmassieHHs1 OaHuXx i LiIMOgIpHICHe eusiefIeHHs1 3a2po3.

PesynbTatun. Pesynsmamu docnidxeHHss nidmeepdxyromb egekmueHicmb KinbkicHoi modesni OSINT dAns 6e3neku Kpumu4HoOi
iHgppacmpykmypu. BoHa deMOHcmpye noninweHHsi mo4YHocmi, weudkocmi npuiiHAMMs piweHb, MiHIMi3ylo4u Heeu3HayeHicmb 3aeldsiku
liMmogipHicCHOMY ouiHlO8aHHIO pu3ukie. Modenb 3MeHwye KinbkKicmb Hernompi6Hux crosiujeHb i ¢hoKycyembcsi Ha 3az2po3ax, WO Maromb
npakmuyHe 3Ha4yeHHsi. TecmyeaHHs1 Ha MacwmaboeaHicmb roka3aso, Wo cucmema 30amHa eghekmueHo o6pobsmu eenuki o6¢csi2u 0aHUX, He
nepesaHmaxyroyu aHanimukie. O6'ekmueHi oyiHku pu3sukie nidmeepdunu noninweHHs npoyecy nNpuliHAMms piweHb i donoMoanu eusienamu i
nom'skwyeamu 3a2po3u 8 peasibHoMy 4Yaci. Modenb makox 0ae HadiliHy ocHogy Onsi nodanbwozo po3eumky npakmuk OSINT, 3 Moxnueicmio
nodanbwoi onmumi3zayii Yepe3 3MeHWeHHs pu3ukie i 36anaHcyeaHHs1 3ycusnb u,000 iXHbOI Helimpanisayii.

BucHoBKU. Pesynomamu docnideHHs1 nMokazyromb, WO 3arnporioHogaHa MamemamuyHa Modeslb € eheKmueHUM iHCMpyMeHmom Onsi
cucmemamuy4Ho20 3acmocyeaHHss OSINT Ons nideuuwieHHsi 6e3neku Kpumu4Hoi iHgppacmpykmypu. BoHa Ao3eossie 30ilicHroeamu oOyiHIO8aHHs
epa3siusocmell, 8USIBJIEHHSI 3a2pP03, PO3paxyHOK PU3UKy ma 3acmocoeyeamu YinecrnpsimosaHi cmy ii mom’ HHs1. 3a80sIKU 8UKOPUCMaHHIO
8i0kpumux Oepen 0aHuXx, aHasi3y 3a2po3 i mocmiliHoMy 360POMHOMY 38's13Ky, MoOesib 3abe3neyye cmilikicmb iHghpacmpykmypu 60 MiHIU8UX PU3UuKie.

KnwuyoBi cnoBa: OSINT, 6e3neka kpumu4Hol iHgppacmpykmypu, Kibep3a2po3u, oyiHka epa3ssueocmi, cmilikicmb iHgppacmpykmypu,
ny6niyHi Oxxepena, aHanis 0aHux, kibepbe3neka, iHgpopmauiliHa 6e3neka.

ABTOpY 3asBNSAOTb NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CnoHcopu He Gpanu yyacTi B po3pobneHHi AocnimkeHHs; y 36opi, aHanisi
4¥ iHTepnpeTaLii AaHuX; y HanucaHHi pykonucy; B pilleHHi Npo ny6nikauijto pe3ynbTaTiB.
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interpretation of data; in the writing of the manuscript; in the decision to publish the results.
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MOJAENI ABTOPU3ALIlII ANA B3AEMO/Ii BY3niIB BE3 A1OBIPU
B NYBJIYHUX BELEHTPANI3OBAHUX MEPEXAX

B c1yn. fJeueHmpanizoeaHi Mepexi cmasnu ocHoeoro OJisi HO8UX mexHos102ill, wo 3abesneyyroms 6e3neky ma npo3opicme
onepauili 6e3 nompebu e yeHmMparnizoeaHuUXx KOHMPOJIF8aNbHUX Op2aHax. Bka3zaHi Mepexi do3eosissrtomsb 30ilicHroeamu 83aemModito
Mi 8y3namu 6e3 nonepedHboi dosipu. [Mpome 3abe3nevyeHHs HadiliHOT ma eghekmueHOl aemopu3auii 8 mMakux Mepexax € 6 UKITUKOM
yepes gidcymHicmb eOuHO20 aemopu3ayiliHo2o yeHmpy. Lje cmeoproe nompeby e po3pobrnieHHi Hoaux modesiel, w0 00380JIIHoMb
6e3neyHo kepyeamu Adocmynom 3o pecypcie Ha ocHogi 83aemMo0il Mix ey3namu. OGHiEr0 3 OCHOBHUX NPO6sIeM € me, WO KOXeH
8y30J1 MO)Xxe 6ymu nomeHuyiliHo wkidnueum, i mpaduyiliHi modeni aemopu3auii, W0 eUKOPUCMOBYOMbLCSI 8 UeHMmpasizoeaHux
cucmemax, He MOXymb 3abe3neqyumu HanexHul pieeHb 6e3neku. Memotro yiei pobomu € docnidxeHHs Hosux mnidxodie Ao
aemopus3sayii e ny6ni4yHux deyeHmparnizogaHux Mepexax, siki He mompe6yroms Aogipu MiX y4acHUKaMu.

M e T o awu. focnidxeHo modeni aemopu3auii, 3acHoeaHi Ha penymauii ma doka3sax kopucHoi po6omu — Proof of Useful Work
(PoUW), wo nepcrnekmueHi 0nsi deyeHmparnizoeaHux cucmem. Modenb penymauii nepedbavyae HadaHHs1 npae docmyrny Ha OCHO8I
nonepedHbOi akmueHocmi 8y3n1a 8 Mepexi, e KoXeH a8y30s1 Hakonu4vye 6anu perniymauii 3a 6UKOHaHHS1 NeeHuUX 3aedaHb. [pyaa
modesnib PoUW doseorisie gy3nam ompumMyeamu asmopu3auiro 3a KinbKicmb 8UKOHaHUX KOPUCHUX o64ucieHb. Lle ymoxnuentoe He
nuwe nideuweHHs1 pieHs1 6e3rneku Mepexi, ane i cmumysiroeaHHs1 8y3Jlie 30 8UKOHaHHsI 064UC/IFO8aNTbHUX 3a80aHb, WO Maromb
npakmuy4Hy UYiHHicmb Ons cninsHomu.

PesynbTaTtu. ModenoeaHHs1 nokasano, ujo obudei modesni dosegonsiromb eghekmueHo 3abesneyumu 6e3neky ma
Haditlinicmb 83aemo0ii Mix ey3namu. By3nu 3 sucokum pieHem pentymauii abo mi, w0 e UKOHas1Iu 3Ha4yHUli 06¢si2 KOPUCHUX 064UCIIEHD,
ompumyroms Aocmyn 00 KPpUMu4YHO eaXJlueux pecypcie mepexi. BnpoeadxeHHss makux nidxodie 00380Jisie 3HU3UMU PU3UK
wKidnueoi aKmueHocmi, OCKiNbKU 8Y3J1U, SIKi He BUKOHYOMb KOpUCcHUX 0ili, 06MexXyrombcs y npagax docmyny.

BucHoBKMU. 3anponoHosaHi Modeni aemopus3auii Ha ocHoei perlymauii ma Proof of Useful Work npodemoHcmpyeanu
8UCOKy egpekmueHicmb y nybnidyHux deyeHmparnizoeaHux mepexax. BoHu do3eonssromp 3dilicHroeamu 6e3ne4Hy e3aemMo0ito
Mix ey3namu 6e3 nompebu y doeipi, wjo pobums yi nidxodu nepcrnekmMueHUMU O71s1 MalilbymHb020 enpoeadiKeHHsI 8 Pi3HUX
cpepax. BukopucmaHHs yux modeneli 3abe3neqyye OuHamiyHe KepyeaHHsi docmynom 00 pecypcie, MIHIMi3yroYyu pu3uku
wkidnueoi disnbHocMi.

KnwuyoBi cnoBa: aemopu3auisi, deueHmparnizoeaHi mepexi, penymauyis, Proof of Useful Work, 6e3neka, e3aemodisi
6e3 doeipu.

Beryn [0 aBTOpu3auii, ski 3abe3nevytoTe 6e3neyvHy B3aemopio
CyyacHi nybniyHi peueHTpanizoBaHi Mepexi, Taki sk MiX  By3anamum 6e3  UEeHTpanizoBaHOro  KOHTPOIO
6nokyeliH Ta peer-to-peer (P2P) cuctemu, ctatoTb BCe nony- (Nakamoto, 2008, c. 2). Y ubomy po3gini po3rnsiHyTo
napHiwmmn y 6aratbox cdepax (Nakamoto, 2008, c. 1), OCHOBHi Mofeni asTopu3auii, 30Kpema Ha OCHOBI
30Kkpema 1 y hiHaHCOBMX onepauisx, KepyBaHHi AaHUMK 1 penyTauii, Proof of Work (PoW), Proof of Stake (PoS) i
obuncnenHax. [eueHTpanisauia 3abesnevye BUCOKUN Proof of Useful Work (PoUW).
piBeHb 0e3nekn Ta He3anexHOCTi BiA LeHTpanizoBaHUX PoW i PoS € oCHOBHMMW MOOENSIMU KOHCEHCYCY B
opraHis (Buterin, 2014), ogHak, BOHa TaKoX CTBOPHOE 3HAYHI OaraTbOX AeleHTpanizoBaHMX cucTemax, BKIoYar4m
BUKINWKWN Y chepi KepyBaHHSA OCTYNOM A0 PeCypCiB i JaHMX. Bitcoin Ta Ethereum. ¥ PoW By3nu BUKOHYIOTb CKNagHi
BigcyTHicTb OoBipy MiXK By3namu Mepexi O3Hayae, Lo obuncnioBanbHi 3agadi Ans nNiaTBepAXeHHs TpaH3aKUin i
TpaauLinHi moaeni aBTopwu3allii, 3acHoBaHi Ha 3abe3neveHHs Ge3nekn Mepexi, WO OO3BONISE YHUKHYTU
LleHTpanisoBaHOMy KOHTPOSi, He MOXyTb OyT edheKTMBHO LIEeHTPari3oBaHOro KOHTPOSIO, ane BuMMarae 3HayHuX
3aCTOCOBaHi B TakUX cepeoBULLiax. eHepreTuyHnx BuTtpat (Bonneau et al., 2015, c. 106). ¥
OpHieto 3 OCHOBHMX Npobrem, WO BUHUKaKTL nepes PoS, HaBnaku, By3nu MOXyTb MiATBEPAXKYBATU TpaH3aKLji
OeuUeHTpanisoBaHUMK  cuctemamu, € 3abe3neyveHHs] Ha OCHOBI KifTbKOCTi KpMNTOBAaNOTU, IKOK BOHW BOSOAIHOTh,
6e3nevyHoi Ta edekTMBHOI aBTOpu3auii By3niB. KoxeH O 3HA4YHO 3MEHLUYE EHEeprocroXmBaHHs, ane Moxe
By30mn Mepexi Moxe OyTu MOTeHUinHO LwWwKianuemum abo Np13BeCTV A0 LeHTpanisadii, Ockinbku By3nu 3 Binbwmmm
HeHaginHMM, TOMYy HeoOXigHO BNpPOBaAXyBaTW HOBI pecypcamu matoTb Ginblue noBHoBaxeHb (Buterin, 2014).
MEeXaHi3aMn aBToOpu3aLii, siki He 3anexaTb Bi4 LeHTpani- OpuH i3 HamBigomiwmnx npoTokonis PoS — ue Ouroboros,
30BaHWX CTPYKTYP. Y KOHTEKCTi LbOro AOCHiaXeHHs 0cob- AKMA BUKOPWCTOBYE Pi3HOMAHITHI MexaHiamn ansi 3abes-
NMBa yBara npuainseTbCa MOAEIOBAHHIO aBTopm3auii Ha neyeHHss Oesnekn Ta peueHTpanisauii. Llen npotokon
OCHOBI penyTauii By3niB Ta koHuenuii Proof of Useful Work 3abe3neyye BUCOKMNA piBeHb 6Ge3nekn 3a paxyHoK
(PoUW), wo no3sonstoTb 3abe3neunty 6e3neky B3aemogii po3noainy npas BepudikaLii 3anexHo Big 4acy yTpumaHHs
Mix By3namu 6e3 HeobxiaHOCTI nonepeaHbOI 4OBIpU. Ta KiNbKOCTi MOHET, L0 A03BOSISIE CTBOPIOBATU AeELEeHTpa-
MeToto uiei cTaTTi € aHanisa i po3poGreHHs HOBUX nisoBaHi Ta HaginHi mepexi (Kiayias et al., 2017, c. 360).
mMopernen aBTopu3adii Ans OeueHTpani3oBaHWX CUCTEM, PoUW € iHHOBaLIiNHOK MOAEN KOHCEHCYCY, dKa
SKi 3MOXYTb PO3B'sA3aTi Npobnemy AoBipy MiX By3namm Ta noegHye 6esneky Ta kopucHy poboty. BiamiHHicTe PoUW
3abe3neunTtn 6e3neyHy i Npo3opy B3aEMOLII0. Bia PoW nonsrae B Tomy, O BY3MNKN BUKOHYHOTb HE MPOCTO
MeTtoau 064mMcneHHs1, a 3aBAaHHs 3 peanbHUM NPaKTUYHUM 3HaYe-
HeueHTpani3oBaHi Mepexi, Taki Sk GNOKYEenH Ta iHLWi HHAM, Hanpuknag, obpobneHHs HaykoBMX AaHux abo
peer-to-peer cuctemu, Cnpusinu po3BUTKY HOBUX Migxonis Benuknx obcsariB iHpopmauii. Lle gossonse mepexam
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BMKOPUCTOBYBaTW pPECYpPCY paLlioHanbHille, Hagaw4um By3-
naM MOXIMBICTb BMKOHYBaTW KOPWCHI 3aBAaHHA W OOHO-
YacHo 3abesnevyBaTtn 6e3neky mepexi (Ball et al., 2017).

Llem nigxig TakoX CTUMYMIOE BY3NM BWKOHYBaTK
KOPUCHI ANS CMiNbHOTN 0BYMCNEHHS, 3MEHLLYHOYN PU3KKN
WKIOANMBOI ~ aKTMBHOCTI Ta Chpuslodn  edeKTUBHOMY
posnoginy pecypcis.

PenyTauiiHi cuctemm € anbTepHaTMBHMM MigX040M
ans 3abesneveHHst aBTopuM3auii B OeuleHTpanisoBaHux
Mepexax. Y penyTtauintHMx MoAensix KoXeH By3on
Hakonuyye Ganu penyTauii, WO [03BOMSE OUiHIOBaTU
HafiMHICTb By3ra Ha OCHOBI MOro nonepeaHbOi akTUBHOCTI
Ta B3aemogii 3 iHwumu By3namu. Lle gae moxnueicTb
Mepexam npautoBaT 6e3 LeHTpanisoBaHOro KOHTPOSIH i
CTUMYIIOE BY3NW NigTPMMYBaTW BWCOKY penyTauiio Ans
OTPUMaHHSA OOCTYNy OO0 pecypcis.

JocnigXeHHs TakoX MNokasyloTb, LWO penyTauiiHi
MoZeni gonomaralTb 3MEHLWUTU PU3KMKK  LWIKIANMBOT
[iSANbHOCTI, OCKINbKU BY3IM 3 HU3bKUM piBHEM penyTaLii
MatoTb OOMEXEHMI [OCTYN OO BAXIUBMX PECYPCIB MEpeXi
(Jgsang, Ismail, & Boyd, 2007, c. 618-644). PenyTauinHi
CUCTEMU LLMPOKO BMKOPUCTOBYIOTb Y COLlianbHUX Mepexax
Ta iHWKWX OHNalH-cepeaoBuLLax, Ae HeobxigHo ouiHoBaTh
HafiMHICTb KOPUCTYBAYiB Ha OCHOBI IXHBOT MOBEIHKM.

Pi3Hi Mogeni aBTopm3adii BigirpaloTb BaXXnuBy pornb Y
KEepyBaHHi [OCTYNoM Yy [eueHTpanisoBaHUX Mepexax.
Oeski pocnigjxeHHs cBigyaTtb, WO Taki Mepexi MOXyTb
npautpoBatM sk "eranitapHe cycninbctBo" abo X K
"nobpo3nynvea guktatypa”, e By3nu 3 BUCOKUM pPiBHEM
penyTauii Y1 pecypciB OTPMMYIOTb BinblUi MOBHOBaXXEHHS
(Azouvi, Maller, & Meiklejohn, 2018, c.127-143). Le
[o3Bornsie 3abe3neunTn CTIRKICTb | 6e3neky mepexi, ane

BMMarae petenbHoro 6anaHcyBaHHA MiX [eueHTpa-
nisauiero Ta KOHTPONeM ANst YHUKHEHHS LieHTpanisadii.

PesynbTaTtn

Y npoueci gocnigpkeHHa npoaHanisoBaHo ABi mofeni
aBTopu3auii y nybniyHnx geueHTpanisaoBaHUX Mepexax:
MoAenb Ha OCHOBI penyTauii Ta mogenb Proof of Useful
Work. [Ins KOXHOI 3 HUX CTBOPEHO CUMYTISILIINHY MEpPEXY 3
10 Bya3niB, Ae KOXeH B30/ BUKOHYBaB MNEBHi 3aBAaHHs, 3a
AKki oTpumyBaB BignosigHi 6anu penyTauii abo obuncnio-
BanbHi pecypcu. B pesynbTati BAanoca otpumaTu
NoKasHWKN edeKTUBHOCTI aBTopu3auii By3niB i ANHaMIKK
3MiHM iIXHiX NpaB AOCTYyny A0 pecypciB Mepexi.

Mopenb aBTOpM3aLlii Ha OCHOBI penyTaLii nepeabavae,
LLIO KOXXEH BY30N Hakonu4dye 6anu penyTauii 3a BUKOHaHHSA
KOPUCHUX A ONna  Mepexi, Takmx sK o06pobneHHs
TpaH3akuin abo HagaHHa obuncnoBanbHUX pecypceiB.
PenyTauito By3na po3paxoByoTb 3a (hOpMyrio

Tj

R =

@)

=1

ae Ri — penyTauisi By3nai, Aj — KiNbKICTb BUKOHAHUX A
By3noM i Ans By3na j, Wj — Bara pfii (BaxnuBicTb

3aBfaHHA Ans Mepexi), TJ- — y4ac, WO MUHYB 3 MOMEHTY

BUKOHaHHS aii.

Lis dopmyna [o3Bonsie  OUIHUTW,  HACKINbKK
BaXNUBMMU ANA Mepexi 6ynu BUKOHaHI By3nom fji, i
BpaxoBYE §K KiMbKiCTb i, Tak i IXHIO BaXnuBiCTb AN
3aranbHoi poboTn cucTtemu.

Ta6bnuuys 1

PenyTauiiHi 3Ha4eHHA By3MiB A0 Ta nicnsa B3aemogii

Byson MoyaTkoBa penyTauis KiHueBa penyTauin
1 0.10 0.80
2 0.30 0.85
3 0.25 0.75
4 0.20 0.70
5 0.35 0.85
6 0.40 0.90
7 0.50 0.95
8 0.45 0.90
9 0.55 1.00

10 0.60 0.95

Ha ocHoBI pe3ynbTaTiB MogentoBaHHs (Tabn. 1) MoxHa
OiNTM BWCHOBKY, LWO BY3nu, SKi BUKOHyBanu OinbLuy
KiNbKICTb 3aBAaHb | B3aEMOAIANM 3 iHWMMK By3namu,
oTpMManu 3Ha4yHo Ginble penyTauiiHux GaniB i,
BiAMOBIAHO, MiABAWMAN  CBiM  piBEHb  aBTopu3aLlil.
PenyTtauis By3niB NpsiMO KOpPEenoe 3 iXHbOK aKTUBHICTIO Y
Mepexi, WO [A03BOMNSAE 3MEHLUMTU PUNKM  LLKIAIMBOT
aKTMBHOCTI 3 60Ky BY3MiB i3 HU3bKOI penyTauieto.

Mogene PoUW 6asyeTbCcsa Ha KOHUenuii, Wwo By3nu B
AeLeHTpani3oBaHii Mepexi MOBUHHI BUKOHyBaTu ob4ucre-
HHS, KOPUCHI And i PyHKUiOHYBaHHSA, 3a WO OTPUMYIOTb
npaea JocTyny Ao pecypciB. Ha BigmiHy Big TpaguuinHmnx
mMozenen, Takux sik PoW, ge By3nu BMKOHYHOTb o64umcre-
HHS, sIKi MaloTb OOMEXeHe npakTU4YHe 3acTOCyBaHHS
(Hanp., nowyk xewa ans Bepudikauii 6noka), PoUW
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CTMMYJIIOE BY3NU 4O BUKOHAHHS 3aBAaHb, SKi MPUHOCATb
peanbHy KOPUCTb CMiNbHOTI (Hanp., 00YNCINEHHS HAYKOBUX
Moaenen, o6pobneHHs BENUKNX AaHUX).

OcHoBHi npuHUMnM poboTn mogeni PoUW:

1. KopucHi obuncneHHs: By3nu, 3amicTb BUTpaYaHHs
pecypciB Ha po3B'si3aHHA KpunTorpadiyHnx 3agay BUKO-
HYIOTb KOPWCHI Ans Mepexi obuucnenHs. Li obuncne-
HHS1 MOXYTb BKITO4aTK B cebe HayKOBi po3paxyHKu, aHani3
AaHux abo iHWi 3agavi, Wo MarwTb MPaKTUYHY LiHHICTb.
Yum Ginblue KOPUCHUX OOYMCIEHb BUKOHAB BY30J1, TUM
GinbLUe BiH OTpUMYE MpaB JOCTYNy AO PECYPCIB MEpeXi.

2. PiBeHb aBTOpM3aLii: aBTOpM3aLlis By3na 3anexuTb
Bif KiNbKOCTi BUKOHaHWX HUM KOPUCHWUX obuncneHb. Yum
GinbLue obuncrneHb BUKOHYE By30M, TUM BULLMIA OO piBEHb
aBTOpM3alLlii, L0 AO3BONSIE MOMY AOCTYN A0 BinbLU KpUTKY-
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HO BaXJIMBUX PECYPCIB, TaKNX SK KepyBaHHA TpaH3aKLismu,
30epiraHHsa gaHnx abo nigTBepmKeHHs1 onepawin.

PiBeHb aBTOpM3aLii BUSHAYAETLCA KiNbKICTIO BUKOHAHMX
BY3I1OM 064MCEHD, LLO MOXHA nodaTy y BUrnsaai gopmynm

C.
D| = ! ] (2)
C
max
ne Di — piBeHb aBTopu3adii By3na i, Ci — KiNbKICTb
BMKOHaHUX oBumncneHb Byanom i, C . — MakcumansHa

KiNbKICTb 06YMCNEHb, BUKOHAHMX Y MEPEeXi.

Lis copmyna 3abesneyye By3nam, siki BUKOHYIOTb
BinbLue KOPUCHNX 0BYMCHEHb, BULLMI piBEHb aBTOpMU3aLlii.
Y CBOW 4epry, BYy3nNM 3 MEHLLUOK KifbKiCTIO oBuncneHb
OTPMMYIOTb MEHLUi npaBa [OCTyny, WO rapaHTye piBHWN
po3noAin pecypcis BiANOBIOHO A0 BHECKY KOXHOro By3na.

Ons aHanidy ctabinbHocTi po6oTu Mepexi Ta posno-
Jiny npaB [oOCTyny NpOBEAEHO PO3paxyHOK MOKa3HUKa
lepcta, WO O003BOMSE OUIHUTKU, YM € AMHaMika penyTa-
LinHoi aBTOopwm3auii By3niB cTinkoto. [lokasHuk [epcta
po3paxoByloTb 3a hopmynoro

log(R/S)
log(N)

ne R/S — BIOHOLWEHHA amnniTyanm [0 CTaH4apTHOro

®)

BiaxuneHHs, N — kinbkicTb gaHux.

PesynbTaTn po3paxyHkiB nokasanwu, Wwo Ans By3nis i3
BMCOKOIO penyTauieto nokasHuk epcta HabnmkaeTbca 4o
0.9, wo cBiaYNTb NpPO iXHK CTabiNbHICTb Y HAKOMUYEHHI
npas AocTyny. Bysnu 3 HU3bKOIO penyTauiceto Manu HUKI
3HayeHHs1 nokasHuka Mepcra (6nusbko 0.5), Wo ceiguMTh
npo HecTabinbHICTb IXHbOI aBTOpU3aLii.

Iunckycis i BUCHOBKN

3a pesynbTatamu NpoBeAEHOro OOCHiAXeHHS moae-
new aBTopu3auii By3niB y nybniyHmx geueHTpaniaoBaHmx
Mepexax Ha ocHoBi penyTauii Ta POUW moxHa 3pobutn
Taki BUCHOBKM.

EgekmusHicmb Mmodeni aemopu3auii Ha OCHO8I
periymauii: By3nu, WO aKTUBHO BWKOHYBanu KOPWUCHI Ans
Mepexi Oii, oTpUMyBanu 3Ha4Hi NOKpaLLEHHs Y piBHI CBOET
penyTauii. Lle 3abesneyyBano im pgoctyn go 6Ginbl
KPUTUYHMX PECYpCiB Mepexi, Takux SK NiATBEpPKEHHSA
TPaH3aKLiN Ta ynpasriHHA 004MCIOBaNbHUMY 3aBOAHHSIMM.
3okpema, By3nu 3 MOYATKOBO HWU3LKOK penyTauieto, sKi
BMKOHANM 3HA4HY KiNbKiCTb 3aBAaHb, 3MOMMM NiABULLNTK
cBolo penyTtauito Ha 60-70 %. Le nigTBepmoxye, wWo
Mofernb Ha OCHOBI penyTadii € cnpaBegnvMBUM NiAXOA0M
[0 aBTopu3auii y AeLeHTpanisoBaHUX Mepexax.

Modernb PoUW 3abesneyye cmumyno8aHHs akmueHoi
ydacmi 8ysnig: ua Mogerb nokasana CBOH e(eKTUBHICTb
y 3abesneyeHHi BMCOKOrO piBHA aBTopu3auii ong Tux
BY31iB, SIKi BAKOHYIOTb pearbHi 0b6uncroBanbHi 3aBAaHHS
ans mepexi. Byanu, wo BukoHanu Ginblie o64yMcneHb,
oTpMManu BULWMIA piBeHb aBTopu3auii. Lle gossonuno im
OOCTYN 00 KPUTUYHWUX ornepauiii, Takux sik 36epiraHHs
BaXXNMBUX AaHUX Ta KepyBaHHS TpaH3akuiamu. Y Takun
cnocio PoUW cTBoptoe edheKkTUBHMIN MexaHiam MoTuBauil
BY31iB [0 y4acTi Y KOPUCHIN AiNbHOCTI.

HuHamiyHicmb | eHy4kicmb asmopu3sauii: obuasi Mo-
Aeni aBTopm3adii € AMHaMIYHMMM, OCKINbKK Npasa JOCTyny
BY3MiB MOCTIIHO KOPUIylOTbCA 3anexHo Big iXHbOI
aKTMBHOCTI Ta BHecky Yy wMepexy. Lle 3abeaneuye
crnpaBeAnvBuUin po3noain pecypcis i 3axuUcT Bif LWKIANUBOT
JisinbHOCTi 3 Goky ManoedekTBHUX abo MNOTEHUINHO
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WKiaNMBMX By3niB. Byanu, ki He BMKOHYIOTb AOCTaTHLOT
KiNnbKOCTi 3aBgaHb abo MopyllyloTb NpaBuna Mepexi,
aBTOMaTM4HO BTpayalTb MpasBa AOCTyny, WO MiHiMi3ye
PU3MK 3NOBXMBaHb.

Besneka ma cmilikicmb Mepexi: 3a 4ONOMOrot po3pa-
XYHKY Moka3Huka [epcta BCTaHOBMEHO, WO By3nuM 3
BMCOKOKO penyTauielo Ta 3HayHMMK oBuMcroBanbHUMK
pecypcaMu [OEeMOHCTPYlOTb CTabinbHy noBediHKky Ta
BWCOKY CTIiRKICTb Yy HakonuyeHHi npas poctyny. Lle
CBigYMTb NPO Te, WO Mepexa cTae 6e3neyHiwon 3aBasku
aBTOMaTMYHOMY BifCiBY BY3I1iB i3 HU3bKOIO aKTUBHICTIO abo
He06pOCOBICHOI NMOBEAIHKOM.

MiHimizayis pusukie wWkidnueoi akmueHoOCMi: 3aBOsiKu
penyTauivHin Mogeni BY3NN 3 HU3bKOK aKTUBHICTIO He
MOXYTb OTPMMAaTK BUCOKWUI PiBEHb JOCTYNY A0 BaXXNUBKX
pecypciB, IO 3axMLLAE MEPEXY Bif MOXNIUBMX aTak abo
Hepob6pocoBicHoi nosediHkn. Mopene PoUW, y cBoto
Yyepry, CTUMYIOE BY3NU 4O BUKOHAHHSI KOPUCHUX OB4YmC-
NEHb, O TaKOX 3HWXKYE PU3MKW LUKIANMBOI aKTUBHOCTI,
OCKiNMbK/ BY3MM-3MOBMUCHUKA HE OTPUMYIOTb AOCTaTHBO
npae gocTyny.

3anponoHoBaHi MoAeni MoXyTb ByTW yCnilLHO iHTerpo-
BaHi y pi3Hi TMNXM AdeueHTpanizoBaHuWX cucTeMm, Taki K
6rokyerH-nnatgopmn, peer-to-peer  HaknooOMiHHUKK,
AeleHTpanisoBaHi o64McnoBarnbHi cucteMm Towo. 3acTo-
cyBaHHSA penyTauinHoi cuctemmn abo PoUW possonutb
NigBULWLMTL  HagiHIiCTe | ©e3neky Takmx CUCTeEM,
3abe3neyyoun cnpaBeanuBMIN PO3NOAIN pecypciB i 3axmcT
Bi LKIANMBOI aKTUBHOCTI.

Moxnueocmi dnsi nodanbuwiux 0ocnidKeHb. noganbLui
DOCNIOXKEHHA MOXYTb OYyTVM CMpsSIMOBaHiI Ha PO3LLUUPEHHS
MOXIIMBOCTEN MoOLenen aBTopu3alii, 30Kkpema n 4yepes
yNpoBaAXXeHHs [O0A4AaTKOBMX MEXaHi3MiB 3axucty Bif
MaHinynauin  penyTtaujeto  abo  obuncnoBanbHUMK
pecypcamu. TakoxX € nepcnekTuBuM Ang iHTerpauii umx
MOZenen 3 iHWUMM Nigxo4amu, WO A03BONUTbL CTBOPUTH
e GinbL rHy4yki Ta 6e3neyHi aBTopm3aaLiviHi cuctemn ans
ny6niyHnX AeueHTpanisoBaHNx Mepex.

Pes3ynbTaTn gocnigXeHHs 4eMOHCTPYIOTb, L0 BPOBa-
OXEeHHs mMofernen aBTopusalii Ha OCHOBI penyTauii Ta
PoUW y nybniuyHnx aeLeHTpanizoBaHNX Mepexax 3HauyHO
nigBuLLye piBeHb 6e3neku, CTIKOCTi Ta crnpaBeanMBOCTI
B3aemofii Mix By3namu. Lle go3sonsie Mepexi yHKLioHY-
BaTM 6e3 UeHTpanisaoBaHOro KOHTpomt, 3abesnevyoun
BOZAHOYAC MPO30PICTb i 3aXMCT Bif LKIANMBOI aKTUBHOCTI.

BHecok aBTopiB: |BaH [lapxoMeHko — KoHLUenTyanisauis;
METOZONOriSA; aHani3 mxepen, NiAroTyBaHHS ornagy nirepaTtypu
abo TeopeTuyHux 3acag docnigpkeHHs; Poman OrieBuy — 36ip
eMnipuYHKUX JaHuX Ta ix Banigauis; emnipuyHe AOCHiAXEeHHS.
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AUTHORIZATION MODELS FOR TRUSTLESS NODE INTERACTION
IN PUBLIC DECENTRALIZED NETWORKS

Background. Decentralized networks, such as blockchain and peer-to-peer systems, have become the foundation for new technologies
that ensure the security and transparency of operations without the need for centralized control authorities. These networks enable interaction
between nodes without prior trust. However, ensuring reliable and efficient authorization in such networks presents a challenge due to the absence
of a single authorization center. This creates the need to develop new models that allow secure access management based on the interaction
between nodes. One of the main issues is that each node can potentially be malicious, and traditional authorization models used in centralized
systems cannot provide the necessary level of security. The purpose of this study is to explore new approaches to authorization in public
decentralized networks that do not require trust between participants.

Methods. The research investigates reputation-based authorization models and Proof of Useful Work (PoUW) models, which show
promise for decentralized systems. The reputation model grants access rights based on the node's previous activity in the network, where each
node accumulates reputation points for completing specific tasks. The second model, PoUW, allows nodes to gain authorization based on the
number of useful computations performed. This approach not only enhances network security but also incentivizes nodes to carry out
computational tasks that have practical value for the community.

Results. Modeling has shown that both models effectively ensure the security and reliability of interaction between nodes. Nodes with a high
reputation level or those that have completed a significant volume of useful computations gain access to critical network resources. The implementation
of such approaches reduces the risk of malicious activity, as nodes that do not perform useful actions are restricted in their access rights.

Conclusions. The proposed authorization models based on reputation and Proof of Useful Work have demonstrated high efficiency in
public decentralized networks. They enable secure interaction between nodes without the need for trust, making these approaches promising for
future implementation in various fields. The use of these models provides dynamic access management to resources, minimizing the risks of
malicious activity.

Keywords: authorization, decentralized networks, reputation, Proof of Useful Work, security, trustless interaction.
ABTOpY 3asBNSAOTb NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CnoHcopu He Gpanu yyacTi B po3pobneHHi gocnigkeHHs; y 36opi, aHanisi
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BE3MNEKA REST API: 3ArPO31M TA METOOM 3AXUCTY

BcTyn. 3pocmaHHs 35108MucHoi akmueHocmi e iHghopmayitiHomy npocmopi cmeoproe dodamkoei 8 UKITUKU Onisi op2aHi3auil,
ski eukopucmosytomb REST APl e npoueci nepedayi 0aHux ma opzaHi3zayii e3aemodii 3 KkiieHmamu i napmHepamu. 32i0Ho 3i
cmamucmukoto, 6inbwe 80 % cyyacHoz2o eebmpadbika npoxodums yepe3 8e6-APIl, wjo pobums lio2o NpueabIUEord MileHHIo Onlsl
KibepasoquHuie. Bpasnueicmb y MexaHi3amax asmeHmudbikauyii ma aemopu3sauyii REST APl moxe npuzeecmu 0O eUMOKY
KOHebideHUitiHOT iHghopmauii, hiHaHcosux empam i 3a2po3 perniymauii. Tomy 3abe3neqeHHsi 6e3nexku REST APl € kpumu4HO eaxnueum
3aedaHHsIM 0151 cyYacHUX KOMMaHill, 0cob1ueo mux, W0 npayroroms y 2ay3six i3 6UCOKUM pieHeM PU3uKy.

MeToAau. 3acmocosaHo Memodu aHasni3y 3a2po3 6e3neui U oyiHO8aHHS pU3uKie, U0 UHUKarOMb Yy NPoOUeci 8UKOPUCMAaHHs
REST API.

PesynbTaTtu. OpeaaHizayii iHeecmyroms 3Ha4yHi pecypcu y po3eumok mexHornoeili 3axucmy REST API, enpoeadxyromb
mokeHu Ons1 KoHmposto docmyny, wugpyroms nepedavy 0aHux 3a doromozoro TLS/SSL ma iHmeapyroms cy4acHi 3acobu 3axucmy
8 ceoi dodamku. lMpome docnidxeHHs1 NMoKa3ye, W0 OCHOBHI 3azpo3u 6esneyi ece wie 3anuwarombCs aKkmyasbHUMU 4Yepe3
HedocmamHili pieeHb 3axuuwjeHocmi npouyecy eanidauyii exiOHux OaHux, cnabki naposi ma eidcymricmb 6Ga2amoghakmopHoi
aemeHmudpikauii. Takox ecmaHoesieHo, Wo 3HayHa Kinbkicmb APl He Matomb o6MexeHb Ha Yacmomy 3anumig, wjo pobums ix
epasnueumu 0o amak Ha 8UCHa)xeHHs1 pecypcie (DoS- i DDoS-amaku).

BucHoBku. OOHUM i3 K0O4Y0BUX HamnpsiMie po3e’a3aHHsi npobnemu 6esneku REST APl € enpoeadxeHHsi cucmemu
ynpaeniHHsi 6e3nekoro API, Ao sikoi Hanexumes eukopucmaHHsi 6acamopieHego20 nidxody Ao 3axucmy. Lle exroyae KOHMPOJb
docmyny, 3acmocyeaHHs1 mokeHie A1 asmopu3auyii, pe2ysisipHy nepeesipKy cucmem Ha HasisHicmb epa3sfiueocmeli ma 06MeXeHHs1
weudkocmi 3anumie Oris1 3MEHWeHHs1 PU3UKy amak Ha eioMosy e o6csiy2oeyeaHHi. [Jo mo2o x ynpoeadKeHHs cy4acHUX MPaKmuk
6esneku, makux sik 6azamoghakmopHa aemeHmudpikayis, Aonomoxxe MiHiMi3yeamu pu3uKu HecaHKUioHoeaHo20 docmyrny.
Pe3ynbmamu docnidxeHHs1 MOXXymb 6ymu eukopucmaHi 011 800CKOHasIeHHs1 icHyro4ux noslimuk 6esneku REST APl (i onmumizauii

nidxodie do ynpaeniHHs 3a2po3amMu 8 KOMIaHisix pi3Ho20 Macuwimaby.

KnwuyoBi cnoBa: RESTAPI iHhopmauiliHa 6e3nexka, aesmeHmucgbikayis, aemopu3auisi, 3a2po3u, iHgpopmauiliHa 6e3rneka.

BeTyn

3poCTaHHs 3MOBMUCHOI akTUBHOCTI B iH(DOpMaLiiHOMY
Ta kibepHeTMYHOMY npocTopax CTaBuTb Nepen KepiBHW-
KamMu NignpmMeMCTB i BMaCHNUKaMmn KOMMNaHin HOBi 3aBAaHHSA
woao 3axucTty cBoix umdposux aktusiB. Ocobnvso
Bpa3nMBMMK € CUCTEMMU, IO BUKopucToBytoTe REST API
(Representational State Transfer Application Programming
Interface) ans o6MiHy 4aHUMK, OCKINbKM BOHW CTaloTh Mille-
HHIO O aTak, CNpsIMOBaHWX Ha OTPMMAHHS HecaHKLio-
HOBaHOro AOCTyny A0 KOHMIAeHUinHOT iHdopmauii abo
NOpYyLUEHHs1 HOpManbHOro (OYHKUIOHYBaHHS CUCTEM.

KomnpomeTauis Takux akTuBiB, K KOHMIAEHUiAHI AaHi
KnieHTiB, chiHaHCOBa abo iHTeneKTyanbHa BNAaCHICTb, MOXe
np13BecTn 00 nopylleHHs 6e3nepepBHoOCTi BisHecy, di-
HaHCOBMX BTpAT i BTpaTu penyTadii KoMmnaHii. Y Bignosigb
Ha Ui BVKITWKW OpraHisauii MaltTb YnpoBaKyBaTW HOBI
3arpo3u Ta BpasnuBOCTi, xapakTepHi Ans apxitektypu REST.

3 ormagy Ha Ui pusMKM MignpuemcTBa Ta KOMMaHii
MatoTb OLIiHIOBATU pPiBEHb 3PiNoCTi NpoLeciB 3abe3neyeHHst
6e3nekn cBoix APl Ta BnpoBagKyBaTu BignoBigHi cuctemu
3axuCTy, SIKi BpaxoByHOTb cneuudiky ixHboi AisnbHocTi. Le
NUTaHHA CTaE KPUTUYHUM NS 3anydeHHsa  iHBecTuuin,
36epexeHHs1 OoBipy KMieHTIB i nmiaTpymMkn 6e3nepepBHOi
JiSNbHOCTI KOMMaHii B yMOBaXx cy4acHoi kibep3arposu.

3NOBMMWCHUKN MOXYTb BUKOPUCTOBYBATU Pi3Hi METOAM
arak, Bkntovatoun SQL-iH'eKuii, aTakm Ha aBTeHTUiIKaLito
Ta aBTOpU3aLilo, aTakM Ha BigMOBY B 0O6CNyroByBaHHI
(DoS, DDoS) Ta nepexonneHHs ganHux. Lli atakm MoxyTb
npu3BecT” OO0 HeCaHKUiOHOBaHOro AO0CTyrny A0 KOHi-
OeHUinHoi iHdopMauii, BTpaT ciHaHcoBUX pecypciB abo
nopyLueHHs poboTu cuctemu.
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Ona 3axucty REST APl HeobxigHO BrnpoBamkyBaTu
KOMMIeKCHi 3axoau 6e3neku, siki BKIoYaoTb BUKOPUCTaHHS
HafiMHMX MexaHi3MiB aBTeHTudikauil Ta aBTopu3auil,
LwnppyBaHHS JaHMX Ha TPaAHCMNOPTHOMY pPiBHI, Banigauito
BXIOHUX [aHux Ta oOMexeHHs [ocTyny [0 pecypceiB.
BigcyTHICTb UMX 3ax0fiB MOXe NpU3BECTU OO CEPUO3HUX
HacnigkiB anst opradisadii, BKMYaw4uM BTpaTy AaHuX,
(hiHaHCOBI 30MTKM Ta NOPYLLEHHS penyTaLlii.

Lis poboTta cnpsimoBaHa Ha aHarni3 Cy4acHuWx 3arpos
ans 6esnekn REST APl Ta po3pobneHHs nigxoaiB Ao
NiABULLIEHHSI PiBHS MOro 3axuMCTy Ha OCHOBI Cy4acHMX
TEXHonorik 6esneku.

Mema cmammi — pocnignTin OCHOBHI 3arpo3u 6esnedi
REST API Ta npoaHaniayBati METOAM 3aXUCTY, AKi 34aTHI
3abe3neunTn HaginHUA 3aXMCT AaHUX, WO nepeaarTbes
yepes Ui iHTepdencn.

MeTtoau

BukopucTtaHo meTog aHanisy 3arpo3 6e3neLi i oLjiHio-
BaHHSA PU3UKIB, WO BMHUKAKOTb MNif 4ac 3acToCyBaHHSA
REST API, a Takox cucteMHUiA niaxig ans KOMMmneKkcHoro
aocnimkeHHs apxitektypn REST API.

PesynbTatn

Y cyyacHomy umdpoBomy cepeposuili REST APl €
KIMFOYOBOK CKIMagoBOK Ans 3abesneyveHHst 3B's3Ky MK
popaTkamm, ocobnmeo y Bebcepaicax Ta MikpocepBiCHUX
apxitekTypax. Ockinbku OinbLwicTe iHTepHeT-Tpadika
npoxoantb 4epe3 API, ixHs ©e3neka CTae KpUTUYHO
Ba)XNUBOIO AJ151 3aXUCTY AaHuX i 3abe3neyeHHs cTabinbHoi
poboTu Bebaoaarkie.

© LWWe6nanin Opin, CupopeHko BoraaH, Muxanbuyk IHHa, 2024
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REST API| — ue apXiTeKTypHUI CTUMb ANS CTBOPEHHS
nerkux i rHydykux BebcepBiciB, WO BUKOPUCTOBYE
cTaHgapTHUM npoTtokon HTTP gna nepegadi gaHux Mix
knieHTom i cepeepom. REST API Hagae knieHTam gocTyn
0O MeBHMX pecypciB Ha cepBepi, [O3BOMSHYU
oTpyMyBaTun abo 3MiHIOBaTV AaHi Yepes cTaHaapTU30BaHi
3anuTn. Ha BigMiHY Bif IHWWX apXiTEKTYpPHUX CTWNIB,
REST cnupaeTbcs Ha NpUHUMNK NPOCTOTU, eDEKTUBHOCTI
Ta He3anexHOCTi KOMMOHEHTIB, WO pobutb oro
ineanbHMM BUGOPOM ANs  pO3NOA4INEHUX CUCTEM i
MOBINbHUX [oaaTkiB, Ae BaxnuBa LUBMAKaA i cTabinbHa
nepegaya gaHux.

OpHieto 3 kno4oBux koHuenuin REST APl €
opraHiszauis pecypciB 3a yHikanbHUMK agpecamu. KoxeH
pecypc, Hanpuvknag, gaHi Nnpo KopuctyBaya abo NpoaykT,
poctynHum vepes BusHadeHun URL. KnieHT 3BepTaeTbes
[0 KOHKPETHOro pecypcy 4epes 3anuT Ha cepBep, SKUN
Bignosigae, obpobnsaiouM uUen 3anuT BIANOBIQHO [0
npasun REST. LUWo6 pgocartm uboro, REST API
BUKOpUCTOBYE cTaHaapTHi HTTP-meToam, wo onucyoTb
Oil, SKi KNiEHT MoXe BWKOHYyBaTu Haa pecypcamu. Metop
GET 3acTtocoByloTb ANl OTpUMaHHs iHdopmalii npo
pecypcu, POST — ansa ctBopeHHs1 HoBKX 3anucie, PUT —
ONs OHOBIEHHs1 icHytouMx paHux, a DELETE - agna
BuMaaneHHsa pecypcis (puc. 1).

ApxiTektypHun ctune REST Takox 6asyetbcs Ha
NPUVHUMNI AMHaMIYHOI B3aemogii, Lo 03Ha4ae BiACYTHICTb
36epexeHHs cTaHy MiX 3anuTamu knieHTa. Lle o3Hauvae,
WO KOXEeH 3anuT obpobnseTbcs HesanexHo Bia
nonepeHix, WO 3HWKYE HaBaHTaXEHHS Ha cepBsep,
OCKIiNnbKn MOMy He noTpibHo 36epiratv iHcpopmaLito npo

Client

GET/POST/PUT/
DELETE

JSON / XML

REST API

=8

CTaH ceaHcy KopuctyBada. 3aBasku ubomy REST API
nobpe macwTabyetbes i nigxoauTe Anst 06pobneHHs
BENUKOI KiNbKOCTi 3anuTiB OJHOYACHO, LLO € BaXNMUBUM
acnekToMm aons BebaoaaTkiB i xmapHux cepsiciB (Salva et
al., 2024; Laptiev et al., 2022).

REST APl yacTo nepenae gaHi y dopmatax JSON abo
XML (puc. 1), aki nerko o6pobnsatTbca GinblicTio MOB
nporpamyBaHHA Ta 3abe3nedyyloTb 3pYYHICTb B3aeMOAii
MiX PiISHUMW TUNamu KNieHTIB, Takumn sk Be66paysepn,
MObGinbHI goaatkn abo HasiTh iHWi cepsepu. Lie pobutb
REST API yHiBepcanbH1M Ans pisHnx nnatgopm i 3Ha4HO
CMpoLLye iHTerpauito HOBUX KOMMOHEHTIB y cuctemy. Kpim
TOro, BMKOPUCTaHHA CTaHZapTHUX dopmaTiB nepeaui
OaHVX JO3BOIISE WBMAKO 06pobnsaTu BianoBiai cepeepa i
3MeHWYye 3aTpuMkM nig Yac nepegadvi  iHdopmauii
(Zahynei et al., 2024; Syrotynskyi et al., 2024).

o6 kpawe 3posymitu npuHumn pobotn REST API,
OOLiNbHO NpeacTaByMTU NPoLeC B3aeMOil MidK KIIEHTOM i
cepBepoM y Burnsai cxemu. KnieHT, wo moxe 6yt Beb-
popaTtkom abo MoGinbHUM npuctpoeMm, cdopmye HTTP —
3anuT gng oTpMMaHHa abo 3MiHM NeBHUX [aHMX Ha
cepsepi. CepBep npuimae 3anuT, NepeBipsic npaea
[OCTyny, BUKOHYE Banigalilo BBEAEHVX OaHuX i, SIKLWO
3annT KOPEKTHUI, 3BepTaeTbeca Ao 6a3m gaHnx abo iHWunx
pecypciB Ansi BUKOHAHHA HeobXxigHoi onepadii. Micns
uboro cepsep GOpMye BIigMNOBiAb i3 pe3ynbTaTtoMm i
noesepTae ii knieHTy. Bignoeigb Moxe MiCTUTM AaHi y
dopmaTti JSON abo XML, a Takox cTaTyC BWMKOHAHHSA
3anuTy, WO CUrHanisye KrieHTy npo yChiwHicTb onepadii
ab0o HasBHICTb MOMWIIOK.

Database

Puc. 1. Cxema pobotn REST API

OpHak REST API cxunbHi 40 YMCMEHHUX 3arpos, Lo
MOXYTb MOCTaBWUTM MNig 3arpo3y KOHMIOEHUINHICTb i
LinicHICTb faHKX, a TakoX 3ararnbHy CTabinbHICTL CUCTEM.
PoO3yMiHHA uMX 3arpo3 1 YNpoBafXeHHs edEeKTUBHUX
MEeTOiB 3axXMCTy € HEeBig'EMHOK YacTUHOK nobynoBu
0e3neyvyHnx cUcTem.

OcHosBHi 3arpo3u gnsa REST API moxHa noginutun Ha
Kinbka kateropin (OWASP API Security Top 10, 2023).

lMepwa kaTeropia — uUe 3arpo3an MNoB'A3aHi 3
HEeLOCTaTHLOK  aBTeHTUdiKauieto Ta aBTopu3auieto
kopucTtyBaya. Akwo REST API He BuKopuCTOBY€E HanexHi
MeXaHi3aMun nepeBipkn ocobu kopucTyBada, abo npouecy,
LUe MOXe [O3BONIUTU HEeCaHKLIOHOBaHMM ocobam
oTpMMaTV JOCTyn [0 KOHdiaeHUiiHoi iHdopmalii abo
HaBiTb 3pificHIOBaTM HebaxaHi onepauji. Hanpuknag,
3MOBMUCHWKM  MOXYTb  BMKOpUcTaTu crnabki  abo
HENpPaBWUNbHO HanalTOBaHi MexaHiaMu aBTeHTudiKauii,
wob oTpumaTM [JOCTyn [0 3axuLEHUX pecypciB.
Ocobnueo Hebe3neyHoto € cutyadisi, konu REST API He
HaneXxHO PO3MEXOBYE AOCTYN A0 Pi3HMX PIBHIB AaHUX ANS
KOPUCTYBAUIB i3 pPisHUMK ponsiMu abo piBHAMK OCTyny.
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Opyroto 3arpo3oto € ataku Tuny Denial of Service
(DoS, DDoS), ski cnpsMOBaHi Ha nepeBaHTaXEHHSsI
cepsepiB APl yncneHHumn 3anutamu, WO B KiHLEBOMY
pe3ynbTaTi MOXe npusBecTn Ao 300iB y poboTti abo
3pobuTK cepBiC HeJOCTYMHUM ANSA NEriTUMHUX KOPUCTY-
BayiB. Atakn DoS i DDoS moxyTb OyTM HaasBu4YamHO
PYWHIBHMMM, OCKINbKWM IXHSE MeTa — MOBHICTHO BUBECTM 3
nagy cuctemy, 3MyLLyH4YM cepBep obpobnsaTn HagmipHy
KinbKicTb 3anuTiB abo cnoxueaTy BCi AOCTYMHI pecypcu.

TpeTboto 3arpo3oto € SQL-iH'ekLii, KON 3NTOBMUCHUKN
BBOASTb LUKIANMBUIA KOA Y 3anuTu, L0 HaACUNarTbCs A0
6a3n gaHux yepes API. Akwo REST API He dinbTpye abo
HanexHo He obpobnsie BxigHi AaHi, Lue MOXe NpuU3BeCTU
00 BUMKOHAHHSA LWKIANMBUX KOMaHA Ha piBHI 6asu gaHux,
LLIO BigKpMBae [OCTYN A0 KOHQIAEHUiMHOT iHdopmauii abo
[03BONSE 3MiHIOBaTU AaHi.

YeTBEPTOO 3arpo30l0 € NEPEXONIEHHS AaHUX. AKLLO
iHdbopMalLis, ska nepefaeTbCcsa MiX KiEeHTOM i cepBepoM
yepe3 REST API, He sawwudpoBaHa, TO 3MOBMMUCHUKN
MOXYTb nepexonntoBaTtu ii. Lle ocobnmBo HebeaneuyHo,
KONM nepefarTb KOHMIAEHUINHI AaHi, Taki Ak naponi,
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ocobucta iHdopmauia abo iHWi AaHi, ki MOXyTb OyTu
BUKOPUCTaHi ANa BUKPadeHHs KOHQIAEHUINHOT iHdop-
Mauii abo npoBeaeHHS PiHaHCOBMX MaxiHaLin.

Oo Toro xx REST APl MoxyTb 6yTn Bpasnueumun o
aTak, siKi excrnyaTytoTb Bpa3nvMBOCTi NporpamMHoro 3abes-
neyeHHs, Hanpuknag: HenpasunbHa o6pobka BXigHWX
AaHuX, BUKOPUCTaHHS 3acTtapinux 6ibniotek abo dperim-
BOPKiB, O MIiCTATb BPasnuBOCTi. 3MOBMUCHUKM MOXYTb
ckopucTatucs UMMM Hegonikamu Ans  KomnpomeTauii
CUCTEMM Ta BUKOHAHHS LWKIANMBUX OiNA.

OcHoBHi meTtoau 3axucty REST API cnpsmoaHo
Ha MiHimi3aujlo BkalaHMX 3arpo3 i 3abesnevyeHHss Ges-
Nnekn cucTem.

OpHWM i3 KMYOBKX METOAIB 3aXUCTY € BUKOPUCTaHHS
TOKEHiB Ansa aBTeHTUdiKaLii, 30Kpema i TOKEHIB Ha OCHOBI
JSON Web Token (JWT). Len nigxio oae mMoxnueicTb
3abe3neunTn NepeBipKy KOpUCTyBa4va y KOXHOMY 3anwuTi
6e3 HeoOxigHOCTI 30epiraHHA cTaHy cecii Ha cepBepi.
Tokenn JWT BkntoyatoTb 3alwmdposaHy iHopmMaLito npo
KOpUCTYBa4a, WO A03BONSAE CEpBeEpY NepesipATM npaea
Joctyny i nigTBepaXyBaTM aBTEHTUYHICTb  KOXHOIO
3anuTy. BaxnuBo TakoX ynpoBamKyBaTW MeXaHi3mmu
OHOBIEHHS Ta BIAKMMKAHHS TOKEHIB, W06 YHUKHYTU iX
HeCaHKLiOHOBaHOro BuKopucTaHHsi (Shcheblanin et al.,
2023, pp. 266-271).

Opyrum BaXnMBuM METOAOM € LUM(PPYBaHHS AaHNX 3a
ponomoroto TLS/SSL. Lle 3abe3nedye 3axucT gaHux nig
yac nepefadi MiX KNnieHTOM | CepBEPOM, 3HWXYHYM PUSUK
nepexonneHHs KOHMIAEHUiIMHOI  iHdopmauii  3noBmuc-
Hukamu. BukopuctanHa HTTPS gnsa Bcix 3anutiB REST
APl € 0060B'I3kOBOI0 MNpakTUKol Ans 3abesneyeHHs
6e3neku. LLle oanH BaXknMBMI acnekT 3axmcTy — Banigauis
Ta inbTpauia BxigHux pgadmx. REST APl noBuHHI
peTenbHO NepeBipATM BCi BXiaHi AaHi, wob 3anobirtm
SQL-iH'ekUiaM Ta iHWKMM TUNam atak Ha BBeAeHHsA. [Ans
LbOro BUKOPUCTOBYIOTb CheLianbHi aHoTauii Ta MexaHis-
MU MepeBIpKU AaHuX, WO AonoMaralTb aBTOMaTu3yBaTtu
npouec i 3anobiraTv NOWMPEHUM BPa3fMBOCTAM.

O6mexeHHst goctyny o pecypcis APl € we ogHum
BaXnuBuMm 3axogom. HeobxigHo BnpoBagXyBaTu MiTKi
npasuna aBTopm3adii, o A03BOSSHTL 0OMEXUTN 4OCTyN
00 neBHWX YacTuH AP| ans pisHux rpyn kopuctysauis. Lie
Moxe ©OyTuM peanisoBaHoO 3a [AOMOMOrOK ponemn i
npuvBineiB, L0 [O3BOSSIE KOHTPOMOBATA, XTO MA€ AOCTYN
[0 NeBHUX OYHKLUIN abo AaHuX.

Onsa 3axucty Big atak Tuny DoS ta DDoS Baxnuso
BMpoBagXyBaTu OOMEXeHHS KinbKOCTi 3anuTiB  abo
BUKOPUCTOBYBATW MEXaHi3MWN XeLLyBaHHS, $SKi [03BO-
NSATb 3MEHLWUTU HaBaHTaXXeHHs Ha cepsep. Lle gono-
Marae 3HM3UTK NMOBIPHICTb NepeBaHTaXXeHHsi cepBepa Ta
3abe3neunTtn cTtabinbHy poboTy cMcTeMM HaBiTb Mg Yac
BENIMKUX 0OCSriB 3anuTiB.

Omxe, 3abe3neyeHHsa 6e3nekn REST API € komnnekc-
HMM NPOLIECOM, SIKUA BUMAarae BMPOBAMXEHHS Pi3HMX
MeToZiB 3axMCTy Anst MiHimi3auii 3arpoas.

IHyudenmu 3 komnpomemaduieto API. Bigomi iHum-
OEeHTW, WO cTanucs Yy BENUKUX KOMMNaHisiX, YiTko
intocTpytoTb Hebesneky HepocTaTHboro 3axucty REST
API. BoH/ NoKasytoTb, 40 SKUX HACnigkiB MOXe Npu3sBecTn
HexTyBaHHA GasoBvMuM mpuHuunamu 6esnekm (OWASP
API Security Project, 2021).

2019 p. yepes BpasnueicTb B APl Facebook 6yno
BUKpageHo ocobucti gaHi 6nuabko 50 MinbhoOHIB
KopucTyBadiB. PeanisaLis ataku ctana MOXIMBO Yyepes
BpasnuBIiCTb Yy CMCTEMi aBTeHTuUdikauii, ska gossonsna
3MIOBMUCHMKAM  OTpUMatuM  OOCTyn OO  TOKEHIB
KOpPUCTYBa4iB i BUKOPUCTOBYBATK iX s BXxo4y B 06MikoBi
3anuncu 6e3 BBeAEeHHs1 Naporto.
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Ataka Ha APl T-Mobile npussena go BUTOKY OaHUX
6rnm3bko 2 MinNbWMOHIB KopucTyBauiB. Ll ataka 6Oyna
pe3ynbTaToM HeAoCTaTHbOro 3axucTy iHTepdpencis ans
CTOPOHHIX PO3POBHMKIB, LLO [O3BOMWIO 3MOBMUCHMKAM
oTpuMaTh AoCTyn Ao KOHQIAEHUINHOT iHdhopMaLii Kopuc-
TyBauiB, BKMOYAYM HOMepU TernedoHiB Ta agpecu.

KomnaHis Uber 3a3Hana ataku Ha cBin REST API, wo
npu3Beno A0 BUKPaAEHHS AaHuX BOAiiB i nacaxwupis.
Xakepwu ckopuctanucsa nomunkamu B APl ans oTpumaHHs
JoCcTyny [0 npuBaTHUX  iHbopmauiiHMX — pecypcis,
ockinbku B AP| He 6yno gocrtaTtHix obmexeHb Ha JoCcTyn.

PexomeHndauii OWASP Onsi nideuwjeHHs1 pieHsi
3axuweHocmi API. Opranizauia OWASP (Open Web
Application Security Project) ctBopuna cnncok Hamnowm-
peHiwunx 3arpo3 ons API Ta pekomeHaauin Wwoao 3axucty
Big Hux (Tabn. 1). OWASP API Security Top 10 €
OCHOBHVM OPIEHTMPOM [Ansi PO3pOOHUKIB, siKi NparHyTb
3abe3neunTtn 6e3neky coix API.

PosrnsHemo getanbHille 3axuUCHi 3axoau Anst KOXHOI
3arpo3u 3 OWASP API Security Top 10.

Broken Object Level Authorization (MopyweHHs
aBTopu3alii Ha piBHi 06'exTiB). OpHielo 3 HambinbLIMX
3arpo3 ana APl e nopyweHHs aBTopu3sauii Ha piBHI
o6G'extiB. Lls 3arposa BuMHMKae, KonuM KopuCTyBadi
OTPMMYIOTb JOCTYn A0 06'eKTiB, HA SKi BOHW He MaloTb
npas. LWo6 3anobirtn usomy, HeobXxiaHO BNpoBagXyBaTh
nocuneHy asToOpu3auilo Anst KoxHoro 3anuty go APL.
KoxeH kopucTyBay NoBMHEH MaTu OOCTyN nuvwe 0 TUX
00'ekTiB, ONA AKMX MOMYy HagaHO Ao3sonu. Baxnueum €
BUKOPUCTAHHA KOHTPOSKO [AOCTYyMy Ha OCHOBI pornen
(RBAC) abo atpubyTtie (ABAC), Wwo [03BOMSAE TOYHiWe
BM3Ha4aTu npasa gocTyny. XKypHantoBaHHsA BCiX 3anuTiB
[o 00'ekTiB gonomarae BigCTEXyBaTM MOXNMBI NoOpy-
WeHHa Ta 3abesneyyBaTv HaNeXHUN piBEHb 3axucTy
(Schmidt, & Meier, 2020).

Broken Authentication (HepgoctatHsi aBTeHTUdiKaUis).
HeHagiiHi abo HenpaBWnbHO HanawToBaHi MexaHi3Mu
aBTeHTUiIKaLil MOXyTb JO3BONUTU 3MTOBMUCHUKaM OTpuUMa-
™ poctyn go API, Bugatoum cebe 3a nNeriTmMHMX KopucTty-
BayiB. [Ina 3axucTy BiA LbOro pekoMeHOyeTbCH BMpOBa-
oKkyBaTu GaraTodakTopHy aBTeHTudikauito (2FA), ska
3abe3neyye [oOaTKOBUA piBeHb Oe3neku. BukopucTaHHs
TOkeHiB Ha ocHosi JWT abo OAuth2 gonomarae yHUKHYTU
npobnewm i3 36epiraHHsIM Cecili i CnpoLLye NpoLec aBTeHTU-
dpikauii. BapTo Takox 0OMexuUTH KinbkicTe cnpob Bxoay Ans
3anobiraHHs aTakam Tvny "rpyba cuna". HaginHe xewysa-
HHS MaponiB 3a AOMOMOroK anroputMiB € LWe OOHVM
KPUTUYHO BaXXKMBMM 3aX040M [ 3aXMCTy NaporniB Bif
ninbopy (Stallings, 2020; Subhadeep et al., 2024).

Excessive Data Exposure (HagmipHa nepegava gaHux).
OgpHieto 3 nowmMpeHnx npobrnem € HaaMmipHe pPo3KpUTTA
naHux 4vepes API, konu Bignoeigb MicTuUTb 6Ginblue
iHbopmalii, HiXk NOTPIBGHO KnieHTy. [ANst YHUKHEHHS LbOro
HeobXiAHO hinbTpyBaTM AaHi Ha piBHi Bignosigi, LWo6
BifgAaBaTu KNiEeHTy nuwe Ty iHdopmadito, ska nomy
HeobXiAHa [AOnNs  BUKOHaHHA 3anuTy. BukopucTaHHs
MexaHiaMiB popmMaTyBaHHS Bi4nNoBiai Ha CTOPOHi cepBepa
[03BOIISAE KOHTPONOBAaTK, AKi AaHi MOXyTb OyTu Bignpas-
neHi knieHTy, 3anobirao4m HagMipHOMY PO3KPUTTIO.

Lack of Resources & Rate Limiting (BigcyTHictb
obOmMexeHb Ha BMKOPUCTaHHA pecypciB). BigcyTHicTb
06MeXeHb Ha KinbKiCTb 3anuTiB MOXe NpU3BeCTM 0 aTak
Ha BWCHaXeHHs1 pecypciB cepBepa, Takux gk DoS- Ta
DDoS-aTtakn. [na 3axucTy Big LbOr0 pekoMeHOykTb
ynpoBagKyBatu obmexeHHs LweuakocTi 3anuTtiB (Rate
Limiting), Wwo [o03BONUTL OOMEXMTW KinbKiCTb 3anuTiB
Bi, OOHOro kmnieHTa 3a oauHuulo 4Yacy. Kpim ToOrO,
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aHOManbHOI aKTMBHOCTI, Wo6 CBOEYaCHO BUSBMATU
nifo3piny NoBeAiHKY i BXX1BaTU BiANOBIAHUX 3ax0aiB.

BUKOPUCTAHHS XELUYyBaHHA MOXEe [O0MOMOITU 3MEHLUUTU
HaBaHTaXeHHS Ha cepsep, 0COBNMBO ANA NOBTOPIOBaHNX
3anuTiB. BaxnuBo TakoX ynpoBagKyBaTW MOHITOPUHK

Ta6nuuys 1
Ton-10 3arpo3 OWASP ans 6e3neku API
Homep 3arpo3sa Onuc
API 1 Broken Object Level Authorization HepocTaTHii KOHTponb AocTymny Ao 06'ekTiB, IO [O03BOMSE 3MOBMUCHUKaM
OTpMMaT AOCTYN A0 YYXMX pecypciB
API 2 Broken Authentication Hep,OCTaTI_-lbo _ 3axMLeHi abo HEMpPaBUMbHO  HaMaLLTOBaHI  MeXaHi3Mu
aBTeHTudiKauii MOXyTb JO3BONWUTM KOMMpPOMeTaLiio
API 3 Excessive Data Exposure API MOXe BiiaBaTi 3aHaATo 6araTto iHdopmaLii Yepes HeJoCTaTHE OOMEXEHHS
Ha piBHi Bignosigi
API 4 Lack of Resources & Rate Limiting BigcyTHicTb 06Me)K(.eHb Ha KiMbKiCTb 3anuTiB MOXe NpM3BECTM [0 aTak Ha
BUCHaxeHHs pecypcie abo DoS- ta DDoS-aTtak
API 5 Broken Function Level Authorization HepocTaTHin KOHTpOMb AOCTyny A0 NeBHuX dyHKuin APl mMoxe [o3BONMTU
KOpUCTyBa4aM BMKOHYBaTK 3aO0OpPOHeEHiI Aii
API 6 Mass Assignment 3J'IOBMI/IC.:HI/IKI/I MOXYTb 3MiHIOBaTKn aTpubyTn O6'exTiB, SKi He NOBWHHI ByTn
[ocTynHi yepes API
. . ) . HenpasunbHa koHdirypauia 6e3neku API, Bkntoyaroun BiACyTHICTb WNGPYBaHHS
APl 7 Security Misconfiguration a60 CnaBKi HaNaLWTYBaHH: [OCTYNy
API 8 Injection Bpaspmsoqﬂ 00 iH'eKUin [O3BONSOTbL YNpOBa[XyBaTW LUKIANMBUIA KOO Yepes3
BXiOHi AaHi
API 9 Improper Assets Management Hep,o_cTaTH_g ynpaBniHHaA pecypcamu APl Moxe npu3BecTM [0 PO3KPUTTSH
KOHiaeHUINHOI iHdopmalLii
API 10 Insufficient Logging & Monitoring BigcyTHICTb HaneXHOro XXypHarntoBaHHSA Ta MOHITOPUHIY YCKIaAHIOE BUSIBIIEHHS
aTak abo pearyBaHHs Ha HUX

Broken Function Level Authorization (HepoctaTHs
aBTopwm3aLia Ha piBHi YHKUiN). HegocTaTHa aBTopusauis
Ha piBHI YHKLUiIA MOXe [03BOMUTM KOpUCTyBavam
oTpuUMyBaTM AOCTYN A0 YHKUiN, K OnNs HUX He
npuaHadeHi. o6 3anobirtm ubomy, noTpibHO BnpoBa-
OKyBaTW CTPOrMA KOHTPOIMb AOCTYMNY A0 KOXHOI (PYHKUT.
BukopuctaHHa npaBun aBTopu3alii, 3acHOBaHMX Ha
ponsix KOpMCTyBadiB, [03BOMNSE €(EeKTUBHO pPO3MEXO-
ByBaTW AOCTYN A0 Pi3HMX dyHkuin API. Takox Baxnveo
nepeBipATM NpaBa AOCTYMy A0 KOXHOI (OyHKLUii nepeq ii
BuKoHaHHAM (Rzaieva et al., 2024; Sobchuk, Zelenska, &
Laptiev, 2023).

Mass Assignment (Macoe npusHayveHHs1). Macose
npu3HadeHHs BinbyBaeTbes, konu APl fo3Bonse knieHTam
nepeaaeatu binbLue gaHux, HiXk NOTPIOHO, i B TakMi cnoci6
3MiHIOBaTU KpUTWMYHI atpubyTn. o6 ubOoro yHUKHYTH,
HEeOOXiAHO SBHO BM3HA4YaTU MOMs, SKi MOXyTb OyTu
3miHeHi 4epe3 API-zanutu. Kpim TOro, Baxnmeo
nepesipATY 03BONN Ha 3MiHY KOXHOrO OKPeMoro nons,
W06 YHWMKHYTN HECAHKLIOHOBaHWNX 3MiH BaXXNTUBUX JaHUX.

Security Misconfiguration (HenpasunbHa KoHQiry-
pauis 6e3nekn). HenpaBunbHa KoHdirypauis 6e3neku
API, Taka sk BigCyTHICTb LUNGPYBaHHSA ab0 BUKOPUCTaHHS
3acTapinux 6ibnioTek, MoXxe CTaT CEPMO3HOK 3arpo3o0to.
[na YHUKHEHHS LbOro BaXITMBO PETYNSPHO OHOBIHOBATU
koMmnoHeHTn APl Ta BMKOpPWUCTOBYBaTW aKTyanbHi Bepcii
6ibnioTek i3 BUNpaBneHmMu BpasnmBoctamu. CtaHgapTu-
3auiss  KoHdpirypauin 6Gesneku gonomarae  YHUKHYTU
NOMUMNOK Yy HanawTyBaHHAX. [lpoBogbTe nepioguyHi
ayauTn 6e3neku, LWob BUABNSATU MOXNMBI cnabki micus Ta
BpasnuBocTi (Rzaieva et al., 2024, pp. 27-38).

Injection (IH'ekuis). ATakm iH'ekuii, Hanpuknag SQL-iH'ekuii,
BMHVKaKOTb, KOMMW LUKIONIMBUMA KOO BMPOBafXyeTbCs Y
3anutn API. LLlo6 3ano6irt upomy, crig BUKOPUCTOBYBATU
napameTpu3oBaHi 3anutn abo ORM (Object-Relational
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Mapping) ans 6e3neuyHoi B3aemogii 3 6asamu gaHux.
dinbTpauis i ekpaHyBaHHSA BXiAHUX AaHWX TakoX Aonoma-
ralTb 3anobirtu BNpoBaKeHHI0 Hebe3nevyHnx cruMBonis
y 3anuTu.

Improper Assets Management (HenpaBuneHe kepy-
BaHHA akTMBamu). HepoctaTHE KepyBaHHs pecypcamu
API, Takmmun ak 3actapini Bepcii API, moxe cTtBOpUTK
004aTKoBi Bpa3nNuMBOCTI. [N YHUKHEHHS LIbOro HeobXiaHO
perynspHo npoBoauTy iHBeHTapu3auito APl i BuMukatm
3acTapini Bepcii, ki Oinblue He BUKOPUCTOBYIOTLCS.
BaxnuBo nepekoHaTucs, Wo goctyn Ao 3actapinux API
obmexeHui abo nosHicTio  BuMKHeHuid  (Atlidakis,
Godefroid, & Polishchuk, 2019).

Insufficient Logging & Monitoring (HegocTtaTtHe xyp-
HanBaHHA Ta MOHITOPWHr). BigcyTHiCTb HanexHoro
XXYPHamnOBaHHS Ta MOHITOPUHIY MOXe YCKITagHUTU BUSIB-
NeHHs aTak abo pearyBaHHs Ha HUX. LLlo6 yHUKHYTU Lboro,
PEKOMEHOYHTb YNPOBAaAXXyBaTU MOBHE >XYpPHAIOBaHHA
KPUTUYHMX MOAIN, TakMx Sk cnpobu aBTeHTudikauii abo
AoCcTyn [0 KOHigeHuiMHuX pecypciB. HanawTyBaHHSA
CnoBilLeHb A03BOMSE onepaTUBHO pearyBaTu Ha Nigo3pini
4ii abo nopylweHHs 6e3nekn. PerynsipHuii aHania xyp-
HaniB noAdin gonomMarae BYacHO BUABAATU Nigo3piny
aKTUBHICTb i 3anobiratn moxnveum atakam (Barabash et
al., 2023, pp. 177-192).

Omxe, yNnpoBaIKEHHS 3aX1CHNX 3axofiB, PEKOMEHAO0-
BaHnx OWASP, [03BonuMTb CYTTEBO 3HU3UTU PU3UK
komnpomeTauii APl i nigBuwnTM 3aranbHuUiA  piBEHb
Besnekn godatkis. Ix OOTpUMaHHs 3abesneunTb 3axucT
Bi HaMMOLIMPEHiWnX 3arpo3 Ta atak Ha piBHi API, wo
KPUTUYHO BaXnMBO [Anst cyyacHux BebgopaTtkiB i
MiKpOCEepBICHUX apXiTeKTyp.

Ouckycis i BACHOBKMU

Besneka REST API € ogHieto 3 HaBaXnNuMBIiLLMX ckna-
O0BMX pO3pobreHb cyvacHux BebaoaaTkiB i MikpocepBiCHMX
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apxitektyp. BukopuctanHs APl onga nepegadi gaHux mixx
pi3HMMK cepBicCaMM Ta CUCTEMaMM 3HA4YHO MiABULLYE
e(eKTMBHICTb pO3pobneHHs1, ane TakoX BiAKPUBAE HOBI
BEKTOPW ANs NOTEHUiNHMX aTak. B poboTi posrnsHyTo
HavnowwmpeHiwi 3arpo3n 6esneui API, Bu3HadveHi B
OWASP API Security Top 10, i 3anponoHoBaHO 3axoau
NS iXHbOI MiHimi3aUil.

KntoyoBum acnektom 3axucty APl € BnpoBagXeHHsA
6araTopiBHEBOI cMcTeMu Ge3neku, sika BKIOYae He nuiie
6a30Bi MexaHi3Mu WndpyBaHHs 1 aBTeHTudikauii, ane i
KOHTPOIb AOCTYMNY Ha piBHi 06'eKTIB i OYHKLIN, 3aXMCT Bia
iH'eKUiA, a TaKoX MOHITOPUHr akTMBHOCTI. OgHUM i3
HaMBaXnuBIWLMX KPOKiB ANns 3abesneyeHHa Gesnekn €
BNPOBaAXEeHHA MOCWUMEeHOoi aBTopu3aLii, WO [O03BOMSE
3anobiratv 4OCTyny OO OaHWUX KOPUCTYBauiB, AKUM Ui AaHi
He npusHadeHi. Lle Takox BkNOYae BUKOPUCTaHHA
MexaHiamiB GaraTtodpaktopHoi aBTeHTudikauii (2FA) Ta
TokeHiB, Takux Ak JWT, onsa 3abeanedyeHHs HapfiiHoOro
npouecy aBTeHTuiKaLii.

[ocsig Benuknux KomnaHin, Takmx sik Facebook, Uber
Ta T-Mobile, eMOHCTpYy€e cepino3HiCTb HacnigkiB, 4O AKNX
MOXE MNPU3BECTU HEXTYBaHHS HaneXHUMK 3axogamu
6es3nekn. KomnpomeTtauia APl y umMx Bunagkax npussena
00 BUTIKAHHA KOHMIAEHUINHOT iHdopMaLii  MinbioHiB
KOPUCTYBauYiB, LUO MiAKPECIIOE BAXMNMBICTb AOTPUMAHHS
Halkpawmx npaktnk 3axucty APl CyuacHi peanii
BMMarawTb BiJ PO3POOHUKIB He TiNbKM BNPOBaLKEHHS
TpaauuiiHMX MeToAiB 0e3neku, ane W 3acToCyBaHHS
TaKMX (HCTPYMEHTIB, SIK aBTOMaTu3oBaHe TeCTyBaHHS
6e3nekn B mexax nigxogy DevSecOps.

3rigHo 3 pekomeHpauismm OWASP, oCHOBHUMMU
3aXMCHUMW 3axofdamMu € OOMEXEHHSI KinbKOCTi 3anuTiB
(Rate Limiting), HanexHe >xypHantoBaHHSA noAin, wndpy-
BaHHs Tpadika Ta BUKOPWUCTAHHA Cy4acHWX MeTofiB
3aXUCTY Bif, iH'EKLIW, TaKNX K NapameTpusoBaHi 3anvTu.
PerynapHi ayautu 6e3neks W OHOBIEHHS KOMMOHEHTIB
CUCTEMU TaKOX BifirpatTb KNIOYOBY POrb Y NiATPUMAHHI
HaginHoi 6e3neku.

3a3HauMMOo, L0 KOMMIEKCHE BNPOBALXKEHHST 3aXMCHNX
3axopaiB, Bu3HavyeHnx OWASP, nornomoxe 3Ha4yHO 3HU3UTH
pusnk komnpometauii REST APl. [JoTpumaHHA umx
pekoMeHaaui rapaHTyBaTtume, WO cuctema Oyae 3axu-
LLieHa Big HaWNoLWMpPeHIWnX 3arpos, a ii PyHKLOHamNbHICTb
3anuwatumeTbesl cTabinbHo Ta 6e3neyHor. 3pocTaHHs
nonynsipHocti REST APl Bumarae Big po3po6HukiB
NOCTINHOrO BAOCKOHANeHHS niaxoais 4o 6e3neku, BnpoBa-
[JKEHHS1 aBTOMAaTU30BaHWUX pilleHb i FOTOBHOCTI LUBMOKO
pearyBaTtu Ha HOBi BUKIUKKM y chepi kibepbesnekn.

BHecok aBTopiB: borgaH CuaopeHKko — KoHuenTyanisadisi,
MeTOAO0rOoris, aHani3 gpxepen, NiAroTyBaHHA OrNsiay nitepaTtypw,
po3pobka 3axucHux 3axogiB ana REST API; tOpin WebnaHiH —
36ip emnipuyHMX JdaHuX, iXHs Banigauis, yyacTb y po3pobui
MeTogornorii gocnigkeHHs; IHHa Muxanbyyk — ornsg nirepatypu,
pefaryBaHHs pykonucy, yyacTb Yy po3pobui meTtogonorii
LOCNIOAKEHHS.
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SECURITY OF REST API: THREATS AND PROTECTION METHODS

Background. Theincreasein malicious activity in the information space creates additional challenges for organizations that use REST
APIs to transfer data and facilitate interactions with clients and partners. According to statistics, over 80% of modern web traffic goes through
web APIs, making them an attractive target for cybercriminals. Vulnerabilities in REST API authentication and authorization mechanisms can lead
to data breaches, financial losses, and reputational risks. Therefore, ensuring REST APl security is a critical task for modern companies, especially
those operating in high-risk industries.

Methods. Threatanalysis and risk assessment methods were used to evaluate the security challenges associated with REST APIs.

Results. Organizations are investing significant resources in the development of REST API security technologies, implementing tokens
for access control, encrypting data transmission via TLS/SSL, and integrating modern security measures into their applications. However,
research shows that major security threats remain relevant due to insufficient input validation processes, weak passwords, and the lack of multi-
factor authentication. It was also found that a significant number of APIs lack rate limiting, making them vulnerable to resource exhaustion attacks
(DoS/DDoS attacks).

Conclusions. Oneofthekeyapproaches to addressing REST APl security issues is the implementation of an APl security management
system that uses a multi-layered approach to protection. This includes access control, token-based authorization, regular system vulnerability
checks, and rate limiting to reduce the risk of denial-of-service attacks. In addition, implementing modern security practices, such as multi-factor
authentication, will help minimize the risk of unauthorized access. The research findings can be used to improve existing REST API security
policies and optimize threat management approaches in companies of various sizes.

Keywords: RESTAPI information security, authentication, authorization, threats, cybersecurity.

ABTOpU 3a8BNATb NPO BiACYTHICTb KOHPMIKTY iHTepeciB. CnoHcopu He Gpanu y4YacTi B po3pobneHHi gocnigxeHHs; y 36opi, aHanisi
4n iHTepnpeTaLii AaHuX; y HanucaHHi pykonucy; B pileHHi Npo ny6nikauijto pesynbTaTiB.
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MPOTOKOJIXN BE3MNEKUM B KIBEP®I3BNYHUX CUCTEMAX

Bctyn. KibepgizuyHi cucmemu 3alimaroms eaxiuee Micye y cy4acHUX MEXHOJI02isAX, OCKi/IbKU 80HU NMOEOGHYOmMb hi3uyHi
o6'ekmu ma kKpunmogzpadhiyHi MexaHi3mu 3axucmy Onsi 3abe3neyeHHs1 HadiliIHOi pobomu MepexHUX rpucmpoie, 30kpema U y
cpiHaHcoeili 2any3i, IHmepHemi pedveli i npomucmoeomy IHmepHemi peyeli. OcHoeHa npobriemMa makux cucmeM rosnsi2ac y
3abe3neveHHi HadiliHo2o U egheKmueHo20 3axucmy OaHux y pa3i obMexeHux pecypcie o064ucsitoeanibHOi rmomyxHocmi U
eHepzocrioxueaHHsi. Kpunmoezpacbiyni npomokosnu, wo eukopucmosyrombscsi y KibepghiaudHuUx cucmemax, MoeuHHi 6ymu
eucokoeghekmueHuUMU, adxe 8i0 iXHbOI po6omu 3anexums sik 6e3reka, mak i 3a2anbHa nMpPodykmueHicms cucmem. Y uiti cmammi
docnidxeHo winsixu nideuuweHHs1 eghpekmueHOCMI Kpunmozpagi4HuUx rPomokoJie y KibepghisuyHux cucmemax.

PesynbTaTtu. [lid yac docnidxeHHs ecmaHO8/1IeHO, W0 eukopucmaHHsi npomokosnie MTLS nideuwye pieeHb 3axucmy
OaHux, asie eoGHo4Yac nompebye 3Ha4HO 6inbWoi Kinbkocmi pecypcie kibepghizu4Hoi cucmemu ropieHsiHo 3 TLS ma SSL. [Jo mozo x
TLS yce we eukopucmoeye 6inbuwy crnpoMoXHicmb KibepghizuyHux cucmem aHix SSL, 4um nideuwye eapmicmb npucmpoie
KibepgbisudHux cucmem. Onmumizayis anzopummie wugpyeaHHss ma OewucghpysaHHs 8 npomokosii TLS moxe donomozmu
3MeHwWumu eapmicms npucmpoie i nideuwumu weuodkicms nepedaydi GaHuXx.

BucHoBKku. OmpumaHi pe3ysbmamu nokasyromb, Wo nideuweHHsi eghekmueHocmi KpurnmozpagiyHux rnpomokosie y
KibepghiudHUX cucmemMax MOXJluee 3ae0sIKU GUKOPUCMAaHHIO eghekmueHiwux aszopummie wugbpysaHHsi. Onmumizayisi
npomokoriie 6e3neKu Moxe 3Ha4HO NMokpawumu weudkicmb rnepedayi daHux i npodykmueHicmb KibepghizuyHux cucmem, ocobnueo
y cepedosuujax 3 06MexeHUMU pecypcamu. Bapmo 3eepHymu yeazy Ha KOHUenNuyito eUKOpucmMaHHs iCHyro4YUX MPoImokoJiie 6e3neku,
sIKi 06'€OHyromb y cobi 8UKOpUCMaHHSI CUMEMPUYHUX IMa acuMempu4HUX anzopummie wugpysaHHsi. B nodanbwomy came
weudkicmb wugpysaHHs ma po3wugpyeaHHs eidicpasamume susHayHy posib y nidsuuweHHi egpekmueHocmi. Ockinbku came yel
YUHHUK 3MEeHWumb eumpayeHHs1 pecypcie y KibepghiaudHuUx cucmemax, a makoXK ompumae rnepeeazy e 4aci, 3a paxyHoK nepeoayi
6inbwoi Kinbkocmi iHghopmauii 3a 0OUHULUrO Yacy, He empadaroyu Kpunmocmilikocmi. [Modanbwi docnidxeHHss MOXymb 6ymu
30cepedxeHi Ha po3po6IIeHHI 8/1aCHO20 MPOMOKOJTY KpUunmozpaghiyHoO20 MpPoMOoKoJTy.

KnwuyoBi cnoBa: kibepgizuyHa cucmema, acuMempuyHulli asl20pumm, CUMempUYHULl an2opumm, MPomokoJ1 6e3rnexu.

BeTtyn BMKOPUCTOBYE Oinblly  CMPOMOXHICTb  KibepdpiznyHnx

KibepdianuHi cuctemmn (KPC) 3arimaioTb Baxnvee cuctem aHix SSL, yim nigeuwye BapTicTb npuctpois KOC.
MicLe y Cy4acHUX TEXHOMOTiSIX, OCKiNbKM BOHW MOEAHYIOTb OnTuMi3auis anropnTmis LUMdpPYBaHHA Ta AelundpyBaHHS
isnyHi 06'ekTM Ta KpunTorpadiyHi MexaHiaMu 3axucTy B npoTokoni TLS moxe 4ONOMOrTM 3MEHLUUTN BapTiCTb Ha
Ans 3abe3neyeHHs HaginHOT poBOTUM MEPEXHNX MPUCTPOIB, NPUCTPOI Ta NiIABULLMTY LUBUAKICTb Nepeaadi AaHuX.
30Kkpema 1 y cpiHaHcoBin ranysi, IHTepHeTi peden (loT) i Besneka kibepdi3anyHMX NPUCTPOIB € KPUTUHHO BaXKNn-
npomucnoBomy IHTepHerti peyden (IloT). OcHoBHa npobne- BOK 4Yepes3 Te, WO BOHW 4acToO MpaulolTb Y BiOKPUTUX
Ma TakMx cucTem nonsrae y 3abesneveHHi HagiiHoro wm Mepexax, i iCHye pu3aMK nepexonneHHs aaHux. [Ons
€eKkTUBHOTO 3aXWCTy [aHUX 33 OBMEeXeHnX pecypcis 3abesneyeHHs 6e3MeyHoro 3'eHaHHA MiX CKMafoBUMY
obumncnoBanbHoOI MNOTYXXHOCTI Ta €HeprocnoXXmBaHHA. KoC LLMPOKO BUKOPUCTOBYOTb KpmnTorpaq:)qui npoTo-
KpuntorpadiyHi  nNpoTOKONW, WO BUKOPUCTOBYIOTLCH Y konu, Hanpuknag, TLS, SSL, MTLS.
KibepdisnuHux cuctemax, marTb ByTn BUCOKOEdEKTUB- K®C MoxyTb npeacTasnsitn co6oto pisHi loT-npucTpoi,
HUMWK, agxxe Bif IXHbOI pobOTU 3anexunTb sk 6eaneka, Tak i 3 OKPEMOIO apxiTekTypolo Gesneku. [lns 3axucTy 3B's3Ky

3aranbHa NpPoAyKTMBHICTb cucTeM. Lia ctatTs cnpsimoBaHa
Ha [OCNIMKEHHSA LWNSXiB  NigBULWEHHS eMdeKTUBHOCTI
KpunTorpadiyHmx npotokonis y KPC.

Memoro ctaTTi € aHani3 icHylounx KpunTtorpadivyHux
NPOTOKONMiB, WO BUKOPUCTOBYHOTLCA B  KibepdisnyuHmx
cuctemax, Ta po3pobrieHHs niaxodiB A0 NigBULLEHHS
iXHbOi  edpekTMBHOCTI. OCHOBHY yBary npuvAiNeHo
3MEHLLEHHIO EHEPrOCNOXMBAHHS, MIABULLEHHIO LWUBUAKOAII

MiX CKNaZoBMMM LIMX OEBANCIB 3aCTOCOBYOTH MPOTOKONM
6e3neku, Wo LWMdPYHTb MEPEXHUIA TpadiK.

Ak npuknag po3rnsHMMo Taki KOC.

Cmapm-konoHku Google Home, Amazon Echo.
CwmapTt-konoHkn Google Home i Amazon Echo Bukopuc-
TOBYytOTb TLS Ansi 3axMCTy AaHuX Mig vac ixHboi nepegavi
Ha XMapHi cepBepu, Ae 06pobnarTLCA roNOCoBi KOMaHAM

anropuTMiB  WMpPyBaHHa Ta po3pobneHHto Metogis | KOPUCTYBadIB. L _

onTUMI3aLLii ANA CepenoBuLL 3 OBMEXEHUMM Pecypcamul. ®im+ec-mpekepu (Fitbit, Apple Watch). Bararo ditHec-
JOCTIiIKEHHA TaKoX OXOMMIOE acnekT! Gesneku, CTiNKoCTi Tpekepis BMKOPUCTOBYIOTL TLS ANs 3axncTy 3'eAHaHb i3
00 (Pi3NYHKX aTakK i 3aXMCTY NepCoHarnbHUX AaHUX. mMobinbHUMK aodatkamm abo XMapHUMKM cepsicamu Ans

Pesynkratn 36epiraHHsA AaHMX Npo 300POB'A Ta aKTUBHICTb.

Mig yac pocnig)eHHs1 BCTaHOBMEHO, LLO BUKOPUCTaHHS PosymHi nivunbHuku (Smart Meters). BinblwicTe eHep-
npotokonis MTLS nigBuLlye piBeHb 3axucTy gaHux, ane reTUYHNX KOMMaHi BUKOPUCTOBYIOTb PO3YMHI MiYUNBHUKK
BoAHo4ac noTpebye HabaraTo GinbLUOT KiNbKOCTI pecypciB ANst MOHITOPUHIY CNOXUBAaHHA enekTpoeHeprii abo rasy. Ll
K®C nopiBHsiHO 3 TLS (Transport Layer Security) Ta SSL NiYNNBHUKM BUKOPUCTOBYIOTL TLS AN 3axuweHoi nepena-
(Secure Sockets Layer). 3asHadyumo, wo TLS yce we 4i JaHUX NPO CMIOXKMBAHHSA Ha LEHTParbHi cepsepu KOMMaHiii.
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Cucmemu "posymHozo domy" (Nest, Philips Hue).
CuctemMn KepyBaHHS OCBITNIEHHSIM Ta OManeHHAM TakoX
BUKOpUCTOBYOTb TLS pgna 3abesnedyeHHs 6Gesnekn y
npoueci B3aemopgji i3 XMapHuMKM cepBicamu  abo
popatkamu. Yci ui KOC sactocoBytote TLS-npoTokon ans
3axucty 3B'asky. LLlo6 3posymiTu Hegonikm Ta nepesaru
LibOro NPOTOKOMY, NOTPIGHO PO3rMAHYTU LU ABa MPOTOKONN
6esnekn — SSL ta MTLS. SSL, cxema skoro 3o6paxxeHa Ha
puc. 1 (Tencent Cloud HTTPS) — ue nonepeaHuk TLS, ane
HWHI BUKOPUCTOBYETLCA 3pifka Yepes BPasnunBoCTi cTapux

Bepcin npoTtokony (SSL 2.0, SSL 3.0). bBinbLicTe cyyacHnx
K®C 3actocoBytoTb HagiviHiwmm npotokon TLS 3amicTb
SSL. lpoTte paHiwe SSL BuKOpuCTOBYBanuM B Takux
cucTemMax, SK paHHi  Mogeni  poO3yMHUX  Kamep
BigeocnoctepexeHHs. [eski moaeni kamep manu SSL ans
3axucTy BiAeOMNOTOKy nig Yac nepepadi Ha cepsep abo
MOGinbHU goaatok. SSL goci 3ycTpivaeTbcs Ha AesKUxX
ctapux abo wmeHw oHoBneHux KOC, ane 6inbLwicTb
cydacHux cuctem nepenwnu Ha TLS, ockinekn SSL
BBa)XaeTbCs HeGE3NeYHUM.

SSL Handshake (Diffie-Hellman) Without Keyless SSL

Handshake

Visitor

o
o
2
S
3
a
o
3

Server random

Public key certificate

Visitor sends hello, client random, and cipher suites supported

Server sends server random and public key certificate

(also sent s a session ID for session resumption)

Server sends the server DH parameter and a signature
A
i
1 Visitor sends the client DH parameter
v
|
!

Both the visitor and CloudFlare derive identical
premaster secrets from the server DH parameter
and client DH parameter.

Both the visitor and CloudFiare derive identical
session keys from the client random, server random,

and premaster secret. The visitor can request content
from CloudFiare, and the request will be encrypted
(also sent is a session ticket for session resumption)

CloudFlare

Server random

1
1
Public key certificate ] The key signs for client
' random, server random,
and public key certificate

Puc. 1. Cxema po6otu SSL

Tenep po3rmsHEMO NMPUKNaaM BUKOPUCTAHHSA MPOTO-
kony MTLS y cyyacHux KOC. HuHi uert npoTokon 3axucty
3'eHaHHA 3yCTpiYaeTbCa B TaKUX CUCTeMax: MeOuYHI rpu-
cmpoi (Smart Health Devices). Oesiki megnyHi loT-npucTpoi,
Taki SK NPWCTPOi ANS MOHITOPUHIY CEepLeBOoro puTMmy,
iHcyniHoBi moMnu abo iHLWi XWTTEBO BaxNMBiI NPUCTPOI,
BukopucToBytoTb MTLS pgns 3abe3nedyeHHs 3axuLleHoi
nepegadvi MeOuMYHUX AaHUX MK NPUCTPOEM i MeOUYHUM
cepeepoM. Lle BaxnuBo anst 3anobiraHHs HecaHKLioHO-
BaHOMY [OCTYyny 00 KOHMIAEHUIMHWX OaHuX nauieHTiB.
IHdycmpianbHi KOC (lloT). Y npoOMUCNOBKX 3aCTOCYBaHHSX,
TaKuX ik aBTOMaTn30BaHi CUCTEMM YNpaBIiHHA 3aBOAaMM,
CEHCOpM Ta KOHTponepu 4acTto BukopuctoBytoTb MTLS
ans aBTeHTUdikauii cepsepiB i 3abe3nedyeHHs Gesnekn
0o6miHy paHumun. Lle gonomarae 3ano6irtv aTtakam, siki
MOXYTb CKOMMPOMETYBATM KPUTUYHI CUCTEMM BUPOL-
HuuTBa. baHkomamu ma rnnamixHi mepmiHanu. bBaHKiBCbKi
TepmiHanu BukopuctoBytoTb MTLS pgna  GesneyHoi
nepegadi TpaH3akLUiHUX g4aHMX MiX TepMiHanom i cepse-
pom GaHky. Lle 3anobirae atakam Tuny "noguHa nocepe-
avHi" (MitM), rapaHTytoum, Wo i TepmiHan, i cepeep 6aHky
€ aBTEeHTWYHUMW. [PO3yMHIi mpaHcropmHi cucmemu.
Po3ymHi aBTOMOGIinNi Ta TpaHCNOPTHI CUCTEMU BMKOpUC-
ToBytoTb MTLS gns 6e3nedyHoro 3'e4HaHHS MK aBTOMO-
6inem Ta iHpacTpyKTypOor (Hanp., 3apsaHi cTaHuji, cucte-
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MU Hasirauji). Lle nossonsie 3MeHWWTU pUsnK1 3roBMKC-
HUX BTpy4aHb y cuctemu aBtomobins (Stallings, 2017).

Ha ocHoBI npvknagiB BUKOPUCTaHHSA yKa3aHux npoTo-
KOmniB MOXHa 3pobuTn BUCHOBOK: 3actocyBaHHa MTLS y
KOC, popeyHe Tinbkv TOAi, KONMM npunag Mae Beruvkun
0obcAr enekTpoHHOro pecypcey, Wo no CyTi pobuTb Takun
npunag GinbLw BapTicHUM | rabaputHuM. BapTo 3a3HauunTy,
wo TLS-npoTokon BMKOPUCTOBYHOTL 6Ge3nocepeaHbo B
Oynb-aKkMx kibepdisnyHnx cuctemax, TOMy WO Le noTpe-
Oye MeHLWnI pecypc Anst noro imnnemeHTadii. BianosigHo
npotokon SSL Tex poci 3ycTpivaeTtbcs i notpebye e
MEHLUNX XapakTepUCTMK A0 Npunagy Ha BigmiHy Big MTLS
i TLS. Po3srnaHemMo peTanbHille HaBedeHi NPOTOKONM,
BiAMIHHOCTI MiX HVMMW Ta npoaHanizyeMo AOUiNbHICTb
IXHBOrO BMKOPUCTaHHA B Tih 4M iHwWun KOC. OcHOBHI
nepesarv LMX NpPOTOKOMIB Hacamnepen y TOMYy, LU0 BOHU
WndpyoTb YCi AaHi, AKki nepegaroTbCs MK KNIEHTOM i
cepBepoM, a LUe 3anobirae nepexonneHHo abo
3NOBMUCHUM 3MiHaM AaHux. Takox TLS i ocobnmuso MTLS
3abe3neyyloTb | cepBepy, i KMNiEHTY BMEBHEHICTb Yy
CMPaBXHOCTi KOXXHOro 3 HUX, Lo 3anobirae atakam Tuny
"foanHa nocepeaunHi” Ta HecaHkUioHoBaHOMY focTyny. Ha
4ofady NpOTOKOMMW rapaHTyoTh, WO AaHi He Bynn 3MiHeHi
nig yac ix nepegaui (Koblitz, 1987).

Mpobriemn BMKOPUCTaAHHA [daHuWx cucTeM 6e3neku
nonsratoTs y Tomy, wo KPC yacto mawTb 0OMexeHy
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obuncnioBanbHy MOTYXHICTb, NaM'ATb Ta EHepreTUYHi
pecypcu. LUndpyBaHHa 1 06UMCneHHs, nos'a3aHi 3 TLS i
MTLS, MoxyTb ByTn BaXKKUMK ANs TaKnx NPUCTPoiB, TOMY
BaXNVBO BMKOPUCTOBYBATM OMNTUMI30BaHi KpunTorpadidHi
anroputmu (Hanp., ECC 3amicte RSA). Ckaximo, B3aeMHa
aBTeHTUdiKauia B MTLS Bumarae kepyBaHHS LdpOBMMM
cepTudpikatamu i ona cepeepiB, i ANS KMNIEHTIB, WO MOXe
OyTn cknagHMM i pecypCcoMiCTKMM NpOLEeCOM ANS BEMUKNX
mepex KOC. Onsa KOC, gaki 4yacto mMaloTb OOMEeXeHi
MEpPEXHi pecypcu, Yyac YCTaHOBMEHHS 3axuLleHoro 3'ed-
HaHHS MOXe ByTW KpUTUYHUM. TOMY BUKOPUCTAHHS NErknx
KpUnTorpadiyHMX anropuTmie i npoTokonie, Takux sk DTLS
(nerka Bepcia TLS pgna UDP), moxe Oytn kpawum
BapiaHTom ana pgeskux K®C (Stallings, 2017). LWo6
3pO3yMiTU, YOMY BKa3aHi NpoTokonu notpebytoTb 36inb-
LUEHWX PecypciB ANA MPUCTPOIB, NPOMOHYK PO3MNSAHYTH
KOXeH npotokon okpemo (Menezes, Van Oorschot, &
Vanstone, 1996).

TLS npautoe Ha TpaHcnopTHoMy piBHi Mogeni OSI, gk
306paxeHo Ha puc. 2 (OpsFlow Blogs, Mastering HTTPS),
i BUKOPUCTOBYETLCA ANSA 3aXMCTY AaHuX, Lo NepeaalnTbCs
MK KknieHTom (Hanp.,6pay3epom) i cepBepom (Hamp.,
Bebcavitom abo xmapHum cepsicom). OCHOBHUMMU
dyHkuiamn TLS e:

" WundpyBaHHA — 3axMCT NepefaHvux AaHuxX Bifg
NepexonneHHs;

" UiniCHICTb — rapaHTyBaHHS, WO JAaHi He Oynu
3MiHeHi nig 4Yac nepegaui;

=  aBTeHTUIKaLiS — NIATBEPMKEHHS, WO KMEHT i
cepBep € JOBiPEHUMU CTOPOHAMM.

Tenep NPONOHYEMO PO3rMSHYTM OCHOBHI eTanu poboTu
LbOro npoTtokony: pykoctuckaHHs (Handshake) — ue
nepwnin etan, nig 4Yac SKOro KnieHT i cepBep 4OMOBNSA-
I0TbCA NPO NapaMeTpu 3'€QHaHHS: NPUBITAHHSA Bifg KNieHTa

CMUCOK NIATPUMYBaHWX anropuTtMiB LWNpyBaHHSA, NPOTO-
koniB i Bepcin (Rivest, Shamir, & Adleman, 1978).
MpusiTaHHsa Big cepsepa (Server Hello): cepeep BMbupae
NiATPUMYBAHWUI  KIIEHTOM  anroput™M  WMAPYBaHHA i
Hagcwunae cBi  cepTudpikat (umdcppoBunn  ceptudpikart
SSL/TLS), skun mictuTb noro nybnivyHmm kmtoy (Boneh, &
Franklin, 2003). MNepeBipka cepTudikara: KnieHT nepe-
BipA€e cepTudpikat cepsepa, WOO nepekoHaTUcH B MOro
cnpaBxXHOCTI. FAKLWO cepTudikaT [oBipeHWn (3a3Buyan
nepeBipAETbLCA 3a JOMNOMOro0 iHPPaCTPYKTypy Ny6rivHMX
kntouiB — PKI (Public Key Infrastructure)), knieHT npunmae
noro. [eHepauia ceciiHOro Kknw4ya: KNIiEHT reHepye
CECINHWIA KNoY ANs WndpyBaHHA noganbLioi KOMyHikauii
i Hagcunae noro cepsepy. Llen knioy 3awmdposaHuii
ny6niyHMM Kknioyem cepsepa. 3axuLleHuin obmiH: cepsep
BMKOPMWCTOBYE CBIill NPUBATHUI KIOY AN PO3LLnpyBaHHSA
CEeCIHOro KritoYa, NiCns Yoro KrieHT i cepBep NOYMHaTb
BMKOPWCTOBYBaTW LEW KoY Ans WwudpyBaHHA Ta pos-
WndpyBaHHA BCiX noganblunx nosigoMneHs. Ludpy-
BaHHa pJaHux (Data Encryption). [Micns 3aBeplueHHs
PYKOCTUCKaHHS BeCb Tpadik MK KNIEHTOM i cepBepoMm
WndpyeTbCa cecinHum kntovem. TLS nigTpumye kinbka
anroputMmiB WwndpyBaHHa, Takmx sk AES, ChaCha20,
RC4, Ta iHwWi, SKi MOXXHa BUKOPMUCTOBYBATU 3anexHO Bif
KoHdpirypauii (Boneh, & Franklin, 2003). MNepesipka uinic-
HocTi (Data Integrity): TLS BuKOpucTOBYe xeLl-goyHKL;,
Taki sk HMAC Hash-based Message Authentication Code,
Ona nepesipku uinicHocTi gaHux. Lle gossonse BuaBnAaTy,
4n Bynun noBigoMneHHs 3miHeHi nig yac nepepavi (Diffie, &
Hellman, 1976). lundpysaHHa paHunx (Data Encryption):
nicna 3aBepLUeHHs PYKOCTUCKaHHA Becb Tpadik Mix
KNiEHTOM | cepBepoM LUNAPYETLCHA CECINHMM KntoveM. TLS
NiATPUMYE Kinbka anropuTMiB LIMGPYBaHHSA, Hanpuknag
AES, ChaCha20, RC4, Ta iHLWi, siKi MOXyTb BUKOPUCTOBY-

Client Hello: knieHT iHiUiloe 3'eagHaHHA, Hagcunawum BaTUCS 3arnexHo Big koHdirypauii (Giovanni et all, 2018).
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Puc. 2. Cxema poboTtu npotokony TLS
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Mepesipka winicHocTi (Data Integrity): TLS BukopucTo-
Bye xew-dyHkuii, Taki sk HMAC (Hash-based Message
Authentication Code), onsa nepesipku WinicHocTi AaHux. Lie
[03BONSE BUSABNATH, Y Bynun NoBiAOMMNEHHS 3MiHEeHi nig
yac nepepgavi. 3akputts 3'eaHaHHs (Connection Closure):
nicna 3aBeplUeHHs nepefadi gaHux 3'€QHaHHA 3aKkpu-
BaeTbcs. Lle pobutbca 3a pgonomorow  crieuianbHUX
noBigOMIEHb, K NIOTBEPAXYHOTb, LUO nepepadvy 3aBep-
WeHo i 3'egHaHHs MoxHa 6es3neyHo 3akputu. Yomy TLS
BuMarae binbLue pecypcis, Hixx SSL: TLS niaTpymye HoBiLi
Ta cknagHiwi kpunTorpadiyHi anroputMu, WO NiABULLYIOTb
Gesneky, ane Takox 306inbWwyloTb obyucnoBanbHe
HaBaHTaxeHHs. Hanpuknag, y TLS BMKOpPUCTOBYIOTb
anroputmmn AES i SHA-256, ski € HagivHiwvmun, ane
BMMaratoTb Oinblue pecypciB, HiX CTapilli anroputMu, ki
3acTtocoByBanu B SSL. MNokpalleHe pykocTucKkaHHs: y TLS
peanisoBaHO MOKpalleHi MexaHi3MU PYKOCTUCKaHHS, SKi
rapaHTylTb HafilHiCTb aBTeHTUdiKaLii Ta oOMiHy
kntoyamm  (Rives, 1978). B TLS BiabyBaeTbca 0OOMiIH
CECIHUM KIIOYeM 3a [OMOMOroH anropuTMiB, TakMx SK
Diffie-Hellman abo noro Bepcia Ha OCHOBI eninTUYHMX
kpuBmux (ECDH), wo 3abe3sneyye 3axucT Bif artak, Ha
3pa3ok "nioguMHa nocepeguHi’. OgHak Uen npouec €
obuyncnioBanbHO CKNagHIWMM MOPIBHSAHO 3 MPOCTILLMMMU
anroputMamn B SSL. lMokpaweHa uinicHicTb gaHmnx: SSL
BMKOpPMCTOBYBaB crabkiwi xew-gpyHkuii (Hanp., MD5 abo

SHA-1), aki 6ynn ni3Hiwe Bu3HaHi HebGesneyHumun. TLS
nepewLwIoB Ha HOBILWI, BinbLU CTiNKI 40 KONI3in dyHKLji, Taki
ak SHA-256 abo SHA-384. Xoua Ui dyHKUii 3Ha4yHO
nigsuLLyoTe 6esneky, ixHa obuyucnioBanbHa CKNagHICTb
TakoX € BULLOK. 3axMCT Bif, aTaku NOBTOPHOTO BUKOPUCTa-
HHA cecin (Replay Attack): TLS 3abesnevye 3axucT Big
Replay Attack, sika 6yna cnabkiwe peanizoBaHa B SSL. Lie
[0oOaTKoBUIA MexaHi3aMm 0e3nekun, Ak Bumarae 6Oinblue
pecypcis Ans nepesipkM NOCMNIJOBHOCTI W aBTEHTUYHOCTI
KOXXHOro naketa. BukopucraHHs npsimux cekpeTis (Perfect
Forward Secrecy, PFS): y TLS BnpoBagxeHO MiaTpuMKy
PFS, ue o3Hayae, Wo KomnpomeTaLisi OAHOrO CeCiHOro
Knioya He npusBede OO KOMMNpOMeETaUil BCiX nonepeaHix
cecii i JocAraeTbCa 3aCTOCyBaHHAM anropuTMiB OOMiHY
knodamu, Takux gk Diffie-Hellman. Ognak PFS Bumarae
Ginblwe obuncnoBanbHUX pecypciB Ans reHepauii HOBUX
KIoYiB Nif Yac KoxxHoro 3'eaHanHs. LLlo6 kpale 3po3ymitu,
B YOMYy came nepeBara BAOCKOHANeHO! KpunTtorpadir,
HeoOXiQHO PO3rMAHYTM PI3HULIKD MDK KpunTorpadiyHumm
anroputmamu DES, AES ta SHA-1, SHA-256 BignosigHo.
CnoyaTky po3rnsiHEMO OCHOBHI MapameTpu Ta CTPYKTYpy
SHA-1 ta SHA-256, ockinbkn came Ui yHKLii XeLlyBaHHS
BMKOPUCTOBYIOTb y nmpotokonax TLS ta SSL (Menezes,
Van Oorschot, & Vanstone, 1996): anroputm SHA-1.
IHiLiani3ytoTb N'aTb 32-6iTOBMX 3HAYEHb:

HO = 0x67452301,H1 = OxEFCDAB89,H2 = 0x98BADCFE,H3 = 0x10325476, H4 = 0xC3D2E1F0.

KoxeH 512-6itoBuin 6rnok ainutbcsa Ha 16 cnis no 32 Gitn:
W0, W1,..., W15 , ge ansa po3LMpPEHHs CriB, reHepyeTbCA

80 cniB 3a 4ONOMOrOI0 PO3LUNPEHHSA BXiAHUX CAiB:

Wt=(Wt—3@Wt— 8@ Wt—14 ® Wt — 16) « 1.

dopmyna ans KOXHOro payHay Taka:

T = (A<« 5) + ft(B,C,D) + E + Wt + Kt,
E=DD=CC=B<«30C = B\ll30C=B «30,B=A4,4A=T.

OHoBMEHHs1 3HavyeHb H, nicnsa 06pO6rNEeHHs KOXHOro
Onoka 3HavyeHHa HO, H1, H2, H3, H4 3MiHIOI0TbCA:

H0O=H0+AHl1=H1+BH2=H2+CH3=H3+D H4=H4+E.

PesynbraT xellyBaHHs: nicns 06pobneHHs Bcix 6rokis
pe3ynsTaTtoM € KOHKaTeHaLlis 3HaveHb HO, H1, H2,H3, H4,

wo yteoptotoTb 160-6iToBun xew. Anroputm SHA-256
BCTAHOBMIOE BiCiM 32-0iTOBNX MO4YATKOBUX 3HAYEHb:

HO = 0x6a09e667, H1 = 0xbb67ae85, H2 = 0x3cbef372,H3 = 0xab4ff53a ,
H4 = 0x510e527f, H5 = 0x9b05688¢c, H6 = 0x1f83d9ab, H7 = 0x5belcd19.

Po3buTtta noeigomneHHsa Ha 6noku no 512 6iTiB, Ae
KoXeH 6rok po3buBaeTbes Ha 16 cniB no 32 6iTn, poswu-
PIOKOTBCA ANsi CTBOPEHHS 64 cniB 3a Takoto hopmynoto:

Wt=agl(Wt—2) +Wt—7
ne
o0(x) = (x >» 7)B (x > 18) & (x » 3),
ol(x) = (x » 17) & (x > 19) & (x > 10).
O6pobneHHs 6noka aaHunx (64 payHan):
T1=H+Z1(E)+ Ch(E,F,G) + Kt + Wt,

+ o0(Wt — 15) + Wt — 16,
T2 =X0(A)+ Maj(A,B,C),
OHOBMEHHS 3HaYeHb:
H=G,G=FF=EE=D+TIl,
D=CC=BB=4A4A=T14+T2,

OHOBMEHHSA 3Ha4YeHb xella:

HO=HO0+AHlI=H1+BH2=H2+C,H3=H3+D,
H4=H4+E HS=H5+F Ho =H6+G H7 =H7+H.
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Pesynbrat xewyBaHHA: nicns o6pobneHHs BCix 6nokis

BUXiOHUM 3HAYEHHAM € KoHKaTeHauia HO, H1,...,H7, wo
yTBOptoe 256-0iToBuin xeww. [JosxuHa xewa: SHA-1: nosep-
Tae 160-6iToBe xelw-3HayeHHs (20 GantiB). SHA-256:
noseprtae 256-6iToBe xelw-3HavyeHHa (32 6antun). binbwa
JoBxunHa xelwa B SHA-256 pobuTb 1oro CTinkilumm Ao atak
3a nNpuHUMNOM "AHA HapomxeHHs" (birthday attack), ockinb-
KM KiNbKiCTb MOXMBUX KOMBiHaLi 36inbLuyeTbesa 3 21602160
(SHA-1) po 22562256 (SHA-256). [Ina ataku konisin Ha
SHA-256 HeobxigHO obumncnutn 21282128 xewis, y Ton
yac sk ansa SHA-1 notpi6Ho obuucnmtn 280280 xelwuis.
Crivikicte pgo konisi: SHA-1: niaTpumye TeopeTuyHy
CTiVKiCTb [0 Konisin Ha piBHi 280280 (o € Bpasnueum y
cydacHumx ymoBax). SHA-256: mae TeopeTuuHy CTilKiCTb
00 Konisin Ha piBHi 21282128, wo Habarato GesneyHiwe
ONs cydacHux obumncnioBanbHUX pecypciB. PiBeHb KpunTo-
crivikocTi: SHA-1 BukopuctoBye 80 payHAiB 06poGneHHs
haHux, Togi sk SHA-256 3actocoBye 64 payHau, ane Ha
poBwmnx 32-6itoBnx Grnokax. SHA-256 TakoX BMKOPUCTO-
BY€E CKNafHilly CTPYKTYpY Ta Pi3HOMaHITHI KOHCTaHTH, WO
YCKMaJHIE BiOHOBMEHHA BXiAHUX [AaHux. TeopeTudHa
KPWUNTOCTINKICTb 'y MnpocTopi Moxnueux xewis: SHA-1:
21602160 moxnumeumx xewiB. SHA-256: 22562256 moxnu-
Bux xewiB. Ana SHA-1 iMmoBipHiCcTb 3HaWTK Konisito (To6TO
OBa pi3HMX ONoku BXiAHWMX AaHWX, WO AalTb OOHaAKOBUMA

Xew) 3Ha4yHO Oinblia 4Yepes MEeHLWUn po3Mip XxeLla.
TeopetuyHo artaka Ha konisito ans SHA-1 notpebye
280280 onepauin, WO BXe Mig cuny cyyvacHUM cynep-
KomMmn'toTepam, ToAi ik aTtaka Ha konisito SHA-256 notpebye
21282128 onepauiin, wo pobuTtb ii Hag3BUYaNHO CKNag-
HOK | MPaKTUYHO HEMOXNMBOK. ATaka Ha OOYMCIEHHSA
o6epHeHHs (preimage attack): SHA-1: notpebye B cepen-
HboMy 21602160 obuncneHb ANs 3HAXOMKEHHSA BXIOHMX
AaHux, WO BignosiaaTb neBHoMy xelwa. SHA-256: notpe-
Oye 22562256 obuucneHb onda Tiei camoi 3agadi. Taka
pi3HMUS B 0BuncneHHsx pobute SHA-256 3Ha4yHO CTiliki-
wmm po brute-force atak. PiBeHb eHTponii: AOBLIMI Xew y
SHA-256 Hapae OGinbluniA piBeHb eHTponii, WO 3Ha4HO
YCKIMagHIOE KpunToaHaniTuyHi atakun. OCKiNbKM KOXeH BIT y
xewi SHA-256 mae Oinblie MOXNMBUX BapiaHTiB, nepes-
GaunTtn BuxigHe 3HaveHHss abo nigibpaTn Konisito cTae
3Ha4yHO CKnagHiwe.

Mepeeazu SHA-256 Had SHA-1. CknagHiwa
ctpyktypa: SHA-256 BukopucToBye 6inbluy KinbkiCTb
onepauin i3 goBWMMK Gnokamu, WO CTBOPKOE HafinHiwy
XeL-yHKLUit0, CTiiKy A0 Cy4aCHUX METOZIB KpunToaHanisy.
CrTifkicTb 0O CydacHMX OBYMCrEHb: HaBiTb i3 PO3BUTKOM
KBaHTOBUX obumcrneHb SHA-256 wmatume cyTTeBy
nepesary B 6esneui nopisHaHO i3 SHA-1, Ak 3a3HayeHo y
NOPIBHANbHIN Tabnuui Ha puc. 3.

MapameTtp SHA-1 SHA -256
JoBx}uHa xewa | 160 6it 256 6it
BHO.K 5126it 512 6it
NoBifoMAEHHA
KIanI(.:Tb 30 64
payHais
CrpyKTtypa Mepkne-lemrapg Mepkne-[emrapg
KonisiHa 3HMKeHa (edeEKTUBHICTDL

o Bucoka
CTIMKicTb aTaku)
besneka CKoMMNpoMeToBaHWU A CyuacHui

CTaHAapT

Puc. 3. MNMopiBHsinbHa Tabnuuga anroputmis SHA-1 1a SHA-256

Ak 6yno 3a3HaveHo, 6roKoBi LM pU TakoX BUKOPUCTO-
BYIOTb Yy npotokonax SSL i TLS, Tomy cnig po3rnsHyTu
BigMiHHICTb Mixk DES i AES, abu 3po3ymiTu Lo B CydacHUx
anroputMax 6inble He BuKopucToByloTb wWwundp DES.
Anroputm DES:

Li+ 1= Ri,
Ri+1=Li € F(Ri Ki),
F(Ri, Ki) — doyHKUiA payHay, sika 3anexuTb Big NpaBoi YacTu-
HW Ri i nigkntoda Ki gnsa yporo payHay. &5 — onepauis XOR.
Ri — E(R1),

ae E — dyHKuUia po3wmpeHHs, ska nepetBoptoe 32 6itn Ri
Ha 48 0iTiB 3a gonomMorol AgogaBaHHA OiTiB 3a NEeBHO
cxemoto XOR i3 nigkntodyem

B = E(Ri) @ Ki.

B pinuTbeca Ha 8 4acTuH no 6 6iTiB, KOXHa 4YacTuHa
00pobnsieTbea S-6nokom:

S(Bj) — 4 6iT.
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PesynbraTtv KOHKaTeHyTbCS ¥ 32-6iTOBE 3HAYEHHS.
BinbyBaeTbca 3amiHa P:

P(S(B)) — F(Ri,Ki)

diHanbHWIA pesyneTart: nicnsa 16 payHais pesynsrati L
Ta R o6'egHyloTbCsl, i 0O HUX 3aCTOCOBYETbCH KiHLEBa
nepectaHoBka FP. Anroputm AES: 128-6iToBuin BXigHMI
OnoK MepeTBOPHETLCA Ha MaTtpuulo state poamipom
4x4 Ganitn. BBegeHun knov obpobnseTbca ong otpuma-
HHS NIgKNIONIB ANst KOXHOro payHay. SubBytes: 3amiHa
GanTiB i3 BUKOpUCTaHHAM S-6roka.

state[i, j] = S(stateli, j]).

MixColumns: nepemillyBaHHs1 KOFTIOHOK MHOXEHHSAM Ha
dikcoBaHy matpuuto B noni Manya GF(28):

C(x) = state[i,j] - M,

ae M — (ikcoBaHa maTpuus: M=

IR
[ )
[ T
B LD
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AddRoundKey: XOR i3 nigkntoyem payHay:
state = state b RoundKey.

®opmyna kntoyosoro posknaay: AES reHepye nigkntoui
ONS KOXHOro payHay 3a A0NOMOror (yHKLUIT po3LMpeHHs
Kntoya:

WI[i] = W[i — 4] €& T(W[i — 1]),

ae T Bkntovae S-6nok i onepauito Rcon, sika gogae 3aMiHHy
3anexHicTb AN KoXkHoro payHay. [JoexuHa knioya: DES:
BMKOPMWCTOBYE KIOY 3aBOOBXKM 56 6iTiB (xo4a movaTkoBO
€ 64 6iTu, 8 i3 HUX 3aCTOCOBYIOTb AN NEPEBIPKM NAPHOCTI).

AES: nigTpumye Tpu OOBXUHM Kntoda — 128, 192, i
256 6it. KopoTtkun kntod DES 3HayHO 3meHLlye piBeHb
6esnekn, ockinbkn notpebye nuwe 256256 onepadin ans
nosHoro nepebopy, TOAI SK HaBiTb ANS HaNKOPOTLLIOrO
128-6iToBoro knoda AES notpibHo 21282128 cnpoO.
Poamip 6rnoka: DES: npautoe 3 6rnokamu no 64 6itn. AES:
BukopucToBye 128-6itoBi Grnoku. Binblmn po3mip 6noka
AES pobutb nMoro CTinKilMm o aTtak, ski 6asyroTbca Ha
wabnoHax (patterns), a Takox niaBuLLye eeKTUBHICTb
06pobneHHs Benukmx obcariB aaHux. CTpykTypa anro-
putmy: DES: Bukopuctosye 16 payHais o6pobku 3 Feistel-
CTPYKTYpPOIO, A€ KOXeH payHA 34ilcHIoe onepauii 3
nigknodamun. AES: 3anexHo Big OOBXMHW Knova Mae
10 (128-6itoBun kntod), 12 (192-6iToBUn kntod), abo
14 (256-6itoBui «kntoy) payHaiB. AES 6GasyeTbcs Ha
3aMiHHO-NepecTaHoBOYHIN Mepexi (SP-network), sika mic-
TUTb Taki OCHOBHI eTanu: 3amiHy GanTis (SubBytes), 3cys
pspokis (ShiftRows), awmiwysaHHs ctosnuiB (MixColumns) i
popasaHHs nigkntoya (AddRoundKey). Ctpyktypa SP-mepexi,
Ha BigmiHy Big Feistel-cTpykTypu, 3abesneuye kpaily
Andpysito Ta 3annyTyBaHHA JaHKX, WO NiABULLYE CTINKICTb
AES po atak. MNosHwuiA nepebip kntovis (Brute-force): DES:

i3 kntoyem y 56 6iTiB € BpasnuBuM 40 NOBHOro nepebopy,
OCKINbKW Cy4yacHi ob4yucnioBarnbHi MOTYXXHOCTI MOXYTb
nepebpaTty BCi MOXIMBI KItodi 3@ MiYeHi roanHu Yn HaBiTb
xBunuuu. AES: HanmeHwmn kniod y 128 6iTiB notpebye
21282128 mMOXNMBUX KOMOIHALR, O 3HA4YHO NepeBuULLYyE
MOXIMBOCTi HaBiTb HAWMOTYXHILLUMX Cy4YacHuX obuncnio-
BanbHux cucteM. Kpuntoananis: DES: Bpasnusun fo
ataku, BiOOMOI £K "gudepeHuinHuin  kpuntToaHanis" i
"niHinHMN kpunToaHanis". Kpim Toro, € atakoBaHa Bepcia —
3DES, ska BMKOpPUCTOBYE TpW nocnifoBHi onepauii DES
(wndpyBaHHA-gewndpyBaHHS-LLNGPYBaHHA) ANa NigBu-
LeHHs1 Be3nekn, ane HaBiTb BOHA MOYMHAE MOCTynaTuCs
AES uepe3 obMmexeHy CTilKIiCTb i BUMOIrM 40 MOTYXXHOCTI
(Koblitz, 1987). AES: criikmii 0o BCiX BigOMKX aTtak,
BKNKOYaOUM MNiHIMHWA | AndpepeHUinHnin - KpunToaHanis.
Woro cTpyktypa SP-mepexi i 6Ginblumit poamip Kniouis
pobnate AES HaginHMm npoTu MeToAiB KpumnToaHanisy,
CPSMOBaHMX Ha MOLWYK LWabnoHiB i perynspHocTen y
npoueci wudpysaHHA. EdekTnBHICTb Ta weuakicTe: DES:
BMMarae MeHLle pecypciB i € WBUAWMM Ha 3acTapinomy
obnagHaHHi, ane BXe He BiAMOBigae Cy4YacHUM BUMOram
6e3nekun. AES: WweMaLwmn Ta epeKTUBHILLMIA HA CyYacHOMY
obrnagHaHHi, o0cobnvMBo Ha npouecopax, SKi MakwTb
anapatHy niatpumky AES (Hanp., AES-NI).

Mepeeazu AES Had DES. KpunTocTilikicTb: 3aBAsiKu
OOBLUMM KNtoYaM i cknagHiwin cTpyktypi AES € 6inbLu
3axuLIeHMM Bifg cyyacHux atak. CTiliKiCTb A0 KBAHTOBUX
atak: XOAeH CWMETPUYHWIA anropuTM He € MOBHICTIO
3axuvleHnM Bi KBaHTOBUX obuucrneHb, ane AES i3
Oinblwumn  knovyamm  Mae  Binblly  KPUNTOCTIMKICTb
nopiBHsiHO 3 DES. YHiBepcanbHicTb i wemakicte: AES €
edeKTMBHMM SK Ha MporpamMHOMYy, Tak i Ha anapaTtHOMy
PiBHi, WO pobuTb MOro yHiBepcanbHWUM CTaHAAPTOM ANS
3axucty pAanux. [lopiBHAHHA OBOX ©OnokoBMX LWMPIB
npegcraBneHo Ha puc. 4.

MapameTtp DES AES
JoBxuHa 6noKa | 64 6iTu 256 6it
b

no.K 56 6iT 512 6it
noBiAOMNIEHHA
KIanI(I:Tb 16 64
payHpgis
CTpyKTypa Feistel network Substitution-

PYKTYP Permutation Network

KoniziiHa Bpasnuswnin go atak | Bucoka, 3axuiieHunin
CTiliKicTb Ha nepebip Big 6araTbox aTak
besneka CromnpomeToBaHui | Cy4acHUi cTaHdapT

Puc. 4. MNMopiBHsnbHa Tabnuus anroputmis DES ta AES

OTxe, MOXHa 3p0OUTU BUCHOBOK, LLIO BOOCKOHAMOKUN
KpuntorpadiyHi anroputMu, MOXHA MOKPALUUTN PiBEHb
6e3neku npotokony TLS Hag SSL, ane BogHo4Yac BUHMKAE
notpeba B GinblNX pecypcax, TMM CamMUM NigBULLYETbCA
BapTiCTb [eBanicy 4Yepes3 MOro xapakTepuctuku. Tenep
po3rnsaHemo npotokon MTLS petanbHiwe. MTLS — ue
pO3LIMPEHHsT  CTaHgapTHoro npotokony  TLS, gke
3abe3nedvye B3aeMHy aBTeHTUdikauito 060x cTopiH
3'eQHaHHS: i KNnieHTa, i cepBepa. Y Ton Yac sk cTaH4apTHUI
TLS 3abesnevye aBTeHTUiKaLilo nuwe cepeepa, MTLS
[03BOMSE TAKOX MEepeKkoHaTUCs, WO KNiEHT € OOBIPEHOI
ctopoHoto (Luo, Xu, & Zheng, 2020). Le pobute MTLS
6e3neyHilmm, ane Takox notpebye GinbLie pecypcis Ans
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BCTAHOBMEHHSI Ta NIATPUMAaHHA 3'€4HaHHA. Y cTaHgapT-
Homy npotokoni TLS KnieHT nepesips€ aBTEHTUYHICTb
cepBepa 3a gonomoroto ceptudpikata X.509, gk Bugae
ceptudikauinHni ueHTp (CA). BigTak knieHT wudpye AaHi
ansa nepepadi cepsepy. OgHak cepBep He Nepesipsie, XTO
€ KIEHTOM, | He 3HaE, YM € BiH goBipeHuM. MTLS po3B'asye
Lo npobrnemy, Bumarar4um aBTeHTMdiKauii 3 060X CTOpiH
(Luo, Xu, & Zheng, 2020). OcHoBHi eTanu poboTu Taki.
KnieHT i cepBep 0OMiHIOOTbCH cepTudikatamu: y
Bunaaky MTLS i knieHT, i cepBep NOBUHHI HagaTy unpoBi
cepTudpikatm nig 4Yac npouecy pykocTUCKaHHA. Lle
[03BONSE cepBepy MNepeBipUTM aBTEHTUYHICTb KIlieHTa i
nepekoHaTucs, WO BiH € JOBIpPEHOI CTOpPOoHOK (Schneier,
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2000). AsteHTudpikauis o6ox cTopiH: nicnsg  06MiHy
cepTudikataMu KMieHT nepeBipsae cepTudikat cepsepa,
wob nepekoHaTUCH, WO BiH CApPaBXHIN | BuOaHWUA
HaginHum cepTudikauinium ueHTpom. Cepsep, 3i CBOro
OoKy, nepesipse cepTudikat knieHTa, SKwWo obuasa
ceptudikatm €  AOiINCHUMKW, CTOPOHU  MPOAOBXYIOTb
BCTaHOBMNEHHS cecil. LUndpyBaHHA 3'egHaHHA: aK |y
3BuMyanHoMmy TLS, MTLS BMKOPMCTOBYE CECIHUIA KO
Ana  wudpyBaHHA  BCIX nodanbluvMx OaHux nicns
BCTaAHOBMEHHA aBTeHTUdiKauil knieHTa i cepBepa. Lle
3abe3nevye KOHIOEHUINHICTb, LNICHICTb i 3aXUCT gaHUX
Big nepexonneHHs. MNepesipka cepTudikaTie Yepes PKI:
B3aEMHa aBTeHTUiKaLia notpebye iHdPacTpyKTypn
ny6nivyHMX KnodiB AN KepyBaHHA cepTudikatamm K
KnieHTa, Tak i cepBepa. KoxHa cTOpoHa MOBMHHa Matu
UMHHUIA  cepTucbikat, nignucaHunm  cepTudikauyinHm
LIEHTPOM, SIKOMY [0BipA0Tb 0OMABI CTOPOHM.

Web server
(e )
(e )
(o )

Web browser

Client "Hello”

i

Server “Hello"

Server sends certificate

<

I
Server requests client certificate O

®

]

Client sends certificate

Client sends cryptographic info

Client finished

Server finished

1
1
O Communications now encrypted O
] I @O

Puc. 5. Cxema po6otn MTLS

Tenep posrnsHemo, yomy MTLS, cxema sikoro 3asHa-
YeHa Ha puc. 5, Bumarae GinbLUOi PpecypcoCnpoOMOXKHOCTI
Big K®C: popgaTkoBa aBTeHTUdikauisa knieHta: y MTLS
cepBep Mae nepeBipATM aBTEHTUYHICTb KrieHTa 3a
JOMNoMOrol Moro cepTudikarta, WO BuMarae Ao4aTKOBUX
obumcnoBanbHuX pecypciB. pouec nepesipku cepTu-
bikaTa BKMNtoYae Banigadito ceptudikara, nepesipky Moro
TEpMiHy Aii, MOWyK BigMiYeHMX cepTudikaTiB y CrmcKy
BigknukaHux ceptudpikatis (CRL) abo 4epe3 npoTtokon
OCSP (Online Certificate Status Protocol). Bwumora
cepTudikaTiB 3 060X CTOpiH: Ha BigMiHY Bif 3BMYaHOrO
TLS, noe ceptudpikat Hagae nuwe cepsep, y MTLS knieHT
TakoX MOBUHEH Matu uYnHHUW cepTudpikat. Lle ponae
00pobMneHHA Ha CTOPOHi KrieHTa, Wo Moxe OyTu
KPUTUYHMM ANS MPUCTPOIiB 3 OBMEXeHnMu pecypcamm,
Taknx sk loT abo KPC. Binbwmii obcsar pyKOCTUCKaHHS:
npouec pykoctuckaHHa B MTLS cknagHiwmn i Bkrovae
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GinbLwe eTanis, HiX y ctaHaapTHomy TLS. KoxHa cTtopoHa
NMoBMHHA 0OMiHATUCA  cepTudikaTamm | BMKOHATU
oBuncnioBanbHi onepauii AN NepeBipkM aBTEHTUYHOCTI,
Wo 36inbllye Yac yCTaHOBMEHHS 3'€QHaHHS i BMMarae
Ginblwe obuyncnioBanbHMX pecypciB Ans obpobneHHs
uboro npouecy. KepysaHHs ceptudpikatamu: MTLS nokna-
Aaetbcs  Ha iHdpacTpyktypy PKI  ana kepyBaHHs
cepTudikatamu KnieHta i cepsepa. Lle Bumarae pgopat-
KOBMX 3yCWUmnb ANS KepyBaHHS cepTudikatamu, IXHbOro
BMAAHHS, NMOHOBIEHHS Ta BigknukaHHA. KepyBaHHs Benu-
kumu obcaramn cepTudikatie mMoxe OyTu cknagHum i
pecypcoMicTkMM npoLecom, ocobnmeo B cepeaoBmLax i3
BENIMKOK KiMbKICTIO KNIEHTIB (Hanp., y KOPNopaTuBHUX
Mepexax abo cepeposuwax KOPC) (Perez, & Garcia,
2019). 3 ornsgy Ha Le MOXHa ckasaTu, Lo Anis Toro, wob
BMKOPUCTOBYBATU TOW YW iHWWIA npoTokon ©6e3neku
3'eQHaHHA B cUCTEeMax i3 Mano MpOMyCcKHOK 34aTHICTHO,
MOXHa crnpobyBaTu MOKpaLLMTV B3AEMOZI0 CUMETPUYHKX
Ta aCMMETPUYHMX anropuTMiB  WKdpPYBaHHA. Tomy
HeOobXigHO TaKOX PO3rMNAHYTU MOXIMBICTb 3MiHW CKITagHUX
MaTemMaTU4HWX anropuTMiB Ha nerwi, Wo [O3BONUTL
NOKPALUMTU LUBUAKICTb WNAPYBAHHA Ta AelumndpyBaHHS,
3HM3UTb BapTicTb KPC. MNMpuyomy noTpibHO 3BEpHYTU yBary
Ha [OUINbHICTb BMKOPUCTaAHHSA CKMNagHWX anropuTmis
LWndpyBaHHA B KibepdisnyHMX cucTeMax, B sIKUX LUBWA-
KicTb Bigirpae BM3HayanbHy pornb. Hanpuknag, Bukopuc-
TaHHSA CKNagHWX anropuTMiB WMdpyBaHHS B Takux KOC,
Ak FPV-gopoHu, Moxe HeratMBHO BMAMBaTM Ha poboTy
camoro mnpucTpord Ta OOMIH AaHMMU MiXK KIEHTOM i
npucTpoem. MoTpibHO BpaxoByBaTh cneumdiky BKazaHOro
JeBalicy y npoueci NPOEKTYBaHHSA apixTeKTypy 6esneku.

Ounckycis i BACHOBKM

LLlo6 BMKOpPUCTOBYBaTWM TOW YM iHWWKA NpoTOKOon 6e3-
nekn 3'eQHaHHA B CUCTEMax i3 Marok MPOMyCKHO
30aTHiCTio, HEOOXiAHO MOKPALLMTU B3AEMOAIKD CUMETPUY-
HUX Ta aCMMETPUYHMX anropuTtMiB WndpyBaHHA. 3anpo-
MOHOBAHO pPO3MAHYTU MOXNMBICTbE 3MiHW  CKNagHWX
MaTemMaTU4HUX anropuTMIB Ha nerwi, LWo MnoKpalunTb
LWBUAKICTb WNpPYBaHHA Ta AeludpyBaHHsS, 3HU3UTb
BapTicTb KO®C. BapTo 3BepHyTVM yBary Ha KOHLenNLUito
BMKOPUCTAHHS  iCHYIOMMX npoToKoniB  Ge3nekn,  AKi
o6'egHytoTb B COOi  BMKOPUCT@HHS CUMETPUYHUX Ta
aCMMETPUYHMX anropuTtMis WndpyBaHHS. B noganbomy
came LWBWMAKICTb LWNGPYBaHHA Ta pPo3LLIMpPYyBaHHSA
BifirpaBaTMMe  BW3HA4anbHy poOrnb Yy  MNiOBULLEHHI
€(EKTMBHOCTI, OCKINIbKM CamMe UEeWh YMHHUK 3MEHLUNTb
BUTpayaHHsi pecypciB y KOC, a Takox oTpumae nepesary
B Yaci, 3a paxyHok nepegadi 6inbLuoi kinbkocTi iHdopmauii
3a OOMHMUIO 4Yacy, MaWxe He BTpavawuuM y KpunTo-
cTinkocTi. MopanbLwi gocnimpkeHHs MOXyTb OyTn 3ocepe-
PKeHi Ha po3poOLi BMACHOro KpMnTorpadivHoro NpOTOKONY.

BHecok aBTopiB: Onekcin LlaiiHa — 36ip Ta aHania gaHux
Npo HasiBHi CUCTEMU 3axMCTy B KibepdisnyHux cuctemax; Jlapvca
MwupyTeHko — ornsag icHyroumx npobnem y npotokonax 6esneku Ta
nponosunuisi  LWOAO MOMIMNIWEHHS HAasBHUX  KpunTorpadiyHux
npotokonis; Omutpo [lanko — KoHUenTyanisauis, aHanis
TEOpPEeTUYHUX 3acap, AOCHiKEHHS.
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EXISTING SECURITY PROTOCOLS IN CFS

Background. Cyber-Physical Systems (CPS) play an important role in today's technology, as they combine physical objects and
cryptographic security mechanisms to ensure the secure operation of networked devices, particularly in the financial industry, the Internet of
Things (10T), and the Industrial Internet of Things (IloT). The main problem of such systems is to ensure reliable and effective data protection with
limited resources of computing power and energy consumption. Cryptographic protocols used in cyber-physical systems must be highly efficient,
because both the security and the overall performance of the systems depend on their operation. This article is aimed at researching ways to
improve the efficiency of cryptographic protocols in KFS.

Results. During the research, it was established that: the use of MTLS protocols increases the level of data protection, but at the same
time requires a much larger amount of CFS resources compared to TLS and SSL. At the same time, TLS still uses more capacity of cyber-physical
systems than SSL, which increases the cost of CFS devices. Optimizing encryption and decryption algorithms in the TLS protocol can help reduce
device costs and increase data transfer speeds.

Conclusions Theobtained results show that increasing the efficiency of cryptographic protocols in cyber-physical systems is possible
by using more effective encryption algorithms. Optimizing security protocols can significantly improve the data transfer rate and performance of
cyber-physical systems, especially in resource-constrained environments. It is worth paying attention to the concept of using existing security
protocols that combine the use of symmetric and asymmetric encryption algorithms. In the future, it is the speed of encryption and decryption
that will play a significant role in increasing efficiency. Since it is this factor that will reduce the use of resources in the CFS and will also gain an
advantage in time, due to the transfer of more information per unit of time, with almost no loss in crypto-resistance. Further research may focus
on the development.

Keywords: cyberphysical system, asymmetric algorithm, symmetric algorithm, security protocol.
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MATHEMATICAL MODEL OF THE SIGNAL EMISSION DYNAMICS
IN SEISMIC-ACOUSTIC MONITORING SYSTEMS OF BUILDING STRUCTURES

Background. The paper presents a mathematical model of automated systems of seismoacoustic monitoring of
building structures to assess the dynamics of crack formation in building structures to prevent the destruction of the objects
under investigation. The seismoacoustic field generated by the research objects is reflected in the matrix of informative
parameters, the dynamics of which characterize the dynamics of the object's state. To assess the dynamics of high-frequency
signals generated by cracks that occur during the operation of the structure, it is advisable to use the dynamics of emissions
that generate these signals. For this, from the point of view of physical practicality, it makes sense to choose a model that
characterizes the dynamics of the high-frequency range of the spectrum. Namely, the work presents an algorithm based on a
theorem for stationary processes in a broad sense.

Methods. The aging process can be reflected in the feature space, which can be reduced to parameters characterizing
the elastic properties of the materials that form the objects under study. Since the propagation velocities and the shape of
longitudinal and transverse waves in the material depend on the elastic parameters of these materials (Poisson's ratio and
Young's modulus), the change in these parameters leads to changes in the spectral characteristics of the emission signals that
occur in the aging material. Any redistribution of energy in the material is accompanied by the appearance of signals that
generate emission. The dynamics of the parameters of the emission signal reflect the change in the elastic properties of the
object under study. Possible reasons for changes in the internal structure are the appearance and growth of cracks, phase
transitions in monolithic materials, and loosening of components. This means that changes in the dynamic parameters of
emission signals are related to the dynamic characteristics of this object.

Results. A mathematical model of building structure aging is proposed. This model of aging of the object must consider the
nature of external influences on the object and the nature of its reaction to external disturbances. Given stochastic background noise
during monitoring, only the statistical nature of this dependence should be accepted in the model. This model is implemented in
building Ne 3 (cell) of the Kyiv Pechersk Lavra.

Conclusions. Two stages of the study of the emission dynamics of building Ne 3 of the Kyiv Pechersk Lavra showed that
during the given time interval, the change in the emission characteristics of this object is within the measurement error. Thus, for an
adequate assessment of the emission dynamics generated by cracks that arise during the KPL hull No. 3 operation, it is necessary to
collect statistics over a time interval of several decades. To solve this problem, it is essential to carry out permanent seismoacoustic
monitoring of the building structure.

Keywords: seismoacoustic monitoring, seismoacoustic emission, mathematical model, seismoacoustic signal, matrix of
informative parameters of the model, aging of structures.

Background posterior probability, the dynamics of which reflect fatigue

The dynamics of emission signal parameters reflect and the aging process of the object.
changes in the elastic properties of the object under Passive seismic-acoustic monitoring of construction
investigation. This means that changes in the dynamic objects is understood as routine observation of parameters
parameters of emission signals are related to the dynamic of the natural background of the investigated object. The
characteristics of this object. Given the presence of | natural background of the object is a superposition of
stochastic background noise during monitoring, only the emission signals caused by natural changes of the object
statistical nature of this dependence should be acceptedin | under study (the appearance of microcracks, etc.) and

the model. The key issue is the selection of informative | the object's response to external disturbance (wind loads,
parameters for the space of signs, in which it is necessary the impact of transport, seismic events, soil vibrations
to carry out a dynamic analysis of their behavior, on the | Ccaused by the vibrations of objects of various nature, the
basis of which to build a decisive rule for forecasting reaction of these objects to external actions, etc.). The

the state of the object (Mostovyy, V., 2013). There is a mathematical mod_el of object aging s_hould consider the
problem of choosing the space ’Of .s’,igns 0% aging and nature of external influences on the object and the nature

fatigue. Since we have only indirect information about the of its reaction to external disturbances.

o - Passive seismic-acoustic monitoring will be used
state of th_e object in thg form of the charactenstncg of_ the to observe the dynamics of the parameters of the
emitted signals, we will be able to make only indirect

: N mathematical model of the research process and assess
measurements related to the propagation of emission the state of aging of the object under study.

waves. Dynamic changes of these waves are reflected in Methods

the dynamics of their spectral characteristics. The space of The aging process, a crucial aspect in the life cycle of
spectral characteristics is based on parameters statistically | puilding structures, is reflected in the feature space. This
related to the characteristics of the object. The stochastic space can be reduced to a set of parameters
characteristics of such a component random process characterizing the elastic properties of the materials.
reflect the process of changing the elastic characteristics Understanding how changes in these parameters lead to
of the material. The task of estimating the parameters of changes in the spectral characteristics of the emission

the analyzed random process is reduced to estimating their signals is key to predicting and managing structural health.

© Mostovyy Vasyl, 2024
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The natural frequencies of the investigated objects
were in the seismic frequency range. In the stationary state
of the object, steady migration of the vector characterizing
the state of the object was observed in the space of
features within the ellipsoid of rotation of a relatively small
volume as passive monitoring. This circumstance is related
to the stochastic nature of the monitoring process. This
state, crucially, is observed before the onset of fatigue.
From the point of view of materials science, fatigue is local
structural damage that develops and occurs during cyclic
loads on the material. The maximum stress values in the
cycle are less than the highest stress limit and below the
stress limit for the given material.

The structural failure of the material, a critical event,
consists in the loss of the load-bearing capacity of the
element or directly of the entire structure. It begins when
the stresses in the material approach the limit, causing
excessive deformations, when the material in the process
of a complete cycle returns to its initial state, i.e., the
phenomenon of hysteresis is manifested. Any energy
redistribution in the material, a key factor, is accompanied
by the emergence of emitted signals. Emission signals, the
focus of our study, are voltage waves generated by a
sudden internal redistribution of voltage in the material
caused by changes in the internal structure.

Possible reasons for changes in the internal structure:
the appearance and growth of cracks, phase transitions in
monolithic materials and loosening of components.

Structural analysis and identification of dynamic
parameters of building structures and their components
whose spectral characteristics lie in the seismic and lower
part of the acoustic ranges are extremely important in their
monitoring to predict significant changes in dynamic
characteristics. By geometric dimensions, they are large
artificial and natural objects. The method of dynamic
identification provides an opportunity to investigate the
dynamic behavior of this structure with the help of non-
destructive tests and, therefore, allows us to assess the
"health" of the structure and the possible need for more
detailed monitoring. The method of examination of the
response of the structure to the dynamic load is analyzed,
which can be any environmental (wind, sea waves, traffic,
etc.) or artificially caused using test pulses.

Of particular interest is the passive monitoring of objects
with sources of emission signals, the parameters of which
are subject to determination and characteristic of the
structure. The emission can be both irregular and regular. In
the latter case, it can be modeled as a flow with probabilistic
characteristics to be determined (Mostovyy, V., 2013).

A change in the condition of building structures during
their operation can lead to undesirable and sometimes
even catastrophic consequences. The cause of destruction
of engineering structures and their components is most
often structural changes of composite materials, under
which destruction occurs in operational loads and natural
aging (Schijve, 2003). An example of such consequences
can be the well-known, relatively recent collapses of
building structures in Germany, Japan, France, Latvia, and
the USA (such as the collapse of the city archive building
in Cologne on March 3, 2009, the collapse of a car tunnel
near Tokyo on December 2, 2012, the collapse of the
terminal at Charles de Gaulle Airport on 05/24/2004, the
collapse of the Maxim center in Riga on 11/21/2013, the
collapse of a residential building in Miami, Florida, USA on
06/24/2021) and many other countries. In Ukraine, an
example of such a disaster can be the collapse of a
building on the street. Hrushevsky in the city of Drohobych,
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28.08.2019, the bridge's destruction in Kharkiv on 30.08.
2019, and others. Continuous seismic-acoustic monitoring
makes it possible to evaluate the dynamics of the strength
characteristics (Young's modulus and shear modulus) of
the object under investigation to forecast its condition
(Tassios, 2010).

To study the dynamics of parameters characterizing the
strength parameters of building structures, a new concept
of seismic-acoustic monitoring of natural and building
objects is proposed, in which the object under investigation
is mapped into an n-dimensional vector of the Euclidean
space of informative parameters using a physically feasible
parametric model. For seismic-acoustic monitoring of building
structures, a mathematical model (Mostovyy, V., 2013) was
used within the framework of this concept in order to assess
the dynamics of the object's parameters characterizing its
strength (Mostovyy, V., 2013).

The monitoring concept was based on the following
physical principles. Since the speed of propagation and the
form of longitudinal and transverse waves in the material
depend on the elastic parameters of these materials, the
change in these parameters leads to changes in the
spectral characteristics of the emission signals that occur
in the aging material. The emission refers to the
redistribution of energy in the material, accompanied by
the appearance of emitted signals. Signal emissions are
stress waves generated by a sudden internal redistribution
of stress in the material caused by changes in the internal
structure, i.e., material fatigue. The emission is caused by
the redistribution of energy in the material. Any energy
redistribution in the material is accompanied by the
emergence of emitted signals. The superposition of such
signals generates an emission field (Tassios, 2010).

From the point of view of material science, fatigue is
developing, and local structural damage occurs during cyclic
loads on the material (Suresh, 2004). Cyclic stress should
lead to material fatigue. Fatigue leads to irreversible
deformations of the material, that is, to its aging. The aging
process in the proposed models is a change in material
parameters that are reflected in the feature space.
Parameterization of the analyzed process takes place using
its approximation of a parametric model with free parameters.
Thus, the process of seismic-acoustic monitoring of natural
and building structures is reduced to regular observations of
the free parameters of the selected model.

The physical principles of seismic-acoustic monitoring
presented above in an actual embodiment require the
researcher to solve complex mathematical problems. From
the registration of the implementation of the emission field
to the estimation of the free parameters of the model, a
complex mathematical apparatus is used, which is based
on such mathematical disciplines as the theory of random
processes, functional analysis, the theory of the function of
a complex variable, linear algebra, optimization methods
and the theory of decision making (Timoshenko, & Gere,
1961), which is presented in the study of the dynamics of
the state of building structures.

Since the propagation velocity of longitudinal and
transverse waves are functions of the characteristics of the
medium's strength, namely Young's modulus and the shear
modulus, respectively, it is physically appropriate to use the
medium's spectral characteristics as informative parameters
of the mathematical model of the object under study.

Thus, wave propagation dynamics characterize the
dynamics of the strength characteristics, and a change
in the state of the research object itself causes the
departure from the stationarity of the spectral characteristics
(Mostovoy, V., & Mostovoy, S., 2023).


http://www.springerlink.com/content/?Author=T.+P.+Tassios
http://www.springerlink.com/content/?Author=T.+P.+Tassios
https://en.wikipedia.org/wiki/Subra_Suresh
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Mathematical model of the signal emission dynamics.
To assess the dynamics of high-frequency signals
generated by cracks that arise during the operation of the
structure, it is advisable to use the dynamics of emissions
that generate these signals. For this, from the point of view
of physical practicality, it makes sense to choose a model
that characterizes the dynamics of the high-frequency
range of the spectrum. Namely, the algorithm is based on
a theorem for stationary in the sense of processes. If a
stationary process in a broad sense has a completely
entirely continuous spectrum and the spectral density of
the process allows the representation

f (o) = (h(iw)? @
here
h(im):Ib(r).exp(-i -7,
T(b(t)(2 -dtLoo. )

then the process is the response of a physically feasible
filter a(t) and

h(im):\/g.za(r)-exp(i.m.r).dr. ®

The detection algorithm follows from this. On the
prehistory T, under the assumption of stationarity in the
broad sense of a stochastic process n(t) we estimate its

spectral density h(i®) and map it into a vector of the

n -dimensional parameter h space, for example, by
calculating the energy of the spectral density h(im) inn

subbands (mi,mm)i:l,_n, and then estimate in the
Euclidean metric the deviation of the vector ﬁ[ calculated

in the sliding window from h:

fi-fs 2

If this expression is correct, a decision is made
about the absence of negative dynamics of the research

object. Otherwise, the fragment of the process (t,t+T)

characterizes the negative dynamics of the aging process.

The setpointlevel H is determined by the researcher, who
determines the setpoint level in terms of its probability of
false alarm and target miss.

Application of a mathematical model to assess the
impact of emission processes on the dynamics of the
state of building Ne 3 (cell) of the Kyiv Pechersk Lavra.
Seismic-acoustic monitoring of the microseismic background
of critical points of the objects under investigation is
conducted to obtain the spectral characteristics of the
building Ne 3 (cell) of the Kyiv Pechersk Lavra under
investigation and to analyze the observed data to forecast
the dynamics of the object under investigation. A
specialized seismic recorder, ZIR-2, developed and
produced by the Ukrainian company "Roden", was used to
record vibrations. The spectral ranges of the sensors are
0.5-600 Hz. It should be noted that the spectrum of the
object under study is its stable characteristic, which
changes when the mechanical parameters of the structure
change, and it can be used to detect "age-related" changes
in the structure during its life. It can be assumed that the
fixed spectral characteristics of the structure can further be
used as the set starting values for detecting the moment of
its "aging", which can change during the monitoring
process in case of accumulation of local damages.

The work's purpose is to evaluate the dynamics of high-
frequency signals generated by cracks that occur during
the operation of a building Ne 3 (cell) of the Kyiv Pechersk
Lavra structure.

To evaluate the dynamics of high-frequency signals
generated by cracks that occur during the operation of the
building structure under investigation. To evaluate the
dynamics of high-frequency signals generated by cracks
that occur during the operation of the building structure
under investigation, let us compare two observations of
registered data. A significant change in the model
parameters for two dimensions indicates a strong cracking
emission, which can lead to undesirable consequences for
the operation of the building structure under study.

The first observation. To assess the dynamics of the
emission intensity generated by cracking in the
observation area, we will carry out the first observations
using the parametric model (1-4), Fig. 1-4. The dynamics
of the parameters of this model will characterize the
dynamics of emission of crack formation in the structure of
building # 3 (cell) of the Kyiv Pechersk Lavra under study.

The first observation of the building Ne 3 (cell) of the
Kyiv Pechersk Lavra is given below.

-0d

-0
4] 1

3 4

Fig. 1. A fragment of the recording of the first observation (duration 4 seconds)
of the building's reaction to the natural background. The abscissa shows time in seconds. Along the ordinate axis,
the function of the acceleration of the structure's oscillations in m/sec? is plotted with precision to the multiplier

Data registration during seismic-acoustic monitoring is
accompanied by simultaneous additive interference caused
by external factors. This study used frequency filtering for
data preprocessing (Mostovoy, S., & Mostovoy, V., 2011).
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Figures 1 and 2 show fragments of the recording of the
first observation lasting 4 seconds, the response of the
building Ne 3 (cell) of the Kyiv Pechersk Lavra to the
natural background, unfiltered (Fig. 1) and filtered (Fig. 2).
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Fig. 2. A fragment of a filtered recording of the first observation (duration 4 seconds) of the building's reaction
to the natural background. On the abscissa axis, the time is present in seconds. Along the ordinate axis,
the function of the acceleration of oscillation of the structure m/sec? is plotted with precision to the multiplier

The Figure 4 shows the Fourier amplitude of the
filtered data of the first range of the first observation of
building Ne 3 (cell) of the Kyiv Pechersk Lavra. The energy
of each of the twenty sub bands was presented in a matrix

of the first observation 5x5.

The Figure 3 shows the Amplitude of the module of the
Fourier spectrum of the low-pass filtered data of building
Ne 3 (cell) of the Kyiv Pechersk Lavra seismic records.

The frequency range was from 90 Hz to 500 Hz. It was
divided into five equal quantiles (4), each into five equal
subranges.

Fig. 3. The amplitude of the module of the Fourier spectrum of the filtered data of the first observation in relative units,
in the frequency range from 0 to 600 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

Fig. 4. The amplitude of the module of the Fourier spectrum of the filtered data of the first range in relative units,
in the frequency range from 90 to 170 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 5 shows the amplitude of the module of the
Fourier spectrum of the filtered data of the first subband of
the first band presented in relative units, in the frequency
range from 90 to 105 Hz.

The Figure 6 shows the amplitude of the module of the
Fourier spectrum of the filtered data of the second
subband of the first band presented in relative units, in the
frequency range from 105 to 125 Hz.
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Fig. 5. The amplitude of the module of the Fourier spectrum of the filtered data of the first subband
of the first band in relative units, in the frequency range from 90 to 105 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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Fig. 6. The amplitude of the module of the Fourier spectrum of the filtered data of the second subband
of the first band in relative units, in the frequency range from 105 to 125 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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The Figure 7 shows the amplitude of the module of the
Fourier spectrum of the filtered data of the third subband

of the first band presented in relative units, in the
frequency range from 125 to 140 Hz.
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Fig. 7. The amplitude of the module of the Fourier spectrum of the filtered data of the third subband
of the first band in relative units, in the frequency range from 125 to 140 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 8 shows the amplitude of the module of
the Fourier spectrum of the filtered data of the fourth

subband of the first band presented in relative units, in the
frequency range from 140 to 155 Hz.
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Fig. 8. The amplitude of the module of the Fourier spectrum of the filtered data of the fourth subband
of the first band in relative units, in the frequency range from 140 to 155 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 9 shows the amplitude of the module of the
Fourier spectrum of the filtered data of the fourth subband

of the first band presented in relative units, in the
frequency range of 155 to 170 Hz.
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Fig. 9. The amplitude of the module of the Fourier spectrum of the filtered data of the fourth subband
of the first band in relative units, in the frequency range from 155 to 170 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 10 shows the Fourier amplitude of the
filtered data of the first range of the first observation. The

energy of each of the twenty subbands was presented in
a matrix of the first observation 5x5.
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Fig. 10. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range. from 170 to 250 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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The Figure 11 shows the Fourier amplitude of the
filtered data of the first range of the first observation. The

energy of each of the twenty subbands was presented in
a matrix of the first observation 5x5.
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Fig. 11. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 250 to 330 0 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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The Figure 12 shows the Fourier amplitude of the
filtered data of the first range of the first observation. The

energy of each of the twenty subbands was presented in
a matrix of the first observation 5x5.
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Fig. 12. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 340 to 420 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 13 shows the amplitude of the module of
the Fourier spectrum of the filtered data of the second
range of first observation in relative units, in the frequency

range from 420 to 500 Hz. The frequency in Hertz is given
on the abscissa. The y-axis shows the range amplitude
in relative units.
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Fig. 13. shows the Fourier amplitude of the filtered data of the first range of the first observation.
The energy of each of the twenty subbands was presented in a matrix of the first observation 5x5

The Figure 14 shows the Fourier amplitude of the energy of each of the twenty subbands was presented in
filtered data of the first range of the first observation. The a matrix of the first observation 5x5 .
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Fig. 14. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 170 to 250 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 15 shows the Fourier amplitude of the
filtered data of the first range of the first observation. The

energy of each of the twenty subbands was presented in
a matrix of the first observation 5x5.
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Fig. 15. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 250 to 330 0 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 16 shows the Fourier amplitude of the
filtered data of the first range of the first observation. The

energy of each of the twenty subbands was presented in
a matrix of the first observation 5x5.

. e ——

Fig. 16. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 340 to 420 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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The Figure 17 shows the Fourier amplitude of the filtered
data of the first range of the first observation. The energy
of each of the twenty subbands was presented in a matrix

of the first observation 5x5. The energy of each of the
twenty sub bands was presented in a matrix 5x5, table 1.

Fig. 17. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 420 to 500 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

Table 1

Matrix of energy size 5x5 of quintiles of all 25 subbands
of the first observation of the first observation

2.3054 2.7727 1.8019 1.2790 2.1570

2.1405 1.8973 1.4254 1.2361 1.5053

2.5438 2.2818 1.5132 1.3459 1.3412

2.1597 2.0464 1.4520 2.7071 1.0495

2.2884 1.5792 1.5325 1.6143 1.2925

The second observation. To assess the dynamics of
the emission intensity generated by cracking in the
observation area, we will carry out the second
observations using the parametric model (1-4) to study
building Ne 3 (cell) of the Kyiv Pechersk Lavra.

The second observation of the building Ne 3 (cell) of
the Kyiv Pechersk Lavra is given below.

Data registration during seismic-acoustic monitoring is
accompanied by simultaneous additive interference caused
by external factors. This study used frequency filtering for
data preprocessing (Mostovoy, S., & Mostovoy, V., 2011).

Figures 18 and 19 show fragments of the recording of
the second observation lasting 4 seconds, the response of
the building to the natural background, unfiltered (Fig.18)
and filtered (Fig. 19).

On the Figure 20 the Amplitude of the module of the
Fourier spectrum of the low-pass filtered data is shown.

The frequency range was from 90 Hz to 500 Hz. It was
divided into five equal quantiles (4), each into five equal
subranges.
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Fig. 18. A fragment of the recording of the second observation (duration 4 seconds)
of the building's reaction to the natural background. The abscissa shows time in seconds. Along the ordinate axis,
the function of the acceleration of the structure's oscillations in m/sec? is plotted with precision to the multiplier
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Fig. 19. A fragment of a filtered recording of the second observation (duration 4 seconds)
of the building's reaction to the natural background. On the abscissa axis, the time is present in seconds. Along the ordinate axis,
the function of the acceleration of oscillation of the structure m/sec? is plotted with precision to the multiplier
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Fig. 20. The amplitude of the module of the Fourier spectrum of the filtered data
of the second observation in relative units, in the frequency range from 0 to 600 Hz. The frequency in Hertz is given
on the abscissa. The y-axis shows the range amplitude in relative units

The Figure 21 shows the Fourier amplitude of the energy of each of the twenty sub bands was presented in
filtered data of the first range of the first observation. The a matrix of the first observation 5x5 .

Fig. 21. The amplitude of the module of the Fourier spectrum of the filtered data of the first range
of the second observation in relative units, in the frequency range from 90 to 170 Hz. The frequency in Hertz is given
on the abscissa. The y-axis shows the range amplitude in relative units

The Figure 22 shows the amplitude of the module of ‘ subband of the first band presented in relative units, in the
the Fourier spectrum of the filtered data of the first frequency range from 90 to 105 Hz.
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Fig. 22. The amplitude of the module of the Fourier spectrum of the filtered data of the first subband
of the first band in relative units, in the frequency range from 90 to 105 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 23 shows the amplitude of the module of subband of the first band presented in relative units, in the
the Fourier spectrum of the filtered data of the second frequency range from 105 to 125 Hz.
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Fig. 23. The amplitude of the module of the Fourier spectrum of the filtered data of the second subband
of the first band in relative units, in the frequency range from 105 to 125 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 24 shows the amplitude of the module of ‘ subband of the first band presented in relative units, in the
the Fourier spectrum of the filtered data of the third frequency range from 125 to 140 Hz.
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Fig. 24. The amplitude of the module of the Fourier spectrum of the filtered data of the third subband
of the first band in relative units, in the frequency range from 125 to 140 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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The Figure 25 shows the amplitude of the module of ’ subband of the first band presented in relative units, in the
the Fourier spectrum of the filtered data of the fourth frequency range from 140 to 155 Hz.
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Fig. 25. The amplitude of the module of the Fourier spectrum of the filtered data of the fourth subband
of the first band in relative units, in the frequency range from 140 to 155 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 26 shows the amplitude of the module of subband of the first band presented in relative units, in the
the Fourier spectrum of the filtered data of the fourth frequency range of 155 to 170 Hz.
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Fig. 26. The amplitude of the module of the Fourier spectrum of the filtered data of the fourth subband
of the first band in relative units, in the frequency range from 155 to 170 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 27 shows the Fourier amplitude of the The energy of each of the twenty subbands was presented
filtered data of the first range of the second observation. in a matrix of the first observation 5x5 .
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Fig. 27. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 170 to 250 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 28 shows the Fourier amplitude of the The energy of each of the twenty subbands was presented
filtered data of the first range of the second observation. in a matrix of the first observation 5x5 .

Fig. 28. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 250 to 330 0 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

The Figure 29 shows the Fourier amplitude of the The energy of each of the twenty subbands was presented
filtered data of the first range of the second observation. in a matrix of the first observation 5x5 .
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Fig. 29. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 340 to 420 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units
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The Figure 30 shows the Fourier amplitude of the
filtered data of the first range of the second observation.
The energy of each of the twenty subbands was presented

in a matrix of the first observation 5x5, table 2.

Similarly, the energy matrix of 25 subbands was
obtained for the second recording fragment.
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Fig. 30. The amplitude of the module of the Fourier spectrum of the filtered data of the second range
of first observation in relative units, in the frequency range from 420 to 500 Hz. The frequency in Hertz is given on the abscissa.
The y-axis shows the range amplitude in relative units

Table 2

Matrix of the energy size 5x5 of the quantiles of all 25 subbands of the second fragment of the recording Fig. 14

2.2574
2.0735
2.4780

1.9259
2.2015
2.2745
2.3582

2.6549
1.6940

Discussion and conclusions

The strength characteristics of any object depend on
its spectral characteristics, that is, the possibility of
propagation of elastic waves with different parameters.
The structural failure of the material consists in the loss of
the load-bearing capacity of the element or directly of the
entire structure. It begins when the stresses in the material
approach the limit, causing excessive deformations, when
the material does not return to its initial state during the
entire cycle. Cyclic stresses should lead to material
fatigue. Fatigue leads to irreversible deformations. The
aging process in the proposed model is a change in
material parameters reflected in the feature space.

It is advisable to use emission dynamics to assess the
dynamics of high-frequency signals generated by cracks
that arise during the structure's operation. For an adequate
assessment of the emission dynamics generated by
microcracks, it is natural to use an algorithm based on the
theorem for processes that are stationary in the sense of
(1)—(3). Two stages of the study of the dynamics of the
emission of the building are generated by the occurrence
of microcracks using the algorithm based on the theorem
for processes that are stationary in the sense of (1)—(3).
Showed that for a given time interval, the change in
emission characteristics was reflected in the energy size
matrix of the quantiles of all 25 subbands of each of the
two research fragments, Fig. 1, 2.

For an adequate assessment of the emission
dynamics generated by cracks that occur during the
operation of the structure, it is necessary to collect
statistics on a time interval of decades. To solve this

2.7012 1.7931
1.4074
1.4257
1.9350
1.7253
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2.2752
1.4875
1.4590

1.3520
1.2935
1.3129
1.1487
1.9537

2.0250
1.1542

problem, it is necessary to carry out permanent seismuic-
acoustic monitoring of the building structure.
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KuiBcbkui HauioHanbHUI yHiBepcuteT iMeHi Tapaca LleBuyeHka, KuiB, YkpaiHa

MATEMATUYHA MOAEJIb AUHAMIKN BUNYCKAHHA CUTHAITY B CACTEMAX
CENCMOAKYCTUYHOIO MOHITOPUHIY BYAIBENNIbHUX KOHCTPYKUIN

Bctyn. [lpedcmaeneHo mamemamu4Hy MoOeslb aemoMamu308aHUX CcUCMeM CelicMOaKyCmu4yHoO20 MOHImMopuHay 6ydieenbHux
KOHCMPYKUil, sika 00360/1umb ouiHUMuU AuHamiky ymeopeHHs1 mpiWuH y 6ydieenibHUX KOHCMPYKUisiX i3 Memoro nonepedKeHHs1 pylHy8aHHs
docnidxyeaHux o6'ekmie. CelicMoakycmu4He rnosne, sike 2eHepyromb 06'ekmu docnidxeHHsi, sido6paxaembcsi 8 Mampuyro iHghopMmamueHuUX
napamempie, AuHamika sikoi xapakmepu3ye OuHamiKy cmaHy o6'ekma. [ns ouyiHroeaHHs1 OuHaMiKu UCOKOYacmomHux cueHanie, siKi
2eHepyrombCcs mpiWuHamu, W0 8UHUKaromb y npoyeci ekcriiyamayii cnopyou, doyinbHo eukopucmosyeamu QuHaMmiKy emicil, siky mopodxyromb
yi cuzHanu. [lna ybozo, 3 no2nsady ¢pizuyHoi doyinbHocmi, Mae ceHc eubopy mModerni, sika xapakmepu3ye OUHaMiKy @UCOKOYacmomHOo20
diana3oHy cnekmpa. A came, 8 po6omi npedcmaesieHo ajlzo0pumm, 3acCHoeaHuli Ha meopemi G551 cmauyjioHapHUX y WUPOKOMY CeHCi npouyecis.

MeToawu. lpoyec cmapiHHs Moxe 6ymu sidobpaxeHuli y npocmip o3HakK, KUl Moxe 6ymu 3eedeHulli 00 MHOXUHU napaMempis, Wo
Xxapakmepu3yromb NpPYyXHi enacmueocmi mamepianie, siki ¢popmyroms docnidxyeaHi o06'ekmu. Ockinbku weudKkocmi po3noectodXeHHs1 ma
ghbopma No3008XKHIX i monepeyHUX xeusnb y Mamepiani 3anexams 8i0 NPyXHuUx napamempie yux Mamepianie (koegiyiecHma lMyaccoHa ma modyns
KOHea), mo 3miHa ekasaHux napamempie npu3eodume OO0 3MiH crMeKmpasbHUX Xapakmepucmuk eMmicillHux cuaHasie, siKi euHukaromb y
cmapiroyomy mamepiani. Bydb-sikuii nepepo3nodin eHepezii y Mamepiasi cynpoeodxyembcsi UHUKHEHHSIM cu2HaJslie, u,0 2eHepyomb eMicito.
HuHamika napamempie cuzHany ewmicii eido6paxae 3MiHy npyxHux enacmueocmeli AocnidxyeaHo20 06'ekma. Moxnuei nNpuyYyuHuU 3MiH
8HYMpIiWHLOI CMPYKMypU — Ue 8 UHUKHEHHSI ma 36inbweHHs1 mpiuwuH, ¢pazoei nepexodu e MOHOIIMHUX Mamepianax i po3nyweHHs1 ckiadoeux.
Lje o3Ha4ae, wo 3MiHU QuHaMi4HUX Napamempie cuaHasie emicii noe's3aHi 3 OuUHaMiYHUMU xapaKkmepucmuKaMmu eKa3aHo20 06'ekma.

Pe3ynbTaTtun. 3anponoHogeaHo MameMamu4Hy Modesib cmapiHHsi 6ydieenbHoi KOHCcmpykyii. s mModenb cmapiHHA o6'ekma mae
epaxoeyeamu npupody 308HiWHix ennueie Ha o06'ekm i npupody io2o peakyil Ha 308HIWHI 36ypeHHs. 3 ypaxyeaHHsIM HasieHOCMi
cmoxacmu4Ho20 ¢hoHO8020 WyMy Mid 4ac MOHIMopuHay, y Mmodeni cnid NnpuliHAMu nNuwe cmamucmu4HuUll xapakmep yiei 3anexHocmi. BkazaHy
MoOdernb peanizoeaHo Ha kopnyci Ne 3 (kenii) Kueeo-lMeyepcbkoi naspu.

BucHoBku. [Jea emanu docnidxeHHss duHamiku emicii koprycy Ne 3 Kueeo-leyepcbkoi naspu nokasanu, wjo 3a 0aHuli iHmepeasn 4acy
3MiHa xapakmepucmuk eMicii Ub020 06'ekma nepebyeae 8 Mexax Noxubku eumiprosaHHs1. Ome, Anst adekeamHo20 oyiHr8aHHsI OUHaMiIKu eMicil,
wo 2eHepyembcsi mpiwuHamu, siki suHuUKaroms y npoueci ekcnnyamauii kopnycy Ne 3 Kueeo-leyepcbkoi naepu, Heo6xiOHO sukopucmoeyeamu
cmamucmuKky Ha iHmepeani Yyacy e Kinbka decamunims. [ns po3e'a3aHHsA yiei 3ada4yi Heo6xidHo npoeodumu nocmiliHull celicMoaKycmu4Hul
MOHimopuHa 6ydieenbHOI KOHCMPYKUii.

KnwuyoBi cnoBa: celicMoakycmuyHuii MOHimopuHa, celicMoaKycmu4yHa emiciss, Mamemamuy4Ha ModeJsib, celicMoaKycmuyYyHuil cu2HaJl,
Mampuys iHghopmamueHux napamempie Mmodesti, cmapiHHs KOHCMPYKYid.

ABTOp 3asABnsie Npo BiACYTHICTb KOHNIKTY iHTepeciB. CnoHCcopW He Bpanu yyacTi B po3pobneHHi JoChimKeHHs; Y 360pi, aHanisi uun
iHTepnpeTauii 4aHnx; y HanucaHHi pyKonucy; B pilleHHi npo nybnikauiio pe3ynbTaris.
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