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EXPERIMENTAL EVALUATION OF THE EFFICIENCY OF CRYPTOGRAPHIC GENERATORS
OF PSEUDO-RANDOM NUMBERS

Background. In the digital era, ensuring information security requires reliable cryptographic primitives. A critical
component of modern cryptographic systems is the generator of pseudo-random numbers (PRNG), which underpins key
generation, digital signatures, initialization vectors, and other security mechanisms. The security of the entire system often
depends on the unpredictability and statistical quality of the generated sequences. This study aims to conduct an experimental
evaluation of the efficiency of various cryptographic PRNGs with respect to three criteria: statistical randomness, cryptographic
resistance, and computational performance.

Meth ods. Acomparative experimental analysis of multiple classes of cryptographic pseudo-random number generators
was conducted. The study examined generators based on linear feedback shift registers (LFSRs), congruential methods, stream
and block ciphers (e.g., RC4, AES, GOST 28147-89), and one-way functions (e.g., BBS, RSA, Micali-Schnorr). Evaluation criteria
included statistical properties (via NIST SP 800-22 tests), resistance to cryptanalysis, and computational efficiency measured in
processor operations per output bit.

Results. The experimental results demonstrate that generators based on block and stream ciphers (e.g., AES, GOST
28147-89) offer the best balance between cryptographic strength and performance. In contrast, generators based on one-way
functions (e.g., BBS, RSA) provide provable security but suffer from low speed and suboptimal period length. Simple generators
such as LFSRs and linear congruential generators exhibit high speed and good statistical properties but lack cryptographic
resistance, making them unsuitable for direct use in security-critical applications.

Conclusions. The choice of a pseudo-random number generator must be guided by the specific requirements of the
target application—balancing security, speed, and implementation constraints. For general-purpose cryptographic systems,
cipher-based generators are recommended. For high-assurance environments where provable security outweighs performance
concerns, number-theoretic generators may be appropriate. Future work should focus on hybrid designs, post-quantum readiness,
and integration with hardware entropy sources to enhance robustness in resource-constrained and critical infrastructure settings..

Keywords : pseudo-random number generators (PRNGs), cryptographic security, statistical randomness, block ciphers,
stream ciphers, one-way functions, cryptographic resistance

Background

The rapid development of information technologies and the wide spread of automated data processing systems have
caused a sharp increase in the volume of transmitted and stored information. This, in turn, made it necessary to increase
the level of its protection against unauthorized access and cyberattacks. In modern conditions, information security is the
most important factor in the stable functioning of critical infrastructures, financial systems, government services and
commercial organizations. One of the key elements ensuring data protection are cryptographic methods, the basis of which
is the generation of random numbers necessary for the formation of encryption keys, digital signatures, initialization vectors
and other important parameters.

Generators of pseudo-random numbers (PRNs) are hardware and software tools designed to generate sequences of
numbers that have certain statistical properties that are close to truly random. However, unlike physical sources of
randomness, pseudo-random sequences are formed by deterministic algorithms, which makes it important to ensure their
unpredictability and resistance to cryptographic analysis. The use of vulnerable or predictable generators can lead to
serious security threats, including the compromise of keys and the complete breaking of the cryptographic system. For
example, the vulnerability in the Dual_EC_DRBG algorithm confirms that the insufficient stability of the generator can
jeopardize the protection of even widely used standards.

Today, there are many different approaches to building pseudo-random number generators. Among them, one can
distinguish generators based on shift registers with linear and nonlinear feedback, congruent generators, solutions based on
block and stream ciphers, as well as designs using one-way functions. Each of these types has its advantages and
disadvantages: some provide high speed of operation, but have low cryptographic strength, others, on the contrary, guarantee
a high level of protection, but require significant computing resources.

The purpose of this study is to conduct a comparative analysis and experimental assessment of various types of cryptographic
generators of pseudorandom numbers according to three main criteria: the quality of the generated sequences, resistance to
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cryptanalysis, and productivity. As part of the research, it is assumed that the most effective solutions will be identified, which will
provide a balance between security and speed of work and can be recommended for use in modern cryptographic systems.

The obtained results have practical significance and can be used in the design and modernization of information protection
systems, as well as in the selection of optimal algorithms for the generation of random numbers for specific tasks.

Statement of the problem. In the context of rapidly growing data volumes and expanding digital services, ensuring
reliable information protection has become a top priority. The increasing number of cyber threats, advances in cryptanalysis,
and the emergence of new computing paradigms—including quantum computing—pose additional challenges to security
systems. PRNGs are a cornerstone of cryptographic protection, as they directly influence the generation of encryption
keys, one-time passwords, digital signatures, and other critical parameters. The quality of a PRNG directly affects the
resilience of the entire cryptographic system.

Insufficient robustness or predictability of PRNGs can lead to key compromise, loss of data confidentiality, and
successful adversarial attacks. Moreover, key characteristics of PRNGs include not only cryptographic strength but also
performance—especially in real-time systems and high-throughput environments. In practice, many solutions optimize for
only one aspect: either high resistance with low speed or high performance with inadequate security.

The absence of a comprehensive evaluation framework for PRNG effectiveness complicates the selection of optimal
solutions for specific information security requirements. Therefore, there is a clear need for a comparative analysis of
existing PRNG approaches to identify their strengths and weaknesses and to formulate evidence-based recommendations
for their deployment in contemporary cryptographic systems.

Analysis of the latest research and publications. Modern research in the field of generating random numbers and
cryptographic algorithms emphasizes the need to create reliable and unpredictable GIS to ensure information security.
Back in 1986, the author (Blum, 1986) laid the mathematical foundations of simple, but cryptographically stable GIS based
on the complexity of the decomposition of large numbers. Research by M. Blum and S. Mykala (Micali, & Sidney, 1995;
Rukhin, & Soto, 2001) showed the possibility of generating strong cryptographic sequences of bits, which became the
foundation for modern encryption standards.

An important place among the studies is the assessment of the statistical properties of the HPS. So, in the work of
A. Rukhin, and J. Soto (Rukhin, & Soto, 2001) proposed a set of standard tests that allow evaluating the quality of random
sequences, which became the basis for cryptographic applications. R. Korolev (Korolev, 2009 Kuznetsov, 2007). investigated
the statistical security and periodic properties of algorithms, including RC4, revealing potential vulnerabilities of stream
ciphers and emphasizing the need for their constant analysis.

The development of random number generation methods is closely related to the improvement of cryptographic
designs. Thus, in the works of S. Micali (Micali, & Sidney, 1995) methods of generation and joint use of pseudo-random
functions for key management systems are proposed, and P. Morawiecki and J. Pieprzyk (Morawiecki, & Pieprzyk, 2013).
considered parallel constructions of authenticated encryption based on a duplex scheme, which provides increased speed
and security of data processing. Standards establish proven approaches to the generation of random numbers and
cryptographically stable symmetric encryption algorithms.

Thus, the analysis of the presented publications shows that modern cryptography is based on a combination of theoretical
models of the GPSCH, verification of their statistical reliability and the introduction of effective encryption designs (Prokushev,
Ponomarenko, & Ponomarenko, 2021). This makes it possible to provide a high degree of information protection in various
applications and forms the basis for further research in the field of cryptographic security.

The purpose of this article is to study modern approaches to the development and analysis of GPSCH used in
cryptographic systems. Special attention is paid to the assessment of their statistical properties, cryptographic strength
and compliance with international standards. Within the framework of the study, existing generation algorithms are considered,
their strengths and weaknesses are identified, and methods of increasing the reliability and safety of HPS are analyzed to
ensure effective information protection in modern conditions.

Methods

A comparative experimental analysis of multiple classes of cryptographic pseudo-random number generators was
conducted. The study examined generators based on linear feedback shift registers (LFSRs), congruential methods,
stream and block ciphers (e.g., RC4, AES, GOST 28147-89), and one-way functions (e.g., BBS, RSA, Micali-Schnorr).
Evaluation criteria included statistical properties (via NIST SP 800-22 tests), resistance to cryptanalysis, and computational
efficiency measured in processor operations per output bit.

Results

Generators pseudo-random sequences — technical a device intended for production sequences of pseudorandom numbers
satisfying certain statistical properties. Conducted studies showed that generators pseudo-random sequences of their kind use
possible will divide into two many classes: crypto-resistant and cryptographic vulnerable (Fig. 1) ( Milevskyi et al., 2024).

Cryptographically vulnerable GPSPs have the same properties as crypto-resistant ones, but they have one drawback —
they are low cryptographic stability, which leads to impossibility their of use in cryptographic systems protection information,
their used in empirical tests, or as "building blocks" in development crypto-resistant GPSP. Let's consider more in detail
given higher generators and conduct them comparative research (Bobok et al., 2025).

Generators pseudo-random sequences based on registers shift. Registers shift with linear reverse coupling (LFSR, Linear
Feedback Shift Register) is generating devices pseudo-random sequence bits based on linear functions from the previous
ones composed They are widely used in various areas, where required generation random or quasi-random sequences.
They are divided into registers shift with linear reverse connection and non-linear reverse connection. Register shift consists
of from two parts: register displacements and functions reverse connections:

e main positive qualities of GPSP on the registers shift are;
¢ high quick action (quantity operations per bit formable sequence);
o effective hardware and software implementation;
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e good statistical properties;
e maximum period formable pseudorandom sequence Pl,, .
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Fig. 1. Classification generators pseudo-random sequences

Main disadvantage these generators is their low cryptographic endurance In works it is shown that cryptanalysis must
be intercepted2! elements pseudorandom sequences to completely reveal function reverse connections.

Widely used class non-crypto-resistant generators are congruent generators. Let x,, a, c € V — arbitrary fixed elements,
then it is customary to say, that sequence x4, x,...x, € Vy is generated linear congruent generator with parameters x,, a, c €
Vy, if this sequence satisfies recurrent ratio:

x; = (ax;_y +c)mod N, i=1.2,.. (1)

Parameterx, € Vy is called initial value, parameter a # 0 — multiplier, ¢ —increment N - field power. In case ¢ = 0 ratios
determines multiplicative congruent generator, and in case c # 0 — linear congruent generator. The period of such
generators does not exceed N, if x,, a, ¢ € Vy selected correctly, then the period will be will be the maximum equal N — 1

Main advantages of congruent generators are recognized: speed formations pseudorandom number (due to the small
amount operations), effective software and hardware realization, maximum period forming sequences. However, main the
deficiency expressed in them predictability does not allow to use them in the system cryptographic protection information.

Examples generators based on current ciphers are recognized stream cipher with variable with a key length of RC4,
the WAKE algorithm.

RC4 (Rivest Cipher 4, Ron's Code) — developed stream cipher by Ronald Rivest in 1987. The RC4 cipher was used in
some widespread standards and protocols such as WEP, WPA and TLS (until 2015).

Main advantages stream encryption algorithm RC4 are recognized high speed enough work small the size of the key.
RC4 is enough vulnerable, if are not used randomly or linked keys, one key stream used twice. These factors, as well as
way can be used make the cryptosystem dangerous, vulnerable.

Main positive the quality of GPSP, built on the basis of current ciphers, appears high speed conversion, compatible so
at speed receipts incoming information Thus, it is ensured formation of PSP in a real time scale.

Next class crypto-resistant generators GPSP built on block ciphers.

Currently time developed large quantity block ciphers, many from which are national or departmental standards. The
biggest popularity acquired such block ciphers as DES, AES, GOST 28147-89. They are studied by many cryptographers
have not lost their relevance even now. The work of such ciphers is applied to a block of open multiple text mathematical
transformations Multiplicity applications leads to the fact that resulting transformation it turns out cryptographically more
complicated than the conversion itself.

One of representatives of block -symmetric cipher working in the gamma mode is GOST 28147-89.

One of regimes work GOST 28147-89 was the gamma mode, the structural diagram of which is presented in fig. 2.

Open data are divided into blocks of 64 bits each and encrypted in the gamma mode by the way household addition
modulo 2 in the adder CMs with gamma cipher, which is generated in blocks of 64 bits. Initial filling drives N1+ and N2
(synchronization S) are encrypted in simple mode replacements in the key memorable a 256-bit key is written to the device.
In drives N1and N2 64-bit binary is entered sequence S = (S1, Sz, ..., Se4), which serves initial filling for the next one generation
of M blocks gamma cipher 64-bit open block encryption algorithm data in idle mode replacements includes 32 cycles.
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Fig. 2. GAMMIROW mode GOST 28147-89

The first cycle contains content storage unit N1 is added modulo 2°2 in the adder CM1 with content storage Xo, at the
same time data in N1 are preserved. The resulting result passes through the substitution block K, then what the transformed
vector enters the register R, where is being done cyclical a shift of 11 positions in the direction of senior ranks. Result shift
everyday is added modulo 2 in the adder.

CM: with 32-bit content storage N2. Result from CMz is written in N1, and before contents N1 is transferred to N2. After
encryption data from N1and Nz are written to 32-bit drives N3 and Na: the contents of N1—in N3, and N2 — in Na.

The content of N4 is added modulo (2%2-1) in adder CM4 with the 32-bit constant C+ from drive Ns, the result is recorded
in N4. The contents of N3 are summed modulo 232 in adder CM3 with a 32-bit constant C2 from drive Ns, the result is
recorded in N3. Next The content of N3 is transferred to N1, and N4 to N2, while data in N3 and N4 are saved. The contents
of N1 and N2 are encrypted in simple mode replacements Final filling N1 and Nzlater encryption forms the first 64-bit gamma
block cipher, which everyday is added modulo 2 in the CMs adder with the first 64-bit open block data in this scheme the
substitution block K consisting of of 8 static blocks replacements.

In the table 1 are presented results conducted research speed block ciphers DES, AES, GOST-28147, which can to
be used as a GPVP.

Table 1
Rating speed famous block ciphers
Block ciphers DES AES GOST 28147-89
Quantity operations processor on the block 81/56 40/32 192/64

formed sequence

Length period 256 2128 2256

Main positive qualities of GPCP built on the basis of block ciphers are:
e resistance to various types of cryptanalysis;
e good statistical properties formable pseudorandom sequence.
To the main disadvantages of block encryption possible to attribute:
e insensitivity crypto schemes to fall out or insert an integer number of blocks;
e existence problems the last block is incomplete length.
To the main the advantages of GOST 28147-89 are possible to attribute:
o the futility of an all-out attack;
o simplicity both with hardware and software implementation and highly effective speed modern encryption computers.
One of the directions in development crypto-resistant generators there is methods based on unilateral functions.
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The most important one-sided the function used in the construction of the GPCP is factorization whole numbers The
widely known GPCP based on this problem, is the BBS generator, proposed in 1986 by Lenore Blum, Manuel Blum, and
Michael Shub. Calculation of PVP in the BBS generator is described expression:

X, = x2_;mod N, (2)
where N = pq product two big simple pandq which can to be both are comparable to 3 modulo 4 (this guarantees that each
the quadratic remainder has one square the root which also is quadratic remainder) and the largest general divider
d(p(p — 1), p(q — 1)) must to be small.

At every step of the algorithm original data are coming out from taking either the parity bit or one least significant
bit. Mainly the advantage of GPSP BBS is that it is available x,, optional calculate everything n — 1 previous numbers,
necessary just know the basics the state of the generator, that is x,and numbers p, g, and any element The sequence
of PSP is described expression:

2 = 22 MOU@D@D) gy, 3)

Next representatives of GPSP based on use one-sided functions are recognized generators Micali—-Schnorr and RSA.
Their stability is based on a theoretically complex calculation problem discrete of logarit hms. Everyone element
pseudorandom sequence in the Micali—-Schnorr generator is described by the expression:

Xn = x5_ymod N. (4)
Exit of this GPVP is available r beat pseudorandom sequences, quantity which is calculated by the formula:
r=lig(p)l + 1 - |Ag(pe) + D1 -2, (5)

1<e(@-D@-D
where e € {NOD(e,(p—1)(g—1) =1, p,q — prime numbers.
80e < |lg(pg)] +1
In the RSA GPSP, each element sequence is described expression (5), but unlike the Micali-Schnorr generator on
the way out arrives least significant beat Conducted studies showed that main shortcomings of the solution — based
GPSP unilateral functions are:
e low speed formations pseudo-random sequences compared to GPSP based on other principles of formation;
REF _Ref201077085 \r \h \* MERGEFORMAT;
e impossibility to provide formation sequences of the maximum period.
In the table 2 presents correspondence of key lengths to asymmetric and symmetric encryption algorithms.

Compliance length keys asymmetric and symmetric encryption algorithms Table 2
Length for symmetrical algorithm Length for asymmetrical algorithm
56 bits 384 bits
80 bits 768 bits
112 bits 1792 bits
128 bits 2304 bits

How follows from given in the table 2 data for formation of the period of PSP 2'28battles necessary to produce
mathematical operations with dimensional numbers not less than 2304 bits, which in turn leads to significant use
computational resources processor.

In the table 3 are presented results conducted research speed formation of one bit of provably stable PSP generators
RSA, BBS, Micali—-Schnorr for various degrees resistance.

Table 3
Rating speed provable-resistant GPSP
Length period
Proveably durable generators
2128 2256 2512
Foundation degrees 2304 bits 14210 bits 81304 bits
RSA 1153656/1 265651872/1 49261255313/1
BBS 57456/1 2180945/1 71038737/1
Micali-Schnorr 561/1 28860/1 1307947/1

Main the advantage of GPSP based on the solution unilateral functions, is available mathematical provability difficulties
cryptanalysis. The main ones disadvantages of such generators is computational complexity, and formation of PSP with
period significantly less than the maximum.

For construction based on cryptographic schemes registers shift with inverses connections two methods are used
generating pseudorandom sequences. The first method — use several in parallel working registers shifting and combining
their exit any function complications. Such generators are called combined (Fig. 3).

Another alternative is generation pseudorandom sequence how nonlinear output functions the only one register shift,
such a generator is called filter-generator (Fig. 4).

Generators built on this principle have maximum period 2™ — 1 ( where n quantity cells memory register shift). Mainly
the disadvantage of such GPSP is complexity finding functions complications f(x).
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Discussion and conclusions

Conducted the study made it possible to comprehensively analyze existing approaches to the construction and
application of the HPPSC with consideration their statistical characteristics, cryptographic durability and performance.
received the results showed that the choice of a specific type of generator must be made be based on the specifics of
informational tasks systems and requirements level protection.

Simple congruent generators and classic LFSR provide high speed formations sequences and ease of implementation,
however their low cryptographic endurance does their unsuitable for direct use in protection systems information. They are
can to be used as auxiliary tools during construction more difficult crypto-resistant structures.

Generators based on block and stream ciphers, such as AES, GOST 28147-89 and RC4, demonstrated optimal
balance between safety and speed, that does their most suitable for a wide range of practical applications cryptographic
applications. At the same time necessary to consider features realizations, including key management and reuse
prevention key flows, that directly affects reliability systems.

Generators using one-sided functions (RSA, BBS, etc.), provide tall level protection at the expense of mathematically
provable durability However, their application is limited scenarios, where priority is maximum security, and performance does
not play key role, for example, in state and military information systems, as well as in infrastructures critical significance.

Prospects subsequent research associated with perfection existing methods generation random numbers and
development new approaches that will be taken into account modern challenges (development quantum calculated and
appearance more difficult methods cryptanalysis). Important direction is creation hybrid generators that will be to unite high
cryptographic resistance with high at speed processing data.

Also promising is research algorithms, optimized for work in conditions limited computational resources (for example,
in 10T devices), and study opportunities integration generators with hardware sources entropy to increase reliability system
as a whole. In the long term perspective special attention must to be given development standards for new- generation
cryptographic GPS systems, which will be able to provide protection given in the conditions post-quantum cryptography.
This will allow create a reliable basis for building modern protection systems information, capable to resist future cyber
threats (Barabash et al., 2023; Jensen, 2006; Gorbenko, & Ganzya, 2014; Starr, 1984; Yang et al., 2017, Berry, 1987).
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recommendations aligned with international standards (NIST, FIPS) and post-quantum readiness.
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2HauioHanbHWI TEXHIYHUIA YHIBepcUTeT
"XapKiBCbKUIA NONITEXHIYHMM iHCTUTYT", XapkiB, YkpaiHa

EKCNMEPUMEHTAIJIbHE OUIHIOBAHHA EQEKTUBHOCTI KPUMTOIPA®IYHUX FTEHEPATOPIB
NCEBAOOBUMNMAOKOBUX YACEN

BcTyn. Yyugposy enoxy 3abesneyeHHs1 iHghopmauyiliHoi 6e3neku esumazae HadiliHux KpunmozpagiyHux npumimueise. Kno4yoeum Kommno-
HEeHMOM cy4acHUX KpunmocucmeM € 2eHepamop rncesdosunadkosux yucen (IMBY), skuli nexxumsb 8 ocHO8i 2eHepauii knroyie, yugposux nionu-
cie, eekmopie iHiyianizayii ma iHwux MexaHi3amie 6e3neku. Cmilikicmb yciei cucmemu 4acmo 3anexumb ei0 HenepedbayyeaHocmi ma
cmamucmu4Hoi sikocmi 2eHepogaHux nocnidoeHocmeli. Mema yb020 GocnidxeHHs — eKcriepuMeHmasibHO ouiHUMuU eghekmueHicmeb Pi3HUX Kpu-
nmoepadpiyHux INMBY 3a mpbomMa Kpumepissmu: cmamucmu4Ha eunadkoeicms, Kpunmocmilikicmb ma o64ucnroeanbHa NPodyKmMueHicms.

MeTtoawn. lpoeedeHo nopieHsANbHUU eKkcriepuMeHmasnbHuUli aHani3 pi3Hux kKnacie KpunmozpagidHux 2eHepamopie rncesdosunadkKosux
qucen. [JocnidxeHo 2ceHepamopu Ha OCHO8i pezicmpie 3cyey 3 niHiliHum 3860pomHuM 38 's3kom (LFSR), koHepyeHmHi memodu, nomokoei ma 6s10-
koei wugpu (Hanp., RC4, AES, FOCT 28147-89), a makox 0OHOCmMOpPOHHI pyHKyii (Hanp., BBS, RSA, Mikani-LLUHopp). Kpumepii oyiHro8aHHs1 8KJlto-
4asnu cmamucmu4Hi enacmueocmi (3a dornomozoto mecmie NIST SP 800-22), cmilikicmb 0o KpunmoaHanisy Ui o64yucnroeanbHy egpekmueHicmb,
8UMIpsIHY Kinbkicmto onepayili npoyecopa Ha 0OUH 8uxiOHul 6im.

PesynbTaTun. EkcnepumenmanbHi pe3ynbmamu rnokasasnau, Wo 2eHepamopu Ha OcHosi 6/10koeux i momokosux wudpis (Hanp., AES,
OCT 28147-89) 3abe3neyyromb Halikpawjuli 6anaHc Mixx kpunmocmilikicmro ma npodykmueHicmio. Haenaku, 2zeHepamopu Ha ocHogi oOHocmo-
POHHIX pyHkUil (Hanp., BBS, RSA) matomb doeedeHy cmilikicmb, ane cmpaxdarome 8i0 HU3bKOI weudkocmi ma HedocmamHbOi A08KUHU
nepiody. [Ipocmi 2eHepamopu, maki sik LFSR i niHiliHi KoH2pyeHmMHi 2eHepamopu, xapakmepu3ylombCsl 8UCOKOI weudKicmio ma 2apHuMu cma-
mucmuYHUMU e/lacmueocmsiMu, Mpome He Malomeb Kpunmocmilikocmi, wo pobums ix HenpudamHumu Ons 6e3nocepedHbLO20 8UKOPUCMAHHS 8
3acmocyHKax i3 eucCOKUMU eumoz2amu Ao 6e3neKu.

BucHoBku. Bubip ceHepamopa nceedoeunadkoeux 4Yucesi Mae r'pyHmyeamucsi Ha KOHKPemHuUX eumMo2ax Yi/lb08020 3aCMOCYHKY —
3 ypaxyeaHHsiM 6anaHcy mix 6e3nekoro, wieudkicmio i o6MexeHHsIMU peani3zayii. nsa 3a2anbHUX KpunmozpagiyHux cucmem peKoMeHA08aHoO
suKopucmosysamu 2eHepamopu Ha ocHosi wudgpis. Y cepedosuujax i3 nidsuwyeHUMuU sumo2amu 0o dogedeHoi cmitikocmi, de NpPodyKmueHicmb
€ 8MOPUHHOI, MOXXYMb 3acmMocogyeamucsi meopemuKko-yucsioei 2ceHepamopu. lModanbwi docnidxeHHs cnid cnpsimyeamu Ha 2i6pudHi apxi-
mekmypu, 20mosHicmb 00 MocmkeaHmMoeoi ernoxu U iHmMezpayito 3 anapamHumu Oxepesamu eHmponii Ons nidsuweHHs HadiliHocmi 8 ymosax
o6MexeHUX pecypcie ma Kpumu4HoO eaxsueux iHgppacmpykmyp.

KnwuyoBi cnoBa: 2eHepamopu ncesdosunadkogux Yuces, KpunmozpagiyHa 6e3neka, cmamucmuyHa eunadkoegicms, 6rokoei wugh-
pu, momokoei wugpu, 0GHOCMOPOHHI PYHKUii, Kpunmocmilikicms.

ABTOpPY 3asBMnATb NPO BiACYTHICTb KOHAMIKTY iHTepeciB. CnoHcopu He Gpanu yyacTi B po3pobneHHi focnigkeHHs; y 36opi, aHanisi
4u iHTepnpeTaLlil AaHKX; y HanucaHHi pykonucy; B pilleHHi npo ny6nikauito pesynbTaTiB.
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