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DECENTRALIZED TRUST AND CONSENSUS MECHANISMS
FOR PROTECTING SENSITIVE DATA IN DISTRIBUTED SYSTEMS

Background. The study addresses the rapid expansion of data processed within distributed digital ecosystems, where
traditional centralized storage models introduce risks due to single points of failure and limited transparency in monitoring
changes. The need is emphasized for secure, resilient, and verifiable mechanisms capable of protecting sensitive information
in dynamic multi-user environments.

Methods. A hybrid blockchain architecture integrating public and private ledgers is developed. A mathematical model
of decentralized data protection is formalized, digital signatures, smart contracts, and cryptographic hashing are applied, and a
functional prototype is implemented using Hyperledger Fabric with the RAFT consensus algorithm to validate secure access
and ensure transaction integrity.

Results. Analytical modeling and simulation experiments involving networks of 10-100 nodes demonstrate increased
system resilience by approximately 20-25% while maintaining stable transaction latency. The implemented model reliably
detects unauthorized access attempts and modification actions and shows compliance with international standards, including
ISO/IEC 27001 and GDPR.

Conclusions. The findings confirm that blockchain-based architectures can significantly enhance data security in
distributed environments and surpass traditional centralized protection models. The proposed framework ensures integrity,
transparency, and traceability with minimal performance degradation, making it suitable for financial, governmental, medical,
and corporate systems. Further development is considered promising in the context of integrating machine learning, quantum-
resistant cryptography, and cloud infrastructures.

Keywords: blockchain; hybrid systems; data security; information protection; decentralized architectures; access
management; smart contracts; consensus protocols; digital signatures; hashing; Hyperledger Fabric; RAFT; data integrity;
privacy; cryptography; GDPR; ISO/IEC 27001; distributed storage; cybersecurity; machine learning.

Background

The development of information technologies within state-level information systems is accompanied by a rapid and
continuous growth in the volume, heterogeneity, and sensitivity of operational, service, and analytical data. Modern digital
infrastructures increasingly operate in distributed and highly dynamic environments, where numerous users, services, and
subsystems interact simultaneously. These systems support process management, real-time coordination, secure
communication, and rapid exchange of mission-critical information, making the integrity and availability of data essential
for stable system operation (Alhamad, Al-Hammadi, & Sultan, 2025).

However, traditional centralized data-storage models introduce structural weaknesses that become more pronounced
as systems scale. A single compromised server can lead to large-scale data loss, service interruptions, or complete
disruption of information flows. Centralized databases also concentrate trust within a single administrative domain, which
creates risks related not only to cyberattacks but also to technical failures, insider threats, or misconfigurations. In addition,
the growing sophistication of cyberattacks—such as coordinated intrusion attempts, ransomware, and targeted manipulation
of data—further exacerbates the vulnerability of centralized architectures (Fig. 1).

Conventional cybersecurity methods, including SSL/TLS protocols, multi-factor authorization, firewalls, and classical
corporate DBMS, remain essential components of information protection. However, their effectiveness is limited by their
dependence on single control points, hierarchical trust structures, and static access-control mechanisms. These
technologies often fail to ensure data immutability, end-to-end auditability, or the ability to detect unauthorized modifications
in real time. As a result, organizations face challenges in achieving transparent monitoring, timely incident detection, and
reliable validation of the authenticity of data across distributed environments.

In this context, blockchain technology emerges as a promising architectural alternative. Owing to its decentralized
nature, cryptographic guarantees, immutable data structure, and consensus-based verification, blockchain allows the
distribution of trust across multiple nodes rather than concentrating it in a single authority. Consensus algorithms ensure
coordinated decision-making even in the presence of unreliable or potentially compromised participants, while
cryptographic hashing and digital signatures provide strong guarantees of data integrity and non-repudiation. These
properties make blockchain suitable for environments requiring long-term verifiable storage, transparent audit trails, and
secure execution of access-control policies.

Furthermore, hybrid blockchain architectures—combining public and private components—enable a balanced approach
to performance, confidentiality, and openness. They allow organizations to maintain strict access-control rules while
benefiting from decentralized validation mechanisms, thus supporting secure data sharing across organizational
boundaries. Blockchain's compatibility with modern principles such as Zero Trust Architecture and Secure-by-Design
further strengthens its relevance for critical information systems.
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Therefore, research focused on developing mathematical models for data protection using blockchain technology
within modern information systems is highly relevant. Such research can help quantify system resilience, formalize trust
mechanisms, evaluate consensus performance, and design scalable architectures capable of withstanding attacks,
ensuring transparency, and maintaining operational efficiency. The growing demand for secure, auditable, and
tamper-resistant data infrastructures underscores the importance of advancing blockchain-based approaches for next-
generation information systems.
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Fig. 1. Comparison of centralized and blockchain-based information systems across key security and reliability indicators

Furthermore, hybrid blockchain architectures—combining public and private components—enable a balanced approach
to performance, confidentiality, and openness. They allow organizations to maintain strict access-control rules while
benefiting from decentralized validation mechanisms, thus supporting secure data sharing across organizational
boundaries. Blockchain's compatibility with modern principles such as Zero Trust Architecture and Secure-by-Design
further strengthens its relevance for critical information systems.

Therefore, research focused on developing mathematical models for data protection using blockchain technology within
modern information systems is highly relevant. Such research can help quantify system resilience, formalize trust mechanisms,
evaluate consensus performance, and design scalable architectures capable of withstanding attacks, ensuring transparency,
and maintaining operational efficiency. The growing demand for secure, auditable, and tamper-resistant data infrastructures
underscores the importance of advancing blockchain-based approaches for next-generation information systems.

The purpose of the article. The purpose of the article is to develop an improved hybrid blockchain solution for
protecting operational and service data within modern departmental information systems.

To achieve this goal, the study involves creating a mathematical model of a data-protection system in a decentralized
environment, taking into account node trust levels, compromise risks, and cryptographic security parameters. Another important
objective is to establish a trust and consensus model designed to ensure data integrity and immutability in distributed systems.

Additionally, the research includes simulation and experimental modeling of a hybrid blockchain architecture with
varying numbers of nodes. This makes it possible to evaluate system performance, transaction latency, energy
consumption, and resilience to potential attacks.

Analysis of literary sources. Issues of ensuring cybersecurity in modern information systems using advanced
technologies, including blockchain, are discussed in numerous international studies. These works highlight aspects of
cyber resilience, secure network design, the potential use of blockchain, and typical threats to distributed ledgers.

Study (Javaid, & Alghamdi, 2023) focuses on ensuring the resilience of state information systems, particularly
organizational and technical measures against cyberattacks. However, it concentrates mainly on high-level cybersecurity
and does not address the application of hybrid blockchain architectures or provide formalized trust models.

Work (Mollajafari, Gholami, & Zare, 2023) analyzes the design of secure information systems, including segmentation,
secure channels, and access-control mechanisms. Nevertheless, it relies on classical networking approaches and does
not consider blockchain platforms as a foundational system component. It also lacks analysis of integrating cryptographic
mechanisms, smart contracts, and trust models in multi-party environments.

Publication (Almarri, Alenezi, & Khan, 2024) examines the use of blockchain for resource management, logistics,
and process transparency. However, the proposed approaches are predominantly conceptual and do not provide
mathematical modeling of network resilience, node-compromise probability, or the impact of consensus algorithms
(such as RAFT) on security and performance.

Study (Singh, & Kim, 2023) considers blockchain as a means of addressing information-security and data-confidentiality
challenges. While the author systematizes key advantages of blockchain technology across industries, the work does not
propose a mathematical model of data-protection mechanisms suitable for complex multi-level organizational structures.

Article (Eyadat, Alamaren, & Almomani, 2025) provides an overview of the primary security issues in blockchain
systems, including consensus-level attacks, smart-contract vulnerabilities, and threats to ledger integrity. Although it offers
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a valuable classification of risks, the approaches remain general and do not account for the specifics of hybrid (public-
private) architectures or trust-model construction in complex systems.

Despite the availability of publications in this field, none of the existing studies address the formulation and solution of the
problem of developing hybrid blockchain architectures for ensuring data protection in modern distributed information systems.

Methods

Mathematical Model of the Data Protection System Unlike the approaches described in (Luo, 2024), which focus mainly
on general principles of applying blockchain in information systems and do not account for trust interactions, node-
compromise risks, or adaptive access control, the proposed mathematical model is aimed at ensuring record immutability,
decentralized authentication, and dynamic access-control policies in distributed information systems.

To describe the protection of operational and service data, let us define the set D = {d,,d,, ..., d,,}, representing data
objects requiring encryption and access control. Let U = {uy, u,, ..., u,} be the set of users or system nodes, each having
an access-rights set A(ui) < {r, w, x}, where: r— permission to read data, w — permission to write or modify data, x—
permission to execute or initiate operations.

To formalize the processes of encryption, hashing, and transaction recording in the blockchain, we introduce a function
that defines the transformation of data before including them in the ledger:

F(D,K,T) = H(E(D,K),T), (1)
where E(D, K) is a symmetric encryption function using a key set K = {ky,k;,...,k,}, H(T) is a hash function that
incorporates the transaction timestamp T.

Each new block B; is formed as follows:

Bj = (Hj-1,F (D;, K}, T)), Sigj, PK;), (@)
where H;_1y — hash of the previous block, Sig; — digital signature of the transaction participant, PK;— their public key.

This block structure prevents falsification or undetected modification of records, which is crucial for distributed
information systems where data reliability directly affects decision-making processes.

To formally evaluate the security level, we propose an integral indicator S, that accounts for node-compromise risks,
cryptographic complexity, and the effectiveness of the consensus mechanism:

Ssec = (X(l - ?]:1(1 - pl)) + Bbg;i);mh:m)'l' Y%i (3)
where p; — probability of compromising node i, C,,sn — cryptographic complexity of finding a hash collision (e.g., 2'%),
E_comp — average energy consumption per verification operation, R, — reliability coefficient of the consensus algorithm,
T,qt — average transaction latency, a, B, y — weighting coefficients that define the priority of security parameters, N —number
of nodes considered in the system.

The weighting coefficients a, B, and y are determined according to the priority of specific security aspects for a given
information system. Their values are obtained through the normalization of expert assessments or parameter
optimization that considers system-resilience requirements, acceptable transaction latency, and energy-consumption
constraints. Typically, the coefficients are chosen so that each parameter reflects the criticality of the corresponding
component for the intended application.

The reliability coefficient of the consensus algorithm, R, is defined through the probability of successful transaction
confirmation in the presence of malicious or compromised nodes. The evaluation takes into account consensus-algorithm
parameters such as fault-tolerance limits, the trust model, and the probability that the network remains operational under
potential attacks. This metric enables comparison of different blockchain implementations in terms of resilience and helps
optimize the architecture with respect to the balance between security and performance (Saha et al., 2023).

Trust and User Consensus Model in distributed information systems without a centralized control authority, the
mechanism of mutual verification of node behavior is essential.

To formalize this process, a trust model is applied based on the evaluation of interaction history, digital signatures, and
behavioral characteristics of nodes. The trust level for each node is defined as:

6,Ci+8,Vi+83U;

Tw) == %5 (4)
where C; — number of confirmed operations performed without violating security policies, V; — success rate of verifications by
other nodes, U; — activity level in the network, §,, 8, 65 — weighting coefficients reflecting the importance of each parameter.

The coefficient values are determined through expert assessment or by calibrating the trust model using experimental
data. They are normalized so that they represent the relative importance of each factor for a particular environment.

The overall trust level of the system is then computed as:

Tavg = 3 211 T (). (5)

Results

To evaluate the effectiveness, stability, and practical viability of the proposed mathematical model for blockchain-based
data protection, an extensive set of simulation and experimental studies was conducted. The evaluation combined software-
based emulation, analytical measurements, and controlled experiments in a virtualized environment, allowing for a
comprehensive assessment of system behavior under varying network sizes, trust configurations, and architectural conditions.

The initial stage of the assessment involved simulation modeling in Python using the Hyperledger Fabric SDK. The
experiments simulated heterogeneous data flows between nodes that represented decentralized components of an
enterprise-scale information system. By systematically varying the number of nodes — 10, 20, 50, and 100 — the study
examined how increasing network size influences resilience, trust propagation, latency, and energy efficiency. As the number
of nodes increased to 100, the integral security indicator S,.. rose by approximately 22%, demonstrating a measurable
improvement in resistance to local node failures and malicious behavior (Fig. 2).
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Fig. 2. Growth of the security indicator S,,. depending on the number of nodes

Despite the growth in network size, the average transaction latency remained stable at =410 ms, indicating that
decentralization did not impose critical performance penalties in this configuration.

A particularly important result of the simulations concerns the efficiency of the RAFT consensus mechanism. The
experiments showed that RAFT significantly reduces computational overhead compared to proof-of-work mechanisms,
leading to a 37% reduction in energy consumption. This confirms the suitability of RAFT for high-frequency, enterprise-
oriented workloads where energy efficiency, predictability, and low overhead are essential. While DPoS and BFT algorithms
can provide even lower energy usage, their practical deployment in large-scale distributed environments is limited by factors
such as reliance on elected validators (DPoS) or high inter-node messaging overhead (BFT), which restricts their scalability
beyond several dozen nodes (Zhang, Chen, & Wang, 2024).

In addition to simulation testing, a fully functional experimental environment was deployed using a private Hyperledger
Fabric 2.5 blockchain network operating within a Docker-based virtual infrastructure. The prototype consisted of three validator
nodes and one client node that generated and executed data-access operations. This configuration included realistic
cryptographic workflows: users performed digital signing and local AES-256-GCM encryption before uploading data.
Importantly, only the file hash and metadata—owner ID, timestamp, and applicable access policy—were stored on the
distributed ledger, ensuring both confidentiality and auditability. Access-control policies were encoded in a smart contract,
which autonomously enforced access rules, validated digital signatures, and verified user privileges for every request.

The REST API interface facilitated seamless communication with external systems, ensuring that the architecture could
be integrated into enterprise applications without modification of existing service layers. The security testing phase included
targeted simulations of unauthorized access attempts, data tampering, and replay attacks. Across all scenarios, the system
demonstrated 100% detection accuracy, successfully blocking every attempt to reuse authentication tokens or alter previously
committed records. This confirms that coupling cryptographic hashing with distributed consensus and digital signatures
creates strong protection against common attack vectors.

To further evaluate the practical relevance of the model, a comparative analysis was performed against traditional
centralized data-protection approaches. Metrics included data-integrity robustness, system availability, scalability under load,
transaction throughput, and power consumption. Centralized architectures exhibited high transaction speed but lacked fault
tolerance and were more vulnerable to data corruption, server compromise, or insider threats. In contrast, the blockchain-
based solution offered enhanced integrity verification, transparent auditability of all actions, and increased resilience to node
compromise. Experimental measurements indicated that scaling the network from 10 to 100 nodes improved the overall
security level by 21%, with only a minor increase in average transaction time (=0.3 seconds). This reflects a favorable trade-
off between operational efficiency and security assurance. Comparisons with other blockchain platforms such as Ethereum,
Quorum, and Multichain showed that Hyperledger Fabric provides superior performance in enterprise contexts due to its modular
design, endorsement policies, RAFT-based ordering mechanism, and robust identity management. Whereas Ethereum
suffers from high latency under heavy load and Quorum's performance decreases with increasing node count, Hyperledger
Fabric maintained stable transaction times and predictable behavior across scaling scenarios (Osterrieder et al., 2024).

The results also demonstrated strong compliance with international data-protection standards. The system's auditability,
immutability, and metadata-only storage model simplify alignment with GDPR requirements — particularly regarding
traceability, accountability, and "right to be forgotten" implementation. By storing only hashed values rather than raw files, the
system maintains complete audit history without violating data-erasure expectations (Dwivedi et al., 2024).

Taken together, these findings confirm that the proposed mathematical model offers a highly favorable balance of
security, latency, scalability, energy efficiency, and regulatory compliance. The system's architecture is suitable for large
organizations that process sensitive data and require robust guarantees of integrity, transparency, and reliability. The
combined simulation and experimental evaluations demonstrate that the model can be adopted as a foundational approach
for next-generation distributed information systems, particularly in environments where consistent auditing, tamper
resistance, and trust decentralization are mission-critical.
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Discussion and conclusions

The article proposes a comprehensive mathematical model for a blockchain-based data protection system that integrates
cryptographic mechanisms, the RAFT consensus algorithm, decentralized trust management, and adaptive access-control
policies. The model addresses the limitations of traditional centralized architectures by enabling distributed verification,
immutable transaction logging, and trust-driven decision-making. For experimental configurations with N = 10, 20, 50, and
100 nodes, the integral security indicator S,.. and the average trust level T,,,; were calculated. The results demonstrated an
increase of 0.20-0.22 (=20-22%) in Ss.. compared to the baseline configuration with N = 10, confirming that the system
becomes more resilient as additional nodes contribute to the decentralization and redundancy of the network.

Akey element of the research is the development of a quantitative model of trust and consensus that captures the relationship
between system resilience, the number of participating nodes, and the trustworthiness of their behavior. The simulation results
showed that scaling from 10 to 100 nodes while maintaining an average trust level T,,,; = 0.8 increases the overall resilience
indicator from 1.00 to 1.22. This demonstrates a reduced sensitivity to the compromise of individual nodes and highlights the
importance of distributed trust mechanisms for achieving robust cyber-resilience. The findings suggest that node diversity and
redundancy act as natural stabilizers, preventing localized failures from escalating into systemic vulnerabilities.

Experimental validation using a functional prototype implemented on Hyperledger Fabric 2.5 further reinforced the
theoretical predictions. With the RAFT consensus mechanism, the prototype exhibited a strong balance between performance
and security. At N = 100 nodes, the average transaction latency remained approximately 410 ms, representing an increase
of only about 0.3 seconds compared to a centralized architecture. This marginal overhead is acceptable for most enterprise
applications and is significantly lower than the delays inherent in Proof-of-Work—based platforms. Furthermore, energy
consumption was reduced by 37%, underscoring the efficiency of RAFT in scenarios requiring frequent transaction validation
without imposing heavy computational burdens. The system also demonstrated 100% detection of data modification attempts
and replay attacks, substantially outperforming traditional centralized protection mechanisms.

The theoretical contribution of this work lies in the formalization of mathematical dependencies that characterize the
interplay between node count, compromise probability, cryptographic complexity, and the emergent trust level within a
distributed network. These relationships allow researchers and system architects to simulate the effects of adding or removing
nodes, adjusting consensus parameters, or modifying trust-evaluation metrics. Such analytical tools are essential for
designing scalable, fault-tolerant, and cryptographically reinforced architectures capable of withstanding adaptive adversarial
behavior. The framework offers a foundation for developing standardized metrics for evaluating blockchain resilience in
environments with fluctuating trust models, dynamic access policies, and heterogeneous node reliability.

From a practical perspective, the study introduces a fully operational prototype of a hybrid blockchain system tailored for
environments where data confidentiality, reliability, and auditability are critical. The system supports transparent user actions,
enforces adaptive access control, and maintains resistance to a wide spectrum of cyberattacks, including unauthorized
modifications, key-reuse attempts, and session replay. The integration of role-based access control (RBAC), contextual policy
checks, and digital-signature verification ensures that access rights remain consistent, traceable, and tamper-resistant across
all nodes. These practical achievements make the proposed approach suitable for large organizations managing sensitive or
mission-critical information (Fig. 3).
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Fig. 3. Comparison of centralized and blockchain-based information systems across key reliability and security indicators

The comparative analysis between the blockchain-based model and traditional centralized systems revealed important
trade-offs. Although centralized architectures offer higher transactional throughput, they suffer from limited fault tolerance,
vulnerability to insider threats, and a lack of transparency in change history. Blockchain-driven platforms, while introducing
modest latency, provide far stronger guarantees of data immutability, verifiability, and threat detection. The evaluation also
demonstrated that frameworks such as Ethereum, Quorum, and Multichain exhibit performance limitations or architectural
constraints that make Hyperledger Fabric the most efficient option for enterprise systems due to its modular consensus design,
channel-based isolation, and flexible access-policy management.
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The results of this study also have regulatory and compliance implications. Decentralized systems inherently support
auditability, traceability, and verifiable access records, which align with international data-protection standards such as
GDPR, ISO/IEC 27001, and NIST frameworks. In particular, the ability to store only hashed data rather than raw files helps
reconcile blockchain immutability with requirements such as the "right to be forgotten," enabling secure deletion at the
storage layer while preserving verifiable transaction logs.

Future research directions include several promising areas. One avenue involves the integration of machine learning
techniques to enable intelligent, real-time monitoring of threats, anomaly detection, and prediction of node-behavior
deviations. Another direction concerns optimizing the energy efficiency of consensus algorithms to support sustainable large-
scale deployments, especially in resource-constrained infrastructures. Additionally, the incorporation of quantum-resistant
encryption mechanisms is expected to become increasingly important as quantum computing capabilities advance, posing
potential risks to classical cryptographic primitives. Investigating hybrid architectures that combine blockchain technology with
secure multiparty computation, homomorphic encryption, or zero-knowledge proofs also offers potential for enhancing privacy-
preserving data sharing and computation.

In the long term, the proposed blockchain-based model may serve as a foundational architectural element for constructing
large-scale trusted information systems. Its adaptability, mathematical rigor, and demonstrated resilience make it a viable
candidate for environments requiring high assurance in data integrity, reliable multi-party coordination, and transparent
security controls. The scalability and modularity of the framework suggest that it can evolve alongside technological
advancements, positioning it as a robust solution for future generations of distributed information ecosystems.

Authors' contribution: Vladyslav Lutsenko — conceptualization; methodology; development of the mathematical model; analysis of
sources, preparation of the literature review and theoretical background; construction of the trust and consensus model; software;
Volodymyr Nakonechnyi — implementation of the prototype; simulation modeling, analysis and validation of results; preparation and editing
of the manuscript.
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OELEHTPATNI3OBAHI MEXAHI3MW AOBIPU TA KOHCEHCYCY ANA 3AXUCTY KOH®IAEHLIMHUX BAHUX
Y PO3MNOAINEHUX CUCTEMAX

B cTyn. focnidxeHHs npucesiyeHe cmpiMKOMy 3pocmaHHIo o6csizie daHuX, wjo onpaybo8yrombCsi 8 po3nodineHux yugposux ekocucme-
max, 0e mpaduyiliHi yeHmpasnizoeaHi modeni 36epicaHH1 cmeoproOMb PU3UKU Yepe3 HasieHicMb €eQUHUX MOYOK eiOMoeu i 06MeXeHY Mpo3o-
picmb y gidcmesxeHHi 3miH. idkpecntoembcsi nompeba y 6e3neyHux, cmilikux i sepughikosaHux mexaHizmax, 30amHux 3axuwjamu KOHiOeHyiliHy
iHghopmayjito 8 duHami4HUX 6azamokopucmyeaybKux cepedoguujax.

Me ToAau. Po3pobneHo 2i6pudHy 6nok4yeliH-apximekmypy, w0 noedHye ny6ni4Hi ma npueamri peecmpu. ®opmasizoeaHo MamemamuyHy
Modesnib deyeHmparsnizoeaHo20 3axucmy daHux, 3acmocoeaHo yudgpoei nidnucu, cMapmKoHMpPakmu ma KpunmozpadgiyHe xewyeaHHsI, a MaKOX
peanizoeaHo pyHKYyioHanbHuli npomomun Ha ocHosi Hyperledger Fabric i3 koHceHcycHum anzopummom RAFT dns eanidayii 6e3ne4yHo2o doc-
myny ma 3a6e3neyeHHs1 yinicHocmi mpaH3akyid.

Pe3ynbTaTtun. AHanimuyHe modentoeaHHsI ma pe3yibmamu cuMynsyiliHux ekcriepumeHmie y mepexax i3 10-100 gy3nie deMoHcmpy-
romb nidguuwjeHHs1 cmitikocmi cucmemu npu6bnusHo Ha 20-25 % y pa3si 36epexeHHs1 cmab6inbHOI 3ampuMKu mpaH3akuiii. PeanizoeaHa modenb
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HadiliHo eusiensie cnpobu HecaHKyioHog8aHo20 docmyrny ma Oii 3 Modudbikayii daHux, a makox 3aceiduye eidnoeiOHicmb MiXKHapOOHUM cmaHoap-
mam, 3okpema ISO/IEC 27001 ma GDPR.

BucHoOBKMU. OmpumaHi pesynbmamu niomeepdxyroms, ujo apximekmypu Ha ocHo8i 6510k4yeliHy MOXXymb cymmeeo nideuujyeamu pi-
8eHb 3axucmy daHux y po3nodineHux cepedosuwjax i nepesepwysamu mpaduyiliHi yeHmpanizoeaHi modeni 6e3neku. 3anponoHosaHa KOHYer-
yist 3abesneyye yinicHicms, npo3opicms i npocmexxyeaHicmb daHuUXx 3a MiHiManbHUX empam NPoAdyKmMueHocmi, w0 pobums ii npudamHoro Ans
piHaHCOBUX, OepxasHUX, MEOUYHUX i KopropamueHux cucmem. lModanbwuil po3eumok eba4arome NepcrneKmMueHuUM y Hanpsimi iHmezpayii Ma-
WUHHO20 HasYaHHs1, KBaHmMocmilikol Kpunmoezpagii ma xMapHux iHgppacmpykmyp.

KnoyoBi cnoBa: 6nokyeliH; 2i6pudHi cucmemu; 3axucm daHux; 3axucm iHgpopmauii; deyeHmpanizoeaHi apximekmypu; ynpaeniHHs
docmynom; cMapmKOHmMpakmu; NPOMOKOJIU KOHCeHcycy; yugposi nidnucu; xewyeaHHsi; Hyperledger Fabric; RAFT; yinicHicmb 0aHux; KOHei-
deHuyiliHicmb; kpunmozpadis; GDPR; ISO/IEC 27001; po3nodineHe 36epizaHHs1; KiGepbe3neka; MaWUHHe HagYaHHSI.

HakoHeuHnin Bonogumup € uneHoM pepakuiiHoi Koneril LUboro BUAaHHS, TOMy BiH He GpaB ydacTi B NpoLeci peLeH3yBaHHsS Ta
NPUIHATTI pilleHHs woao nyobnikawii uiei ctatTi.

ABTOpYM 3a8BNATL NPO BiACYTHICTb KOHMMIKTY iHTepeciB. CnoHcopu He Gpanu yyacTi B po3pobneHHi AocnimpkeHHs:; y 36opi, aHanisi
4n iHTepnpeTaLil AaHKX; y HanucaHHi pykonucy; B pilleHHi Npo ny6nikauito pesynbTaTis.
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